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Calendar No. 735

107tH CONGRESS
2D SESSION S. 6 30

[Report No. 107-318]

To prohibit senders of unsolicited commercial electronic mail from disguising
the source of their messages, to give consumers the choice to cease
receiving a sender’s unsolicited commercial electronic mail messages, and
for other purposes.

IN THE SENATE OF THE UNITED STATES

MaRrcH 27, 2001

Mr. BURrNS (for himself, Mr. WYDEN, Mr. LIEBERMAN, Ms. LANDRIEU, Mr.
TORRICELLI, Mr. BREAUX, Mr. MURKOWSKI, Mr. ALLEN, Ms. SNOWE,
Mr. TroMas, Mr. HuTcHINSON, and Mr. STEVENS) introduced the fol-
lowing bill; which was read twice and referred to the Committee on Com-
merce, Science, and Transportation

OcToRER 16, 2002
Reported by Mr. HOLLINGS, with an amendment

|Strike out all after the enacting clause and insert the part printed in italic|

A BILL

To prohibit senders of unsolicited commerecial electronic mail
from disguising the source of their messages, to give
consumers the choice to cease receiving a sender’s unso-
licited commercial electronic mail messages, and for other
purposes.

HeinOnline -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 1 2004



2
1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT HITLE:
2003 or the “CAN-SPAM Aet of 2001
3 Fhere 13 & right of free speech on the Inter-

W 00 1 SN o bk W N

10 net:

11 {2} The Internet has inereasingly beeome n erit-
13 wnprecedented opportantties for the development and
14 srowth of global eommeree and an integrated world-

15 wide eeonomy: 1 order for global eommeree on the
16 Internet o reach its full potential; indriduals and
17 entities using the Internet and other online serviees

19 prevent other users and Internet servee providers
21 economienl ontie experienee:

22 {3) Unsolicited commercial eleetronte mai ean
23 be & mechanism threugh whick businesses advertise
24 and attraet eastomrers in the online environment:

*S 630 RS
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3

1 4 The reeeipt of unsolicited eommereial elee-
3 eannot refase to aeceept such mad and whe inewr
4 costs for the storage of sueh math; or for the tine
6 or for both-

10 and nonprefit mstitatiens that earry and reeerve
11 steh mail; as there 18 & finite volame of muail that
12 steh providers; businesses; and mstitations ean han-
13 die witheut farther investment: The sending of such
15 quihity of serviee provided to eustomers of Internet
16 aeeess service; and shiftng ecosts from the sender of
17 the advertisement to the provider of Internet nceess
18 serviee and the recipient:

19 63 While some senders of unseheited eommer-
21 able ways for reeiptents to rejeet {or “ept-ont™ ofy
22 receipt of unsolicited commmereinl eleetremnie mail
23 from sueh senders i the fature; other senders pro-
24 vide no such “ept-ont” mechanism; or refuse to

*S 630 RS

HeinOnline -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 32004



4

1 honor the requests of reeipients not to receive elee-
2 tronte matl from such csenders in the futare; or both:
5 the souree of sueh mui so as to prevent recipients
10 th order to induee the recipients to view the imes-
11 sages:

12 {9 Beenuse reeiptents of unsohieited eommererat
13 cleetronie mat are wnnable to avord the reeeipt of
14 sueh mai through reasenable means; sueh mad may
15 nvade the privacy of reeipients:

16 30} The praetice of sendine anseliered eom-
18 senders of sueh muil will not be vnduly burdened by
19 the costs associoted with previding an “eptout™
21 who exereise sueh optout de net reeeive further
22 messages from that sender:

23 5 In legislating against certain abuses on the
24 Internet; Congress should be very earefid to avoid

*S 630 RS
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5
1 vights; inelading the rights of assemble; free speeeh;
sulntion of Leited ol el e maik

O 00 N1 N W oA WD

mail should not mislead recipients a3 to the seuree
10 or eontent of sueh muatk and

11 {3} reeipients of unsoheited eommereind elee-
12 tromte mail have a right to deeline to reeetve addi-
13 tional unselicited eommereinl eleetrenie meail frem
14 the same seurees

15 SEG. 3: PEFINITIONS.

16 In this Aet:

17 & AFFRMATTYE coNSENT—The term  “af-
18 firmutive consent’s when used with respeet to a
19 eommeretd electronte mat messape; meats—

20 A the message falls within the seepe of
21 an express and unambigueus vitation or per-
22 misston granted by the reecipient and not sabse-
23 eraently revoked;

*S 630 RS
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1 B} the recipient had elear and eon-
2 spienous netiee; at the time such mvtation or
3 permssion was gratted; of—

5 granting the invitation or permission;

6 a4t the seope of the mvitation or per-
7 mission; mehading what types of commer-
8 et} eleetronte matt messages world be eov-
9 ered by the trvitation er permission and
10 what senders or types of senders; Hf any
11 other than the party to whom the mvite-
12 Hott  oF  perHHsston Wil eottbtrented
13 wordd be eovered by the mvitation or per-
14 nrsston; and

15 411 & reasonable and effeetive meeha-
16 nism for reveking the mvitation or permis-
17 stotr ane

18 G} the reeipient has not; after pranting
19 the mvtation or permission; submitted & re-
20 erest under seetion S{aH3) not to reeeive unse-
21 Letted ecommmereint eleetronte mmil  messages
22 from the sender of the message:

23 2 CoMMBREIAE BEBROFRONIC MAHL  MEBS-
24 saeB—The term “eommereial eleetronie mail mes-
25 sage” means uny cleetronie matl message the pri-

*S 630 RS
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1 mary purpese of which 18 to advertise or premote;
2 for a eommereinl purpese; & conmereinl produet or
5 to be & eommeretnl eleetronie mail message selely be-
6 ennse steh message inelades & rveferenee to o cont-
7 meretal entity that serves to identiy the sender o
8 & veference or hnk to art Internet website operated
9 for a eonymereint puarpose:

10 3 GCowmsston—Trhe termr  “Conmisston”
11 means the Federal Prade Commission:

12 ) Dovary NaM—The term “domain nume
13 means ahy aiphanterie designation whieh s reg-
14 istered with or assiened by any domutn name reg-
15 istear; domath name registey; or other domain name
16 registration authority as part of an ecleetronie ad-
17 dress on the Internet:

18 5} BELREPRONIE MAHE ADDBRBSS—

19 A By ebENtRa—The term “eleetronte
20 mat address” means a destination {eommonly
21 expressed as & string of charaetersy to whieh
22 eleetronte mail ean be sent or delivered-

23 By kxervston—In the ease of the Inter-
24 net; the term “eleetronte muail address” may -
25 clude an eleetronie mail address consisting of a

*S 630 RS
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1 tier name or matthox (eommenty referred to as
2 the “loeal part) and o reference to an Internet
3 domein (eommonty referred to as the “domuain
4 prrty:

5 ) FPC Acr—The term “PPC Aet’ menns
7 seq-

9 ADDRESS—

10 ) The term “fuonctioning return elee-
11 tronte mat address” means o legitimutely ob-
12 tnined eleetronie mai address; dearly and eon-
13 spienousty displaved 4 a conmmerent electronte
14 mail message; that—

15 ) remains eapable of recerving mes-
16 sages for ne less than 30 days after the
17 transmission of sueh commerein) eleetronte
18 il pressage: and

19 {1 that hes eapoeity ressenably eal-
20 enlated; fr hight of the number of reeipi-
21 ents of the eommereial eleetronie mail mes-
22 sage; to ennble i to reeerve the full ex-
23 peeted equantity of reply messages from
24 sueh reetpients:

*S 630 RS
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1 B3} An eleetronie mai address that meets
2 the requirements of sabparagraph ) shall net
4 tempoerary  abthity to reeeive eleetromie mat
6 steps are taken to eorreet such teehmeal prob-
7 lems within & reasonable thme pertod:

8 £8) Heapsr prortarion—TrThe term “header
9 informuation” means the souree; destination; and
10 routine information attached to the begtning of an
12 domuin nume ond originating eleetronte mail ud-
13 dress-

14 9 bhrHeb constve—The term “imphied
15 consent’; when used with respeet to & conmmereisl
16 eleetronie mail message; means—

17 tA) within the B-year pertod ending upon
18 reeeipt of sueh message; there has been & bust-
19 ness teansaetion between the sender and the re-
20 eiptent (nelading & transaction mvelving the
21 provision; free of eharge; of mformation; geeds;
22 or sepvices requested by the reeipient); and

23 B the recipient was; at the time of such
24 teansaetion or therenfter, provided a elear and
25 eonspienons notiee of an opportanity not to re-

*S 630 RS
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3 sueh eppertantty-
4 46y barpvrs—The term  Snibinte™s  when
5 wsed with respeet o o conmmererd cleetronie mutl
7 enre the origination of such message; or to assist i
9 storr or seleetion of addresses to which sueh message
10 will be sent; but shall not melade actions that eon-
11 stitute routine eonveyanee of sueh message: For par-
12 poses of this Aet; more than 1 persen may be con-
14 41 hvepryngr—The term “nternet” has the
15 freafing given that term in the Internet Tax Free-
16 dom Aet Pub- & 627 Dbiv G Title XL, §
17 HOHeH3Heh-
19 “Internet aeeess serviee” has the meaning grven that
20 term i seetion 23HeH4d) of the Communieattons
21 Aet of 1934 (47 U5-6- 23HeH4n-
22 33 Prothetrish comperin—The term Spre-
23 teeted eomputer’ has the meaning given that term
24 H seetion 1030(eH2) of title 18; United States
25 Ceode-

*S 630 RS
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2 wsed with respeet o a commereial eleetronie mail
3 message; neans the addressee of sueh message: I
5 sage has 1 or move eleetronte mail nddresses i neleh-
7 dressed; the adedressee shall be treated as a separate
8 reeiptent with respeet to each sueh address:

10 tine eeonveyanee’ means the transmission; routing;
11 relaying; handling; or storing; through an automstie
12 teehntenl process; of an eleetronte muil message for
13 which aneother persen has provided and seleeted the
14 reeipient addresses:

15 16} SENbBER—The term Ssender’; when nsed
16 with respeet to & commereinl electronie meail mes-
17 sSage; means & personr who inttintes sueh @ message
18 and whese produet; serviee; or Internet web site i
19 advertised or promoted by the message; but does not
20 melide any person; tiekuding a provider of Internet
21 faeeess serviee; whose rele with respeet to the mes-
22 sage 13 hmited to reutine eonveyanee of the message:
23 7 BSOoMcrrEp COMMBROIAE BERBEPROMEC
24 MATE MBSSAGE—

*S 630 RS
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1 & Iy o The termr “wnseherted
2 eommeretnt eleetronie mui message” Mmeans any
3 eonrmeretnt eleetronte mail message that 13 sent
4 to & reetptent—

6 or imphied eonsent from the reetpient; or
7 45 te a reeipient whe,; sabsequent to
8 the establishment of affirmative or imphed
9 eonsent under subparagraph {5 has ex-
10 presseds i & reply submitted pursuant to
11 seetion S{aH3); or th response to any other
12 oppertuntty the sender may have provided
13 to the reeiptent; & destre not to reeetve
14 eontmerers) eleetronie mail messages from
15 the sender:

16 B Exerbston—Netwithstanding  sub-
17 paragraph () the term “unsolietted commer-
18 et eleetronie mall message” does not inelude
19 ah eleetronie mail message sent by or on behulf
20 of ene or more lawtal owners of eopyright; pat-
21 ent; publicity; or trademark rights to an wnau-
22 thorized wser of protected material netifying
23 sueh uwser that the use is unauthorized and re-
24 questine thut the wse be terminated or that per-

«S 630 RS
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rights holder or holders:

[u—y

SEG. 4 CRIMINAL PENALTY FOR UNSOLICITED COMMER-
CGIAL ELECTRONIC MAHL CONTAINING FRAUD-
HEENT ROUTING INFORMATION:

“3 1348. Unsolicited eommereial eleetronie mail eon-

O 00 N1 N A W N

—
o

ining fraudul ission inf i

—_—
[a—

tien
or i3 aecompanted by hender information that s matertally
or intentionaly false or mistending shalt be fined or im-
prisoned for not more than 1 year; or both; under this
Htle-
Bleetronie Mait Aet of 200+ hus the mennine siving it in

[\ YR NG YRR N YN N T G P G SV Y
W N = O O 00 NN i bW
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yvais for chapter 63 of title 18; Dnited States Cede; is

£ ' n‘

(U5 I S |

SEG: 5. OTHER PROTECTIONS AGAINST UNSOLICITED COM-
MERCIAL ELECTRONIC MAIL.

O 0 1 O W A

10 for atty person to initiate the transanssion; to & pro-
11 teeted eomputer; of & commereinl eleetronte mat
12 message that eontains; or 18 accompanied by, header
13 information that s materinlly or intentionally fulse

14 or mislendings op not legttmutely obtaired:
15 {27 ProHBITION O©6F DBECEPERVE SUbIBes

16 AP —Tt shall be unlawful for any person to
17 nttiate the transmission; to a protected eomputer; of
18 & eontmeretn) eleetrenie mail message with & subjeet

19 heading that saeh person knows s hkely to mislead

21 eontents or subjeet muatter of the message:

22 £ BvertoON OF REFURN ADDRESS BN €OM-

23 MERCHE BEBCTRONIE MAH—Tt shall be unlawiul

24 for any person to inttinte the transmission of & eom-
*S 630 RS
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1 mereial cleetronie mat message t0 & proteeted eom-
2 prter unless sueh message eontans & functionthg re-
3 tark eleetrente madl address to whieh a reepient
4 may send a reply to the sender to indiente a desire
6 the eleetronie mat address at which the message
7 was reeetveth

8 {4) PROHIBIPION OF FRANSMISSION OF HNSO-
10 FBEePIoN-—H & reeipient meakes & request to & send-
11 ex; threuph #n eleetronie matl messape sent to an
12 eleetronte mail address provided by the sender pur-
13 suant to paragraph (3); net to reeceive farther elee-
14 tronte mai messages from that sender; 1t shall be
15 unleowfal for the sender; or any persen aeting on be-
16 half of the sender; to inttinte the transmission of an
17 unsolietted commereinl electronte mad message o
18 sueh & reeiptent within the United States more than
19 10 days after receipt of such reguest:

20 5 BNerEsION OF IIENTIPHER,;, PO, AND
21 PHYSIoAL APDRESS IN UBNSOLICHEED CcoMMBERCRL
22 BERCPRONIC MAIL—Tt shall be unlawfal for any
23 persen to mttiate the teansmission of any anseheited
24 eommereind eleetronie mail message to a proteeted

+S 630 RS
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1 eomprter unless the messape provides; i & munner
2 that is elear and eonspievons to the reeipient—

3 A identifieation that the message 15 an
4 advertisement or soliettation;

8 the sender; and

9 {G) a vakid physieal postal address of the
10 sender:

11 B} No Errper on Potcms oF PROVDERS oF
13 be constited to have any effeet on the lawfnlness or an-
14 lawfulness; vnder any other provision of law; of the adop-
15 tion; mmplementation; or enforecement by & provider of
16 Internet aecess serviee of a pohey of declinine to transmmt;
17 route; relay; handle; or store eertain types of electronie
18 maH messages:

19 SEE€. 6. ENFORCEMENT-

20 {or) ENFOREEMENS BY COMMISSION—

21 ) v eBNERAL—Seetion 5 of this Aet shall
22 be enforeed by the Commission under the FFGC Act:
23 For purpeses of sueh Commission enforcement; a
24 violution of seetion 5 of this Aet shall be treated us
25 & wolation of & rule ander seetion 18 (36 B-5:6-

*S 630 RS
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1 5%a) of the PTG Aet reparding unfair or deeeptive

2 aets or practices:
4 PHORITY—
6 son from violating seetion b of this Aet m the
7 same manner; by the same means; and with the
10 Aet were ineorporated into and made o part of
11 this seetion: Any person who violates seetion &
12 of this Aet shull be subjeet to the penalties and
13 entitled the privileses and immunities provided
14 i the PTG Aet in the same manner; by the
16 powers; and duties as though all appheable
17 terms and provisions of the FTC Aet were in-
18 corporated to and made & part of this seetion:
19 By Nothing in this Aet shall be constraed
20 to give the Commission authority over aetivities
22 the 16 Aet:
23 b ENFORCEMBENT BY CBRPAIN OPHER AGEN-
24 ems—

*S 630 RS
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1 5 I emvpRa—Gomphinnee with seetion 5 of
2 this Aet shall be enforced nnder—

3 A} seetion 8 of the Federal Depeostt Insur-
4 anee Aet (32 U=5-C- 1818); in the ease of—

5 {9 national  banks; and  Federal
7 bankes; by the Office of the Comptroller of
8 the Gurreney;

9 4 member banks of the Federal Re-
10 serve System {other than netienal banks);
11 branehes and ageneies of foreign banks
12 {other then IFederal branches; Federsd
13 agencies; and imsured State branehes of
14 foreign banks); eommereint lending eompa-
15 nies ewned or eontroled by foreten banks;
16 and organizations eperating under seetion
17 25 or 2bA of the Federal Reserve Aet (12
18 B-=5-6- 664 et seqr and 611 et seqs); by the
19 Federal Reserve Board; and

20 (it banks insured by the Federal De-
21 postt Insuranee Ceorporation {other than
22 members of the Federal Reserve System}
23 and insured State branches of foreign
24 banks; by the Bourd of Direetors of the
25 Federat Deposit Insuranee Gorporation;

S 630 RS

HeinOnline -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 18 2004



19

1 B seetion 8 of the Federal Deposit Insur-
2 aiee Aet (12 Y56 1818); by the Direetor of
4 % savings assoeiation the deposits of which are
6 porution;

7 {cr the Federal Credit Unton Aet (32
9 Diien Administration Beoard with respeet to
10 any Federat eredit union;

11 By part A of subtitle VH of itle 49;
12 Hatted States Gode; by the Seeretary of Trans-
13 portation with respeet to any air earrier or for-
14 eign air earrier subject to that part;

15 5} the Packers and Stoeekyvards Aet; 1921
16 F B-56: 181 et seq) fexeept as previded
17 seetion 406 of that Aet (7 D560 226; 227
18 by the Seeretury of Aprienlture with respect to
19 oty aetivities subjeet to that Aet;
20 ) the Farm Credit Aet of 197 {42
21 B5-6: 2001 et seq) by the farm Credit Ad-
22 nHnisteation with respeet to any Federal land
23 bank, Federal land bank asseciation; Federal
24 intermedinte eredit bank; or production ecredit
25 asseetntion; and

*S 630 RS
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1 {6 the Commantentions Aet of 1034 (4%
3 tions Commission with respeet to any persen
4 subjeet to the provistons of that Aet:

6 purpese of the exereise by any ageney referved to 1
8 to i thet paresraph; a violation of seetton & of this
9 Aet 18 deemed to be & violation of & requirement tm-
10 posed under that Aet: In addition to #s peowers
11 under aiy provision of law speetfieally referred to
12 parneraph ); eaeh of the agenetes referred to wm
13 that paragraph may exereise; for the purpese of en-
15 under seetion & of this Aet; any other authority eon-
16 ferred on it by law:

17 ey BENFORCEMENT BY SPATHS—

18 8 OrHL ACHION—TIn any ease i whieh the
19 attorney general of w Stute has reasen to believe
20 that an interest of the residents of that State has
21 been or is threatened or adversely affeeted by any
22 person engaging i & practice that vielates section &
23 of this Aet; the State; as parens patrine; may bring
24 # et aetion on behalf of the residents of the State
25 in o district eourt of the United States of appre-

*S 630 RS
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1 printe jarisdietion er i any other eewrt of eom-
2 petent jurisdietion—

3 ) to enjoin that practice; or

4 B) to obtain damages on behalf of vesi-
5 dents of the State; th an mmount equnl to the
6 greater of—

8 by such restdents; or

9 G the amount determined nnder
10 paragraph (-

11 27 STATETORY PAMAGES—For purpeses of
12 paraeraph (HHBH): the amount deterrmined under
13 this paragraph 18 the smaler of—

14 ) the amount determined by multiphyang
15 the namber of willfal; knowing; or neghgent wo-
16 lations by an ameount; i the diseretion of the
17 eottrt; of up to $1H0 Cwith ench seprvately ad-
18 dressed wrlawtal message recerved by suaeh rest-
19 detits treated o3 & sepurate violattotd: o

20 By $560:666:

21 In determining the per-violation penalty under this
22 paragraph; the eourt shall take into aceount the de-
23 gree of enlpabiity; any history of prier such eonduet;
24 abity to pay; cffeet on abilty to continme to do

«S 630 RS
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1 busthess;: sid such other matters a3 justiee muy re-
2 eferres

3 3) TREBER PrMAGBS—I the eourt finds that
5 knowingly; the eourt may merense the ameonnt reeow
6 erable vider paragraph 2} up to threefold:

9 shall be awarded the eosts of the action and reasen-
10 able attorney fees as deternrined by the eourt:

11 53 Nowrep—

12 &) Pre-Prinag—DBefore filing an aetion
13 under paregreph (); an attorney general shall
14 provide to the Commission—

15 £ written notiee of that aetiom and
16 41 & eopy of the complamt for that
17 aetion:

18 43 ContRMPORANBOHE—H an attorney
19 general determines that it is not feastble to pro-
20 wide the notive requived by subpuraeraph &9
22 of the eomplaint shall be provided to the GCom-
23 misstont when the action is filed:

24 63 berervENttoN—If the Commission ve-
25 eeives notice under paragraph (4); H—
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1 A) may mtervene in the aetion that 18 the
2 subjeet of the notiee; and

3 B shall have the right—

4 & to be heard with respeet to any
5 matter that arises in that action; and

6 £y o file o petition for appent

7 B ConsrruerroN—Ter purpeses of bringing
9 Aet shalt be constried to prevent an attorney gen-
10 ered of & State from exereising the powers conferred
11 on the attorney general by the laws of that State
12 to—

13 ) eonduet nvestigations:

14 By administer oaths or affirmations; or
15 &> eompel the attendanee of witnesses or
16 the preduction of deeamentary and other ew-
17 denee:

18 2y VENGE: SERVCE OF PROCHSS—

19 &) VeNuBE—Any setion brought under
20 parasraph 5 may be brought in the distriet
21 eorrt of the United States that meets appheable
22 requivements relating to venue utnder seetion
23 139 of title 28; United States Gode:

«S 630 RS

HeinOnline -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 23 2004



24

2 brought under paragraph (b preeess may he
4 {4} 18 an mheabitant; or
5 £ mainbabrs & physiead place of buasi-
6 Fresss
7 ) LRHPATION ON STAPR ACTION WIHLE PED-
9 other appropriate HFederal agency under subseetiton
10 b has institoted & el aetion or an admimsteative
11 aetion for violation of this Aet; no State attorney
13 durine the pendeney of that aection ageinst any de-
14 fendant named i the eomplaint of the Commission
15 or the ether ageney for any weolatton of this Aet al-
16 leged in the eomplaint:
18 SErveE—
19 ) Acrion AUTHORIZED—A provider of Tnter-
20 net reeess serviee adversely affected by & violation of
21 seetion & may bring a el aetion i any distriet
22 eonrt of the United States with jurisdietion over the
23 defendant; or i any other eourt of eompetent juris-
24 dietion; to—
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2 ant; or

3 B} reeover damages i an amount equal
4 to the greater of—

5 ) wetunl monetary loss inearred by
6 the provider of Internet neeess serviee as &
7 result of sueh violation; or

8 Gy the amount determined under
9 paragraph (2

10 {2 SPAFUEORY bAMAGES—TFer purpeses of
11 paragraph (BHBHH; the ameunt determined under
12 this paragraph i3 the smaller of—

13 ) the amount determined by multiplyine
14 the number of willfal; krowing, or negheent vio-
15 lattons by an amount; i the diseretion of the
16 eourt; of up to $10 (with ench separately ad-
17 dressed antewid message earried over the fa-
18 eilities of the provider of Internet neeess serviee
19 treated as a separate vwolation); of

20 B} $560,600-

21 In determining the per-violation penalty under this
22 peragraph; the eourt shall take into aecount the de-
23 gree of erlpability; any histery of prior such conduet;
24 ability to puay; effeet on ability to continae to do
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1 bustness; and steh other matters as jastiee may re-
2 eerires

3 2 TREBLRE baais—H the eourt finds that
4 the defendant eommitted the wiolation willfully and
5 knowingly; the eourt may nerease the amount reeov-
6 erabte ahder paragraph 25 up to threetolds

7 ) APPORNEY FREES—In any aetion broueht
8 purstant to paragraph (1); the eourt may; i s dis-
9 eretion; require an undertaling for the payment of
10 the eosts of such action; and assess reasonsble eosts;
11 inclading reasonable attorneys’ fees; apainst any
12 prrtys

13 5 EVIDENTIARY PRESGMPRION—Ter pur-
14 poses of an action alleging a wolation of seetion
15 bteH4) or blaHb); a shewing that a reeipient has
16 submitted & complaint about a commereinl eleetronie
17 mat message to an electronte mad address main-
18 tatned and publieized by the provider of Internet ac-
20 about unselietted eemmereial eleetronte mai mes-
21 saoes shall ereate & rebuttable presamption thot the
22 message i question was unsolieited within the
23 meaning of this Aet:

24 e} AFPHRMATIVE DEFENSTE—A persor shull not be
25 hable for damages under subseetion {eH2) or dHZ) H—
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and

proeedures:
SEG: 7 EEFECT ON OTHER LAWS:
eonstraed to Hnpair the enforcement of section 223 or 231
to obseentty) or 1O {reluting to sexual exploitation of ehil-
dren) of title 18; Bnited States Code; or any other Federal

b} Srars Eaw—No State or loeal government may

O 00 1 & v AW N =

[ T e T e e e
00 NN N R WD = O

ot
O

[\
o

[\
[R—

N
N

1 State trespass; eontract; or tort law; or
(2 any provision of Federal State; ov loenl

[N I O T \S ]
wn W
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| peteated by means of the unanthorized transmission

provided that the mere sending of unselietted eonr-
mereial eleetronie matt i & manher that eomphes
frand for parposes of this subpuragraph:

SEC. 8. STUDY OF EFFECTS OF UNSOLICITED COMMERCIAL

EELECTRONIC MAIL:

O 00 N N W s WD

10 nient of this Aet; the Commission; in eonsultation with the
11 Pepurtment of Justice wnd other appropriate ageneies;
12 shall submit & report to the GCongress that provides a de-
13 tailed analysis of the effeetiveness and enforeement of the
15 gress to modify sueh provisions:

16 SEC. 9 SEPARABILITY.

17 H any provision of this Aet or the appheation thereof
18 to any person or cireamstanee 18 held nvalid; the remain-
20 eother persons or errenmstances shall not be affeeted:

21 SEC. 10. EFFECTIVE DATE:

22 The provisions of this Aet shall take effeet 120 days
23 after the date of the enaetment of this Aet:
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| SECTION 1. SHORT TITLE.

2 This Act may be cited as the “Controlling the Assault

3 of Non-Solicited Pornography and Marketing Act of 20027,
4 or the “CANSPAM Act of 2002”.

5 SEC. 2. CONGRESSIONAL FINDINGS AND POLICY.

6 (a) FINDINGS.—The Congress finds the following:

7 (1) There is a right of free speech on the Inter-

8 net.

9 (2) The Internet has increasingly become a crit-
10 teal mode of global communication and now presents
11 unprecedented opportumities for the development and
12 growth of global commerce and an integrated world-
13 wide economy.

14 (3) In order for global commerce on the Internet
15 to reach its full potential, individuals and entities
16 using the Internet and other online services should be
17 prevented from engaging in actwities that prevent
18 other users and Internet service providers from having
19 a reasonably predictable, efficient, and economical on-
20 line experience.

21 (4) Unsolicited commercial electronie mail can
22 be a mechanism through which businesses advertise
23 and attract customers 1n the online environment.

24 (5) The receipt of unsolicited commercial elec-
25 tronic marl may result wn costs to recipients who can-
26 not refuse to accept such mail and who wcur costs for
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1 the storage of such mail, or for the tvme spent access-
2 g, reviewing, and discarding such mail, or for both.
3 (6) Unsolicited commercial electronic mail may
4 wmpose  significant monetary costs on providers of
5 Internet access services, businesses, and educational
6 and nonprofit instilutions that carry and recetve such
7 mail, as there s a finite volume of mail that such
8 providers, businesses, and institutions can handle
9 without further investment in infrastructure.
10 (7) Some unsolicited commercial electronic mail
11 contains material that many recipients may consider
12 vulgar or pornographic in nature.
13 (8) While some senders of unsolicited commercial
14 electronic mail messages provide simple and reliable
15 ways for recipients to reject (or “opt-out” of) receipt
16 of unsolicited commercial electronic mail from such
17 senders in the fulure, other senders provide no such
18 “opt-out” mechanism, or refuse to honor the requesls
19 of recipients not to receive electronic mail from such
20 senders in the future, or both.
21 (9) An increasing number of senders of unsolic-
22 ited commercial electronic mail purposefully disguise
23 the source of such mail so as to prevent recipients
24 from responding to such mail quickly and eustly.
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[—y

(10) An increasing number of senders of wnsolic-
ited commercial electronic mail purposefully nclude
misleading information in the message’s subject lines
m order to induce the recipients to view the messages.

(11) In legislaling against certain abuses on the
Internet, Congress should be very careful to avoid im-
fringing in any way upon constitutionally protected

rights, wncluding the rights of assembly, free speech,

O 00 N1 O L Bl W N

and privacy.

—_
(=]

(b) CONGRESSIONAL DETERMINATION OF PUBLIC POL-

—_—
[a—y

1cY.—On the basis of the findings in subsection (), the

12 Congress determines that—

13 (1) there is a substantial government wnterest in
14 requlation of unsolicited comvmercial electronic mail;
15 (2) senders of unsolicited commercial electronic
16 matl should mot mislead recipients as to the sowrce or
17 content of such mail; and

18 (3) reciprents of wunsolicited commercial elec-
19 trontc mail have a right to decline to recewe addi-
20 tional unsolicited commercial electronic mail from the
21 same Source.

22 SEC. 3. DEFINITIONS.
23 In this Act:
24 (1) AFFIRMATIVE CONSENT.—The term “affirma-

25 tie consent”, when used wath respect to a commercial
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1 electronic mail message, means that the message 18
2 being sent with the express consent, or at the express
3 direction of, the recipient.
4 (2) COMMERCIAL ELECTRONIC MAIL MESSAGE.—
5 (A) IN GENERAL—The term “commercial
6 electronic mail message” means anwy eleclronic
7 mail message the primary purpose of which 1s
8 the commercial advertisement or promotion of a
9 commercial product or service (mncluding content
10 on an Internet website operated for a commercial
11 pUrpose).
12 (B) TRANSACTIONAL OR RELATIONSHIP
13 MESSAGES.—The term “commercial electronic
14 mail message” does not include an electronic
15 mail message the primary purpose of which s to
16 Sacilitate, complete, confirm, provide, or request
17 formation concerning—
18 (t) a commercial transaction,
19 (it) an existing commercial velation-
20 shap, formed with or without an exchange of
21 consideration, tnvolving the ongoing puwr-
22 chase or use by the reciprent of products or
23 services offered by the sender, or
24 (1i1) an existing employment relation-
25 ship,
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1 that the recipient has previously agreed to enter
2 wnto with the sender,
3 (C) REFERENCE T0  COMPANY  OR
4 WEBSITE.—The inclusion of « reference to a
5 commercial entity or a link to the website of a
6 commercial entity in an electronic mail message
7 does not, by itself, cause such message to be treat-
8 ed as a commercial electronic mail message for
9 purposes of this Act if the contenis or cur-
10 cumstances of the message indicate o primary
11 purpose other than commercial advertisement or
12 promotion of a commercial product or service.
13 (3)  COMMISSION.—The term  “Commission”™
14 means the Federal Trade Commission.
15 (4) DOMAIN NaAME—The term “domain name”
16 means any alphanumeric designation which 1s reg-
17 istered with or assigned by any domain name reg-
18 istrar, domain name registry, or other domain name
19 registration authority as part of an electronic address
20 on the Internet.
21 (5) ELECTRONIC MAIL ADDRESS.—The term
22 “electronic mail address” means o destination, com-
23 monly expressed as a string of characters, consisting
24 of a unique user name or mailbox (commonly referred
25 to as the “local part”) and a veference to an Internet
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1 domain (commonly referred to as the “domain part”),
2 to which an electronic mail message can be sent or de-
3 l1ered.

4 (6) ELECTRONIC MAIL MESSAGE—The term

5 “electronic masl message” means a message sent to an
6 electronic mail address.

7 (7) FTC Acr—The term “FTC Act” means the

8 Federal Trade Commission Act (15 U.S.C. 41 et seq.).
9 (8) HEADER INFORMATION—The term “header
10 mformation’” means the source, destination, and rowt-
11 g mformation attached to the beginning of an elec-
12 tronic mail message, tncluding the orgimating do-
13 mawn name and originating electronic mail address.
14 (9) IMPLIED CONSENT.—The term “implied con-
15 sent”, when used with respect to a commercial elec-
16 tromic maisl message, means that—

17 (A) within the 3-year period ending upon
18 receipt of such message, there has been a business
19 transaction between the sender and the recipient
20 (including a transaction wmvolving the provision,
21 Jree of charge, of information, goods, or services
22 requested by the recipient); and
23 (B) the recipient was, at the time of such
24 transaction or thereafier, provided a cleur and
25 conspicuous notice of an opportunity not to re-
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1 cetve unsolicited commercial electronic mail mes-
2 sages from the sender and has not exercised such
3 opportunity.
4 (10) INITIATE.—The term “initiate”, when used
S with respect to a commercial electronic mail message,
6 means to originate such message or to procure the
7 origination of such message, but shall not include ac-
8 tions that constitute routine conveyance of such mes-
9 sage.
10 (11) INTERNET—The term “Internet” has the
11 meaning given that term vn the Internet Tax Freedom
12 Act (47 U.S.C. 151 nt).
13 (12) INTERNET ACCESS SERVICE.—The term
14 “Internet access service” has the meaning given that
15 term in section 231(e)(4) of the Communications Act
16 of 1934 (47 U.8.C. 231(e)(4)).
17 (13) PROTECTED COMPUTER.—The term “pro-
18 tected computer” hus the meaning given that term in
19 section 1030(e)(2) of title 18, United Staies Code.
20 (14) REcIPIENT—The term “recipient”, when
21 used with respect to a commercial electronic marl
22 message, means an authorized user of the electronic
23 mail address to which the message was sent or deliv-
24 ered. If a recipient of a commercial electronic mail
25 message has 1 or more electronic mail addresses in
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1 addition to the address to which the message was sent
2 or delivered, the recipient shall be treated as a sepa-
3 rate recipient uith respect to each such address. If an
4 electronic mail address is reassigned to a mew user,
5 the new user shull not be lreated as a reciprent of any
6 commercial electronic mail message sent or delivered
7 to that address before it was reassigned.

8 (15) ROUTINE CONVEYANCE.—The term “routine
9 conveyance” means the transmission, routing, relay-
10 ing, handling, or storing, through an automatic lech-
11 nical process, of an electronic mail message for which
12 another person has provided and selected the recipient
13 addresses.

14 (16) SENDER.—The term “sender”, when wused
15 wath respect to a commercial electronic mail message,
16 means a person who wnitiates such a message and
17 whose product, service, or Internet web site 1s adver-
18 tised or promoted by the message.

19 (17) UNSOLICITED COMMERCIAL ELECTRONIC
20 MAIL MESSAGE.—The term “unsolicited commercial
21 electronic matl message” means any commercial elec-
22 tronic mail message that is sent to a recipient with-
23 out the recipient’s prior affirmative or vmplied con-
24 sent.
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SEC. 4. CRIMINAL PENALTY FOR UNSOLICITED COMMER-

[—y

CIAL ELECTRONIC MAIL CONTAINING FRAUD-
ULENT ROUTING INFORMATION.

(a) IN GENERAL—Chapter 63 of title 18, United
States Code, is amended by adding at the end the following:
“§ 1351. Unsolicited commercial electronic mail con-

taining fraudulent transmission informa-

tion

O 00 3 N W b WLN

“(a) IN GENERAL—Any person who imaitiates the

[—
o

transmission, to a protected computer in the United States,

—
-

of an unsolicited commercial electronic mail message, with

—
o

knowledge and intent that the message contains or is accom-

[a—
W

panted by header information that s materially folse or

[
ELN

materially masleading shall be fined or imprisoned for not

—
(%]

more than 1 year, or both, under this title. For purposes

[a—
=)

of this subsection, header information that includes an orig-

._
)

wmating electronic mail address the use of which in connec-

[—
(e o]

tion with the message was not authorized by the legitimate

[a—
O

holder of the address, or access to which was obtained by

W]
(=]

means of false or fraudulent pretense or representations,

N
)

shall be considered materially misleading.

3%
N

“(b) DEFINITIONS.—Any term used in subsection (a)

[\®]
(98]

that is defined 1 section 3 of the CANSPAM Act of 2002

[\
BN

has the meaning given it in that section.”.
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1 (b) CONFORMING AMENDMENT.—The chapter analysis

ro

Jor chapter 63 of title 18, United States Code, is amended

3 by adding at the end the following:

“1351. Unsolicited commercial electronic mail containing fraudulent routing in-

Sformation.”.

4 SEC. 5. OTHER PROTECTIONS AGAINST UNSOLICITED COM-

5 MERCIAL ELECTRONIC MAIL.

6 (¢} REQUIREMENTS FORE TRANSMISSION OF MES-

7 SAGES.—

8 (1) PROHIBITION OF FALSE OR MISLEADING

9 TRANSMISSION INFORMATION.—It is unlawful for any
10 person to inmitiate the tramsmission, to a protected
11 computer, of a commercial electronic mail message
12 that contains, or is accompanied by, header vnforma-
13 tion that 1s materially or intentionally false or mate-
14 rially or intentionally misleading. For purposes of
15 this paragraph, header information that wncludes an
16 originating electronic mail address the use of whach
17 m commection with the message was not authorized by
18 the legitimate holder of the address, or access to which,
19 was obtained by means of fulse or fraudulent pretense
20 or representations, shall be considered materially mis-
21 leading.
22 (2) PROHIBITION OF DECEPTIVE SUBJECT HEAD-
23 INGS.—It is unlawful for any person to imitiate the
24 transmission to a protected computer of a commercial
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1 electronic mail message with a subject heading that
2 such person knows would be Likely to mislead a re-
3 cipient, acting reasonably under the circumstances,
4 about a material fact regarding the contents or sub-
5 ject matter of the message.

6 (3) INCLUSION OF RETURN ADDRESS OR COM-

7 PARABLE MECHANISM IN UNSOLICITED COMMERCIAL

8 ELECTRONIC MAIL.—

9 (A) IN GENERAL—It is unlawful for any
10 person to intliate the transmassion (o o protecled
11 computer of an unsolicited commercial electronic
12 matl message that does nol conlarn a funclioning
13 return electronic mail address or other Internet-
14 based mechanism, clearly and conspicuously dis-
15 played, that—

16 (1) a recipient may use to submait, in
17 a manner specified by the sender, a reply
18 electronic mail wmessage or other form of
19 Internet-based communication requesting
20 not to recewve any future wnsolicited com-
21 mercial electronic mail messages from that
22 sender at the electronic mail address where
23 the message was recetwved; and

24 (11) remains capable of receiving such
25 messages or communications for mno less
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1 than 30 days after the transwmission of the
2 original message.
3 (B) MORE DETAILED REQUESTS POS-
4 SIBLE.—Nothing n subparagraph (4) prohibits
5 the sender of a commercial electronic mail mes-
6 sage from, wm addition to permitting a recipient
7 to submit a request described in subparagraph,
8 (A)(i), pronding the recipient the option of sub-
9 matting more detailed requests concerning the
10 types of commercial electronic mail messages
11 that the recipient does ov does not wish to receive
12 i the future from the sender or from some or all
13 affiliates of the sender.
14 (C) TEMPORARY INABILITY TO RECEIVE
15 MESSAGES.—A return electronic mail address or
16 other mechanism does not fail to satisfy the re-
17 quirements of subparagraph (A) if it 1s unezx-
18 pectedly and temporarily unable to receive mes-
19 sages due to techmical or capacity problems, if
20 the problem with receiving messages 18 corrected
21 within a reasonable time period.
22 (4) PROHIBITION OF TRANSMISSION OF UNSOLIC-
23 ITED COMMERCIAL ELECTRONIC MAIL AFTER OBJEC-
24 TION—If a recipient makes a vequest to a sender,
25 using a mechanmism provided pursuant to paragraph
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1 (3), not to receive some or any unsolicited commerciol
2 electronic mail messages from such sender, then 1t 1s
3 unlowful—

4 (A) for the sender lo iniliale the lrans-

5 wmisston to the recipient, more than 10 days after

6 the receipt of such request, of an unsolicited com-

7 mercial electronic mail message that falls within

8 the scope of the request;

9 (B) for amy person acting on behalf of the
10 sender to initiate the transmission to the recipi-
11 ent, more than 10 days after the receipl of such
12 request, of an unsolicited commercial electronic
13 mail message that such person knows or con-
14 scrously avoids knowing falls within the scope of
15 the request; or
16 (C) for any person acting on behalf of the
17 sender to assist wn vmtiating the transmission to
18 the recipient, through the provision or selection
19 of addresses to which the message will be sent, of
20 an unsolicited commercial electronic mail mes-
21 sage that the person knows, or consciously avoids
22 knowing, would violate subparagraph (4) or (B).
23 (5) INCLUSION OF IDENTIFIER, OPT-OUT, AND
24 PHYSICAL ADDRESS IN UNSOLICITED COMMERCIAL
25 ELECTRONIC MAIL.—It is unlawful for any person to
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1 mittate the transmission of any unsolicited commer-
2 cial electronic mail message to a protected computer
3 unless the message provides—

4 (A) clear and conspicuous rdentification
5 that the message 1s an advertisement or solicila-
6 tion;

7 (B) clear and conspicuous notice of the op-
8 portunity under paragraph (3) to decline to re-
9 cewe further unsolicited commercial electronic
10 mail messages from the sender; and

11 (C) a valid physical postal address of the
12 sender.

13 (b) PROHIBITION OF TRANSMISSION OF UNSO-
14 LICITED COMMERCIAL ELECTRONIC MAIL FROM ILLE-
15 GALLY HARVESTED ELECTRONIC MAIL ADDRESS-
16 BES.—

17 (1) IN GENERAL.—IT 4s unlawful for any person
18 to imitiate the tramsmission, to a protected computer,
19 of am unsolicited commercial electronic mail message
20 that is unlawful under subsection (@), or to assist n
21 the origination of such a message through the provi-
22 sion or selection of addresses to which the message
23 unll be sent, iof such person knows that, or acts with
24 reckless disregard as to whether—
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1 (A) the electronic mail address of the recipi-
2 ent was obtained, using an automated means,
3 from an Internet website or proprietary online
4 service operated by another person; or

5 (B) the website or proprietary online service
6 Jfrom which the address was obtained included, at
7 the time the address was obtained, a notice stat-
8 g that the operator of such a website or propri-
9 etary online service will mot give, sell, or other-
10 wise transfer addresses mauitniained by such site
11 or service to any other party for the purpose of
12 imitiating, or enabling others to initiate, unsolic-
13 ited electromic masil messages.
14 (2) DISCLAIMER.—Nothing n this subsection
15 creates an ownership or proprietary interest in such
16 email addresses.
17 (¢) AFFIRMATIVE DEFRENSE.—A person shall not be

18 found to have violated paragraph (2), (3), (4), or (5) of

19 subsection (a) 1f—

20 (1) that person has established and vmplemented,
21 with due care, reasonable practices and procedures to
22 effectively prevent violations of thas section; and
23 (2) the violation of this section occurred despite
24 good faith efforts to maintain compliance with such
25 practices and procedures.
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SEC. 6. ENFORCEMENT BY FEDERAL TRADE COMMISSION.

1

2 (a) VIOLATION IS UNFAIR OR DECEPTIVE ACT OR
3 PrACTICE—FExcept as provided in subsection (b), this Act
4 shall be enforced by the Commission as if the volation of
5 this Act were an unfair or deceplive act or practice pro-
6 scribed wunder section 18(a)(1)(B) of the Federal Trade
7 Commission Act (15 U.S.C. 57a(a)(1)(B)).

8 (b) ENFORCEMENT BY CERTAIN OTHER AGENCIES.—
9 Compliance with this Act shall be enforced—

10 (1) under section 8 of the Federal Deposit Insur-
11 ance Act (12 U.8.C. 1818), in the case of—

12 (A) national banks, and Federal branches
13 and Federal agencies of foreign banks, and any
14 subsidiaries of such entities (except brokers, deal-
15 ers, persons providing insurance, investment
16 companies, and investment advisers), by the Of-
17 fice of the Comptroller of the Currency;

18 (B) member banks of the Federal Reserve
19 System (other than national banks), branches
20 and agencies of foreign banks (other than Fed-
21 eral branches, Federal agencies, and wnsured
22 State branches of foreign banks), commercial
23 lending companies owned or controlled by for-
24 etgn banks, orgamizations operating under sec-
25 tion 25 or 25A of the Federal Reserve Act (12
26 US.C. 601 and 611), and bank holding compa-

*S 630 RS

HeinOnline -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 44 2004



45

1 nies and their nonbank subsidiaries or affiliates
2 (except brokers, dealers, persons providing wnsur-
3 ance, investment companies, and investment ad-
4 visers), by the Board;

5 (C) banks insured by the Federal Deposit
6 Insurance Corporation (other than members of
7 the Federal Reserve System) insured State
8 branches of foreign banks, and any subsidiaries
9 of such entities (except brokers, dealers, persons
10 providing insurance, imuvestment companies, and
11 wmwvestment advisers), by the Board of Dwrectors
12 of the Federal Deposit Insurance Corporation;
13 and

14 (D) savings associations the deposits of
15 which are insured by the Federal Deposit Insur-
16 ance Corporation, and any subsidiaries of such
17 savings associations (except brokers, dealers, per-
18 sons providing insurance, investment companies,
19 and tnvestment aduvisers), by the Director of the
20 Office of Thrift Supervision;
21 (2) wunder the Federal Credit Union Act (12
22 URS.C. 1751 et seq.) by the Board of the Nalional
23 Credit Union Admanistration with rvespect to any
24 Federally insured credit union, and any subsidiaries
25 of such a credit union;
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1 (3) under the Securities Exchange Act of 1934
2 (15 US.C. 78a et seq.) by the Securities and Ezx-
3 change Commission with respect to any broker or
4 dealer;

5 (4) under the Investment Company Act of 1940

6 (15 U.S.C. 80a—1 et seq.) by the Securities and Ex-

7 change Commission with respect to investment com-

8 panies;

9 (5) under the Investment Advisers Act of 1940
10 (15 US.C. 80b-1 et seq.) by the Securities and Ezx-
11 change Commission with respect to investment advis-
12 ers registered under that Act;

13 (6) under State insurance law in the case of any
14 person engaged nm providing tnsurance, by the appli-
15 cable State insurance authority of the State 1n which
16 the person is domiciled, subject to section 104 of the
17 Gramm-Bliley-Leach Act (15 U.S.C. 6701);

18 (7) under part A of subtitle VII of title 49,
19 United States Code, by the Secretary of Transpor-
20 tation with respect to any air carrier or foreign awr
21 carrier subject to that part;

22 (8) wnder the Packers and Stockyards Act, 1921
23 (7 US.C. 181 et seq.) (except as provided in section
24 406 of that Act (7 U.S.C. 226, 227)), by the Secretary
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ot

of Agriculture with respect to any activities subject to
that Act;

(9) wnder the Farm Credit Act of 1971 (12
U.S.C. 2001 et seq.) by the Farm Credit Administra-
tion with respect to any Federal land bank, Federal
land bank association, Federal imtermediate credit
bank, or production credit association; and

(10) under the Communications Act of 1934 (47

NoREENe RS R« N Y, T - S VS N\

URS.C. 151 et seq.) by the Federal Communications

—
[«

Commission with respect to any person subject to the

[a—
—

provisions of that Act.

—
b

(¢) EXERCISE OF CERTAIN POWERS.—For the purpose

p—
W

of the exercise by any agency referred to in subsection (b)

—
FN

of its powers under any Act referred to wn that subsection,

f—
wn

a violation of this Act is deemed to be a violation of a re-

—
(o)}

quirement vmposed under that Act. In addition to its pow-

—_
~]

ers under any provision of law specifically referred to in

—
o0

subsection (b), each of the agencies referred to wn that sub-

—
O

section may exercise, for the purpose of enforcing compli-

[\
[

ance with any requirement vmposed under this Act, any

[\
—

other authority conferred on it by law.

[\®]
[\>]

(d) AcTIONS BY THE CoMMISSION.—The Commaission

(9]
(98]

shall prevent any person from violating this Act in the same

[\
N

manner, by the sume means, and with the same jurisdic-

[\
L

tion, powers, and duties as though all applicable terms and
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1 provisions of the Federal Trade Commission Act (15 U.S.C.
2 41 et seq.) were incorporated into and made a part of this
3 Act. Any entity that violates any provision of that subtitle
4 15 subject to the penalties and entitled to the privileges and
5 1mmunities provided in the Federal Trade Commassion Act
6 in the same manner, by the same means, and with the same
7 jurisdiction, power, and duties as though all applicable
8 terms and provisions of the Federal Trade Commission Act
9 were tncorporated into and made a part of that subtitle.
10 (e) ENFORCEMENT BY STATES.—
11 (1) CrviL ACTION—In any case in whaich the at-
12 torney general of a State has reason to believe that an
13 wnterest of the residents of that State has been or is
14 threatened or adversely affected by any person engag-
15 g m a practice that violates section 5 of this Act,
16 the State, as parens patriae, may bring a civil action
17 on behalf of the residents of the State in o district
18 court of the United States of appropriate jurisdiction
19 or . any other court of competent jurisdiction—
20 (A) to enjoin that practice; or
21 (B) to obtain damages on behalf of residents
22 of the State, in an amount equal to the greater
23 of—
24 (i) the actual monetary loss suffered by
25 such residents; or
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1 (1) the amount determined wunder
2 paragraph (2).

3 (2) STATUTORY DAMAGES.—

4 (A) IN GENERAL—For purposes of para-
5 graph (1)(B)(11), the amount determined under
6 this paragraph is the amount calculated by mul-
7 tiplying the number of willful, knowing, or neg-
3 ligent violations by an amount, in the discretion
9 of the court, of up to $10 (with each separately
10 addressed unlawful message veceived by such
11 residents treated as a sepurate violation). In de-
12 termining the per-violation penalty under this
13 subparagraph, the court shall take tnilo account
14 the degree of culpability, any hastory of prior
15 such conduct, ability to pay, the extent of eco-
16 nomic gain resulting from the wviolation, and
17 such other matters as justice may require.

18 (B) LimITATION.—For any wviolation of
19 paragraph (2), (3), (4), or (5) of section 5(a), the
20 amount determined under subparagraph (A)
21 may not exceed $500,000, except that if the court
22 finds that the defendant commatted the violation
23 wallfully and knowingly, the court may increase
24 the limitation established by this paragraph
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1 from $500,000 to an amount not to exceed
2 $1,500,000.
3 (3) ATTORNEY FEES.—In the case of any success-
4 Jul action under paragraph (1), the State shall be
5 awarded the costs of the action and reasonable attor-
6 ney fees as determined by the court.
7 (4) NOTICE.
8 (A) PRE-FILING.—Before filing an action
9 under paragraph (1), an attorney general shall
10 provide to the Commassion—
11 (1) written notice of that action; and
12 (1) a copy of the compluint for that
13 action.
14 (B) CONTEMPORANEOUS.—If an attorney
15 general determines that it is not feasible to pro-
16 vide the notice required by subparagraph (4) be-
17 fore filing the action, the notice and « copy of
18 the complaint shall be provided to the Commis-
19 ston when the action is filed.
20 (5) INTERVENTION.—If the Commission receives
21 notice under paragraph (4), 1t—
22 (A) may intervene in the action that is the
23 subject of the notice; and
24 (B) has the right—
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1 (1) to be heard with respect to any
2 matter that arises in that action; and
3 (11) to file a petrtion for appeal.
4 (6) CONSTRUCTION.—For purposes of bringing
5 any cwil action under paragraph (1), nothing in this
6 Act shall be construed to prevent an attorney general
7 of a State from exercising the powers conferred on the
8 attorney general by the laws of that State to—
9 (A) conduct investigations;
10 (B) administer oaths or affirmations; or
11 (C) compel the attendance of witnesses or
12 the production of documentary and other evi-
13 dence.
14 (7) VENUE; SERVICE OF PROCESS.—
15 (A) VENUE—Any action brought under
16 paragraph (1) may be brought in the district
17 court of the United States that meets applicable
18 requirements relating to venue under section
19 1391 of title 28, United States Code.
20 (B) SERVICE OF PROCESS.—In an action
21 brought under paragraph (1), process may be
22 served in any district in which the defendant—
23 (i) is an inhabilant; or
24 (1) mamtains a physical place of busi-
25 ness.
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1 (8) LIMITATION ON STATE ACTION WHILE FED-
2 ERAL ACTION IS PENDING.—If (he Commassion or
3 other appropriate Federal agency under subsection (b)
4 has wmstituted a civil action or an administrative ac-
5 tion for violation of this Act, no State attorney gen-
6 eral may bring an action under this subsection dur-
7 ing the pendency of that action against any defendant
8 named i the complaint of the Commassion or the
9 other agency for any wolation of this Act alleged in
10 the complaint.
11 (f) ActION BY PROVIDER OF INTERNET ACCESS SERV-
12 1cE.—
13 (1) ACTION AUTHORIZED.~—A provider of Inter-
14 net access service adversely affected by a violation of
15 section 5 may bring a ciwil action m any district
16 court of the United States with jurisdiction over the
17 defendant, or in any other court of competent juris-
18 dection, to—
19 (A) enjoin further violation by the defend-
20 ant; or
21 (B) recover damages in an amounl equal to
22 the greater of—
23 (1) actual monetary loss incurred by
24 the provider of Internet access service as «
25 result of such violation; or
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1 (ti) the amount determined under
2 paragraph (2).

3 (2) STATUTORY DAMAGES.—

4 (A) IN GENERAL.—For purposes of para-
5 graph (1)(B)(iv), the amount determined under
6 this paragraph is the amount calculated by mul-
7 tiplying the number of willful, knowing, or neg-
8 ligent violations by an amount, in the discretion
9 of the court, of up to $10 (with each separately
10 addressed unlawful message received by such
11 restdents treated as a separate violation). In de-
12 termaning the per-violation penally under this
13 subparagraph, the court shall take into account
14 the degree of culpability, any history of prior
15 such conduct, ability to pay, the extent of eco-
16 nomic gawm resulting from the wviolation, and
17 such other matters as justice may require.

18 (B) LIMITATION—For any wviolation of
19 paragraph (2), (3), (4), or (5) of section 5(a), the
20 amount determined under subparagraph (A)
21 may not exceed $500,000, except that if the court
22 Jfinds that the defendant commaitied the violation
23 willfully and knowingly, the court may increase
24 the limatation established by this paragraph
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1 from $500,000 to an amount mnot to exceed
2 $1,500,000.
3 (3) ATTORNEY FEES.—In any action brought
4 pursuant to paragraph (1), the court may, wn ils dis-
5 cretion, require an wundertaking for the payment of
6 the costs of such action, and assess reasonable costs,
7 including reasonable attorneys’ fees, against any
8 party.
9 SEC. 7. EFFECT ON OTHER LAWS.
10 (a) FEDERAL LAW.—
11 (1) Nothing in this Act shall be construed to vm-
12 pair the enforcement of section 223 or 231 of the
13 Communications Act of 1934 (47 U.S.C. 223 or 231,
14 respectively), chapter 71 (relating to obscenity) or 110
15 (relating to sexual exploitation of children) of title 18,
16 United States Code, or any other Federal criminal
17 statute.
18 (2) Nothing in this Act shall be construed to af-
19 fect in any way the Commission’s authority to bring
20 enforcement actions wnder FTC Act for materally
21 false or deceptive representations tn commercial elec-
22 tronic mail messages.
23 (b) STATE LAW.—
24 (1) IN GENERAL—This Act supersedes any State
25 or local governmen! statute, regulation, or rule regu-
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1 lating the use of electromic mail to send commercial
2 messages.

3 (2) EXCEPTIONS.—Euxcept as provided in para-
4 graph (3), this Act does not supersede or pre-empt—
5 (A) State trespass, contract, or tort law or
6 any cwil action thereunder; or

7 (B) any provision of Federal, State, or local
8 criminal law or any civil remedy available
9 under such law that relates to acts of computer
10 fraud perpetrated by means of the unauthorized
11 transmission of unsolicited commercial electronic
12 mail messages.

13 (3) LIMITATION ON EXCEPTIONS.—Paragraph
14 (2) does not apply to a State or local government
15 statute, regulation, or rule that treats the mere send-
16 tng of unsolicited commercial electronic mail in a
17 manner that complies with this Act as sufficient to
18 constitute a violation of such statule, regulation, or
19 rule or to create a cause of action thereunder.
20 (¢) NoO EFFECT ON POLICIES OF PROVIDERS OF

21 INTERNET ACCESS SERVICE.—Nothing in this Act shall be
22 construed to have any effect on the lawfulness or unlawful-
23 mness, under any other provision of law, of the adoption, im-

24 plementation, or enforcement by a provider of Internet ac-
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[—

cess service of a policy of declining to transmat, route, relay,

handle, or store certain types of electronic marl messages.

SEC. 8. STUDY OF EFFECTS OF UNSOLICITED COMMERCIAL
ELECTRONIC MAIL.

(a) IN GENERAL.—Not later than 24 months after the

date of the enactment of thas Act, the Commassion, i con-

sultation with the Department of Justice and other appro-

priate agencies, shall submit a report to the Congress that

O 00 3 N b A WM

provides a detarled analysis of the effectiveness and enforce-

—
(el

ment of the provisions of this Act and the need (if any)

[S—
—_—

for the Congress to modify such provisions.

o)
ro

(b) REQUIRED ANALYSIS.—The Commassion shall in-

—
(O8]

clude wn the report required by subsection (a) an analysis

p—
~

of the extent to which technological and marketplace devel-

—
W

opments, including changes tn the nature of the devices

ot
on

through which consumers access their electronic mail mes-

—_—
~J

sages, may affect the practicality and effectiveness of the

—
[o <]

provisions of this Act.

p—
\O

SEC. 9. SEPARABILITY.

[\
<o

If any provision of this Act or the application thereof

o
—

to any person or circumstance is held imvald, the remain-

[3®]
o

der of this Act and the application of such provision to

NS
w

other persons or circumstances shall not be affected.
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1 SEC. 10. EFFECTIVE DATE.
2 The provisions of this Act shall take effect 120 days
3 after the date of the enactment of this Act.
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