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THE WIRELESS PRIVACY ENHANCEMENT ACT
OF 1999 AND THE WIRELESS COMMUNICA-
TIONS AND PUBLIC SAFETY ENHANCEMENT
ACT OF 1999

WEDNESDAY, FEBRUARY 3, 1999

HOUSE OF REPRESENTATIVES,
COMMITTEE ON COMMERCE,

SUBCOMMITrEE ON TELECOMMUNICATIONS,
TRADE, AND CONSUMER PROTECTION,

Washington, DC.
The subcommittee met, pursuant to notice, at 10:30 a.m., in room

2123 Rayburn House Office Building, Hon. W.J. "Billy" Tauzin
(chairman) presiding.

Members present: Representatives Tauzin, Oxley, Stearns,
Gillmor, Deal, Largent, Cubin, Shimkus, Wilson, Pickering,
Fossella, Blunt, Ehrlich, Markey, Gordon, Eshoo, Engel, Wynn, Lu-
ther, Sawyer, Green, and McCarthy.

Staff present: Tricia Paoletta, majority counsel; Mike O'Reilly,
majority professional staff; Cliff Riccio, legislative clerk, and Andy
Levin, minority counsel.

Mr. TAUZIN. The subcommittee will please come to order. Good
morning and welcome to the Subcommittee on Telecommunications,
Trade, and Consumer Protection's first hearing of the 106th Con-
gress. It is with great pleasure that I welcome back my colleagues
and I wish now to extend a warm welcome, indeed, to our new
members of the subcommittee, some of whom have arrived and oth-
ers perhaps who have not arrived yet.

Let me, first of all, welcome-let us see who is here. I see Mr.
Roy Blunt. Roy Blunt was born on-let us see--January 10, 1950.
I don't know why I'm doing this. I am not going to do that. And
was elected to the Congress in 1996 and is in his second term.
What is interesting about Roy is that Roy was just selected, by the
way, members, as the member to take the place of our new Speak-
er, Denny Hastert, as the Chief Deputy Majority Whip, and, as I
read that position at the fast speed of events lately, he could well
be our Speaker in the next few months. I want you to welcome our
new member, Roy Blunt.

And I am going to yield to my friend, Mr. Markey, for an intro-
duction as well.

Mr. MARKEY. Thank you, Mr. Chairman. We have one new mem-
ber this year, who is Bill Luther from the State of Minnesota. The
two big stories in Minnesota this year, of course, Jesse "The Body"
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Ventura becoming Governor and Bill Luther becoming a member of
this subcommittee.

And we only accept the very best Members of Congress on this
subcommittee. This is a winnowing process which has ultimately
identified you, Bill, as one of the superior Members of Congress,
and we very much look forward to having you as part of this com-
mittee that does try to work as much as possible with the chairman
in a bipartisan fashion to craft telecommunications legislation. We
very much appreciate everything you have-I know it was a big ef-
fort for you to get on this committee and then to pick this sub-
committee. We very much appreciate that.

Mr. TAUZIN. Welcome, Bill. You have much too much hair to
make it in the wrestling ring.

I also want to welcome Mr. Chip Pickering of Mississippi, who
is also in his second term and is a dear friend. And we are de-
lighted. This is his second big attempt to get on the committee and
he had to fight like a demon to get here. I want to welcome him
and I assure you, Mr. Markey, he is a another bright star that is
going to add a great deal to our committee. And, Chip, welcome to
the subcommittee.

And also I want to welcome as new to the subcommittee Barbara
Cubin, who has been on the full committee before, but who has just
joined our subcommittee. We all know Barbara's wit and charm
and great intelligence, and we welcome you, Barbara, to our com-
mittee.

Mr. MARKEY. Is it her birthday today?
Mr. TAUZIN. No, no birthdays.
And we also have two other members that I want to acknowl-

edge: Vito Fossella of New York, who will be joining the sub-
committee, and also Mr. Bob Ehrlich, who will be joining the sub-
committee.

So we have now filled in our ranks and we will begin our work
today. Our work today is to receive testimony on the Wireless Com-
munications and Public Safety Act of 1999, as introduced by, in-
deed, my good friend and colleague Mr. Shimkus, and the Wireless
Privacy Enhancement Act of 1999 as introduced by, indeed my
good friend again, the gentlelady from New Mexico, Ms. Wilson.

The bills are based on two wireless bills introduced by myself
and others and considered by the Commerce Committee last year:
H.R. 3844, the E911 bill and H.R. 2369, the scanner bill. Just to
give you a little bit of history on these bills, H.R. 2369 passed the
House on March 5, 1998, with a bipartisan vote of 414 to 1. How-
ever, the Senate did not take the bill up last year. H.R. 3844 was
voted out of the committee on August 5, 1998 with a unanimous
voice vote. And although Senator McCain introduced a companion
bill last summer, the bill was not marked up before the Senate re-
cess sine die for the 105th Congress.

Over 60 million Americans carry wireless telephones. Many carry
them for safety reasons. People count on their phones to be the life-
line in emergencies. A parent driving an interstate highway with
babies in the back seat draws comfort from knowing that, if the car
is involved in a crash, he or she can call 911 for help and an ambu-
lance will be rolling in seconds. An older American driving alone
on a long trip feels safer knowing that, if an accident occurs or sud-
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den illness strikes, he or she can use a wireless phone to dial 911
for help and State police will be on the way. And hunters and fish-
ermen in South Louisiana know that, even in their pirogues and
their duck blinds and deer stands, if something goes wrong, they
can dial 911 and there should be help if there is a problem.

In many parts of our country, when the frantic parent or the sud-
denly disabled older person or the hunter or fisherman punches
911 on the wireless phone, nothing happens. In those locations, 911
is not the emergency number. The ambulance and the police will
not come; you may be facing a terrible emergency, but you are on
your own because you don't know the local number to call for help
in that emergency.

This bill will help fix that problem by making 911 the number
to call in that emergency anytime, anywhere. The rule in America
ought to be uniform and simple: If you have an emergency wher-
ever you are, dial 911.

Regarding the Wireless Privacy Enhancement Act, last year's
hearing was astonishing. We learned that off-the-shelf scanners are
so easily modified to turn them into electronic stalking devices that
we actually did it within a few seconds here in this committee
room. And, as you remember, we all listened into that private call
Mr. Markey made plotting to overturn and overthrow this commit-
tee. I want you to know that this bill will not only fix that problem
with the scanners, but we have also reached an accord with Mr.
Markey and we are now friends again.

Although the current law and the FCC rules prohibit such eaves-
dropping, the technology is readily available to intercept cellular
phone calls. We learned at the hearing that some people believed
that present law did not prohibit modifying these scanners to turn
them into eavesdropping devices. In fact, a whole modification in-
dustry had developed that was openly advertising in print media
and over the Internet, complete with easy-to-follow instructions.
This is alarming, and we look forward to hearing from our wit-
nesses today as we address these two issues.

As a side note, 1997 became the first year in American tele-
communications history that Americans bought more cordless
phones than wired phones. We have crossed a remarkable thresh-
old in the way in which Americans communicate. Now cordless
phones include those cordless phones used within the house, but,
nevertheless, I don't have to tell you, intercepting conversations on
those phones is even easier today than intercepting conversations
on the wireless cellular phone in your automobile.

Today we hope to begin addressing those serious American con-
cerns about privacy and about safety, when it comes to using this
wonderful wireless technology.

I am pleased now to yield to my friend Mr. Markey for an open-
ing statement.

Mr. MARKEY. Thank you, Mr. Chairman. I want to thank you for
calling this hearing today.

As more and more Americans use wireless phones, wireless serv-
ice becomes less and less perceived as an ancillary, discretionary
service. There's no question that every day, as you have just point-
ed out, Mr. Chairman, that more consumers will increasingly be re-
lying on this technology for both business and safety. A natural re-
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sult of the proliferation of this wireless phone technology is that
many consumers will use them to call for help and assistance in
time of emergency. Indeed, many wireless carriers actively promote
their service to consumers as safety devices. And this reemphasizes
the need to make this promise a reality for wireless communica-
tions.

One piece of legislation that has been recently reintroduced is
the wireless scanner legislation that the committee and the House
of Representatives overwhelmingly approved last session. That leg-
islation modifies wireless scanner prohibitions contained in the
Communications Act and updates them to address digital wireless
technologies. The legislation also clarifies our intention that legally
protected frequencies should not be readily available to scanner en-
thusiasts who buy scanners for entertainment but not to eavesdrop
on their neighbors.

The second piece of legislation before us this morning seeks to
enhance public safety by making 911 the national public safety des-
ignated number. The bill also includes a provision that I added to
last year's wireless 911 legislation to protect personal privacy. In-
formation-rich location systems that do wonders to help save lives
on our Nation's roadways also pose significant risks for compromis-
ing personal privacy as the ability to locate and track individual's
movements throughout society become available.

The recent episode surrounding Intel's new Pentium III micro-
processor highlights how technology designed and developed for one
purpose, such as security, can significantly undermine personal pri-
vacy simultaneously. Fortunately, technology itself does not pre-
determine how other societal values are balanced in products and
services, and Intel quickly reversed course, announcing it would re-
design the chip to better balance between commercial security and
personal privacy issues.

The privacy amendment I offered last year, which is contained
in the bill again this morning, seeks to balance commercial public
safety and personal privacy issues by ensuring that location infor-
mation will not be used except for 911 emergency purposes or with
the express prior approval of commercial for any ancillary services
that wireless carriers may commercially offer utilizing the location
technology. I am glad that the industry supports this legislative ap-
proach and I am hopeful that the committee can move quickly to
approve both pieces of legislation.

On a final note, Mr. Chairman, the legislation this year does not
contain provisions addressing tower siting on Federal property. I
hope that we can continue to pursue issues related to this as the
year proceeds. In particular, the utter lack of common sense, expe-
dited process to place towers where there are currently pressing
public safety concerns such as Rock Creek Park, is mystifying. It
seems to me, Mr. Chairman, that the government ought to be able
to figure out how to accommodate towers on park land where the
Park Service itself has constructed buildings, has a gigantic park-
ing lot, and a stadium tennis court in the middle of an urban area.
These are not wilderness areas. They are multiple-use, urban green
space whose essential character will not be compromised by an oc-
casional tower.
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Mr. Chairman, you and I have worked together on this issue, and
I think that Rock Creek actually serves as a perfect example of
what has to be done in order to change-

Mr. TAUZIN. Would the gentleman yield?
Mr. MARKEY. I would be glad to yield.
Mr. TAUZIN. I am confused. We had a hearing a year ago and I

was told at that hearing-I think you were there and you got the
same assurances-that that would be solved in 60 days. Have 60
days passed? Have I missed something?

Mr. MARKEY. I think we used the old budgetary counting on this,
Okay? And I don't think they have upgraded at the Park Service
to use the new, modem, accurate numbers that we are using in
government today. And you know what I recommend to you, Mr.
Chairman? Maybe you and I and any other members, especially
those in the Bell Atlantic service like Mr. Wynn, maybe we could
pay a visit out to this facility, so that we can see what the difficulty
is in making sure that Rock Creek has, in fact, accommodated the
needs of consumers.

Mr. TAUZIN. Well, I'd like to go with you, Mr. Markey, but what
would ha ppen if we got mugged? Who would we call? How would
we get help?

Mr. MARKEY. It is a good question. I think Mr. Wynn would prob-
ably be able to help us out in that situation.

Mr. TAUZIN. Okay.
Mr. MARKEY. I have great confidence in his ability to protect us

in this instance.
Mr. WYNN. If I may inteiject, I refer you to Delegate Norton.
Mr. MARKEY. So perhaps we could do that, Mr. Chairman? Take

a little field trip some morning?
Mr. TAUZIN. I think that is a good idea.
Mr. MARKEY. Great.
Mr. TAUZIN. I thank you, Mr. Markey.
Next I would like to recognize the vice chairman of our sub-

committee, the gentleman from Ohio, Mr. Oxley, for an opening
statement.

Mr. OXLEY. Mr. Chairman, I waive my opening statement.
Mr. TAUZIN. All right. Let me do it this way: Are there any other

members who wish to make an opening statement? The gentleman
from Florida, Mr. Stearns.

Mr. STEARNS. Thank you, Mr. Chairman.
When we worked on the emergency 911 bill during the last Con-

gress, I think all of us here believed that it was a good work prod-
uct to alleviate the disparities in the emergency system for wireless
communication. Unfortunately, as often happens here in Congress,
we didn't think through some of the localism issues in the bill, like
granting wireless providers access to Federal sites to deploy nec-
essary equipment for transmission of their networks. It is a nec-
essary imperative to allow our local cities and counties to play a
primary role in tower siting issues that affect their local commu-
nities. At the same time, by removing the Federal leasing provi-
sions of the bill, we may have undercut the necessary funding to
support a seamless 911 system for wireless throughout the Nation.

Now in the original bill, Mr. Chairman, in the last Congress,
H.R. 3844, the funds for Federal leasing would have been used to
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upgrade the existing public safety answering points so that emer-
gency calls could be properly and effectively routed to police, fire,
and health emergency response providers in order to avoid situa-
tions where a citizen faces a dire emergency and they cannot use
their wireless device because of dead zones. The funding would also
have been used for grant and research funding. Under this new
version, we will only require the FCC to lend technical support to
the States in the development of statewide PSAP upgrade plans
through consultations with interested parties.

My fear is that a national seamless emergency 911 system will
be delayed through difficulties establishing the necessary upgraded
standards. I foresee that certain States will develop more efficient
and orderly systems while others lag behind which, unfortunately,
may lead to continued tragic situations where emergency personnel
cannot reach those in distress. I hope, as we proceed to pass this
legislation through our committee, more thought can be focused on
resolving some of these possible inequities in deploying a 911 sys-
tem.

I would also like to share the concern that my colleagues raised
during the process last Congress regarding privacy standards. That
is, any technology developed and put in place to locate the wireless
user for emergency services is not used for commercial purposes. I
believe such privacy protection for these situations must be re-
quired.

One provision that I think is greatly important in this new ver-
sion is the extension of liability protection for those wireless provid-
ers who have to carry emergency calls on their systems and help
provide emergency services. Wireless providers should have equal
protection under the law as wireline providers do.

Finally, Mr. Chairman, I believe the second bill under discussion,
the Wireless Privacy Enhancement Act, will be effective as it was
in the last Congress, after making the necessary changes to protect
the needs of the amateur radio community and the needs of news
organizations and others who rely on scanners to perform their du-
ties.

I look forward to both bills being marked up, out of our sub-
committee and the full Commerce Committee, so they can reach
the House floor very soon. Thank you, Mr. Chairman.

Mr. TAUZIN. Thank you very much. The gentlelady from Califor-
nia, Ms. Eshoo.

Ms. ESHOO. Thank you, Mr. Chairman. It is nice to be back, and
welcome to the new members of the committee. I think that, speak-
ing from my own experience, that this is going to be an e-ticket for
you. This is a great subcommittee that has really produced some
very important pieces of legislation and I am proud to be a part
of the subcommittee and work with you, Mr. Chairman, and all the
members that are here.

I think that this is important legislation that we are having
hearings on today, the two bills. Of course, we haven't had too
much time to see them because we are just starting up but, none-
theless, they are important for many reasons for the people in our
country.

We have been told that the Wireless Privacy Enhancement Act,
which will protect the wireless telephone user, is essentially the
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same bill this committee and the full House passed overwhelmingly
in the last Congress. This being the case, then the bill should re-
ceive quick approval.

The second piece of legislation we are addressing today is the
Wireless Communication and Public Safety Act of 1999. These ti-
tles get longer and longer, don't they? It is legislation that, simply
put-I think in many people's views-this is going to save lives.

This safety legislation accomplishes two important public policy
goals. First, it designates a national universal number of 911 and,
second, it instructs the FCC to do more in making this critical
issue a priority. While this legislation accomplishes these goals, I
don't really think it goes far enough in addressing the E911 prob-
lem. I think that it is significantly less substantive than the bill
we passed last year.

Mr. Chairman, last year you were a strong advocate for address-
ing this problem of improved emergency care and cash-crash pre-
vention. I don't know i we want to get into "cash prevention."

That is a good slip of the tongue, whatever that means.
Through your own personal experiences as well as the knowledge

you have gained in studying the issue, you became a champion for
the cause. I know you are committed to providing real solutions to
the problem. So I think that this safety legislation is important and
it should be passed, but I also believe that we need to do more and
I hope, as further legislation on this issue is introduced, that we
can count on your support.

Mr. TAUZIN. I thank the gentlelady, especially for her warm
words, again, of welcoming.

Indeed, I want to welcome you all again to this year's work. We
have got a great subcommittee, great new members, and we are
going to have a lot to do, so hang on tight.

Any other members wishing to make an opening statement? The
author of the bill, Mr. Shimkus, for an opening statement.

Mr. SHIMKUS. Thank you, Mr. Chairman. I just want to thank
you for allowing me to put my name on this bill. This bill is slightly
changed. We have addressed the privacy concerns. We have ad-
dressed the tower sitings. There may be some shortcomings. I think
those shortcomings come with the fact that, with the tower siting
issue, there is a loss of revenue and our ability to do some others
things that were addressed. But this is legislation that can move
and it is legislation that everyone's name really could be on it since
there was a bipartisan consensus that we really want it. I want to
thank the chairman for allowing me to be the named individual.

Last Congress, we heard hearings about lives that were saved.
And that is what this legislation is designed to do, is to save lives.
I even recounted my story of late one night driving back from the
district, making a call on my cell phone. I look forward to the trip
to Rock Creek Park if and when there is a tower there.

There is another problem, Mr. Chairman. Unless we pass this
legislation, we will not be sure what number to call. Will it be 911?
Will it be *55? Will it be numerous other numbers that are across
this country? And that will be addressed in this legislation estab-
lishing one number nationwide. I think we are going to hear testi-
mony to that effect, and I thank you, Mr. Chairman.

Mr. TAUZIN. Will the gentleman yield for a second?
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Mr. SHIMKUS. I will.
Mr. TAUZIN. Just to point out the other incredibly important

safety aspect of the gentleman's legislation; that is that wireless
phones should be locatable. It will do us little good to call 911 if,
on a wireless phone, emergency help can't find you. This bill will
provide that capability and will help make sure that, when some-
one dials 911 and emergency help is obtained, they know where to
go. It, hopefully, will lead to the day when our automobiles will be
smart enough to communicate directly when we have an accident
with emergency help. So I want to thank the gentleman for agree-
ing to lead this effort this year and encourage him in the legisla-
tion.

Any additional opening statements on this side? How about this
side? Any members? The gentlelady, Ms. Wilson, the author of the
privacy bill, Ms. Wilson, for an opening statement.

Ms. WILSON. Thank you, Mr. Chairman. I also am very pleased
to be the person who is trying to coordinate this effort this year
and I am very pleased that there is such a large number of mem-
bers of this subcommittee who are cosponsoring this again this
year.

Sixty-eight million Americans have some form of cell phone or
digital phone or those new personal communication services that
give you everything from video to paging and messaging and caller
ID, sometimes on something as small as a wristwatch. But the law
has not kept up with the technology and that is what this bill is
intended to do.

People expect cell phones to be private. They act as if they are.
But they are not. And while Mr. Markey was here last year plot-
ting the overthrow of the committee while everyone else tuned in,
I was back in New Mexico learning the same lesson in a little bit
different way when, after my second child was born, I heard voices
coming from the baby's room, which happened to be my neighbor's
phone being picked up on the baby monitor.

The modification of scanners to allow eavesdropping is not clear-
ly prohibited by law and that is what this bill does. It updates the
scanner manufacturing ban to new wireless frequencies. It pro-
hibits the modification of scanners to intercept calls. It makes it il-
legal to intentionally intercept or divulge the contents of private
radio communications. And it increases the penalties for violators
and requires the FCC to investigate rather than the confusing sys-
tem now where it is either the Department of Justice or the FBI.

In another place and another time, another context, it was once
said that gentlemen shouldn't read each other's mail. Well, gentle-
men shouldn't listen to each other's cell calls either. And that is
what this bill is about.

Thank you, Mr. Chairman.
Mr. TAUZIN. Thank you, Ms. Wilson.
Do you represent Roswell, New Mexico?
Ms. WILSON. No, sir, I do not.
Mr. TAUZIN. Okay. I wondered if maybe those voices you were

hearing were coming from somewhere else, though. I thank the
gentlelady for agreeing to lead this effort and we welcome our first
panel.

[Additional statements submitted for the record follow:]
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PREPARED STATEMENT OF HON. BARBARA CUBIN, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF WYOMING

Thank you, Mr. Chairman, for holding the first of what rm sure will be a series
of insightful, helpful, and interesting hearings on telecommunications and tech-
nology issues. I am excited to be on the Subcommittee and look forward to working
with you and the other members of the Subcommittee on these and other issues.

Wireless telephone service is the fastest growing segment of telecommunications
services. Cellular telephones are so popular now that they are actually being sold
in 7-11 and WalMart.

Wyoming, being one of the most rural states in the U.S., benefits greatly from
wireless telephone service. Although much of the state is made up of "dead zones,"
much of the state has partial or full service, making it possible to at least make
a phone call from your vehicle when you're traversing the vastness of the state.

vany people in rural areas have a wireless telephone out of necessity. People in
the West may travel 50 miles or more without seeing a town with a pay phone.
Wireless phones are useful for calling in traffic accidents and crime reports. The
most important use, however, is for personal safety.

That is why I believe the Emergency 911 number must be universal. For those
who travel from one state to the next, it would be virtually impossible to remember
another state's emergency number if it weren't 911. Without the universal 911 num-
ber, response times tor critical emergencies would be delayed; lives would be endan-
gered.

I supported the Wireless Communications and Public Safety Act when it was in-
troduced by Chairman Tauzin during the last Congress and I intend to support it
again in the 106th Congress.

The privacy of wireless communications is extremely important and an issue I am
very interested in. Although the airwaves are public, phone calls over those air-
waves are and should continue to be private. If current laws do not clearly state
that eavesdropping is a serious crime, we must act to ensure that the law is crystal
clear in this regard.

The Wireless Privacy Act, of which I am an original cosponsor, does just that. The
bill makes it very clear that modifying a scanner to listen in on wireless communica-
tions is illegal and calls on the Federal Communications Commission (FCC) to
strengthen its rules to prevent the modification of scanning receivers.

The two bills which we are here to discuss today are thoughtful ways in which
to address the problems associated with wireless communications. I commend the
Chairman and Congresswoman Wilson for their work on these bills and look for-
ward to their passage.

Again, Mr. Chairman, thank you for holding what looks to be a very insightful
hearing. I look forward to hearing from the witnesses.

PREPARED STATEMENT OF HON. TOM BLILEY, CHAIRMAN, COMMITTEE ON COMMERCE

I commend Chairman Tauzin for holding this hearing today. It is the first hearing
of the 106th Congress in the Commerce Committee.

The hearing represents a direction that you are going to see early in this Con-
gress. We are going to spend the early months moving bills that had wide support
but didn't quite make it through last Congress.

Today, we are going to hear about two bills that the Subcommittee and the Full
Committee considered in depth last Congress. They are important initiatives that
deserve our attention.

It is noteworthy that as we approach the Third Anniversary of the Telecommuni-
cations Act of 1996, we deal with two bills that promote consumer welfare. The
Telecom Act was about and is succeeding in bringing the benefits of competition to
consumers. Consumers are benefitting from lower prices, better services, greater in-
novation and new technologies because of the Telecom Act.

The first bill before us deals with wireless communications privacy. The bill has
two fundamental purposes: close some perceived loop-holes with current privacy pro-
tections and make it more difficult for consumers to alter scanners for illegal pur-
poses.

The scanner bill is properly balanced to increase the privacy protections afforded
wireless users while not infringing on reasonable use of scanners. For instance, we
want cellular and P-C-S communications protected from interception. Being from
Richmond, I know we have a few NASCAR fans in our nation. Scanners can be used
to enhance the racing experience and we have taken care of that in the bill.

The Federal government can only do so much to protect privacy. But when we
have an opportunity to promote privacy without infringing on other legitimate inter-
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ests, we should move forward. We all have an interest in protecting personal pri-
vacy. If we do not act to protect privacy of personal communications, we all stand
to lose. Recent reports indicate that Tom Cruise and Nicole Kidman may move to
Australia because they want more privacy for their family than can be offered in
Hollywood. This is not too surprising given the nature of Hollywood, but this deci-
sion comes just two months after a photographer allegedly intercepted a cellular
communication between the two. Is this a coincidence?

The second bill-wireless E-9-1-1-is a slimmed down version of a bill we moved
last year. We reluctantly removed the federal land siting provisions, since those
proved controversial to land managers. While I don't mind a good fight, I don't want
to hold up efforts on setting a national 911 number for emergency calls and encour-
aging the rapid deployment of wireless services. If necessary, we will revisit the re-
moved portions at a later time.

The bill before us will do a number of things to help consumers and wireless com-
panies promote public safety. For instance, promoting a universal emergency tele-
phone number for consumers to use will reduce confusion and improve emergency
care. As consumers become more untethered, we can ensure that they don't have
to be unsure whether the proper number to summon someone to their rescue is "9-
1-1" or "star-7-7" or "pound 5-5". Dialing one number will bring the desired re-
sponse. The bill also properly retains the privacy protections and liability parity pro-
visions from last year's bill, in order to provide the appropriate incentives to wire-
less carriers to aggressively build out these networks that can do so much to pro-
mote public safety and, convenience.

On a related point, I'd note that Virginia Governor Gilmore recently announced
members to serve on the Wireless E-9-1-1 Service Board. The board is intended to
address funding and safety issues for emergency calls made by wireless communica-
tions users in Virginia. I commend Governor Gilmore for his leadership on promot-
ing wireless safety. I hope the witnesses will be able to provide a picture of what
the status is in other States on deploying a communications emergency infrastruc-
ture.

I thank the Chairman.

PREPARED STATEMENT OF HON. BOBBY L. RUSH, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF ILLINOIS

Thank you Mr. Chairman, I would like to commend you for bringing to national
attention two very important pieces of legislation: the Wireless Communications and
Public Safety Enhancement Act and the Wireless Privacy Enhancement Act.

The Wireless Communications and Public Safety Enhancement Act focuses on a
vital public health issue that deserves national attention. Most Americans are not
aware that 911 is not a universal emergency number, many states have designated
other emergency numbers within their jurisdiction. Hence, wireless users who roam
from city to city or state to state are sometimes required to learn each state's 911
surrogates.

In the age where technology is evolving and wireless telephones are prevalent in
our society, it is important that in emergency situations wireless customers have ac-
cess to enhanced 911 or E911. Having access to E911 allows wireless phone users
to dial 911 and have the call routed to an attendant who has information on the
caller's telephone number and location. Unfortunately, as we sit here today most
wireless telecommunications services do not have E911 capabilities. On the other
hand, emergency attendants that do have access to 911, usually lack the capability
of determining a user's location. Therefore, in an emergency situation or a life
threatening situation a wireless user who dials 911 may not receive proper medical
attention because an operator cannot determine his exact location.

The Wireless Communications and Public Safety Enhancement Act addresses this
problem by enacting 911 as a universal emergency number. This Act will save lives
by reducing the response time for emergency assistance.

The timeliness of the Wireless Privacy Enhancement Act is important in the
realm of today's technology because it makes illegal the interception or disclosure
of certain radio communication. We are embarking on a technological revolution as
we approach the millennium and the lines of technology and privacy have become
blurred. The increasing availability of digital scanners allows the interception of cel-
lular signals. Therefore, this Act is needed to address this matter.
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PREPARED STATEMENT OF HON. THOMAS C. SAWYER, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF OHIO

Thank you Mr. Chairman for holding this hearing today on the Wireless Privacy
Enhancement Act and the Wireless Communications and Public Safety Enhance-
ment Act. I also want to thank our witnesses for coming to testify before us.

As has been highlighted these bills passed this subcommittee and the full Com-
mittee last year with overwhelming bipartisan support. Unfortunately, however,
they were not enacted into law and that is why we are reconsidering them today.
I plan to keep my remarks short so we can hear from our witnesses. However, I
want to make a short statement regarding the Wireless Communications and Public
Safety Enhancement Act, otherwise known as the E-911 bill.

Some studies have shown that many Americans buy cellular phones for peace of
mind. On any given day, more than 80,000 emergency cellular calls are made. How-
ever, if cellular users are unable to make or complete cellular phone calls in emer-
gency situations because of "dead zones" then the phone is of no use to them for
that specific purpose. Similarly, if in an emergency situation an injured victim's lo-
cation cannot be quickly and easily identified then the cell phone is of little use.
In these instances, many accident victims' injuries were made much more serious
by the delay.

The E-911 bill seeks to promote greater public safety by creating a national uni-
form wireless 911 emergency system that will allow for end-to-end cellular phone
transmissions. Cellular companies are given liability protections from lawsuits in
cases where emergency calls are not connected. I hope this protection encourages
them to build out their networks to reduce the number of dead zones so emergency
response units have the ability to respond to emergency calls in a timely manner.
Also, the FCC is required to work with state and local governments to ensure that
Public Safety Answering Points (PSAPs) develop effective statewide E-911 plans. Fi-
nally, cellular users will be given privacy assurances that their personal information
will not be distributed without their prior consent.

Mr. Chairman, I cosponsored this legislation in the 105th Congress. I have agreed
to cosponsor it again because I believe it helps to enhance public safety. I look for-
ward to working with you, Mr. Shimkus and our other colleagues to pass this legis-
lation through this Committee and the House, and I hope the President will have
the opportunity to sign it into law.

Thank you.

PREPARED STATEMENT OF HON. GENE GREEN, A REPRESENTATIVE IN CONGRESS FROM
THE STATE OF TEXAS

Thank you Mr. Chairman for holding this hearing on wireless communications
privacy and public safety. Today we are here to discuss two pieces of legislation the
Wireless Privacy Enhancement Act and the Wireless Communication and Public
Safety Act or E-911. I support each of these bills.

E-911 is of great interest to me, as a state legislator I helped to create the 911
emergency network in Harris County, and now as a Member of Congress working
on enhanced 911 seems to be the next logical step.

While I support the Wireless Communication and Public Safety Act. However, I
was disappointed to find out that the Wireless Communication and Public Safety
Fund was pulled from this E-911 legislation. I believe this fund would have gone
a long way in demonstrating the federal support and commitment to E-911. I just
hope that we can find alternative funding sources to upgrade our PSAPs and for
the continued research and development of automatic crash notification systems.

While the leasing provision and the trust fund have been pulled from the Wireless
Communications and Public Safety Act it still has the essentials to start to imple-
ment a national end-to-end emergency wireless communications system. It still has
the essential backbone provision to designate 911 as the universal emergency num-
ber for both wireline and wireless communications. It removes the barrier of the
lack of liability parity between wireline and wireless communications, and it also
attempts to address our privacy concerns with respect to the use and access to loca-
tion information. Two weeks ago I drove from Houston to Washington DC and
learned first hand the need for a uniform emergency number.

These are the building blocks upon which the states with their respective E-911
plans to upgrade their Public Safety Answering Points and emergency networks can
build upon. Back in my home city of Houston, we have already taken many steps
to implement E-911 services. I am proud of what the city and the Greater Harris
County 9-1-1 Emergency Network has accomplished and hope that other cities and
localities would use Houston as a good model for E-911 services.
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I just want to reiterate to all of my colleagues the importance of this E-911 legis-
lation. Let's remember that injury is the fourth leading cause of death for persons
between the ages of one and forty-four. With enhanced 911 services, we will be in-
stantly notified of when and where a crash has occurred, and to be able to provide
accurate and up-to-date information on the severity of an accident. E-911 will save
lives.

Again, thank you Mr. Chairman for holding this hearing.

Mr. TAUZIN. If the panel would please assemble, we will com-
mence our work today.

Let me introduce them first en masse and then we will introduce
them separately. Mr. Thomas Sugrue, Wireless Telecommuni-
cations Bureau Chief, Federal Communications Commission is here
today. Captain Joe Hanna of the Richardson Texas Police Depart-
ment is here on behalf of the Association of Public Safety Commu-
nications Officials; Ms. Maureen Finnerty, Associate Director of
Parks Operations and Education, Department of the Interior, who
will tell us what is really happening in Rock Creek Park; Mr.
Thomas Wheeler, President and CEO, Cellular Telecommunications
Industry Association, here in Washington, who has been a great
help to this committee and in these hearings; Mr. James Dempsey,
Senior Counsel, Center for Democracy and Technology, here in
Washington, and Michael Amarosa, Vice President of Public Affairs
for TruePosition, Incorporated, New York, New York.

Gentlemen and ladies, we are, indeed, pleased to have you here.
Welcome. Thank you, again, for assisting us in this work. And we
will begin by hearing from Mr. Thomas Sugrue, Wireless Tele-
communications Bureau Chief for the FCC. Mr. Sugrue.

STATEMENTS OF THOMAS J. SUGRUE, WIRELESS TELE-
COMMUNICATIONS BUREAU CHIEF, FEDERAL COMMUNICA-
TIONS COMMISSION; CAPTAIN JOSEPH L. HANNA, RICHARD-
SON TEXAS POLICE DEPARTMENT, ON BEHALF OF THE AS-
SOCIATION OF PUBLIC-SAFETY COMMUNICATIONS OFFI-
CIALS INTERNATIONAL, INCORPORATED; MAUREEN
FINNERTY, ASSOCIATE DIRECTOR, PARKS OPERATIONS AND
EDUCATION, DEPARTMENT OF THE INTERIOR; THOMAS E.
WHEELER, PRESIDENT AND CHIEF EXECUTIVE OFFICER,
CELLULAR TELECOMMUNICATIONS INDUSTRY ASSOCIA-
TION; JAMES X. DEMPSEY, SENIOR STAFF COUNSEL, CENTER
FOR DEMOCRACY AND TECHNOLOGY; AND MICHAEL
AMAROSA, VICE PRESIDENT OF PUBLIC AFFAIRS,
TRUEPOSITION, INCORPORATED
Mr. SUGRUE. Thank you, Mr. Chairman, and good morning, and

good morning to the members of the subcommittee. I am Tom
Sugrue, the new Chief of the Wireless Bureau at the FCC. I as-
sumed this new position 2 weeks ago, and I am delighted to accept
this invitation at the beginning of my tenure and to join this distin-
guished panel to address the issues that are raised by the legisla-
tion you are considering today.

I would like to begin by noting that, although I am new to the
tasks facing me as Chief of the Wireless Bureau, the issues this
legislation is addressing are very important to me in my longer-
term job as the father of two daughters. My wife and I decided to
join the ranks of wireless subscribers when our older daughter cele-
brated her 16th birthday, got her driver's license, and headed for
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the Beltway. The Sugrue family doubled our cellular holdings when
our second daughter turned 16 and also became a much more mo-
bile member of the household.

Like many families, we became wireless subscribers in large part
because of our concerns about our children's safety. As a dad wor-
rying about my kids, I understand the importance of being able to
get through to emergency help on your wireless phone. Our family
has been fortunate in not having to face such emergencies, dis-
counting the frequent occasions when daughter No. 2, who has no
sense of direction, calls to report that she is lost on her way to her
destination and is driving around aimlessly. But, other then that,
I take great comfort that, if a serious emergency were to occur, my
children would be able to reach help by using the cellular phone.

These concerns about safety underscore the fact that we need to
have wireless emergency communication systems that work. We
need to have 911 service available for everybody all the time and
everywhere in the Nation.

With these issues in mind, I would like to make four brief points
about the matters the subcommittee will be considering as you re-
view the legislation before you. First, the use of wireless services
in emergencies has grown dramatically and that growth is very
likely to continue. According to industry estimates, wireless phones
are used to make 98,000 emergency calls every day. Wireless sys-
tems, as well as equipment and facilities used by emergency service
providers, must be designed to accommodate this growth and they
must be engineered to deliver reliable, effective service.

Second, the Commission, the public safety community, consumer
groups, the wireless industry, the Congress, and, in particular,
members of this subcommittee, have all taken important steps to-
ward the goal of ensuring that every wireless 911 call goes
through. Our rules for enhancing the features of wireless 911 serv-
ice have been adopted in large part based on the joint commitment
of all these players to realizing the goal of ubiquitous, highly reli-
able wireless emergency communications. This is an area where I
believe we are all pretty much on the same page as far as goals.
That we really do agree on where we want to get to.

Third, having said that, as always, the devil is in the details and
serious issues remain on details, on the means of getting to where
we want to go. For example, to cite some of my concerns, the de-
ployment of the first phase of wireless 911 enhancements has not
progressed as rapidly as we would like. We also need to develop
more effective ways to improve the reliability of wireless 911, espe-
cially in rural areas. Moreover, the Commission must ensure that
our phase two location rules are applied in a competitively neutral
fashion while, at the same time, ensuring that those location tech-
nologies are deployed as soon as possible so consumers start get-
ting the benefits of those advanced services. The Commission is
committed to responding to concerns about the implementation of
E911 and we want to provide guidance and leadership to the indus-
try and the public safety community in working to give consumers
even better wireless 911 services.

Finally, and most importantly, the legislation currently before
you presents an opportunity for the Congress to take actions that
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will promote the development of higher quality, ubiquitous, end-to-
end wireless communications infrastructure to meet safety needs.

In some of these areas, the Commission's authority to address all
the issues may be open to question. Accordingly, it is appropriate
in my view that if there is to be a national policy that prevails, the
Congress should enact legislation. Among those areas are the es-
tablishment of 911 as a universal emergency telephone number
throughout the Nation; addressing the concerns raised by wireless
carriers that they should receive protection from liability under
Federal and State laws in their provision of wireless services; clari-
fying both the protected treatment of location information under
the Communications Act and the authority of wireless carriers to
divulge such information to emergency service providers; and decid-
ing on appropriate and effective ways to protect the privacy of wire-
less phones by broadening and strengthening prohibitions against
certain uses of scanning receivers.

All of these issues have important impacts on the pace and the
scope of 911 deployment and I commend the subcommittee for tak-
ing them up at this time. Again, I would like to thank the sub-
committee for this opportunity to provide my comments. I look for-
ward to working with you and with your excellent staffs as we go
forward on this project and I will try to answer any questions you
might have for me. Thank you.

[The prepared statement of Thomas J. Sugrue follows:]

PREPARED STATEMENT OF THOMAS J. SUGRUE, CHIEF, WIRELESS
TELECOMMUNICATIONS BUREAU, FEDERAL COMMUNICATIONS COM[MISSION

I. INTRODUCTION

Mr. Chairman and Members of the Subcommittee: Good morning. I am Thomas
Sugrue, Chief of the Wireless Telecommunications Bureau at the Federal Commu-
nications Commission. I welcome this opportunity to comment on legislation de-
signed to promote public safety by making improvements in wireless 911 service,
and to report to you on the Commission's efforts to improve the quality and delivery
of wireless 911 services throughout the Nation.1 I am also pleased to comment on
the legislation designed to enhance wireless privacy by expanding and strengthen-
ing the prohibitions against the manufacture and distribution of certain scanning
receivers.

II. IMPORTANCE OF WIRELESS ENHANCED 911 SERVICE

Wireless telephones have evolved in a few years from a business tool or personal
luxury installed primarily in cars to a familiar pocket-sized way to send and receive
calls almost anywhere. More than 67 million cellular, PCS, and other wireless
phones are now in use in the United States and their number continues to grow
rapidly. One of the most compelling reasons why Americans purchase wireless
phones is safety, especially in emergencies. Having a wireless phone at hand allows
one to call for help, both for oneself and for others, when and where help is most
needed.

The number most Americans dial in emergencies is 911. Since the 911 emergency
number was introduced in 1968, it has become the most widely recognized and used
emergency number, the number almost all Americans know to call when they need
help fast. Moreover, in the case of wireline calls, most 911 systems and Public Safe-
ty Answering Points (PSAPs) have been upgraded to enhanced 911 (E911), which
adds features that permit more efficient and speedy response by emergency person-
nel.

For example, an emergency 911 call made from a wireline phone is typically rout-
ed to an attendant at the most appropriate PSAP, along with the caller's telephone

'The comments and views expressed in this Statement are offered in my capacity as Chief
of the Commission's Wireless Telecommunications Bureau and may not necessarily represent
the views of individual FCC Commissioners.
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number, which can be called back. In addition, E911 includes Automatic Location
Identification (ALl) capability, which informs emergency services personnel of the
location of the call. Over 89 percent of wireline phones in the United States are
served by 911, and almost 85 percent of wireline 911 services include some form of
E911.

Unfortunately, E911 has not been available for wireless calls. Even in locations
where wireline E911 capability is in place, the attendant at a PSAP generally does
not automatically receive information on the telephone number of a wireless phone
or, most importantly, its location. This can be critical in emergencies, because the
mobile phone user may not know his or her location. Even if the location is known,
the caller may not be able to describe it adequately or accurately to the PSAP at-
tendant. Providing information on the location of an emergency rapidly and accu-
rately allows emergency organizations to respond more quickly and effectively.

III. WHAT THE COMMISSION HAS DONE TO PROMOTE WIRELESS E911

The Commission, of course, has set aside 911 as a national emergency number
for wireline phones. In the E911 rulemaking docket (CC Docket No. 94-102), the
Commission has acted, in response to requests by public safety organizations, con-
sumer groups, and the wireless industry, to require wireless carriers to deliver 911
calls and to meet a schedule for introducing the features of enhanced 911. Effective
April 1, 1998, wireless carriers were required to implement Phase I of this schedule,
provided certain conditions were met. Under Phase I rules, carriers must provide
automatic number identification (AN) and cell site information for 911 calls to
PSAP. Phase II, which requires the deployment of the capability to determine the
location of callers (with accuracy to within about 400 feet), is scheduled for October
1, 2001. These Phase I and Phase II requirements apply only if the carrier receives
a request for such services from a PSAP capable of receiving and using the en-
hanced services, and a mechanism for the recovery of costs relating to the provision
of such services is in place.

Since those rules were adopted, we have seen substantial, rapid progress in E911
technology. Phase I technologies are commercially available. Many manufacturers
are competing to provide innovative ways to satisfy the Phase II location require-
ments. Phase II trials have been successfully conducted in New Jersey, in Denver,
Colorado, and elsewhere. Increasingly, automatic location capability has been recog-
nized as a major new business opportunity, both here and in other countries around
the world. There is a growing consensus that it is technologically possible and
achievable to meet the Commission's Phase II ALI requirements by the 2001 dead-
line.

But there are still many issues and obstacles to be overcome. Actual E911 deploy-
ment has been slow for Phase I. According to a recent survey taken by the National
Emergency Number Association (NENA), only 7 percent of PSAPs have upgraded
to Phase I. According to the NENA survey, public safety entities point to several
reasons for the slow implementation of Phase I. The need for PSAP equipment up-
grades and the lack of funding to pay for those upgrades are the principal reasons
given by PSAPs for the delayed implementation of Phase I services. We understand
that, in some cases, there are negotiations taking place between the carriers and
PSAPs as to the appropriate technology to deploy. In any case, wireless E911 is
clearly not operating in most of the Nation, almost a year after the Commission's
rules took effect.

What can be done next, to make universal E911 happen on schedule?
We intend to remain active in taking the steps necessary to ensure that the goals

of the Commission's E911 rulemaking are realized. For example, we will continue
to work with the wireless industry and consumer groups to develop more effective
ways to improve the reliability of wireless 911, especially in rural areas. We also
will be taking steps to help ensure that the Commission's Phase II rules are applied
in a competitively and technologically neutral way that encourages use of the best
automatic location methods, whether they are located in the carriers' networks or
in handsets. If issues arise regarding implementation of Phase I and Phase II of the
Commission's E911 rules, we will place a priority on our being responsive to these
concerns because we believe that continuing guidance and leadership by the Com-
mission will play an important role in providing consumers with even better wire-
less 911 services.

IV. IMPORTANT ROLE OF E911 LEGISLATION

These and other efforts by the Commission are to support the overarching goal
of improving public safety by helping to make 911 work effectively for all wireless
callers and to make 911 the universal emergency number across the United States.
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But moving forward to making universal, enhanced 911 a reality for people using
wireless phones everywhere in the Nation requires efforts by many businesses,
agencies, and individuals, including State and local governments, local wireline car-
riers, and equipment manufacturers, not just wireless carriers. And achieving the
necessary coordination among all of these necessary partners in the E911 program
raises a range of questions about whether the Commission has the authority or the
tools to address all of these issues.

It is in the areas where the Congress believes a national policy should prevail,
but where the Commission's authority may be limited or uncertain, that we think
legislation may be helpful in establishing nationwide policies and programs. We be-
lieve it is appropriate for the Congress to make these judgments and take steps at
the national level to move toward the goal of a more ubiquitous emergency wireless
system.

The pending legislation has played a valuable role in focussing attention on sev-
eral key issues that may require action in order to advance policy goals we all share
regarding the effective provision of wireless 911 services.

Universal Emergency Telephone Number.
The Commission has set aside 911 as a national emergency number and required

wireless carriers to forward all 911 calls to PSAPs. But wireless industry groups
have expressed concern that some State and local jurisdictions use other three-digit
or seven-digit numbers to route wireless emergency calls to central answering
points. Moreover, other local authorities have not established any centralized means
of handling emergency calls, relying instead on different numbers to route calls to
the police, fire departments, and emergency medical personnel.

These are matters that have historically been left to State and local authorities.
The Commission, to date, has not asserted the right to impose such obligations on
the thousands of such authorities across the Nation. Instead, we have chosen to
limit our 911 rules to wireless carriers.

The proposed legislation recognizes the importance of examining the best means
to ensure that wireless callers are not thwarted in their efforts to receive assistance
in emergency situations. I believe the legislation takes a positive step in giving the
Commission responsibility for designating 911 as the universal emergency number.
We would welcome the opportunity to work with the staff of the Subcommittee in
order to gain a better sense of the role the Commission would be expected to play,
following the designation of 911 as the universal emergency number, in achieving
the congressiohal goal of implementing the use of 911 by State and local jurisdic-
tions across the Nation.

Parity of Protection for Provision or Use of Wireless Service.
The Commission has also been asked by the wireless industry to preempt State

tort laws governing wireless carrier liability for delivery of 911 and other calls. This
is, again, an area that historically has been left to State legislators, public utility
commissions, and courts. Emergency calls are almost always local in nature, not
interstate communication.

On the other hand, wireless carriers have frequently identified the lack of liability
protection as an impediment to their implementation of E911 service. While we be-
lieve there is a reasonable case to be made in favor of harmonizing the rights and
responsibilities of wireless and wireline carriers in this area, the Commission has
been properly cautious about exerting its policy judgments over those of State and
local authorities.

Here, too, legislation to set national policies could help resolve liability issues in
ways that meet the legitimate needs of wireless carriers, local and State govern-
ments, and-more importantly-wireless users.

Authority To Provide Location Information.
The proposed legislation clarifies that location information concerning the user of

a commercial mobile service is to be treated as Customer Proprietary Network Infor-
mation (CPNI) requirements of the Communications Act. The proposed legislation
also clarifies that carriers will not be in violation of those requirements if they pro-
vide location information in an emergency situation to public safety and similar or-
ganizations and certain family members.

I recognize that wireless carriers have raised concerns regarding possible conflicts
between the CPNI and ALI requirements, and I thus believe it will be helpful to
clarify that the statute protects location information as CPNI, but that this informa-
tion may be released in emergency situations to certain designated persons.

The Subcommittee is to be complimented for its efforts to address these critical
issues to help ensure a universal 911 emergency service infrastructure. We stand
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ready to provide further comments and assistance as the Congress moves forward
in considering these issues.

V. WIRELESS PRIVACY ENHANCEMENT ACT

On February 5, 1997, William Kennard, who was then the Commission's General
Counsel, testified before this Subcommittee at an oversight hearing on cellular pri-
vacy. At that time he reported that, consistent with the Telephone Disclosure and
Dispute Resolution Act (TDDRA), the Commission has established rules denying
equipment authorization for any scanning receiver that is capable of:
" receiving transmissions in the frequencies allocated to the domestic cellular radio

service;
" readily being altered by the user to receive transmissions in such frequencies; or
" being equipped with decoders that convert digital cellular transmissions to analog

voice audio.
Further, the Commission's rules prohibit the manufacture and import of such scan-
ning receivers as of April 26, 1994.

I am pleased to report that, subsequent to the oversight hearing, the Commission
took a number of actions to increase awareness of these regulations and step up our
enforcement efforts. For example, the Commission issued a notice advising the pub-
lic that modification of scanners to receive cellular frequencies is illegal and took
action against organizations that were offering services to modify scanners, ensuring
that such activity ceased. The Commission has also worked with manufacturers to
better assure that scanners are not capable of being readily altered to receive cel-
lular signals.

In May 1998 the Commission adopted a Notice of Proposed Rulemaking (NPRM)
in ET Docket 98-76 to propose amendments to its rules to further ensure that scan-
ning receivers do not receive cellular signals. The NPRM proposes new requirements
to ensure that scanning receivers do not pick up cellular signals when tuned to fre-
quencies outside the cellular frequency bands. The NPRM also proposes to require
scanning receivers to be "hardened" to prevent modifications to receive cellular fre-
quencies, such as requiring scanning receivers to be designed so that the tuning and
control circuitry is inaccessible and attempts to modify the device are likely to
render it inoperable. The NPRM also proposes other changes to close perceived loop-
holes in current regulations, such as prohibiting the marketing of scanning receiver
kits.

A wide range of comments on the NPRM were submitted by manufacturers, cel-
lular service providers, and scanner enthusiasts. It is my understanding that the
Commission plans to adopt a Report and Order implementing these proposed rules
with appropriate revisions in the near future.

While the Commission is strengthening its rules for scanning receivers, there are
limits to what can be done under the current law. For example, Section 302(d) of
the Communications Act specifically authorizes the Commission to prohibit scanning
receivers that tune the cellular radio service. The statute does not expressly author-
ize the Commission to prohibit scanning receivers that cover frequency bands used
by other commercial mobile radio services, such as Personal Communications Serv-
ice. Nor does it authorize the Commission to prohibit scanners that are capable of
decoding digital signals used by paging services and specialized mobile radio serv-
ices. I believe that new legislation may be advisable if the Congress finds that the
Commission needs to take action to prohibit scanners that tune or decode services
other than the cellular radio service.

We note that the Wireless Privacy Enhancement Act would make certain amend-
ments to Section 705 of the Communications Act. In light of the close relationship
of the wiretapping and related provisions of the criminal code, and at the request
of the Department of Justice, it is the Commission's longstanding general practice
to coordinate complaints regarding potential violations of Section 705 with the De-
partment in order to make sure that our administrative actions do not interfere
with any criminal investigations initiated by the Department. This approach is in
accordance with a Memorandum of Understanding between the Commission and the
Department (effective since 1953 and revised and re-executed in 1989).

The Wireless Privacy Enhancement Act would amend Section 705 to make it a
violation to intercept or disclose (rather than the current intercept and disclose) cer-
tain radio communications. Further, the Commission would be required to inves-
tigate alleged violations and to determine whether to initiate proceedings to impose
forfeitures.

I want to thank the Subcommittee for the opportunity to provide comments when
this legislation was being drafted. I assure you that, if the Wireless Privacy En-
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hancement Act should become law, the Commission will promptly amend its rules
as required and will enforce them vigorously.

VI. CONCLUSION

I would like to thank the Subcommittee for this opportunity to provide my com-
ments regarding the pending legislation. And I will look forward to assisting you
in your efforts to address the important issues of public policy involved in the pend-
ing legislation.

Mr. TAUZIN. Thank you very much, Mr. Sugrue and, indeed, we
all understand your dilemma on those 16-year-olds with the high-
ways. We have all gone through that, and I appreciate your per-
sonal and professional interest in what we do here today.

Captain Joe Hanna from Texas. I think I met you on a Texas
highway, Joe. I am not sure.

Somewhere on the Bayou maybe. But welcome, Captain Hanna,
and your testimony is now welcome and we appreciate your being
here, sir.

STATEMENT OF CAPTAIN JOSEPH L. HANNA
Mr. HANNA. Mr. Chairman, members of the committee, today I

have the honor of addressing you on one of the most significant
issues facing the delivery of public safety services throughout the
United States. My comments this morning are going to be based
really from about three different perspectives. First of all, I am
here representing the Association of Public-Safety Communications
Officials Inc.-we will call it APCO-which represents about 13,000
members around the United States, people who manage and oper-
ate public safety communication-related facilities, including the de-
livery of 911 service.

In another capacity, I have the pleasure today of joining Tom
Wheeler from CTIA, representing the ComCARE Alliance. For
those of you who followed this bill this last year, you may recall
the ComCARE Alliance is an affiliation of 30 plus members who
represent a broad spectrum of emergency services, including public
safety, the wireless carriers, local exchange carriers, trucking in-
dustry, motor assistance programs, and other similar services. The
Alliance has certainly worked diligently with the committee staff to
work to craft the bill that you are looking at today.

Third, I want to bring to you a perspective of my daytime job.
And that is I serve the commander of a communications center for
the city of Richardson, Texas. And, in that capacity, I think I am
probably the one person here on the panel today who has to deal
with these issues on a frontline basis.

Over the last several decades this Nation has spent considerable
time dealing with the issue of criminal justice and public safety.
We have helped a great deal with putting cops on streets. We have
enhanced penalties for different offenses. We have looked at a num-
ber of technological improvements that help us in detection and ap-
prehension of criminals. But one of the issues that we have seemed
to misplaced is the first step of people dealing with those public
safety agencies and that is how they contact 911, in this case.

We have all heard numbers today. The numbers are overwhelm-
ing and it is interesting how they grow by millions as we speak
here. But we know that, each year, that 911 centers handle more
than 100 million 911 calls. These are handled by 5,500 autonomous
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public safety answer points or PSAPs. We are currently dealing
with the wireless subscriber base now, someplace in the range of
60 to 65 million users. These people place someplace in the neigh-
borhood of 30 million wireless calls into 911 centers. These calls
now account for anywhere from 20 to 40 percent of all the calls
that were received in the PSAPs. Again, in my city, we did our last
statistical line and 29.9 percent of all calls received to 911 were
coming from wireless subscribers.

In response to these issues, the FCC released docket 94-102 back
in 1994. The underl ing goal of this docket was to provide emer-
gency services to callers with wireless instruments equivalent to
that for traditional wireline customers. Many if not most wireless
customers were surprised and have been surprised to learn that
today public safety answer points have no information on who that
caller is and no idea where they are calling from. And that is a sur-
prise, believe it or not, to most of these people. And we have al-
ready discussed the fact this morning that people are buying these
for safety.

In 1996, four groups, including APCO, NENA, NASNA, the State
administrators and CTIA reached a consensus agreement on how
we could come to the table to bring location and traveler informa-
tion to our customers. Nothing in that agreement, however, ad-
dressed the recognition of 911 as the universal number to be dialed
for emergency calls. It has already been mentioned again this
morning that you have a variety. If you are in Florida, you call
*FHP. In some places, it is *55.

While we have made some progress in meeting the goals of dock-
et 94-102, there is much left to do. It is critical that this committee,
in considering the current legislation, review its mandate to the
FCC to ensure the timely implementation of the consensus agree-
ment reached by public safety in the wireless industry. I am
pleased to see Tom Sugrue here today. We look forward to his lead-
ership in expediting this process, which has dragged out far too
long.

As you consider this bill, you should recognize that this legisla-
tion is not just a communications bill. It is a lifesaving issue. It is
a transportation issue. It is a safety issue. Members of this commit-
tee have been bombarded with these issues over the past year. Un-
fortunately the general public has not. Any legislative action taken
on this critical issue will help bring this message to the public offi-
cials at the State, county, and local level throughout this Nation.

One last comment I would make: As has been pointed out this
morning, one of the concerns that we now have under this bill is
that we are not addressing the issue of funding and funding is a
critical issue. It is a critical issue in the ability of wireless carriers
to facilitate a better quality of signal. It is a critical issue to the
public safety answer point. You have to be able to increase volume
of calls. It is a critical issue to the public safety community which
has to develop the infrastructure internally to modify computer dis-
patch systems and mapping systems and other technology to bring
this to the table.

On behalf of APCO and ComCARE, I urge you to act on this bill
in the earliest possible time to provide the gift of life and safety
to the citizens of this Nation. Thank you, Mr. Chairman.
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[The prepared statement of Captain Joseph L. Hanna follows:]

PREPARED STATEMENT OF CArAIN JOSEPH L. HANNA, PRESIDENT ELECT,
ASSOCIATION OF PUBLIC-SAFETY COMMUNICATIONS OFFICIALS-INTERNATIONAL, INC.

Chairman Tauzin, members of the Committee: Today I have the honor of speaking
with you on one of the most significant issues confronting the delivery of public safe-
ty services throughout the United States. This presentation is offered from the per-
spective my role as President Elect of the Association of Public-Safety Communica-
tions Officials-International, Inc. (APCO). APCO is the nation's oldest and largest
public safety communications organization with over 13,000 members involved in
the management and operation of law enforcement, fire, emergency medical, and
other vital public safety communications systems. APCO is a FCC certified coordina-
tor for public safety radio frequencies. Additionally APCO was one of four (4) signers
of the consensus agreement brokered between public safety and the wireless indus-
try leading to the implementation of Phase I and Phase II of the FCC's wireless 9-
1-1 rules (FCC Docket 94-102). In addition to the perspective I bring to you as an
officer of APCO, I also bring the perspective of my daily role as the Commander of
a public safety answer point (PSAP) for the City of Richardson, Texas. Located on
the northern border of Dallas County, the City of Richardson has a population of
85,000, and is directly impacted by the issues addressed by the Wireless Commu-
nications and Public Safety Enhancement Act of 1999.

While considerable attention has been given to public safety over the past several
decades, the overwhelming focus has been on putting cops on streets, enhancing
penalties for a range of offenses, and dealing with technological improvements relat-
ed to the detection and solution of crimes. Without question, each of these efforts
is essential to the preservation of order in our society. Somewhat lost in the equa-
tion, however, has been attention on the first step taken by most members of our
society when a problem has been encountered: the means of making the initial con-
tact with the appropriate public safety responder.

It is estimated that the 271 million citizens of the United States are currently
served by approximately 5,500 autonomous public safety answer points (PSAPs).
These 5,500 PSAPs receive an estimated 110 million 9-1-1 calls each year. Prior to
the implementation of 9-1-1, these calls were routed to 5,500 different telephone num-
bers, as each jurisdiction had its own unique telephone number. With the widespread
implementation of 9-1-1 services, however, the majority of our citizens now need to
know only one number. However, this 9-1-1 system as we know it today was built
around an architecture of a wireline-based infrastructure.

In this same 10 year period, wireless telephones have expanded from a number
in the thousands to an estimated 65 million users today. These wireless users
placed an estimated 30 million 9-1-1 calls in 1997, or approximately 82,000 9-1-1
calls per day. These numbers account for anywhere from 20-40% of the total 9-1-
1 calls received by PSAPS. In the City of Richardson, for example, the actual per-
centage of 9-1-1 calls originating from wireless telephones is almost 30%.

Industry experts predict that the number of wireless communications users may
soon surpass wireline users. AT&T recently announced a plan that, if followed by
other carriers, will potentially push many subscribers away from traditional
wireline service. Similarly, a major wireless carrier is testing a "fixed wireless" solu-
tion in the Dallas metroplex.

In examining the expanding role of wireless service, industry research has consist-
ently reported that safety is the overwhelming reason for the purchase of wireless
telephones. In almost every study reported by the wireless industry, 50 to 60 per-
cent of all subscribers have cited safety as the primary motivator for their decision
to purchase a wireless telephone. As noted above, these figures are reflected in the
percentage of emergency calls placed to public safety answer points throughout the
nation.

Unfortunately, the wireless industry, in its zeal for expanded market shares, and
public safety agencies, in their desire to see additional "eyes and ears" in the com-
munity, have done a poor job in managing expectations within the 65 million wire-
less subscriber pool. While the public is accustomed to dialing 9-1-1 for emergencies
throughout the United States, there are significant areas in which 9-1-1 has been
the wrong number to dial. Those driving through Florida, for example, may have
noted signs that have advised motorists to dial *FHP. In other jurisdictions, other
numbers such as *55 have been designated as the number to call for emergencies.
While these unique numbers may have some meaning for local residents, they have
little meaning for motorists or other visitors entering the jurisdiction. It has been
estimated that Orlando, Florida, for example, attracts approximate 40 million visi-
tors per year. Myrtle Beach, South Carolina draws an estimated 13 million visitors
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per day during peak season. Las Vegas similarly brings 32 million non-residents to
their city each year. What number is appropriate to call from a wireless instrument
in each of these cities? Differing emergency numbers, coupled with the stress associ-
ated with a medical emergency, a life threatening injury, an automobile accident,
or a lost child creates a prescription for a deadly outcome. The public has an expec-
tation that in many cases is not met. There is a school of thought that the expecta-
tion of having something that one does not have may well be worse than not having
it at all.

In response to wireless 9-1-1 concerns, the Federal Communications Commission
released Docket 94-102 in 1994. The underlying goal of this docket was the provi-
sion of emergency services for callers from wireless instruments equivalent to that
of the traditional wireline customer. Many, if not most, wireless customers have
been surprised that public safety answer points have no information related to the
identity of the caller or their location. In 1996, public safety and the wireless indus-
try were able to craft a consensus agreement that would address these issues under
a set timetable. Nothing in the resulting FCC rules however, addressed the recogni-
tion of 9-1-1 as the universal number to be used for emergency calls. While progress
has been made in meeting the goals of Docket 94-102, much is left to do.

We must recognize that there are a multitude of components which must mesh
together to ensure the same level of 9-1-1 service that has been developed on the
wireline side. These components range from the initial wireless subscriber, to the
instrument used to dial the call, to the wireless infrastructure, to the local exchange
carrier, and to the public safety answer point's 9-1-1 equipment. The ability to uni-
formly dial 9-1-1 serves as one of the single greatest barriers to the implementation
of this network. The Wireless Communications and Public Safety Enhancement Act
of 1999 provide the essential first step in this process by establishing 9-1-1 as THE
one number to know.

The Wireless Communications and Public Safety Enhancement Act of 1999 also
recognizes future technologies under development that, coupled with current 9-1-1
technology, have the potential to save a significant number of lives each year. Re-
search developed in conjunction with intelligent highway technology is leading to
systems that would allow for automatic crash notification to the nearest public safe-
ty answer point. The ultimate integration of auto crash notification and other intel-
ligent highway systems with 9-1-1 has dramatic potential for saving lives.

In addressing the myriad issues associated with the delivery of 9-1-1 services, the
impact of wireless telephone users on public safety answer points remains one of
the most visible omissions. While public safety answer points welcome the broaden-
ing of opportunities that wireless technology has brought to the table to enhance
earlier notification, it has become a two edged-sword. Where a call on an urban/sub-
urban freeway once resulted in two or three calls (pre-wireless), there are now 25-
30 calls. Additionally, each wireless call may well take two to three the times as
long to process by the public safety telecommunicator, as there is no caller or loca-
tion information. Each call must be screened to ensure that each of the sudden vol-
ume of calls is related to the same incident. While considerable attention has been
given to the issue of funding Phase I and Phase II systems on the hardware side
of the equation, little consideration has been given to the staffing needs based on
increased call volume and call processing time.

Additionally, the 9-1-1 workstations used throughout the overwhelming majority
of public safety answering points is geared to handle a limited amount of text infor-
mation traditionally associated with wireline calls. As public safety answering
points migrate to workstations that can visibly display computer maps to display
the location of wireless callers, this migration will require a massive upgrade/re-
placement of 9-1-1 equipment throughout the United States. Additionally, while the
focus on location determination technology for Phase II has been on the wireless in-
dustry, there is an equally massive effort required for the public safety answer
points. Without computer-based maps created and maintained with the greatest pos-
sible accuracy, information provided by wireless carriers will be useless. Again,
there is a significant cost of these systems within the public safety answer points
that has been overlooked by the public and the wireless industry.

To that end, it is critical that public safety, the wireless industry, and government
at the local, state, and national level reevaluate the issue of funding for 9-1-1 serv-
ices as an integrated, comprehensive, complex system.

On behalf of APCO, I want to again thank Chairman Tauzin and the Subcommit-
tee for this opportunity to appear before you.

Mr. TAUZIN. Thank you very much, Joe.
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And now we are pleased to welcome the Assistant Director of
Park Operations and Education, Ms. Maureen Finnerty, for her
statement to this committee.

STATEMENT OF MAUREEN FINNERTY

Ms. FINNERTY. Thank you, Mr. Chairman. It is my privilege to
appear before the committee today to represent the Department of
the Interior and to present the views of the National Park Service
on its compliance with the Telecommunications Act of 1996.

Since the Executive Order was signed in 1995 and the passage
of the act in 1996, the National Park Service has been actively en-
gaged in preparing policy guidance and guidelines for our field
areas to comply with both the executive order and the public law.
In 1997, in consultation with the telecommunications industry, a
group of folks met and prepared a policy statement that went out
and was subject to public review. Ultimately comments were re-
ceived and the policy was finalized late in 1997.

In early 1998, again in consultation with the telecommunications
industry, National Park Service individuals sat down and worked
out a whole set of guidelines that further articulate and specified
the procedures that were to be followed by National Park managers
to comply with both the executive order and the public law. Those
guidelines have recently been finalized, so we now have in place
final and approved policy and guidelines, both of them done in con-
sultation with the industry, both of them subjected to public review
and comment. So we do have procedures in place.

We also, just last month, surveyed the parks within the National
Park system to find out how many of them had dealt with this
issue and we found out that there were 56 parks throughout the
system that had had some activity as it pertains to the siting of
telecommunications facilities. Of those 56 parks, 31 do have new or
existing facilities that are located within the boundaries of the
park. There are 16 applications pending and we found that only 2
applications had been denied as part of that review process.

Obviously, as has already come up, there has been a lot of inter-
est in and discussion with the Rock Creek Park issue and the two
ending applications from Bell Atlantic. There has been a great
eal of frustration over the process and the timeliness or lack of

timeliness of the process over the last year or so. It is my under-
standing that, late yesterday, the director of the National Park
Service, in a meeting with the communications representatives
from Bell Atlantic and the members of the national capital region
which have oversight of Rock Creek Park that an agreement has
been reached finally to complete the review process within 90 days
at a significantly reduced scope and cost of the project.

Mr. TAUZIN. I don't normally do this, but I want you to repeat
that for us. An agreement was reached last night to do what?

Ms. FINNERTY. We have an individual here who was at that
meeting and I was not. But it is my understanding that, in meet-
ings late yesterday with the director of the National Park Service
and representatives of Bell Atlantic, an agreement was reached to
process the application within 90 days at a significantly reduced
cost and scope of the project.

Mr. TAUZIN. So, to sum it up-
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Ms. FINNERTY. And we have someone here that can speak to-
Mr. TAUZIN. The application is not approved yet.
MS. FINNERTY. No, it is not.
Mr. TAUZIN. They have simply agreed to a timetable on process-

ing that?
Ms. FINNERTY. I believe that is the case. The application is ap-

proved. Okay. It is the environmental assessment process, I guess,
that is the 90 days.

Mr. TAUZIN. To be able to be finalized. It is not finished yet.
Okay.

Ms. FINNERTY. Application approved, but no NEPA compliance.
That is the 90 days. Okay?

In conclusion, I'd like to say we have been in conversations with
members of the committee and staffs and we would like to continue
the dialog as we continue to improve our procedures and guidelines
and certainly look forward to working with you and members of the
committee to modify those as needed. Thank you.

[The prepared statement of Maureen Finnerty follows:]

PREPARED STATEMENT OF MAUREEN FINNERTY, ASSOCIATE DIRECTOR, PARK OPER-
ATIONS AND EDUCATION, NATIONAL PARK SERVICE, DEPARTMENT OF THE INTERIOR

Mr. Chairman, thank you for the opportunity to present the Department's views
on the siting of telecommunication antennas in National Parks in compliance with
the Telecommunications Act of 1996.

In 1994 and early 1995, the National Park Service experienced a growing number
of contacts with multiple companies across the nation, inquiring about the possibil-
ity of siting wireless antenna facilities in National Parks. By that time there already
were a few sites constructed and operating in some parks. At the same time, we
were contacted by the Cellular Telecommunications Industry Association (CTIA), re-
questing knowledge of and input into our then-developing policy and guidance for
this subject.

On August 10, 1995, a memorandum from the President directed the heads of all
Departments and agencies to facilitate access to federal property for the purpose of
siting mobile service antennas. While the memorandum directed agencies to "facili-
tate appropriate access" to their properties for the siting of these antennas, it also
listed several qualifying provisions. Such siting should be in accordance with: 1.
Federal, State, and local laws and regulations; 2. Environmental and aesthetic con-
cerns; 3. Preservation of historic buildings and monuments; 4. Protection of natural
and cultural resources; and 5. Protection of National Park and wilderness values.

We strongly believe that any legislation on this issue must recognize these stand-
ards for placement of mobile service antennae on federal lands. For example, I think
we can agree that no one would want to see a cellular phone tower on the rim of
the Grand Canyon or in sight of Old Faithful.

The National Park Service, in conjunction with the CTIA and other industry rep-
resentatives, had been drafting policy and procedures specific to telecommunications
and immediately included these precepts into their work in progress.

On February 8, 1996, the President signed the Telecommunications Act of 1996
(47 U.S.C. 332). Section 704(c) of the Act requires the President to develop proce-
dures by which federal departments and agencies may make available federal prop-
erties, rights-of-way, and easements for wireless telecommunication services. On
March 29, 1996, the GSA issued a notice in the Federal Register (61 FR 14100) of
general procedures for implementing the provisions of Section 704(c) of the Act. The
GSA issued an enhancement of these procedures in the summer of 1997 that clari-
fied and emphasized the same points as they had previously stated. Congress pro-
vided additional guidance in the Conference Report it issued with the FY 1997 Inte-
rior Department appropriations act (P.L. 104-208). The report states the Service
"should promulgate rules which ensure that the public has the opportunity to par-
ticipate fully and comment on the issuing of permits, rights-of-way or easements for
any telecommunications facility placed in any unit of the National Park System."

The National Park Service formed a task force whose members were drawn from
the telecommunications industry, the CTIA, and personnel from every region of the
Service. The purpose of this task force was to draft policy and procedures regarding
processing applications for permitting telecommunications. This was a difficult task
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since the Act directed federal agencies to implement siting these facilities and to
avoid the derogation of park resources, values or purposes for which the parks had
been established.

A draft policy statement was written and published in the Federal Register for
comment in the fall of 1997. In addition, the Service held meetings with industry
and the public to receive their input. On December 11, 1997, the Service published
its final policy statement on Wireless Telecommunications as Director's Order #53A.
This order points out that Congress and the President have established a compelling
federal interest in promoting the efficient implementation of the new telecommuni-
cations technology. The Park Service will follow the requirements and intent of the
Act, the President's memorandum, and the GSA procedures while also recognizing
its responsibility for complying with provisions of the National Park Service Organic
Act and other statutes applicable to the operation of units of the System.

Once the policy statement was approved and distributed, the Service undertook
development of procedural guidance to assist park managers in implementation of
the policy. Draft guidelines were published in the Federal Register in February
1998, for public comment. The 60-day comment period ended on April 24, 1998. The
appropriate comments that we received during this period were incorporated into
the body of the final procedures, which were subsequently approved and distributed
throughout the national park system.

We surveyed the parks in the summer of 1997 concerning requests to site tele-
communication antennas in the parks. Of the 21 parks indicating they had had
some activity in this category, only 5 had actually received a combined total of 12
written applications, with the other 16 parks receiving approximately 50 phone or
other verbal inquiries.

We surveyed the parks again in January 1999. Of the 56 parks indicating they
had activity in this category, 16 indicate they are in the process of reviewing a per-
mit application. Three of these permit applications have been denied.

The National Park Service is in the process of reviewing two applications submit-
ted by Bell Atlantic Mobile for permits to site two wireless telecommunications fa-
cilities in Rock Creek Park. The processing of these applications has attracted a fair
amount of attention, and we would like to address some of the issues that have been
raised about this process.

We are sympathetic to the frustration experienced by Bell Atlantic Mobile in
going through the permitting process. This frustration essentially relates to the
lenqth of time it has taken the National Park Service to process Bell Atlantic Mo-
bile s permit applications. We are presently scrutinizing this process and are com-
mitted to taking care of this problem in an expeditious manner. For example, we
have determined that we can prepare the Environmental Assessments required for
these applications with National Park Service personnel, rather than through pri-
vate contractors. This has resulted in a change of our cost estimate from approxi-
mately $300,000, to roughly $40,000, for the preparation of these Environmental As-
sessments, though this estimate is subject to further refinement.

We must note, however, that in processing an application for a permit to operate
a wireless telecommunication facility in Rock Creek Park the National Park Service
has an obligation to ensure that such a facility would comply with all applicable fed-
eral laws. We would strongly oppose any weakening of environments review re-
quirements. These laws were enacted to protect and preserve federal lands and
should not be circumvented.

During the 105th Congress, legislation was introduced which, if enacted, would
have made it difficult for land management agencies to fulfill their mission of pro-
tecting and preserving vital resource values. The bill, H.R. 3844, would have re-
quired federal land management agencies to make final determinations on applica-
tions for mobile service antennae within 60 days of receipt of an application. By let-
ters dated July 22, 1998, and October 1, 1998, copies of which are attached to this
testimony, the Department expressed the following concerns about such legislation:
1. The bill's failure to include in the policy statement significant protective language

found in the Telecommunications Act whereby requests for use of federal prop-
erty must not be in direct unavoidable conflict with the agency's mission.

2. The bill's failure to require specific information of an applicant seeking to use fed-
eral land as a telecommunications transmission site as required by 36 CFR Part
14.

3. The bill's failure to protect the interests of the United States in circumstances
when an agency denies an application by shifting the burden of proof from an
aggrieved party to the United States, and

4. The bill's failure to observe the protections afforded by compliance with laws such
as the Federal Land Policy and Management Act, the National Historic Preser-
vation Act, the Wilderness Act, the National Wildlife Refuge System Improve-
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ment Act, and the Endangered Species Act, by restricting an applicant's compli-
ance to the Federal Communications Commission's regulations pertaining to the
National Environmental Policy Act.

The Department cannot forsake its stewardship responsibilities in the interest of
expedited decision making which fails to take into account these important consider-
ations.

In conclusion, I would like to say that the National Park Service has shown its
willingness to work with both the telecommunication industry and the public on the
question of siting telecommunication antennas in units of the park system. Our pol-
icy statement on this subject has been finalized and distributed. The procedural
guidance implementing that policy was published in the Spring of 1998. We feel
that we are fully complying with both the provisions and the intent of the Tele-
communications Act of 1996.

We understand there is a possibility that a bill relating to the siting of wireless
telecommunication facilities in National Parks may be introduced in this Congress.
We would be happy to provide the committee with our views on such a bill after
it has been introduced.

Mr. Chairman, this concludes my prepared statement. I would be pleased to an-
swer any of your questions.

Mr. TAUZIN. Thank you very much, Ms. Finnerty. We will, of
course, want to know a lot more about why the process took so long
in Rock Creek, but we will get to that in Q and A.

Mr. Wheeler, again, welcome, Tom, and this committee deeply
appreciates your work in the past on these bills and welcomes your
testimony today.

STATEMENT OF THOMAS E. WHEELER
Mr. WHEELER. Thank you very much, Mr. Chairman, and mem-

bers of the subcommittee.
Wireless phones are the greatest safety tool since the develop-

ment of 911. You have heard the numbers previously this morning:
98,000 times a day somebody uses their phone to call to save a life,
to stop a crime, to render assistance. Let me put that in perspec-
tive. Since we have been here this morning, 4,100 calls have been
made across the country using a wireless phone to save a life, to
stop a crime, to help someone in an emergency.

The great gift the wireless phone is to the safety of Americans
is time. You know, the trauma physicians talk about time being tis-
sue. The closer you can get medical treatment to the injury, the
better the chance of survival. Take a look at this chart that was
just put up there to kind of put this in perspective.

In an urban area, the average period of notification about a car
crash is 5.2 minutes. Now this is how long it takes before 911 gets
a call. Why don't you put the chart back up again for a second, if
you would please. If that can be reduced by 3 minutes-this is just
the first call-if you can cut that time by 3 minutes, you can in-
crease survivability by 16 percent.

Now let us look at the other chart about rural America.
This fact is even more important in rural America. Look at the

disparity between the miles traveled and the fatalities in rural
America. All of this is because, in rural America, the notification
time-the time from an accident to the time that the 911 call gets
placed-is almost double what it is in urban areas. So what we are
talking about is time and how you can use wireless phones to cut
the period of time and, therefore, save lives.

There is another important component as well and that has been
referenced previously and that is that you have to know where that
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incident occurred. Because on a wireline phone, you know the ad-
dress of that telephone number. But on a wireless phone it could
be anywhere. So we are proud of the fact that we worked with
APCO and other public safety community representatives and the
FCC to come up with the rule that developed the enhanced 911,
latitude and longitude location capability for wireless phones when
the victim uses it to call emergency services. It is clear: Wireless
phones save lives.

Unfortunately, I am here to report today that the wireless safety
net has all kinds of holes in it and that those holes don't need to
exist. Wireless subscribers don't know what number to dial to sum-
mon help. You had in this hearing last year Representative Danner
testifying about an experience in her district where someone called
three different numbers, and they were all the wrong numbers, on
the wireless phones trying to report an unsafe driver to the police.
They couldn't get through because the numbers didn't work, and as
they drove down the road they found that this person they had
been trying to report had crashed into another car, killing a mother
and her child. She talked about how there are six different num-
bers that you would have to use as you drive from Washington to
her district in Kansas City. That is why we support making 911
a uniform national number.

But even if Good Samaritans do know the number to call, the
call must go through. And that means there must be an antennae
to hear the call. The Rock Creek Park situation would be silly if
it weren't so shameful. And it is representative of other experiences
across the country. Outside of Federal properties, the FCC has told
us that they will not do for the placement of antennas to receive
emergency what they have done for the placement of antennas to
receive Jerry Springer reruns. There is something wrong in that
process. There must be a solution here and it won't happen without
a deadline.

We have talked how location technology can save lives, but loca-
tion technology won't happen without some kind of State coordina-
tion. There are thousands of public safety answering points out
there right now, each of them a god unto itself. There needs to be
a common plan amongst them all.

Let me give you one example in the State of Virginia. In Vir-
ginia, the State police handle all 911 calls from wireless phones.
That is an issue in and of itself; it shouldn't go to the State police.
But the State police has refused to receive 911 from PCS phones,
saying instead, "go to the PSAPs." Go to public safety answering
points. So when the PCS carriers go to public safety answering
points, they say, "no, we don't do it. Go to the State police." And
they are getting ping-ponged back and forth and people can't call,
simply because there isn't a State plan in place.

Last year's legislation created a State plan. It did it through the
funding mechanism. There is no such mechanism this year. We
hope that at the very least the FCC will move in this area and,
hopefully, this bill will too.

Finally, we need to stop discouraging Good Samaritans, both cor-
porate and individual as well as PSAPs from doing the right thing.
If I place a call from my landline phone to 911 and something unto-
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ward happens-an Act of God-I am not liable nor is the carrier.
If I do that on my wireless phone, I can be liable as can the carrier.

This raises a couple of simple questions. No. 1: If consumers
knew that being Good Samaritans exposed them to liability, how
would they act? And, No. 2: If you are a carrier and you are being
asked by this rule that we negotiated with public safety and the
FCC to put new location technology-new, risky technology in
place-would you do it if you knew that your liability was being ex-
panded by this? And, finally, the biggest outrage: There are public
safety answering points, 911 services, who are not answering the
phones because of their fear of liability.

In suburban Chicago, they don't answer 911 calls from PSC
phones because they interpreted the statute to say that this deal-
ing with airwaves, which is a very fragile connection, could in-
crease their liability. That is wrong. We have got to fix that.

I look forward to discussing these issues and to also supporting
your efforts on the eavesdropping bill to stop the electronic stalk-
ers.

[The prepared statement of Thomas E. Wheeler follows:]

PREPARED STATEMENT OF THOMAS E. WHEELER, PRESIDENT AND CEO, CELLULAR
TELECOMMUNICATIONS INDUSTRY ASSOCIATION

Mr. Chairman and Members of the Subcommittee: Thank you for the opportunity
to appear before you today to present the wireless industry's views on legislation
to promote and enhance public safety through the use of emergency 9-1-1 service.
I am Thomas E. Wheeler, President and CEO of the Cellular Telecommunications
Industry Association (CTIA) representing all categories of commercial wireless tele-
communications carriers, including cellular and personal communications services
(PCS).' The wireless industry is founded on innovation, competition and safety.
Today, my testimony will focus on safety and discuss how Congress can be instru-
mental in delivering unprecedented safety benefits to consumers across America.

Pursuant to Rule 4(b)(2) of the Committee Rules, I have submitted a curriculum
vitae together with my testimony. For the record, also pursuant to Rule 4(b)(2),
CTIA has not received any federal grants or contracts during the current fiscal year
or during either of the two preceding fiscal years.

At the Subcommittee's request, my comments today will begin by addressing the
Wireless Communications and Public Safety Act of 1999. I would like to share with
you not only our views on the bill, but also some of what we learned in the course
of last year's legislative efforts to enact a wireless 9-1-1 bill. I will conclude my re-
marks with a discussion of the Wireless Privacy Enhancement Act of 1999.

Last year, this committee demonstrated its commitment to public safety by pass-
ing out of the subcommittee and full committee the Wireless Communications and
Public Safety Act of 1998 (H.R. 3844). It was a bipartisan bill that took into consid-
eration the ranking member's concerns such as the need for privacy in respect to
information provided through location technology. However, some concerns remain
over whether or not the bill reached into state prerogatives. As a result, this com-
mittee, Republicans and Democrats, as well as the National Association of Counties
(NACo) and the National League of Cities (NLC) have agreed to a less ambitious
plan but one that will improve wireless emergency communications. I applaud the
efforts of the Committee and staff for their work to put together the Wireless Com-
munications Public Safety Act of 1999.

There are now nearly 68 million "safety sentinels" in the United States-68 mil-
lion subscribers who speed the delivery of safety services by providing rapid reports
of car crashes, aggressive and impaired driving, serious crimes, and other threats
to our communities. There are literally thousands of Americans who credit their
wireless phone with aiding a fellow citizen, preventing a crime or in the ultimate

ICTIA is the international organization which represents all elements of the Commercial Mo-
bile Radio Service (CMRS) industry, including cellular, personal communications services, wire-
less data. CTIA has over 750 total members including domestic and international carriers, re-
sellers, and manufacturers of wireless telecommunications equipment. CTIA's members provide
services in all 734 cellular markets in the United States and personal communications services
in all 50 major trading areas, which together cover 95% of the U.S. population.
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form of public safety expression, saving a life-it is a distinction that the wireless
industry is proud of and inspired by. CTIA will continue to work diligently to press
for legislation that improves the safety role of wireless telecommunications.

Over 98,000 wireless emergency calls each day are delivered to emergency serv-
ices-more than ten times the number of such daily calls made just a decade ago.
A survey conducted one year ago showed that 35 percent of wireless phone owners
had used their phones in an emergency or life-saving situation. Security was rated
the most important reason for purchasing a wireless phone by 88 percent of people
planning to buy one. The wireless industry is acutely aware of our customers' con-
viction that wireless phones provide an invaluable safety link to emergency medical
care, law enforcement, and other public safety agencies.

In recognition of the enormous role our technology can play in these situations,
CTIA began several years ago to seek out ways in which wireless could participate
constructively in public safety efforts at all levels for the benefit of our communities
and the public at large. Individual carriers and manufacturers are hard at work
using wireless technology to improve and protect public health and safety. Service
providers and manufacturers donate service and equipment both to help in sudden
emergencies such as ice storms, tornadoes and other related weather disasters, as
well as to help fight crime in communities nationwide. As part of the "Communities
on Phone Patrol" (COPP) program, wireless phones and airtime have been donated
to more than 8,000 watch patrols in communities across the country where more
than 150 million Americans live. Through our ClassLink program, carriers donate
wireless phones and airtime to teachers to increase their efficiency and to enhance
their students' safety. And we sponsor an ongoing multimillion-dollar advertising
campaign; recognizable by the slogan "Safety Is Your First Call".

In the last two years, we have expanded our safety efforts considerably by work-
ing with and learning from 9-1-1 directors, Emergency Medical Services experts, the
American Automobile Association (AAA), the National Emergency Numbers Associa-
tion (NENA) and the Associated Public Safety Communications Officials (APCO) on
how to better serve the public. Last year, CTIA joined with state and local public
safety officials, emergency and trauma care physicians, emergency nurses, other
medical professionals, and health care groups like the Brain Injury Association and
the American Burn Association to form the ComCARE Alliance-which stands for
"Communications for Coordinated Assistance and Response to Emergencies"-a coa-
lition with which many of you are familiar. We continue to work with these organi-
zations to provide a system that reduces response times to emergencies, lessens the
severity of injuries and saves lives.

Mr. Chairman, last June you stated that, "Although deaths from vehicle crashes
have declined in recent years, death at the scene prior to emergency medical care
have doubled in the past 20 years. They now exceed 20,000 per year. In forty per-
cent of the crash fatalities today, response time was twenty minutes or more. In
urban areas, the average EMS response time is 30 minutes, in rural areas it is 50
minutes or longer." It is incumbent on the wireless industry, the Congress, the Fed-
eral Communications Commission and other related agencies to reduce these num-
bers in what the medical community refers to as the "golden hour" where "time is
tissue."

Designation of a Universal 9-1-1 Number
The first requirement in achieving the safety goals of the wireless industry, and

previously mentioned safety advocates, is the designation of the number 9-1-1 as a
uniform and universal telephone number within the United States for reporting an
emergency to and requesting assistance from appropriate authorities, whether on
wireless or wireline telephones. The same designation also would be required by any
numbering agency or entity to which the FCC has delegated authority under section
251(e) of the Communications Act of 1934.

The lack of a uniform wireless emergency dialing code creates unnecessary confu-
sion and impairs the ability of mobile customers to request emergency assistance
quickly and easily. Even along an interstate highway within one state or even one
community, a mobile customer may be required to know and dial several different
numbers to reach the right emergency response agency. Wireless carriers can pro-
gram their switches to route a 9-1-1 call to emergency services, but too often they
are prevented from delivering that call. In suburban Chicago, for instance, because
of liability concerns PSAPs are refusing to process wireless E 9-1-1 calls, requiring
carriers to send E 9-1-1 calls to a third party that answers the call and then routes
it to the appropriate safety agency.

Mr. Chairman, you recall the story of eight-year old David Duplantis from Louisi-
ana. David was fishing with his uncle and 12-year old cousin when his uncle noticed
the fuel pump on the boat wasn't working properly. As he began pumping fuel
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manually, a sudden leak in the hydraulic steering system caused the boat to veer
sharply and crash into the bank of a canal. The force of the crash smashed the boat
and damaged all the electrical equipment, including the radio. David was shaken
in the crash, and his cousin was thrown to the front of the boat, where he lay un-
conscious. Fading in and out of consciousness from serious injuries sustained during
the accident, David's uncle managed to tell David where his wireless phone was and
instructed him to dial 9-1-1. Deeply embedded in a bank of a canal and covered by
trees, David stayed on the phone with emergency operators for 45 minutes as rescue
workers searched for the boat. David finally flagged down a helicopter and directed
it to the boat. The injuries David's uncle sustained kept him on life support for two
weeks and in intensive care for a full month. Can you imagine if the emergency
number had not been 9-1-1? Picture this heroic eight-year-old frantically trying to
track down a non 9-1-1 number to call for help.

9-1-1 was not the emergency number in Carthage, Missouri in the fall of 1997 and
the consequences were tragic as reported in the St. Louis Post-Dispatch.

When a Kansas couple noticed a van bobbing and weaving in traffic south of
Carthage, Mo., on Thanksgiving Day, they tried repeatedly to alert authorities
by cellular phone.

But by the time they got through it was too late-the van had crashed into
another vehicle in an accident that claimed three lives.

The article described how Ms. Luann Bertaux called three different numbers from
her wireless phone, none of which worked. The first number she dialed was 9-1-1
where she got a recording. Then she dialed information and asked the number of
the police department for an upcoming town, that didn't work. Finally, she called
information again and asked to be connected to the police department directly. The
police responded-but it was too late, Ms. Bertaux watched as the driver whom she
had been trying to report for15 minutes crashed head-on into a van killing a two-
year old and his mother. In Missouri, the wireless number to reach the highway pa-
trol is *55, if it had been 9-1-1 there might have been another Thanksgiving for a
two year-old boy and his mother.

As stated by Representative Pat Danner (MO-6th) in a December 8, 1997 editorial
to the Kansas City Star, "If a motorist were to travel from Kansas City to Washing-
ton D.C. on Interstate 70, the traveler would have to know to dial *55 in Missouri,
*999 in Illinois, 9-1-1 in Indiana, *DUI in Ohio, 9-1-1 in Pennsylvania and *77 in
Maryland ... Further, in the United States as a whole, there are as many as 15 dif-
ferent cellular assistance numbers. The system should not be so convoluted."

Congressional action to designate 9-1-1 as the universal wireline and wireless
emergency number in the U.S. would provide protection to all Americans against
these types of senseless tragedies. A uniform national primary emergency telephone
number is increasingly important because so many Americans use wirelesses tele-
phones to report emergencies, and, increasingly these same Americans are using
their wireless phones outside of their local service area (in areas where they are less
likely to know the local primary emergency number if that number is not 9-1-1.)

Implementation of Statewide Plans
The Wireless Communications and Public Safety Act of 1999 requires statewide

coordination of the efforts of local public safety, fire service and law enforcement of-
ficials. The emergency communications needs of the United States are currently
served by 15,000 Public Safety Answering Points (PSAPs). These PSAPs are gen-
erally housed within local government organizations, such as local police or fire de-
partment. Each of the PSAPs are autonomous units. Some states have adopted uni-
form statewide 9-1-1 implementation plans, and designated a single official in
charge of 9-1-1 for the entire state in order to have better emergency communica-
tions services. Other states send 9-1-1 calls to a state police office, even if it is lo-
cated miles away from the emergency. Comprehensive and coordinated state plans
are needed so that calls get routed to the appropriate place in a timely manner.

A significant barrier to implementing location and other wireless safety advance-
ments in a timely manner is that public safety centers and PSAPs in many states
are coordinated by a variety of local, county, and state government and regulatory
authorities. This creates a difficult environment for private sector carriers to readily
implement networks when they must work out individual technology and funding
arrangements on a county by county, or worse yet, a city-by-city basis.

A wireless carrier in Virginia is a case study into why statewide plans are needed.
Triton PCS, Inc. has been licensed by the FCC to provide wireless communications
(PCS) service throughout the Commonwealth of Virginia (other than Northern Vir-
ginia). In Virginia, the State police receive all wireless 9-1-1 calls. If the call is not
one for which the State Police is the appropriate public safety agency, the call is
routed to the local PSAP. In connection with establishing its service in Virginia, Tri-
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ton telephoned and wrote to the State Police, requesting the State Police provide
Triton the applicable State Police 9-1-1 routing numbers. On each occasion, Triton
was informed that the State police would not accept 9-1-1 calls from new wireless
providers in Virginia, and that Triton should contact each PSAP in Virginia for its
routing information.

For months Triton contacted literally dozens of PSAPs in Virginia. PSAP Adminis-
trators repeatedly told Triton that wireless 9-1-1 calls in Virginia are routed to the
State Police. In light of the contrary information, Triton subsequently sent faxes,
and then certified letters to sixty-six PSAPs, requesting their respective 9-1-1 rout-
ing information. Many of the written responses repeat that the State Police handle
wireless 9-1-1 calls in Virginia and should be contacted instead of the State Police.
Clearly, statewide planning and cooperation needs to be encouraged.

Liability Coverage
Another critical issue that adversely impacts the full realization of wireless's safe-

ty potential is the legal liability triggered by offering safety-enhancing services. The
Wireless Communications Public Safety Act of 1999 resolves this problem by confer-
ring on wireless carriers precisely the same liability protections that wireline car-
riers have long enjoyed, and by conferring on wireless Good Samaritans the same
legal protections that their wireline brethren have as well.

The fact that traditional wireline 9-1-1 service can occasionally engender problems
or unintended consequences has been long recognized in telecommunications law.
The physics of radio communications prevents perfection, either in call completion
or in location. Wireline carriers file tariffs that contain a limitation on liability when
things don't work as intended. Because we are a competitive industry policy makers
have determined that wireless carriers do not file tariffs. Moreover, even if they did,
because we are required to deliver 9-1-1 calls from non-subscribers, no tariff would
bind those individuals anyway. There is no valid public policy reason that wireless
carriers in this respect should suffer legal consequences different in any jurisdiction
than those attaching to wireline carriers in the same jurisdiction.

The threat here is real. Consider, for example, the FCC's E9-1-1 rule that in
Phase II requires a 67 percent success expectation. The rule recognizes that 100 per-
cent accuracy is impossible.

This bill strikes a rational approach to the liability differences between wireleine
and wireless. The proposed bill establishes, among other things, a principle of parity
between wireless and wireline in protection for: (1) the provision of telephone serv-
ices, including 9-1-1 service, and (2) the use of 9-1-1 service. The bill provides for
wireless providers of telephone service to receive at least as much protection from
liability as local exchange companies receive in providing telephone services (subject
for a two-year period to enactment of State opt-out legislation as to non 9-1-1 serv-
ices.)

The limitation on liability for wireline carriers encouraged the widespread adop-
tion of wireline 9-1-1 and E9-1-1 services. The same encouragement should and
must be given to wireless carriers.

Advancement Towards a Seamless, Ubiquitous System
I realize that federal siting has been removed from this year's bill, but I would

be remiss if I did not touch upon it and use an example of how siting remains a
problem. Even with a universal wireless emergency number, liability protection and
statewide plans, all are useless if a call is placed in an area without coverage. Pro-
tecting the public's health and safety through the use of our telecommunications in-
frastructure is not simply a matter of telling everyone to dial 9-1-1. The call has
got to go through. In the absence of government action, there remain locations
where the call cannot be delivered--"dead zones" in wireless coverage where it is
not possible to complete a wireless 9-1-1 call. One part of the solution to this prob-
lem is to improve on the use of thousands of Federal buildings and other structures,
as well as millions of acres of Federal land, to help fill those dead zones.

As this Committee noted in its Report on H.R. 3844 last year, neither the Presi-
dent's 1995 Memorandum to Federal agencies urging them to facilitate the place-
ment of wireless antennas on Federal property, nor section 704(c) of the Tele-
communications Act of 1996, which directed them to do so, has resulted in a change
of attitude on the part of most Federal agencies with respect to this subject. With
a few welcome and notable exceptions-including the Postal Service, General Serv-
ices Administration, Bureau of Land Management, and the Forest Service-most
Federal agencies continue to ignore this imperative completely, or to erect uneco-
nomic, if not insurmountable, barriers to siting.

Nearly one year ago, on March 24th, I sat before this Subcommittee and partici-
pated in a dialogue with Ranking Member Markey and the Deputy Director of the
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National Park Service about the need for antennas in Rock Creek Park. It's worth
recalling the following exchange between Representative Markey and the Park Serv-
ice's witness:

Mr. MARKEY. ... Well, let me ask you this, Mr. Galvin: If they apply within
the next week, how long do you think it would take to get something approved?

Mr. GALVIN. Less than 60 days.
Mr. MARKEY. Less than 60 days. Okay. You've got a-the starter's gun has

gone off...
Well, Congressman Markey and Members of the Subcommittee, the application

was filed on April 3rd, 1998. It took the Park Service until July 10th to find the
application complete (requiring copies of FCC licenses, copies of bank certifications,
and other minor documents). Three months later, once the application was deemed
complete, the Park Service requested $25,000 to begin the study. It is now approxi-
mately nine months later, and you still can't use your wireless phone in Rock Creek
Park. That's because contrary to Mr. Galvin's promise, the application still has not
been approved. In fact, the Park Service demanded that the carriers pay over three
hundred thousand of dollars for an environmental study designed to show why an-
tennas should not be permitted on a tennis stadium's existing light towers and in
the Park's maintenance yard.

As you suggested during that hearing last year, Chairman Tauzin, if you multiply
the Rock Creek Park situation over and over again, you will begin to understand
what we face on a regular basis from the Park Service and other Federal agencies
across the country. If together we are to create the seamless end-to-end public safety
communications system that we all envision, this kind of bureaucratic obstinacy
must cease.

I am pleased to report that in the closing days of the 105th Congress, we began
a very constructive dialogue with Assistant Secretary of the Interior for Policy, Man-
agement, and Budget, John Berry, aimed at helping the Department better under-
stand the intentions underlying the legislation and addressing the legitimate con-
cerns and questions the Department raised. Although those discussions were sus-
pended when Congress adjourned, we look forward to continuing our discussions
with the Department of Interior in the months ahead.

The discussion with the Interior Department was gratifying in part because we
found that once we were in the same room as people who thought we were their
adversaries, many of their concerns reservations about the legislation were allayed
when they better understood the bill's purposes. I would like to extend the same
hand of friendship to the representatives of local government, primarily the Na-
tional League of Cities (NLC) and the National Association of Counties (NACO),
who objected to the wireless public safety bill as written last year.

This legislation is about saving lives, reducing the severity of injuries, and extend-
ing those benefits to all Americans, no matter where they live, work, or drive. This
is not a matter on which mayors, city councils, zoning boards, and county govern-
ments should be at odds with us or with doctors, nurses, public safety agencies, and
health care groups.

I would like to address the privacy aspects of the proposed bill. Protecting location
data is of extreme importance to Ranking Member Markey and I assure the commit-
tee it is of equal importance to the wireless industry. I applaud Mr. Markey's com-
mitment to making sure that sensitive location data does not fall into the wrong
hands or is not abused by government or commercial entities.

Finally, Mr. Chairman, I would like to offer some comments on the FCC's role
in the safety issues that I have touched upon today. I do not doubt the Commission's
sincerity or interest in improving the Nation's public safety communications infra-
structure. Issuing rules to expand wireless emergency services by allowing, for ex-
ample, non-subscribed phones to access emergency services, simply isn't a coherent
public safety policy. The FCC could and should have acted already on a universal
wireless emergency number, limited liability protection for wireless, statewide plan-
ning of emergency services and mechanisms for cost recovery. However, I am genu-
inely encouraged by the new leadership recently placed in the Wireless Tele-
communications Bureau. In the past several weeks, CTIA has participated in pro-
ductive discussions on a variety of topics and there appears to be a willingness to
resolve outstanding issues.

Relative to E 9-1-1, the FCC's E9-1-1 rule has been misused as a revenue-generat-
ing device, forcing consumers to pay so-called "9-1-1 taxes" while the money is di-
verted to purposes other than achieving wireless E9-1-1. We hope that the FCC
would act quickly to clarify the cost recovery rules so that funds intended for safety
purposes are not diverted to other unrelated concerns.

Furthermore, the FCC has indicated that it will not act to preempt local siting
decisions even when they endanger public safety. The FCC does not want to grant
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liability protection I raised earlier. And there are many other issues relating to cost
recovery, interface with the PSAPs' systems, decisions favoring one technology over
another, and reliance on local exchange carriers' switching and muting, to name a
few, that remain to be addressed. We have endeavored to work cooperatively with
the FCC on these matters and, as I mentioned earlier we will once again work on
these issues with the new management at the FCC's Wireless Telecommunications
Bureau.

We are pleased, Mr. Chairman, that you and the Members of this Committee and
Subcommittee, on a broad and bipartisan basis, have recognized the importance of
this safety agenda. CTIA encourages you and the Subcommittee to move forward
once again to weave the next generation of wireless technology together with the
sophisticated medical and emergency response capabilities now in place or under de-
velopment, in order to create the seamless, ubiquitous, end-to-end communications
infrastructure for public health and safety envisioned by Wireless Communications
and Public Safety Act of 1999.

Thank you for your consideration of our views.

Mr. TAUZIN. Thank you very much, Mr. Wheeler.
And now we turn to Mr. Dempsey. Jim Dempsey, the Senior

Staff Counsel for the Center for Democracy and Technology. Thank
you for your testimony, Mr. Dempsey.

STATEMENT OF JAMES X. DEMPSEY
Mr. DEMPSEY. Mr. Chairman, members of the subcommittee,

good morning.
The Center for Democracy and Technology is pleased to appear

before the subcommittee today on one of the critical civil liberties
issues of our time, the protection of privacy in the new communica-
tions media. These new technologies which so greatly enhance our
lives, which hold such potential for promoting democracy and free-
dom, but, at the same time, which pose an obvious risk to privacy.

We are an independent, non-profit organization. We work to pro-
tect and advance civil liberties in the new communications media.
We believe that the privacy challenge presented by these new tech-
nologies can best be addressed through a combination of technology
tools, sound industry practices, and enforceable legal baselines.
Today the subcommittee has before it two bills that advance the
protection of privacy in important ways. These bills also highlight
some of the broader privacy issues that this subcommittee should
address as the term progresses.

The essence of our message is that privacy must be protected
from the outset in the design of any telecommunications or infor-
mation system and must be a component of public policy affecting
telecommunications and electronic commerce. We have seen re-
cently examples of what happens when privacy is not taken into ac-
count from the outset. Recently the Intel Corporation, which Mr.
Markey in his opening statement made reference to, proudly an-
nounced the introduction of its powerful new Pentium III processor,
only to face a firestorm of public opposition because the processor
included an ID number that could be used to track browsing, read-
ing, or purchasing and other activities on the Internet.

At the same time, while we are worried about the Pentium III,
we are seeing at the Federal Communications Commission, a pro-
ceeding under legislation which this committee and the House Ju-
diciary Committee passed in 1994, the so-called digital telephony
law, the Communications Assistance to the Law Enforcement Act,
where the Federal Government is trying to impose design man-
dates on telecommunications carriers that really make some of the
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privacy issues we are talking about today pale by comparison. And
this is something that this subcommittee will have to take a look
at as it moves forward in this Congress.

Our main focus today is the 911 bill and its crucial privacy pro-
tections. We are seeing 911 really is a perfect example of the chal-
lenge presented by new technology. The ability to use wireless
phones, as has been said several times already, to contact police
and fire and other emergency services, is a critical attraction of
those phones and is a tremendous benefit brought by this tech-
nology. And it is appropriate for this committee to promote the de-
velopment of a ubiquitous 911 system and a nationwide access to
that through wireless phones.

Locating wireless callers is part of such a system, and appro-
priately so. Obviously 911 callers want to be found. They want to
be found quickly. Yet the tens of millions of wireless phone users
do not want their phones to become tracking devices that they do
not control. And the key concept here is the concept of user control.
So we need to have a privacy principle built into the system from
the outset.

Last Congress, Mr. Markey and the chairman included such an
amendment and Mr. Shimkus has appropriately included that into
the bill as section 5 that was introduced this year. That is a critical
part of this. It builds on existing legislation, the so-called CPNI or
customer proprietary network rules, which limit the commercial
use of this information, that this cannot go to direct marketers.
The whole question of where you are as you travel about as this
information is generated; this should not be used for purposes
other than those connected with the provision of the service and,
obviously, part of that is the 911 location.

We note, however, that the FCC in its digital telephony proceed-
ing is right now proposing to impose upon carriers a separate man-
date, in essence, a double mandate, to require wireless location to
be built in for criminal investigative purposes, a wireless location
capability that is not controlled by the user, that is not fully pri-
vacy-protected. And that is not what Congress intended at the time
it passed that legislation. The purpose of the legislation-Congress-
man Oxley was very interested in it at the time and I am sure is
still interested in it-was to preserve law enforcement wiretap ca-
pabilities and that was an appropriate objective. But that was bal-
anced against the interests of privacy and the question of cost. And
I am afraid this report that the concept of balance is being lost in
the implementation of that law.

The scanner bill represents another important improvement. It
closes some of the ambiguities and gaps in current legislation that
govern scanning devices. There are people out there who think that
it is amusing to eavesdrop on wireless calls. There are other people
out there who do so for criminal purposes. And tightening the law
to prohibit the manufacture of those scanning devices where they
are intended to or have the ability to intercept the cellular and
PCS parts of the spectrum is an appropriate step. I would urge the
committee to make sure that that law is properly and narrowly de-
fined. There is obviously a significant scanner community that has
a legitimate function.
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I would also note in the bill, in the amendment to section 7.05,
you have appropriately eliminated the word "and." The law for
many, many years, since 1934, had said intercept and divulge and
a lot of people said, well we are intercepting it, but we are not di-
vulging it, therefore not violating the law.

I think there may be a problem with the way it was reported and
enacted last year in terms of the divulge and publish to make it
disjunctive and to make it a crime does get into some First Amend-
ment questions and I think that the goal there is to get at the
interception and eliminating the "and" and making it a crime to
intercept plain and simple, I think, is the way that that should go.
I would urge you to take a look at that.

Mr. Chairman and members of the subcommittee, we urge you
to make the 106th Congress the privacy Congress. The American
public is more sensitive to privacy than ever before. Just as you
have made in the 911 bill privacy protection a central component
of that to give the consumer confidence, to give the trust in how
this information is being used, which is a necessary baseline for
this technology to be widely accepted as we want it to be, privacy
should be a component of everything you do this year as you move
forward on electronic commerce, digital signatures, and other legis-
lation. The Center for Democracy and Technology looks forward to
working with you. I would be happy to answer any of your ques-
tions now and to work with you to support these bills as they move
forward.

Thank you.
[The prepared statement of James X. Dempsey follows:]

PREPARED STATEMENT OF JAMES X. DEMPSEY, SENIOR STAFF COUNSEL, CENTER FOR
DEMOCRACY AND TECHNOLOGY

Mr. Chairman and Members of the Subcommittee, my name is Jim Dempsey. I
am senior staff counsel at the Center for Democracy and Technology. The Center
is pleased to have this opportunity to testify before the Subcommittee on one of the
critical civil liberties issues of our time: the protection of privacy in the new commu-
nications media, which enhance our lives in so many ways and hold such potential
for promoting freedom, but at the same time pose obvious risks to privacy.

The Center for Democracy and Technology is an independent, non-profit public in-
terest policy organization in Washington, DC. The Center's mission is to develop
and implement public policies that protect and advance individual liberty and demo-
cratic values in the new digital media. We believe that the privacy challenges pre-
sented by these new technologies can best be addressed through a combination of
technology tools, sound industry practices, and enforceable legal baselines.

Today, the Subcommittee has before it two bills that advance the protection of pri-
vacy in modest ways. These bills also highlight some of the broader privacy issues
that the Subcommittee should address as the term progresses.

The essence of our message is that privacy must be protected from the outset of
the design of any communications or information system and must be a component
of any legislation setting policy for telecommunications and electronic commerce.
Unfortunately, this lesson has still not been learned. We have recently seen the
Intel Corporation proudly announce its powerful new Pentium III processor only to
face a firestorm of public criticism, including threats of a consumer boycott, because
the processor included an ID number that could be used to track browsing, reading,
purchasing and other activities on the Internet. Meanwhile, under the 1994 Com-
munications Assistance for Law Enforcement Act ("CALEA"), the FBI is seeking to
impose on the telecommunications industry surveillance features, including wireless
phone tracking, that would do for the telephone system what we and others fear
the Pentium III would do for the Internet. So far, in violation of CALEA, the Fed-
eral Communications Commission has tentatively agreed with the location surveil-
lance demand and others.
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As the Subcommittee advances the two bills before it today, it should also address
what is happening at the FCC under CALEA. The tens of millions of Americans who
use wireless phones do not want them turned into tracking devices that can be
turned on and off by the government. In CALEA, Congress made it clear that wire-
less phones should not be turned into location devices for surveillance purposes. The
FCC is ignoring that clear Congressional directive, and is basically proposing to re-
write CALEA. The objectives of E911 service can be achieved fully without creating
a tracking capability outside the control of the users.

Mr. Chairman, we urge you to make the 106th Congress the "Privacy Congress."
We believe it has the potential to become just that. The American public is more
sensitive to privacy than ever before. Just as the Subcommittee last Congress made
privacy a component of the E911 bill, privacy should be a component of every e-com-
merce and telecommunications bill you take up in the coming months, ranging from
digital signatures to CALEA. The challenge is not an either/or choice between gov-
ernment regulation versus "self-regulation," but rather to develop enforceable solu-
tions that combine a spectrum of measures ranging from privacy-enhancing tech-
nologies, to industry codes of practice, private remedies, government enforcement of
baseline protections that incorporate fair information practices and address abuses,
and a balanced approach to governmental surveillance premised on a narrowly-fo-
cused surveillance capability and strict limits for governmental access.

I. ONGOING DEVELOPMENTS IN TELECOMMUNICATIONS INCREASE THE URGENCY OF
ENSURING THE PRIVACY AND SECURITY OF WIRELESS COMMUNICATIONS

Advancements in telecommunications technology have conferred tremendous bene-
fits on the American public and on individuals worldwide. The number of subscrib-
ers of wireless services continues to rise, as wireless technologies have become
woven into peoples' lives. At the same time, the American public is deeply concerned
that such advancements threaten to overwhelm the cherished right of privacy. The
threats arise from both governmental and private surveillance.

For the past thirty years, Congress has recognized that it must ensure that the
laws protecting privacy keep pace with the changing uses of technology. From 1968,
when it first enacted the wiretap law known as Title III, through enactment of the
Electronic Communications Privacy Act ("ECPA") in 1986, to the Communications
Assistance for Law Enforcement Act of 1994 ("CALEA"), Congress has sought to bal-
ance three goals: (1) to provide strong legal protections for electronic communica-
tions, (2) to afford law enforcement a narrowly-focused and carefully limited author-
ity to carry out electronic surveillance in serious cases, and (3) to encourage the de-
velopment and widespread availability of new technologies.

ECPA was based on the principle that privacy is good for both consumers and
business. People will not use communications technologies they do not trust. By ex-
tending clear privacy protections to e-mail and cellular telephone conversations,
ECPA boosted user confidence in those communications technologies when they
were in their infancy, contributing to the dramatic success they have both experi-
enced.

When it enacted ECPA in 1986, Congress knew that it would have to return to
the law of communications privacy periodically, as technology continued changing.
Some small privacy enhancements were made in CALEA in 1994. Now, given ongo-
ing developments in the realm of wireless communications and the Internet, we are
at another juncture that requires another careful examination of the adequacy of
privacy protection legislation: Cellular and other wireless telephones have become
commonplace and are now widely used by ordinary citizens. Moreover, wireless
transmission is no longer important only for voice communications. Wireless
modems, wireless faxes, and wireless local area networks are linking computers and
transferring data of a highly sensitive nature, including proprietary information,
medical records, and financial data. Wireless links are becoming more and more im-
portant as gateways to the global information network. The Internet itself has blos-
somed since 1986 in ways that the drafters of ECPA never imagined.

The ongoing development of telecommunications networks that are increasingly
integrated, global, decentralized and wireless heightens the urgency of ensuring the
privacy and security of wireless communications. Some of the needed changes fall
outside the jurisdiction of this Committee, but we would like to mention them brief-
ly to give a sense of the context. First, ECPA should be clarified to make it clear
that wireless transfers of data are protected to the same extent as wireless voice
communications. Second, the legal scheme of the wiretap laws, as amended by
ECPA, should be expanded so that the US government has to obtain a court order
when engaging abroad in surveillance of US citizens for criminal investigative pur-
poses. Currently, the protections of the US Constitution offer little privacy assur-
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ance to US citizens whose communications cross international borders, and the pro-
tections of the wiretapping laws do not apply to eavesdropping from points abroad.
Third, as networking expands and more and more records are kept outside the
home, the protections rooted in the Fourth Amendment need to be extended so that
records stored on networks receive the same protection as records held inside the
home or office. Fourth, and this is a matter within this Committee's jurisdiction, in-
dividuals must be assured control over their personal data, through a combination
of technology tools, industry best practices and enforceable legal standards incor-
porating fair information practices.

II. WIRELESS COMMUNICATIONS AND PUBLIC SAFETY ENHANCEMENT ACT: LOCATION
INFORMATION REQUIRES PRIVACY PROTECTION

As a result of the new technology, more and more sensitive personal information
is being transmitted over the airways and online. At the same time, the new tech-
nology generates an increasingly rich store of transactional data. Each time you log
onto the Internet, each time you use the telephone, you leave behind digital finger-
prints-the transactional records which, in real-time or stored and aggregated, pro-
vide a profile of your whereabouts, your activities, your interests, and your associa-
tions. Consumers and other users of the new communications technologies want con-
trol over this information. Limits on its use are essential if consumers are to have
confidence in electronic commerce and digital communications. A central principle
of fair information practices is that information generated in the course of one
transaction should not be used for other purposes without the clear consent of the
person to whom the information pertains.

E911 is a perfect example. The ability to use wireless phones to contact police,
fire or ambulance services in the case of an emergency is an obvious attraction of
wireless phones, and it is appropriate for the Congress and the FCC to promote de-
velopment of a nationwide wireless 911 system. Locating wireless phone users call-
ing in emergency cases is appropriately part of such a system. Obviously, 911 callers
want to be found by the emergency services, and quickly. Yet the tens of millions
of wireless phone users do not want their phones to become tracking devices that
they do not control. People carry these phones with them as they go about their
daily lives. More than the wireline phone, the wireless phone tends to be directly
associated with one individual. When a call is made on a wireline phone, it means
that somebody is at the location, but it is not apparent who. When a call is made
on a wireless phone, it is almost always the individual subscriber. In this way, wire-
less phone location information is far more revealing than the fact that a street ad-
dress is associated with a wireline phone number. So we need to have strict rules
governing use of this information.

Wisely, Mr. Markey and the Chairman have included privacy protection in the
Wireless Communications and Public Safety Enhancement Act (H.R. 3844 in the
105th Congress). The provision builds on the CPNI (Customer Proprietary Network
Information) protections of section 222 of the Communications Act, 47 U.S.C. 222,
which are strong and consistent with fair information practices. Any effort to move
forward with E911 should have these privacy standards built in. Strict coverage of
location information is essential to public confidence in the wireless 911 system.

We note that this bill does not address the question of governmental access for
investigative purposes. The standard for law enforcement access has to be strict as
well. Because location information is so sensitive, and because people carry their
wireless phones with them as they go abut their daily lives and go places where
they have a reasonable expectation of privacy, we believe the standard should be
a full probable cause standard of the Fourth Amendment. This is probably not an
issue within the jurisdiction of this Committee, but it would be a missed opportunity
to let this bill get enacted without addressing the question of government access.
(We note that Senator Leahy has proposed legislation making law enforcement ac-
cess to wireless location data subject to a full probable cause standard.)

With grave concern, we urge the Committee to take note that the FCC in its
CALEA proceeding has tentatively concluded, incorrectly, that wireless location in-
formation is a CALEA mandate, in essence placing on carriers a double mandate
and in the process probably unfairly tilting towards a network solution to the 911
location requirements. Wireless location under CALEA should be treated completely
separately from location information for E911 purposes. Congress made it clear in
CALEA that it did not intend to require location information for surveillance pur-
poses. The Commission's tentative decision in the CALEA proceeding to require lo-
cation information be built into wireless systems for surveillance purposes, not sub-
ject to user control, finds no support in the plain meaning of CALEA and is flatly
contrary to the legislative history. In this and other ways, the Commission has ten-
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tatively sided with the FBI's expansive reading of the CALEA mandates, jeopardiz-
ing the privacy balance that Congress intended to achieve in that Act and imposing
unnecessary costs on the carriers and ultimately on the public who will pay the bill,
either as taxpayers or as ratepayers. This is something the Subcommittee should
address as the 911 bill moves forward, or on another vehicle that addresses CALEA
questions. It may require an amendment to CALEA to reemphasize Congress' intent
that location information for surveillance purposes is not a CALEA mandate.

III. THE WIRELESS PRIVACY ENHANCEMENT ACT-THE PRIVACY OF WIRELESS
COMMUNICATIONS IS ENTITLED TO STRONG LEGAL PROTECTION

In the current environment of global communications networks increasingly de-
pendent on wireless links, it is a serious invasion of privacy to eavesdrop on cellular
and other wireless telephone conversations. Cellular eavesdroppers are invading the
privacy not only of the person who is using a cellular phone, but also of anybody
else who is on the conversation using an ordinary landline telephone.

Given the growth of wireless services, it is clear that Congress made the right de-
cision in 1986 when it determined that intentionally intercepting cellular phone con-
versations should be a federal crime. Congress clearly has the authority to protect
communications transmitted over the airwaves, and it did so with respect to cellular
telephone conversations in ECPA, extending to the then-fledgling cellular telephone
industry the same privacy protections that had applied to traditional wireline serv-
ices.

However, ever since wireless phones first appeared, there has been an electronic
cat and mouse game between wireless phone users and those who find it amusing
to eavesdrop, or find criminal opportunity in eavesdropping, on wireless phone con-
versations. ECPA made it a crime to manufacture, sell, assemble, possess or adver-
tise any device that is "primarily useful" for the interception of wireless telephone
conversations, 18 U.S.C. 2512, and Section 302 of the Communications Act prohib-
ited the manufacture, sale or use of nonconforming scanning devices, 47 U.S.C.
302a. Nonetheless, manufacturers, retailers and individuals have taken a very nar-
row view of this law, and consequently scanners are widely available still that inter-
cept cellular telephones. The PCS spectrum isn't even covered by Section 302(d) of
the Communications Act. For these reason, we believe that Congress should close
the ambiguities and gaps in the scanner law.

The Wireless Privacy Enhancement Act (H.R. 2369 in the 105th Congress), was
passed by the House last Congress, and deserves to be reenacted this year. We be-
lieve that the main purpose of the bill is to clarify and further restrict the ability
of private citizens to obtain equipment that can be used for eavesdropping on wire-
less phones. We urge the Subcommittee to ensure that the language is appropriately
narrow, and does not cover legitimate equipment and conduct. On one specific point,
it is not clear that the language concerning "divulgence, publication, or utilization"
is necessary in the amendment to Section 705(e)(3) and (4) of the Communications
Act. We also hope that the Judiciary Committee eliminates the "primarily useful"
ambiguity from 18 U.S.C. 2512.

IV. WHILE LEGAL PROTECTIONS ARE IMPORTANT, THEY ARE NOT ENOUGH TO ENSURE
PRIVACY-PRVACY AND SECURITY MUST BE ENSURED THROUGH TECHNICAL MEANS

The criminal law, however, is a limited remedy. Practically speaking, law enforce-
ment agencies will never devote substantial resources to the investigation of eaves-
dropping cases. Even with H.R. 2369 on the books, there will still be people who
obtain or manufacture devices to eavesdrop on wireless phones. Therefore, the focus
needs to be on manufacture and design of equipment to be less readily subject to
being intercepted. This is, of course, mainly not a matter for legislation. The onus
falls on industry to deploy strong encryption throughout the networks. I would note
that in 1997, after the Subcommittee's last hearing on this issue, independent cryp-
tographers broke the proprietary encryption technology used in millions of GSM
(Global System for Mobile communications) phones nationwide, illustrating the dan-
gers of insufficiently robust, proprietary encryption.

The integrated, global, decentralized communications network is vulnerable to
threats that infringe on individual privacy and also threaten the critical infrastruc-
tures that are dependent on communications. The vulnerabilities of encrypted com-
puter files and electronic communications are well-documented. Unencrypted com-
munications are open to criminal exploitation, and the losses to date from inad-
equate system security are enormous. The National Research Council concluded sev-
eral years ago: "Of all the information vulnerabilities facing US companies inter-
nationally, electronic vulnerabilities appear to be the most significant."
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Wireless communications should not be-and need not be-the weak link in the
integrated communications infrastructure. Strong encryption offers opportunities for
enhanced security in the digital age. Widespread use of encryption to protect com-
munications will prevent fraud and other extremely dangerous forms of crime. At
the same time, encryption poses challenges to law enforcement agencies.

Unfortunately, the policies of the US government have served to inhibit the de-
ployment of robust encryption. The Subcommittee and the Congress will have to re-
visit the encryption issue this year. It has become clear that the current Administra-
tion policy is not viable, from either a privacy perspective or a law enforcement/na-
tional security perspective. As a recent study issued by the Center for Strategic and
International Studies concluded, "Continued reliance on limited availability of
strong encryption without the development of alternative sources and means will se-
riously harm law enforcement and national security." It has become clear that there
is no answer to the encryption issue that will guarantee the government access in
all cases. The current policy of government controls on encryption will not work in
the decentralized, competitive, global environment where criminals will always be
able to obtain strong encryption to shield their communications. The sooner strong
encryption is widely deployed in wireless systems for the rest of the population, the
sooner privacy will be protected and fraudulent theft of services will be curtailed.

V. CONGRESS SHOULD HOLD THE FCC TO THE FULFILLMENT OF ITS RESPONSIBILITIES
TO PROTECT NETWORK SECURITY AND PRIVACY

It would accomplish little to outlaw handheld scanners if the wireless (and
wireline) switches themselves were vulnerable to hacking and unauthorized inter-
ception. Therefore, Congress should make sure that network security is properly ad-
dressed. There is in fact a pending proceeding at the FCC on network security,
under CALEA. CALEA requires carriers to design their systems to be readily tap-
pable by law enforcement. However, the same backdoors that give law enforcement
access create new vulnerabilities for hackers to exploit. Congress was concerned to
ensure that the changes made to accommodate law enforcement interception in com-
pliance with CALEA did not increase system vulnerability. Therefore, CALEA in-
cluded several important security provisions. One is section 105, entitled "Systems
Security and Integrity." In this provision, for the first time ever, Congress mandated
that telecommunications companies "shall ensure" that interceptions within their
switching systems can occur only upon the affirmative intervention of an individual
officer of or employee of the carrier. Section 301 of CALEA requires the Federal
Communications Commission to issue regulations governing system security. Unfor-
tunately, the FBI has used the proceeding under Section 301 to urge the Commis-
sion to establish rules for non-technological aspects of surveillance operations, rang-
ing from the personnel practices of carriers to their processing of surveillance or-
ders. Meanwhile, the security concerns about the vulnerability of computerized sur-
veillance functions that prompted Congress to enact Section 105 of CALEA are not
receiving adequate attention.

Concerns with network security go beyond CALEA. The FCC has both the author-
ity and the responsibility under section 1 of the Communications Act, 47 U.S.C. 151,
to ensure the security and reliability of the nation's communications networks. In
the past, this Subcommittee has paid particular attention to reliability concerns in
the public switched telephone network. In an increasingly decentralized and com-
plex system, full attention to network security issues requires a broad look at the
network security features available to users, including flexible and robust
encryption. We urge the Subcommittee to work with the Commission on this press-
ing concern.

CONCLUSION

Congress should assure that current laws adequately protect privacy in light of
ongoing developments in telecommunications technology. The two bills before the
Subcommittee are modest steps towards that goal. The privacy protections in the
Wireless Communications and Public Safety Act are critical to user confidence. In
addition, we urge an amendment at an appropriate time to that bill to make it clear
that government agencies can access location information for investigative purposes
only pursuant to a probable cause court order. We also urge the Committee to ad-
dress the question of the design mandates that are being imposed by the Commis-
sion on carriers under CALEA, especially the mandate to turn wireless phones into
location devices controlled by the government. Finally, we note the failure of the
FCC so far to address the network security and privacy implications of the surveil-
lance features that are being designed into switches to comply with CALEA, and
urge the Subcommittee to hold the Commission to its responsibilities.
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Thank you again for the invitation to testify today. We would be happy to answer
any questions, and we look forward to working with the Subcommittee to realize
across the board the privacy principles reflected in these bills.

Mr. TAUZIN. Yes, thank you very much, Mr. Dempsey.
The chairman would like to remind members at this time that

there is a very important demonstration today on Capitol Hill in
room B-339 of the Rayburn building in the basement. The Business
Software Alliance is putting on a demonstration entitled, "Talking
Technologies." It is a Members-only personal demonstration of cut-
ting-edge software and Internet technologies related to, indeed,
these very issues. So you may want to drop in to B-339 and catch
up on some of the latest software technologies in this area, because
these privacy issues are going to arise. And I know Mr. Oxley and
other subcommittees of our committee will be working on e-com-
merce issues and will have a great deal of interest in these areas.
It starts at 12:30 today. 12:30 until 1:30. So please stop by.

I thank you again, Mr. Dempsey.
And one final witness, Mr. Amarosa, the Vice President of Public

Affairs of TruePosition, Incorporated.

STATEMENT OF MICHAEL AMAROSA
Mr. AMAROSA. Good morning. Good morning, Mr. Chairman.

Good morning, members of the committee. My name is Michael
Amarosa, and I am the Vice President for Public Affairs of
TruePosition, which is a leading provider of wireless-enhanced loca-
tion technology. I would like to summarize my testimony and ask
your permission to submit the entire statement into the committee
record.

Mr. TAUZIN. It is so ordered.
Mr. AMAROSA. Mr. Chairman, I would like to commend you and

other members of the subcommittee for your support of the Wire-
less Communications and Public Safety Act, which was unani-
mously approved by the committee last year. TruePosition supports
the passage of this important legislation because of its critical na-
ture to the safety and welfare of the millions of wireless subscrib-
ers.

I would like to talk about two issues this morning. First, the des-
ignation of 911 as a nationwide, universal emergency number. And,
second, the need for liability parity for cellular, PCS, and other
commercial mobile radio service carriers that provide enhanced 911
services. By this I mean wireless parity with wireline.

E-911 refers to the ability of a wireless carrier to determine the
actual location of a caller within a carrier's system. The caller's lo-
cation and the call itself simultaneously are routed to the appro-
priate public safety answering point, the so-called PSAP.
TruePosition and several other location technology companies have
worked diligently to develop a workable technology to achieve this
important goal. Our system is a network-based solution that is
placed on the existing cellular and PCS networks. Thus it can eas-
ily be deployed, integrated, and managed with existing wireless
911 networks and can be used by the 68 million wireless handsets
in use today.

Let me emphasize: This is not tomorrow's technology. This is to-
day's technology. TruePosition is installing such a system in Great-
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er Harris County in Houston, Texas, following successful tests in
many cities, including a 350-square-mile test in southern New Jer-
sey. Wireless location technology is commercially available today
and can be quickly extended to every single wireless subscriber in
the United States without any modification to the existing phones.

To achieve our mutual goal, designating 911 as the universal
number is critical. Studies have indicated that the number of wire-
less users is increasing at a rate of 10 million per year, and by the
year 2001, there will be more than 100 million wireless users in
the United States alone. Contrary to what most Americans believe,
911 is not the universally used number across the country for call-
ing emergency law enforcement, fire, and medical personnel. For
example, various jurisdictions using phone numbers such as *77,
*MSP, *99, *55 just to name a few. Americans who are accustomed
to dialing 911 as the universal may be less than able to elicit time-
ly emergency responses when traveling in these jurisdictions.

As you know, wireless users are inherently transient. They rou-
tinely travel into different service areas, including other States.
These users are not only less likely to know or be able to identify
their location, they are even less likely to know the designated
emergency number in that particular area. The universal number
will enable the dispatchers to communicate and to locate the wire-
less phone subscribers in an emergency situations that are far be-
yond the reach of a wireline phone.

My second point, Mr. Chairman: Last year the FCC required
wireless carriers to identify the location of emergency wireless call-
ers using automatic location technology. It is not enough, however,
to create potential for this remarkable lifesaving tool without also
protecting those who use it and implement it. Unfortunately, this
is a situation we face today. Wireless carriers do not have the same
liability protections as traditional wireline carriers. This results in
unnecessary and unfair exposure to tort liability for the wireless
carriers. TruePosition believes one of the primary obstacles to the
deployment of location technology services is the carrier's potential
exposure to lawsuits. This is an issue to be addressed by the Con-
gress and we commend you for your efforts to do so.

Mr. Chairman, let me share one startling fact with you. One out
of every two phones, wireless phones, will call 911 sometime this
year. And the emergency dispatcher may not know where they are
to be located. It is important to remember that E911 is about ordi-
nary citizens who purchase wireless phones for personal safety and
for emergency use. Policymakers need to make E911 a reality and
to ensure that the emergency caller can be found.

I thank you very much for this opportunity.
[The prepared statement of Michael Amarosa follows:]

PREPARED STATEMENT OF MICHAEL AMAROSA, VICE PRESIDENT FOR PUBLIC AFFAIRS,
TRUEPOSITION, INC.

I. INTRODUCTION

Mr. Chairman and distinguished members of this Subcommittee, my name is Mi-
chael Amarosa and I am the Vice President for Public Affairs of TruePosition, Inc.,
a leading provider of cellular telephone-based Enhanced 9-1-1 location technology
based in Vienna, Virginia. Thank you for providing me with the opportunity to tes-
tify before you today on behalf of TruePosition.
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We would like to take this opportunity to talk briefly about two important and
timely issues. First, we support the Wireless Communications and Public Safety Act
of 1999 introduced by Rep. Tauzin. This bill proposes to designate "9-1-1" as a na-
tionwide universal emergency number. We support the passage of this bill because
it is critical to the safety and welfare of millions of wireless subscribers. Second, we
would like to discuss briefly the need for legislation that limits liability for cellular,
PCS, and other commercial mobile radio service ("CMRS") carriers that provide En-
hanced 9-1-1 services. Enhanced 9-1-1 ("E9-1-1") refers to the ability of a CMRS car-
rier to determine the actual location of a caller within the carrier's system and re-
laying that location to the appropriate public safety answering point (PSAP") along
with the emergency call itself. Without such legislation, CMRS carriers will be ex-
posed to unlimited and unintended tort liability from mobile wireless users. This
will permit parity with wireline E9-1-1 on the liability issue.

TruePosition, like several other companies, has worked diligently to develop a
workable technology that enables emergency rescue personnel to reach and treat
trauma victims. The TruePosition Wireless Location system is an overlay that is
placed on top of existing cellular/PCS phone networks. Thus, it can be easily de-
ployed, integrated and managed with existing CMRS and 9-1-1 networks.
TruePosition's system can pinpoint an emergency wireless caller's location and im-
mediately forward that information to a PSAP closest to the caller. The Federal
Communications Commission ("FCC") refers to this as Automatic Location Identi-
fication ("ALI") technology. ALI enables emergency rescue personnel to reach and
administer care to crash and other trauma victims during the crucial "golden hour"
immediately following an accident, even if the victim is unable to indicate her or
his location. Moreover, TruePosition's ALI technology is now capable of performing
ALI for all existing types of analog and digital CMRS networks. In fact,
TruePosition is installing such a system in Houston today, and has already con-
cluded successful tests in New Jersey. In short, ALI technology is workable and
available now, and can quickly be extended to each of the more than 60 million cur-
rent CMRS subscribers.

I should emphasize that the inability to indicate one's location is not uncommon.
This is also still the case in some areas for wireline E9-1-1. For instance, with emer-
gency calls made from traditional landline phones the signaling information associ-
ated with the call passes the caller's phone number on to the phone company and
then to the PSAP. The phone number of course denotes the caller's exact address,
including one's apartment number if applicable, or even the specific location of a
payphone. Thus, the little boy or girl who knows enough-and perhaps only
enough-to call 9-1-1, or the sick or injured adult that is not sufficiently coherent
or otherwise hangs up in distress or is disconnected before providing her or his ac-
tual address, can still have emergency care immediately sent their way. The emer-
gency operator, examples of which we have all seen on television news shows and
docu-dramas, already knows exactly where the caller is.

This is not the case, however, with emergency calls made from cellular, PCS, and
other CMRS phones. CMRS carriers have not yet deployed equipment to enable
themselves to locate users who dial 9-1-1 or other emergency numbers, even though
such equipment has been readily available from TruePosition and others. Ironically,
a recent poll indicates that two out of every three CMRS users believe that their
phones are ALI-capable. In other words, most CMRS users are currently under a
false sense of security because of their belief that, if they dial 9-1-1, the PSAP will
automatically know the user's exact location. This poll also clearly shows that people
want the added security that E9-1-1 provides and are willing to pay for protection.
Thus, the issue is not consumer demand, but rather availability and carrier imple-
mentation. Recently initiated FCC proceedings, however, could invite delays of ALI
deployment. Any FCC waiver of its rules or other action that relinquishes a carrier's
responsibility to locate all users in a market by 2001 will have dramatic con-
sequences... lives lost or seriously impaired.

First, depending on the technology used by the particular CMRS carrier the phone
number is not always passed on to the PSAP. Second, even if it is that phone num-
ber does nothing to indicate where the caller is located; the caller can be anywhere
within the PSAP's jurisdiction (or even outside that jurisdiction), and ANY delay in
locating the caller can very well be the difference between life and death.

Indeed, in my 24 years in the public safety, I have learned that reduction in re-
sponse times to emergency callers is the most crucial factor in saving lives in emer-
gency situations. Further, I have worked closely with both public safety officials and
emergency dispatchers and each have expressed increasing concerns about the need
for technology and information systems to locate wireless emergency calls. In es-
sence, although medical technology and procedures have advanced light years, the
ability to locate citizens in need of those technologies and procedures on the nation's
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roadways has not. Unfortunately, despite the FCC's remarkable efforts to facilitate
the development of technology to ensure the safety of wireless users, its recent regu-
lations regarding wireless E9-1-1 leave unintended holes in the process and essen-
tially do not adequately address the two very compelling issues I highlighted earlier.
Fortunately, your proposed legislation can. The overall effectiveness of E9-1-1 tech-
nology would be forestalled without the adoption of a universal emergency number
and the balanced resolution of wireless carrier liability.

Mr. Chairman, we commend you and your co-sponsors for introducing the Wire-
less Communications and Public Safety Act of 1999. We hope that this legislation
will address these concerns and it is our hope that it will help overcome the major
roadblocks preventing the effective and immediate implementation of wireless E9-
1-1.

II. SUPPORT UNIVERSAL E9-1-1 LEGISLATION

The universal E9-1-1 legislation is particularly crucial for wireless users for sev-
eral reasons. First, studies indicate that the number of CMRS users is increasing
at a rate of 10 million per year and that by the end of 2001 there will be over 100
million CMRS users in the United States. Contrary to what most Americans per-
ceive, 9-1-1 is not universally used across the country for direct access to emergency
law enforcement and medical personnel. For example, throughout the country juris-
dictions utilize phone numbers such as *77,*MSP, and*99 in lieu of 9-1-1. Thus,
Americans trained on the use of 9-1-1 as the universal emergency beacon may be
left unable to elicit timely emergency care when traveling in these jurisdictions.

Second, wireless users are inherently transient. In fact, wireless users routinely"roam" into other service areas, including areas in distant states. As such they are
not only less likely to know or to be able to identify their location in an emergency,
they are even less likely to know the designated "emergency" number in a particular
area if it is not 9-1-1. A universal emergency number will enable emergency dis-
patchers to communicate with and locate these CMRS phone users-whom the in-
dustry refers to as "roamers"-in emergency situations that are far beyond the
reach of a wireline phone.

I should emphasize that it is not our goal to preempt a state's right to designate
an emergency number for use by its residents. Our goal simply is to promote safety.
And we can demonstrate that a nationwide emergency number will promote safety
and save lives. And that is and should be a principle goal of every legislature-state
and federal. This goal is challenged, however, each year as the popularity and con-
venience of wireless phones increases. In 1998 alone, approximately 98,000 daily
calls to emergency numbers were made nationwide, and at least 30 percent of those
emergency calls were made by wireless users. That translates into more than 36
million calls for CMRS subscribers alone in 1998, and that number will increase ex-
ponentially as the number of wireless phones increases. In fact, studies show that
a high percentage of consumers that subscribe to CMRS service at least in part for
safety reasons is such that 9-1-1 has become synonymous with emergency assist-
ance. It is, to the majority of telephone users, a lifeline to emergency services.
Young children recognize it as such and the number has been and continues to be
a vital lifeline to expedient and essential emergency care services to wireline users.
Wireless users warrant and require the same provision of care nationwide.

III. LIABILITY LIMITATION FOR CMIRS CARRIERS

In 1998, the FCC released the second in a series of orders establishing key compo-
nents to the rapid and efficient deployment of emergency wireless telecommuni-
cations services. As you know the 1998 Order required CMRS carriers to identify
the location of emergency wireless callers via Automatic Location Identification
technology. ALI technology is the most effective resource that public safety organiza-
tions have to access trauma victims and reduce the loss and impairment of human
life in connection with 9-1-1 calls made from CMRS phones. TruePosition and other
E9-1-1 providers commend Congress and the FCC for their unflagging efforts to
work with the CMRS and public safety industries to ensure the safety and welfare
of wireless communications users. It is not enough, however, to create the potential
for such a remarkable lifesaving tool without also protecting those who are required
to implement it. Unfortunately, that is exactly what the FCC has done.

CMRS carriers do not have the same liability protections as traditional landline
carriers. Existing state tariffs allows landline carriers to insulate themselves from
tort liability in connection with the provision of 9-1-1 service, including the relaying
of number and address information of the caller. In contrast, pursuant to Section
332 of the Communications Act and orders of the FCC, CMRS carriers are not sub-
ject to filing tariffs relating to the services they offer, thus they cannot receive com-
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parable liability protection at the state level. Although the CMRS industry has peti-
tioned for the authority to resolve carrier liability issues by filing federal tariffs, the
FCC has declined to provide wireless carriers with such authority. Accordingly,
CMRS carriers willing to provide E9-1-1 services that necessitate significant modi-
fications to their wireless networks lack the opportunity to attain the same protec-
tions as landline telephone carriers that provide 9-1-1 service without having to
modify their networks. The FCC's reticence not only unnecessarily exposes CMRS
carriers to unlimited tort liability from CMRS users, it undermines its statutory
goals and contravenes its policy on regulatory parity for like services.

This is too harsh a consequence to impose on carriers, especially after they will
have invested both time and money to locate wireless callers more quickly. More im-
portant, however, it is delaying the implementation of E9-1-1 for tens of millions
of CMRS users. The FCC's rules do not require CMRS carriers to fully implement
E9-1-1 ALI technologies until October 2001, and even then only if certain pre-condi-
tions are met. TruePosition believes that one of the primary impediments for CMRS
carriers to implement ALI capability immediately is their exposure to liability-in-
cluding the defense of a potentially never-ending stream of unwarranted lawsuits-
that could result from their provision of ALI services. In short, the FCC's reluctance
to authorize CMRS carriers to file federal tariffs or otherwise provide immunity for
the offering of wireless E9-1-1 service that parallels that enjoyed by landline 9-1-
1 service providers is delaying CMRS carriers' provision of this life-saving service.
The FCC's failure to perceive this cause and effect impedes public safety.

In addition, the FCC's over dependence on state regulation of carrier liability con-
travenes stated national E9-1-1 goals and minimizes the central role that liability
protection has played in the effective administration of wireline E9-1-1. Since 9-1-
l's inception in 1968, wireline carriers have been afforded the protections of state
tariffs. Thus, the FCC's claim that a carrier exemption from liability "is not nec-
essary to the inauguration of E9-1-1 service" is contrary to the uniform practice by
all carriers in all states.

Safety and emergency services are an imperative concern for the men, women,
and children of this country. In fact, studies indicate that a large percentage of all
wireless users purchase their phones, in part, to protect their safety. Yet, the FCC's
most recent regulations have the unintended effect of hindering the rapid and effi-
cient deployment of advanced emergency telecommunications services. Notwith-
standing, TruePosition commends Congress for taking steps to bring about the legis-
lative reform that will ultimately guarantee the prompt deployment throughout the
United States of a seamless, ubiquitous, and reliable end-to-end infrastructure for
wireless E9-1-1 communications. Any delays in the implementation of Wireless E-
9-1-1 location technology will result in serious consequences for our citizens and
thwart the efforts to provide more effective and efficient public safety services.

IV. CONCLUSION

I look forward to the successful passage of in its present form, offer any further
help TruePosition can provide the Subcommittee in its deliberations, and would like
to thank you again, Mr. Chairman, for giving me this opportunity to testify before
you. I would be delighted to answer any questions you may have.

Mr. TAUZIN. Thank you, Mr. Amarosa.
The Chair now recognizes himself and other members for 5 min-

utes for questioning. And I will begin.
First of all, Mr. Wheeler, I want to get to the issue of siting. The

ranking member, Mr. Markey, pointed out that this year's bill does
not contain the language of last year's effort dealing with siting on
Federal properties. And, obviously, we are going to get to that issue
in Rock Creek Park.

There are three elements to this problem. One is having enough
cells out there so that people can use their mobile phones or equip-
ment in an emergency. The second is having a common number.
And the third is having a locatable capability so that, in fact, we
can take the search out of search and rescue. All three are critical
to saving lives. And the bill contains, indeed as you all outlined
and as Mr. Shimkus has filed, excellent provisions on the last two,
on the common calling number and provisions for liability protec-
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tion, privacy protections, and yet, at the same time, locatable tech-
nology so that when someone calls on a wireless phone Mr. Hanna,
your office can know where he is just as readily as you can when
he calls or she calls on a wired phone. Critical elements.

But let us turn to the first element. Now I am told that much
of the problems of 600 communities or 500 communities having
"just say no" policies to new siting have been, in some ways, ame-
liorated over the last year. That there has been much more co-
operation and cell sites are now much more available, although
there are still problems and holes in the safety net. Would you give
us an update on the cell siting issues and the problems for this
country?

Mr. WHEELER. Thank you, Mr. Chairman. I think that you have
probably characterized it correctly. It is the old 80-20 rule. You
know, I am not worried about the 80 percent that are really out
there promoting safety for their citizens, but what about the 20
percent?

Mr. TAUZIN. Yes.
Mr. WHEELER. You know, I tried to suggest in my comments that

maybe there is a role for the FCC in this, different from the role,
perhaps, we have asked them to do before. And perhaps there is
a role for this committee and the Congress in helping the FCC get
there because obviously, if I were sitting in Tom Sugrue's shoes, I
hear differing reports from Members of Congress too. Some say do
it; some say don't. And maybe there is a way we can work our way
through it.

For instance, let me just suggest that a policy statement from the
FCC intended for the use of local zoning authorities, for judges that
have to review those decisions of the law saying, hey, this is dif-
ferent. This is not siting a McDonald's. This is talking about public
safety. This is talking also about building a competitive national
pathway. And some kind of a serious message, not some "on one
hand and on the other" kind of comment, but a serious message
saying, Mr. County Commissioner, look at this differently. There
are serious issues here that you need to look at.

Mr. TAUZIN. What you are saying is to the communities that
makes zoning laws, a strong message that, look, we don't want to
interfere with your zoning laws. You have a right to make those
decisions. But, for heaven's sake, look at this; take this seriously.
Look at it as a different application than the siting of a McDonald's
or some other zoning issue you might have.

Mr. WHEELER. Yes, sir.
Mr. TAUZIN. What about public agencies? Because we are going

to turn to Ms. Finnerty in a second and the Park Service. What is
the message here? We have left out the provision in the bill again,
spelling out the leasing policy for the Federal Government, so that
we would get more Federal sites available for tower siting, so that
Rock Creek does not have to wait, even I think it is 75 days, if I
might make a point, Ms. Finnerty, my understanding is that by
March 3, 30 days have run on the assessment, public comment
completed April 3, then by April 16, 2 weeks, final decision will be
made on Rock Creek. That is 75 days. Is that correct?

Ms. FINNERTY. That is correct.
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Mr. TAUZIN. I am told that is correct. So we are talking about
another 75 days after a year of bureaucratic and company discus-
sions and applications and back-and-forth. What is the message to
public agencies like the Park Service? Is this process too slow? Is
this Rock Creek Park, and the problems of people having access to
cellular emergency services in that area, is that a problem still en-
demic around the country? What is the message to public agencies
here? If you want to give that message to localities.

Mr. WHEELER. The answer, Mr. Chairman, is it depends on the
agency. The Bureau of Land Management has done a superb job.

Mr. TAUZIN. Okay.
Mr. WHEELER. They have got an expedited process. They have

got a good fee schedule. It works. For some reason, the Park Serv-
ice hasn't ever-it was June 1994, by the way, 1994 that Bell At-
lantic first approached the Park Service.

Mr. TAUZIN. We have some charts. I want to take you through
this. I want to show what you are talking about and I want to ask
Ms. Finnerty why it is so hard to get this approved.

Here is a physical look at the current light poles at the tennis
center which would be used to put up the cellular service. On that
same tower, is my understanding.

Show us a view next of what the tower would look like when you
add the cellular antenna. Have them next door to each other. Hold
them up where we can see.

It is very little difference, as I can see. Is that correct?
Let us look at the next pictures, which are the pictures of the

current building configuration at the tennis center and what would
be added in order to have the equipment building to service that
tower site.

No, that is the last one. That is the maintenance yard. But in
the maintenance yard, we are talking about the addition of a small
building and a pole, right? That is the only difference. And if you
go back to the two center pictures, if you have them there, it is
simply the addition of a small add-on to the building as I am look-
ing at it here. If you don't have them I have them here.

Yes. The before and after, the before is here and after is here.
A very small addition to the building.

Why on earth, Ms. Finnerty, does it take us from 1994 until
today, where we finally got an agreement coincidentally the night
before this hearing again to complete it in 75 days?

Why does it take so long when there is a clear public need and
those changes are so minor to the look, the feel, the taste of Rock
Creek Park?

Ms. FINNERTY. Yes, Mr. Chairman, with your permission, I have
an expert here with me who can answer questions.

Mr. TAUZIN. Well, you surely can have my permission. And my
time is up, but I want someone to respond before I finish. So if you
will introduce and have someone respond.

Ms. FINNERTY. All right. I will introduce John Parsons who is the
associate regional director in the national capital region.

Mr. TAUZIN. All right. The question specifically is: Recognizing
that those are the only changes that I am aware of that require
physical alterations to the park-a piece of equipment on a light
pole, the addition of a small building and a pole, and the addition
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of an add-on to the current building at the tennis center-if that
is all it takes for us to give some modicum of safety and coverage
to all the folks who use that wonderful park and who put their
lives at risk sometimes because they don't have emergency access
to wireless services there, why does it take so long for our govern-
ment to say, okay, do it?

Mr. PARSONS. Mr. Chairman, if I may, I would like to go through
what we have gone through.

Mr. TAUZIN. Yes. Well, do it quickly because my time has expired
and I have other members and I want to let them ask questions.
If you will just give me a quick answer, why did it take so long?

Mr. PARSONS. We received the application last May. Mr. Galvin's
commitment to this committee was that we would come to the
point in 60 days as to whether we would say yes, no, or maybe.

Mr. TAUZIN. You said maybe.
Mr. PARSONS. We said maybe. We said maybe. What we learned,

which was no surprise to us, is managing parks in this city is like
managing in a fishbowl. We had plenty of advice on both sides of
this issue. And it became, very quickly, controversial. And the rea-
son it did is people presume tat we would not be able to serve
the entire park with these one or two antennas. And they were
right. We were able to serve only 30 percent of the park with these
two antennas, as submitted to us by the applicant.

So we decided, and we erred, that we would hire a consultant to
help us with this issue. Because, as we have heard here this morn-
ing-

Mr. TAUZIN. You don't have enough people at the Park Service
to do it, you have to hire consultants?

Mr. PARSONS. This is a total new industry to us. What we were
trying to do was to assure ourselves and the citizens who use the
park that they indeed would be safe in the park and they wouldn't
be dropping 70 percent of the calls.

So we hired a consultant who had expertise in this matter to as-
sist us in determining how many antennas we would need to guar-
antee the public their safety. Unfortunately, the cost of that
reached $300,000. And when we submitted the proposed bill to the
applicant, they had concern, which I presume has been brought to
your attention.

We have now concluded that we are not going to do that. We are
going to do an environmental assessment on the matter that you
just showed on those two exhibits. We are not going to deal with
the cumulative impacts of antennas in our park. We are not going
to deal with how we will serve the rest of the visitors in the park.
We are going to deal with these two applications. It is a much more
simple process, one we can certainly complete in 75 days.

Mr. TAUZIN. And which could have been completed in 75 days
last year.

Mr. PARSONS. Yes, it could have if we did not try to respond to
the public concern that was expressed about the potential for
many, many antennas in this park.

Mr. TAUZIN. I promise all of you this is the last question. Thank
you. But here is the frustrating thing: I mean, here is a company
that wants to start the process. You say it covers 10 percent, 20
percent, 30 percent. They want to start the process of providing
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protection. And you hold it up for a year with arguments over
whether or not you wanted to put up more towers and cover more
areas.

That is not the message I got. The message I got was that it was
constantly being held up over environmentalist assessment reports
and records and reviews and the agency was slow to approve this
request which would serve a large portion of the park, if not all of
it. And I just want you to know the frustration Mr. Markey and
I felt with this when we thought we had an agreement that, in fact,
in 60 days the application pending would be addressed and ap-
proved on its merits, yes or no. And, instead, we are now a year
later-well, almost. It was 1994 when the Park Service was first
approached. And now you tell us, yes, we could have done it in 60
days last year had we agreed simply to look at this application and
approve it or dismiss it.

Just know how frustrating that is. Know how frustrated our en-
tire committee is, that all of us are watching, as Mr. Wheeler said,
these safety net holes and people dying and people not getting
emergency services and how many people who are walking around
with serious debilitations that could have been addressed properly
had someone gotten to them in time?

This new assessment is going to cost $40,000. That's going to be
added to somebody's phone bill, I suppose, people using the park,
to approve those changes that could have been approved last year.
When this is all said and done, my committee, we are going to look
at the total cost of this delay, not just in dollars, but in incidents
in that park. And we will all be ashamed that we didn't do a better
job, all of us, that we didn't get it done sooner. And I am finished.

I just want to lay it heavily upon all of us that we can't waste
another day while people out there dying and not getting help and
not getting assistance because we foolishly put up all these bureau-
cratic barriers to getting assistance out there for them. Americans
would be ashamed of us to know that it took a year for us to get
approved something that could have been approved in 60 days. You
have to do better. The Chair yields now to the gentleman from Ten-
nessee, Mr. Gordon, for questioning.

Mr. GORDON. Ms. Finnerty, you don't need me pounding on you
right now, but let me just make a quick statement. I recognize that
you are going through reorganization. I recognize that the Park
Service doesn't have adequate funds to meet the needs that you
have. And I also recognize that you have a special charge of main-
taining our national heritage in so many ways and that you don't
just cavalierly make changes, because, once you do, you can't get
many of these things back.

I have had similar situations where the Park Service-not only
on this Rock Creek matter, but just on trying to get through the
bureaucracy, trying to get something done, and I hope that maybe
whatever comes from here can be an exercise that might be learned
in other areas too. The Park Service has an important charge in
our country but, goodness, you have got to be able to do a better
job and be able to get answers and be responsive or you are going
to lose-well, I won't go in to this now-but you are lose credibility
and when you lose credibility it is going to make it harder for us
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to get your funds to get things to help this very important job that
you do.

Mr. Wheeler, in your testimony, I think the thrust of it was that
wireless saves lives. And with that in mind, I understand that
many or some of your members anyway or companies are applying
to the FCC for waivers to postpone the implementation of phase
two of the emergency 911 rule so that that they can explore the
possibility of using handset-based technology which may not be
available in time. And we have heard this morning that in phase
two the rules require the automatic location information to be
available the beginning of October 2001.

And my question would be-the start of my question is: How
long of a delay do you think would be required? And you gave a
statement earlier today about the 41,000 calls that were being
made earlier, how many lives will be lost or threatened during this
delay?

Mr. WHEELER. Let us start with the E911 rule. The E911 rules
were rules that we at public safety developed so let us start with
the fact that those rules were ones that we literally went to the
FCC and said, will you please impose these. Because I don't think
there's any question as to where we are on the implementation of
location capabilities.

What we found, however, is that it is one thing to say there
should be location and then there is something else to implement
it. One of the implementational problems that I reference in my
testimony is the fact that you have got so many different agencies
out there that you have to deal with at the local level to develop
the relationship so that the E911 call goes through. And each of
them-it is the old 80-20 rule again. There are 20 percent of those
who say, look, now we are going to do it different in my little cor-
ner of Tennessee or whatever.

Mr. GORDON. I don't mean to cut you short, but I have a limited
amount of time here. What, approximately, percent of your mem-
bers are going to ask for delays?

Mr. WHEELER. I don't know the answer to that.
Mr. GORDON. What would you guess?
Mr. WHEELER. I really don't know to be honest.
Mr. GORDON. Would it be less than hal.?
Mr. WHEELER. I am not trying to avoid your question, but what

I am trying to point is that the determination of where are you on
implementation is first a determination of where are you with the
localities who can use the information once it is given to them.
They are not ready for it. We have to have that relationship before
we can build it.

Mr. GORDON. I don't mean to be discourteous. I just have a lim-
ited amount of time.

Mr. WHEELER. I am sorry.
Mr. GORDON. When do you think you could get to us that infor-

mation?
Mr. WHEELER. I will try to do it with all dispatch, Mr. Gordon.
Mr. GORDON. Okay. And let me go to the FCC here. I assume

that, as these waivers come to you, are you going to provide some-
what is going to be your criteria? Are you going to do some kind
of cost-benefit analysis? What do you see happening?
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Mr. SUGRUE. Absolutely, in the public interest. As I understand
this, rather than characterize this as necessarily postponing the
deadline, it is to shape the implementation requirements so that a
different technology isn't sort of ruled out just because the rules
were written with one particular type of technological solution in
mind.

When the Commission wrote these rules, it assumed that the
only approach to provide this service was a network-based solution.
You build it into the cell sites around the network. Since then,
some folks have proposed what they call a handset-based solution
that would work in conjunction with the global positioning system,
the satellite system that provides very precise location information.
If our rules were applied literally, no one, no carrier, no system
using a handset-based approach could satisfy our requirements.
Not because we wanted to rule it out, because we wrote the rules
in a way without that in mind.

I think it is sort of that the various reasons why, procedurally,
this is being styled as a waiver. I would almost prefer to think of
it as a rule modification or update so we have an approach that
doesn't inadvertently rule out one technology that may be very
promising. So we are going to look at things like if you do the
handset-based approach, which would involve a ramp-up, you
might be required to start earlier so that the deadline may, in some
sense, be stricter.

Mr. GORDON. Will you looking at, I mean, maybe the difference
in accuracy? I mean, whether it is a, you know, minimal amount
or-and also cost?

Mr. SUGRUE. One of the tradeoffs will be whether the current
rule provides for location information with 125 meters on a meas-
ured average basis. Now that's about 400 feet. One thing we are
going to ask is if you are going to ask for a waiver, will you be able
to do better then that if you get the waiver? So can you get inside
125 meters as a standard? And one of the things we might do is
say you get the waiver if you commit to high accuracy levels.

Mr. GORDON. So are you going to present to us some type of what
these criterion are going to be? Are you going to be more specific
about it?

Mr. SUGRUE. Sure. We could present that. Yes.
Mr. GORDON. Thank you.
Mr. TAUZIN. Thank you, Mr. Gordon. Mr. Oxley for a round of

questions.
Mr. OXLEY. Thank you, Mr. Chairman.
Mr. Sugrue, welcome back.
Mr. SUGRUE. Thank you.
Mr. OXLEY. Phase I, as you know, was for carriers to provide cell

site and sector and call-back numbers. That was to be implemented
last April. As I understand it, it is only about two, 3 percent of the
country that has complied with Phase I today. Is that about cor-
rect?

Mr. SUGRUE. The last figure I saw was 7 percent, but small, yes.
Mr. OXLEY. Okay. And, as you know, with Phase II is relocation

and the end date is October 1, 2001. What has the FCC proposed
in terms of the implementation of Phase II and is there any reason
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to think it would be analogous to Phase I or is there some hope
that it might accelerate?

Mr. SUGRUE. Well, NENA did a survey as to what were the prob-
lems with Phase I. By far the largest problem-among PSAPs, pub-
lic safety answering points, by far the largest problem identified
was lack of funding. Those funding issues are being addressed at
the localities with the industry. I personally consider it unfortunate
that the provision in the last year's legislation that would have as-
sisted that process was taken out. I understand why. But I would
urge the subcommittee there is a way to sort of address that issue,
because that has been sort of the major problem.

The hope is over the next couple of years that those funding
issues one way or another get addressed because we can require
the carriers to implement all we want if on the public safety side,
there isn't the wherewithal .to make those investments and the net-
work upgrades. It won't work.

Mr. OXLEY. Well, it is pretty obvious that the technological obsta-
cles have pretty much been overcome, so now all of a sudden-well,
not all of a sudden, but essentially the barriers now are financial,
political, and legal. Is that a safe assumption?

Mr. SUGRUE. I would say those are major barriers, yes. I
wouldn't quite rule out all the technological things, but there has
been more progress on the technology than on all those other
fronts, yes.

Mr. OXLEY. I was struck by the discussion about Rock Creek
Park and my experience in my home when I am here as to how
quickly Bell Atlantic was able to get a monopole erected in our
neighborhood, working hand-in-glove with VDOT. And, I mean,
that thing came out of the ground so fast it would make your head
swim. And it brought to mind and it brought home very starkly
how quickly these folks can act if they really have a desire to do
that.

Now, admittedly, we are near the Beltway and that has a major
component to it. But there is, obviously, a difference in the agen-
cies and how they cooperate in this area. It is most interesting. Of
the three, in your experience-that is, financial, political, and
legal-what is going to be the major obstacle? Is there one of the
three that is more important or more of an obstacle than the oth-
ers?

Mr. SUGRUE. Well, since my hands-on experience has been lit-
erally 2 weeks, I would have to say all three, in the course of that
experience. The tower siting issue is absolutely critical and we
have talked about why. It is not just quality of service. It is safety.
It is competition so that new competitors can get out there. I would
like to work with Tom Wheeler and CTIA to address that. How-
ever, the law seems pretty clear that the folks who have the lead
are the State and local governments and so we will have to work
cooperatively and maybe providing guidance but I don't see a lot
of way clear to do some of the preemptive things CTIA would like
us to do sometime.

If Congress would have provided us with more authority, at least
on behalf of the wireless bureau, we wouldn't hesitate to exercise
it. But Congress in its wisdom has drawn the line differently, as
far as I see it, on that issue.
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Mr. OXLEY. Well, and as you know, it was a balancing act that
we were attempting, you know-understanding the real needs of
local communities

Mr. SUGRUE. Absolutely.
Mr. OXLEY. [continuing] and local leaders. I wouldn't say it was

necessarily a bad experience that I went through, but clearly there
were folks in our neighborhood that would not share that view. I
had an experience in my district of erecting a monopole in a neigh-
borhood, right smack-dab in the middle of a residential neighbor-
hood. So I think we do have to be sensitive to local concerns and
local zoning and local leaders and, obviously, that is what the law
tried to reconcile, and it is obviously not all black and white.

Mr. WHEELER. Mr. Oxley, I think the point that you just made,
the point that Tom Sugrue just made are right on target. We un-
derstand what this committee has said. We understand what the
Commission has said, in terms of no, we will not preempt. And I
guess what I was suggesting earlier and hoping that maybe we can
open a new course. There is enough brain power here that we
ought to be able to solve this.

Mr. OXLEY. Well, if I could just add this: We had a situation in
our neighborhood where there was an offer to move that site to the
other side of the Beltway on a commercial piece of property. And
because of, in my estimation, the rush to get this thing done, it was
essentially ignored. And we were, frankly, never given any real
reason why the other location would have not made more sense.
And I was never totally satisfied that it wasn't other than this rush
to get this thing done under enormous pressure. And, to that ex-
tent, I think some of the local concerns were ignored.

Mr. WHEELER. I hope you get to the point where there is some
kind of a statement that says to localities, as I said, this isn't the
McDonald's. This isn't your average thing. This is about safety. Let
us see how we can respect that while respecting local rights.

Mr. OXLEY. Thank you.
Mr. TAUZIN. Thank you, Mr. Oxley. Then for the final questions,

then we will break for this vote, and I think we will wrap up. The
gentleman from New York, Mr. Engel.

Mr. ENGEL. Okay. Thank you. Thank you, Mr. Chairman. I will
try to hurry it up.

Essentially, we were frustrated in that we want to see this im-
plemented by 2001 and frustrated at the waivers because every-
thing seems to be delay and delay.

I want to ask Mr. Amarosa, since I am from New York and so
is he, and I want to hear his accent.

I would like you, if you could explain, now I understand the net-
work technology is there now. And going to the headset technology
supposedly makes it more accurate. If we are talking about the dif-
ference between 100 feet and 400 feet, then what is the big deal?
Why should we delay for accuracy that, to me, is inconsequential
if we can implement this now onto the network solution? So could
you comment on that?

Mr. AMAROSA. Sure, and I would happy to expose my accent to
you as well, sir. I am from the Bronx.

Mr. ENGEL. I know where you are from, sir. We sound alike.
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Mr. AMAROSA. I don't think we can hide that. I think what you
have to look at, though, is two things. No. 1, I think that the net-
work technology that is available today is in compliance with the
FCC rules. And I think what you have seen through many of the
companies that have utilized ta network technology is that it is
there. It is working. And it can come within the 410 feet at this
given point in time. And I think that accuracy will be improved as
time goes on.

The proposals on the other types of solutions that exist have not
been fully proven in commercial applications or in field tests to
date. Right now it is a hypothesis that it can do better and it will
do better is what the intention is. And that we haven't seen. So
that when you are dealing with the level of accuracy issue, I think
you have to look at as well what can be done now and how well
it can be done today. Tomorrow or the next day, a year from now,
if there is something better that comes along I think that is part
of the competition issue and the marketplace issue as to what can
better improve that accuracy at that given point once that is prov-
en.

Mr. ENGEL. Yes, Mr. Sugrue, why wait? Why impose all these
other costs to consumers that may need to have to buy new phones
as a result? I just don't understand why the delay? Everything is
a tradeoff. And it seems to me if we are going to push it back, fur-
ther back to 2001, is it really worth the delay to do all these waiv-
ers just to go from network to headset? I am not convinced. I can
be convinced, but I am not convinced yet.

Mr. SUGRUE. Okay. I have just got to admit that I am from
Queens. I may have lost my accent, but-

Mr. ENGEL. Okay.
Mr. SUGRUE. But I went to--
Mr. ENGEL. Shame on you.
Mr. SUGRUE. But I went to high school in the Bronx.
Mr. TAUZIN. You all sound kind of funny to me.
Mr. SUGRUE. We established this deadline of October 2001. We

are not backing off that. What we are looking at is whether the
way one measures compliance needs to be modified in light of com-
peting technology that has emerged on the scene. That is pretty
much it. We want that out there as soon as possible.

The carrier community has asked us to look at this issue and I
am not in the position-I don't want to-I am not the technology
proponent and they are not here to debate which one is better. We
are going to be gathering comments on that. It seemed a legitimate
request to come in because, again, at least as I understand it, just
the way the measurements were defined preclude this other tech-
nology from satisfying this requirement.

Mr. TAUZIN. We thank you.
Mr. SUGRUE. Yes.
Mr. TAUZIN. Mr. Sugrue, we have to go make this vote. The

Chair thanks you all for your attendance and your cooperation and
your help. These bills will move fast, maybe as early as next week,
if we have time pending the coming retreat. So if you have any ad-
ditional comments or additional suggestions, get them to us quick.
We thank you very much and we look forward to seeing you as we
move these bills along.
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The committee stands adjourned.
[Whereupon, at 12:15 p.m., the subcommittee was adjourned.]
[Additional material submitted for the record follows:]

PREPARED STATEMENT OF JACKIE N. DUKES, PRESIDENT, RURAL CELLULAR
ASSOCIATION

On behalf of the members of the Rural Cellular Association (RCA), I want to take
this opportunity to thank the Subcommittee on Telecommunications, Trade, and
Consumer Protection for this opportunity to submit comments on pending legisla-
tion: the Wireless Communications and Public Safety Enhancement Act of 1999 and
the Wireless Privacy Enhancement Act of 1999. We applaud the subcommittee for
moving expeditiously to consider these bills in the 106th Congress.

RCA is an association representing the interests of small and rural wireless com-
panies providing commercial services to subscribers throughout the nation. RCA
member companies provide wireless services to predominantly rural areas that have
an aggregate population of more than six million people. Among our members' sub-
scribers are entities and individuals who are involved in a range of community ac-
tivities, including community and regional health care and safety operations. Many
RCA members serve military installations. The association was formed in 1993 as
a way to begin to address the very distinctive needs of rural cellular providers. RCA
is a gathering place for companies to share problems and solutions covering a wide
spectrum of industry concerns, such as marketing, roaming, fraud, billing, oper-
ations, customer service, and legislative and regulatory issues. We also serve as a
clearinghouse to help rural carriers stay current with issues and actions impacting
the industry.

More importantly, RCA member companies are distinguished not only by the size
of their markets and customer base, but also by the relationship that we have with
our customers. By virtue of our size and our valued role within the community, our
customers are our neighbors and our friends. In some cases, RCA member compa-
nies that operate as cooperatives are owned by their customers. RCA members are
integral parts of the communities in which we operate. We also are a critical part
of the local economy, and we help to fund a variety of charitable interests within
our community. RCA is more than another trade association; we represent the needs
of rural America.

Precisely because issues covered in the two pieces of legislation before the sub-
committee today have generated significant discussion and debate in recent years,
RCA will confine its comments at this time to liability issues associated with the
proposed Wireless Communications and Public Safety Enhancement Act of 1999.

RCA member companies have a great deal of information about the unique cir-
cumstances in which small and rural carriers now find themselves, and we stand
willing to share this information on an ongoing basis with this subcommittee. We
also are prepared to help our member companies understand how decisions made
by this Congress and the Federal Communications Commission (FCC) impact serv-
ice delivery and how our member companies can best implement the policy decisions
made by this body and its regulatory arm.

As this Congress knows, the current state of the telecommunications marketplace
is in flux as the legislative and regulatory branches of government and the industry
work to make the transition to a more competitive marketplace. Together, we are
exploring this grand experiment that has its roots in the Telecommunications Act
of 1996. Many in Congress, many industry observers, and many of us in the indus-
try recognize that the time is nearing for a reexamination of how the Act is being
implemented, including an assessment of whether we are making progress in realiz-
ing Congress' legislative goal to make the industry more competitive. As small and
rural carriers, we will be able to bring a very unique perspective to this issue by
virtue of our size, customer base, and the nature of the communities that we serve.

By enacting the Telecommunications Act of 1996, the U.S. Congress committed
the nation to a telecommunications policy intended to foster competition in the mar-
ketplace to improve consumer service. As small and rural wireless companies, we,
too, are strongly committed to working with the Congress and the FCC to ensure
a truly competitive marketplace. We take very seriously Congress' intent in the pas-
sage of the 1996 law that competition will ensure quality service delivery. As small
and rural operators, we stand strongly on the side of delivering quality services to
our customers. Over the long run, the survival of our companies and the well-being
of our communities depend on a marketplace that enables us to compete effectively
through the delivery of quality services. From a service delivery and marketing per-
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spective, that is our competitive advantage! Ultimately, the consumer will be the
beneficiary; but, first and foremost, we must be able to compete.

Our primary interest at this point is to ensure that the FCC does not misinterpret
the will of the Congress and so overburden small and rural companies with unneces-
sary regulations as to make it more difficult, if not impossible, for us to compete
effectively. Any governmental action that makes it more difficult for us to meet our
customers' needs or unfairly tips the fragile scales of the competitive marketplace
makes it more difficult for us to do business in the way our customers want and
demand.

Like many in this nation, we are very supportive of actions taken by government
at all levels to improve the ability of the nation's infrastructure to meet the needs
of all Americans, especially at times in which people require emergency services.
The Wireless Communications and Public Safety Act of 1999 would designate 911
as the universal emergency telephone number within the United States for report-
ing an emergency to appropriate authorities and to request assistance. Although
this legislation applies both to wireline and wireless telephone service, the member-
ship of RCA recognizes that the goal of the legislation poses some challenges for con-
sumers in small and rural areas.

As companies serving small and rural areas, we know from experience that 911
services save lives in rural America. Yet, we must recognize other fundamental re-
alities as well. First, it is critical that legislation enacted in this Congress to des-
ignate 911 as the universal emergency telephone number for both wireline and wire-
less telephone service includes a provision to provide immunity from liability for
providers of wireless 911 service to the same extent as provided to local telephone
exchange companies. And second, this immunity from liability should be a uniform
standard provided by the federal government.

The need for immunity from liability has been stated many times and on many
occasions before the subcommittee. Local telephone exchange companies already
enjoy this immunity; so, too, should wireless carriers. This Congress has dem-
onstrated time and again a sensitivity to the fact that we live in a highly litigious
society. Moreover, as much as we would like to acknowledge and recognize the so-
phistication of current day technology, the practical reality is that technology-
through no fault of the carrier-has not always kept pace with the public's ever bur-
geoning expectations in the telecommunications arena, especially as it relates to
emergency services. Newspapers nationwide often carry stories about people unable
to access 911 emergency services. In fact, just this past week, newspapers were
filled with stories about the failure of 911 services in New York City, one of the
largest population centers in the world. For those of us providing services in rural
areas, we can provide anecdotal information about incidents in which emergency
services-again, through no fault of the carrier-might not have functioned opti-
mally.

Ultimately, it is important for the national public interest that universal 911 serv-
ices are available. But, it is equally important to recognize that this means we will
be providing 911 services for those who are not subscribers to our systems or, per-
haps, to any wireless system. Without some protection, there is no universal meth-
odology to limit a carrier's liability for this activity. Since small and rural carriers
will be required by the federal government to provide this service, it is important
that we have immunity from liability for events, circumstances, and technologies
that are beyond our control. Rational risk management is crucial for small and rural
carriers. We are asking Congress, also, to take a rational approach to this issue by
providing the same type of immunity from liability as provided to local telephone
exchange companies.

RCA recognizes that it is most appropriate for the federal government to take re-
sponsibility for providing this immunity from liability. We believe this immunity
should be uniform throughout the country. Although it would make sense for car-
riers operating in states that have such immunity to fall under state statutes, it
would not be prudent to penalize the majority of small and rural carriers who oper-
ate in states without this immunity from liability. Additionally, the burden for se-
curing legislation at the state level should not fall on small and rural carriers (or
any carriers), since it is the federal government that is seeking the universal 911
service. This responsibility should not be shifted to our shoulders. Nor should small
and rural carriers be required to divert even more resources which would only exac-
erbate the cumulative impact of complying with overly burdensome regulations. We
ask only for a universal federal standard for immunity from liability.

In conclusion, we support the establishment of universal 911 emergency services.
We believe the most effective approach for Congress to realize this objective in a
way that is consistent with the goals of the Telecommunications Act of 1996 is to
provide immunity from liability for wireless carriers. This is especially critical for
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small and rural wireless carriers. This type of effective and common sense approach
to legislation will ensure that public safety requirements are met without unneces-
sarily draining the limited resources of small and rural carriers. This also will help
to ensure that small and rural carriers can continue to provide the quality of service
that our communities demand.
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