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SECURITY AND FREEDOM THROUGH
ENCRYPTION (SAFE) ACT

THURSDAY, MARCH 4, 1999

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COURTS AND
INTELLECTUAL PROPERTY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:05 a.m., in Room
2226, Rayburn House Office Building, Hon. Howard Coble [chair-
man of the subcommittee] presiding.

Present: Representatives Howard Coble, F. James Sensen-
brenner, Jr., Bob Goodlatte, Edward A. Pease, James E. Rogan,
Mary Bono, Howard L. Berman, John Conyers, Jr., Zoe Lofgren
and William D. Delahunt.

Staff present: Mitch Glazier, Chief Counsel; Vince Garlock, Coun-
sel; Joseph Gibson, Chief Antitrust Counsel; Eunice Goldring, Staff
Assistant; and Bari Schwartz, Minority Counsel.

OPENING STATEMENT OF CHAIRMAN COBLE

Mr. CoBLE. Good morning, ladies and gentlemen. The sub-
committee will come to order. The subcommittee will hear testi-
mony on H.R. 850, the Security and Freedom through Encryption
Act, sometimes popularly referred to as the SAFE Act.

[The bill, H.R. 850, follows:]

106TH CONGRESS
1ST SESSION H. R. 850

To amend title 18, United States Code, to affirm the rights of United States persons
to use and sell encryption and to relax export controls on encryption.

IN THE HOUSE OF REPRESENTATIVES

FEBRUARY 25, 1999

Mr. GOODLATTE (for himself, Ms. LOFGREN, Mr. ARMEY, Mr. DELAY, Mr. WATTS of
Oklahoma, Mr. Davis of Virginia, Mr. Cox, Ms. PRYCE of Ohio, Mr. BLUNT, Mr.
GEPHARDT, Mr. BoNIOR, Mr. FrOsT, Ms. DELAURO, Mr. LEwiS of Georgia, Mr.
(IEJDENSON, Mr. SENSENBRENNER, Mr. GEKAS, Mr. CopLE, Mr. SMiTH of Texas,
Mr. GALLEGLY, Mr. BrRyant, Mr. CHABOT, Mr. BARR of Georgia, Mr. HUTCHINSON,
Mr. Peasg, Mr. CannNON, Mr. RogaN, Mrs. BoNo, Mr. BAcHUS, Mr. CONYERS, Mr.
FrRANK of Massachusetts, Mr. BOUCHER, Mr. NADLER, Ms. JACKSON-LEE of Texas,
Ms. WATERS, Mr. MEEHAN, Mr. DELAHUNT, Mr. WEXLER, Mr. ACKERMAN, Mr. AN-
DREWS, Mr. ARCHER, Mr. BALLENGER, Mr. Barcia, Mr. BARRETT of Nebraska, Mr.
BARRETT of Wisconsin, Mr. BARTON of Texas, Mr. BILBrRAY, Mr. BLUMENAUER, Mr.
BoOEHNER, Mr. BrADY of Texas, Mr. BRADY of Pennsylvania, Ms. BRowN of Flor-
ida, Mr. BROWN of California, Mr. BURR of North Carolina, Mr. BURTON of Indi-
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ana, Mr. CaMP, Mr. CAMPBELL, Mrs. CAPPS, Mr. CHAMBLISS, Mrs. CHENOWETH,
Mrs. CHRISTIAN-CHRISTENSEN, Mrs. CLAYTON, Mr. CLEMENT, Mr. CLYBURN, Mr.
CoLLINS, Mr. Cook, Mr. COOKSEY, Mrs. CUBIN, Mr. CUMMINGS, Mr. CONNINGHAM,
Mr. Davis of Dlinois, Mr. DEAL of Georgia, Mr. DEFAZIO, Mr. DEUTSCH, Mr.
DickeY, Mr. DoOLEY of California, Mr. DOOLITTLE, Mr. DoYLE, Mr. DREIER, Mr.
DuUNcaN, Ms. DUNN, Mr. EHLERS, Mrs. EMERSON, Mr. ENGLISH, Ms. EsHoo, Mr.
EwiNg, Mr. FARR of California, Mr. FILNER, Mr. FORD, Mr. FOSSELLA, Mr. FRANKS
of New Jersey, Mr. GILLMOR, Mr. GOODE, Mr. GOODLING, Mr. GORDON, Mr.
GREEN of Texas, Mr. GUTENECHT, Mr. HALL of Texas, Mr. HASTINGS of Washing-
ton, Mr. HERGER, Mr. HiLL of Montana, Mr. HOBSON, Mr. HOEKSTRA, Mr.
HoOLDEN, Ms, HOOLEY of Oregon, Mr. HORN, Mr. HOUGHTON, Mr. INSLEE, Mr.
ISTOOK, Mr. JACKSON of Illinois, Mr. JEFFERSON, Ms. EDDIE BERNICE JOHNSON of
Texas, Mrs. JOHNSON of Connecticut, Mr. KANJORSKI, Mr. KasiCH, Mrs. KELLY,
Ms. KIKPATRICK, Mr. KIND, Mr. KiNGSTON, Mr. KNOLLENBERG, Mr. KOLBE, Mr.
LAMPSON, Mr. LARGENT, Mr. LATHAM, Ms. LEE, Mr. LEwIS of Kentucky, Mr. LIN-
DER, Mr. Lucas of Oklahoma, Mr. LUTHER, Ms. McCARTHY of Missouri, Mr.
MCDERMOTT, Mr. MCGOVERN, Mr. McINTOsH, Mr. MALONEY of Connecticut, Mr.
MANZULLO, Mr. MARKEY, Mr. MARTINEZ, Mr. MATSUI, Mrs. MEEK of Florida, Mr.
METCALF, Mr. Mica, Ms. MILLENDER-MCDONALD, Mr. GEORGE MILLER of Califor-
nia, Mr. MOAKLEY, Mr. MORAN of Virginia, Mrs. MORELLA, Mrs. MYRICK, Mrs.
NAPOLITANO, Mr. NEAL of Massachusetts, Mr. NETHERCUTT, Mr. NORWOOD, Mr.
NussLE, Mr. OLVER, Mr. PACKARD, Mr. PALLONE, Mr. PASTOR, Mr. PETERSON of
Minnesota, Mr. PICKERING, Mr. POMBO, Mr. POMEROY, Mr. PRICE of North Caro-
lina, Mr. QUINN, Mr. RADANOVICH, Mr. RAHALL, Mr. RANGEL, Mr. REYNOLDS, Ms.
RivErs, Mr. ROHRABACHER, Ms. ROS-LEHTINEN, Mr. RUSH, Mr. SALMON, Ms.
SANCHEZ, Mr. SANDERS, Mr. SANFORD, Mr. SCARBOROUGH, Mr. SCHAFFER, Mr.
SESSIONS, Mr. SHAYS, Mr. SHERMAN, Mr. SHIMKUS, Mr. SMITH of Washington, Mr.
SMrtH of New Jersey, Mr. SOUDER, Ms. STABENOW, Mr. STARK, Mr. SUNUNU, Mr.
TANNER, Mrs. TAUSCHER, Mr. TAUzIN, Mr. TAYLOR of North Carolina, Mr. THOM-
AS, Mr. THOMPsSON of Mississippi, Mr. THUNE, Mr. TIAHRT, Mr. TIERNEY, Mr.
UprtoN, Mr. VENTO, Mr. WaLSH, Mr. Wamp, Mr. WATKINS, Mr. WELLER, Mr.
WHITFIELD, Mr. WICKER, Ms. WOOLSEY, and Mr. Wu) introduced the following
bill; which was referred to the Committee on the Judiciary, and in addition to the
Committee on International Relations, for a period to be subsequently determined
by the Speaker, in each case for consideration of such provisions as fall within
the jurisdiction of the committee concerned

A BILL

To amend title 18, United States Code, to affirm the rights of United States persons
to use and sell encryption and to relax export controls on encryption.

Be it enacted by the Senate and House of Representatives of the United States
of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Security And Freedom through Encryption
(SAFE) Act”,
SEC. 2. SALE AND USE OF ENCRYPTION.

(a) IN GENERAL.—Part I of title 18, United States Code, is amended by inserting
after chapter 123 the following new chapter:

“CHAPTER 125—ENCRYPTED WIRE AND ELECTRONIC INFORMATION

“2801. Definitions.

“2802. Freedom to use encryption.

“2803. Freedom to sell encryption.

“2804. Prohibition on mandatory key escrow.

“2805. Unlawful use of encryption in furtherance of a criminal act.

“§ 2801, Definitions
“As used in this chapter—

“(1) the terms ‘person’, ‘State’, ‘wire communication’, ‘electronic communica-
tion!, ‘investigative or law enforcement officer’, and Gudge of competent jurisdic-
tion’ have the meanings given those terms in section 2510 of this title;

“(2) the term ‘decrypt’ means to retransform or unscramble encrypted data,
including communications, to its readable form;
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“(3) the terms ‘encrypt’, ‘encrypted’, and ‘encryption’ mean the scrambling
of wire communications, electronic communications, or electronically stored in-
formation, using mathematical formulas or algorithms in order to preserve the
confidentiality, integrity, or authenticity of, and prevent unauthorized recipients
from accessing or altering, such communications or information;

“(4) the term ‘key’ means the variable information used in a mathematical
formula, code, or algorithm, or any component thereof, used to decrypt wire
communicatipns, electronic communications, or electronically stored informa-
tion, that has been encrypted; and

“(5) the term ‘key recovery information’ means information that would en-
able obtaining the key of a user of encryption;

“(6) the term ‘plaintext access capability’ means any method or mechanism
which would provide information in readable form prior to its being encrypted
or after it has been decrypted;

“(T) the term “United States person’ means—

“(A) any United States citizen;

“(B) any other person organized under the laws of any State, the Dis-
trict of Columbia, or any commonwealth, territory, or possession of the
United States; and

“(C) any person organized under the laws of any foreign country who
%SA ;)wngd ﬁ)r controlled by individuals or persons described in subparagraphs

and (B).

“$2802. Freedom to use encryption

“Subject to section 2805, it shall be lawful for any person within any State, and
for any United States person in a foreign country, to use any encryption, regardless
of the encryption algorithm selected, encryption key length chosen, or implementa-
tion technique or medium used.

“$2803. Freedom to sell encryption

“Subject to section 2805, it shall be lawful for any person within any State to
sell in interstate commerce any encryption, regardless of the encryption algorithm
selected, encryption key length chosen, or implementation technique or medium
used.

“§2804. Prohibition on mandatory key escrow

“(a) GENERAL PROHIBITION.—Neither the Federal Government nor a State may
require that, or condition any approval on a requirement that, a key, access to a
key, key recovery information, or any other plaintext access capability be—

“(1) built into computer hardware or software for any purpose;

“(2) given to any other person, including a Federal Government agency or
an entity in the private sector that may be certified or approved by the Federal
Government or a State to receive it; or

“(3) retained by the owner or user of an encryption key or any other person,
other than for encryption products for use by the Federal Government or a
State.

“(b) PROHIBITION ON LINKAGE OF DIFFERENT USES OF ENCRYPTION.—Neither the
Federal Government nor a State may—

“(1) require the use of encryption products, standards, or services used for
confidentiality purposes, as a condition of the use of such products, standards,
or services for authenticity or integrity purposes; or

“(2) require the use of encryption products, standards, or services used for
authenticity or integrity purposes, as a condition of the use of such products,
standards, or services for confidentiality purposes.

“(c) EXCEPTION FOR ACCESS FOR LAW ENFORCEMENT PURPOSES.—Subsection (a)
shall not affect the authority of any investigative or law enforcement officer, or any
member of the intelligence community as defined in section 3 of the National Secu-
rity Act of 1947 (50 U.S.C. 401a), acting under any law in effect on the effective
date of this chapter, to gain access to encrypted communications or information.

“§ 2805. Unlawful use of encryption in furtherance of a ecriminal act

“(a) ENCRYPTION OF INCRIMINATING COMMUNICATIONS OR INFORMATION UNLAW-
FUL—Any person who, in the commission of a felony under a criminal statute of
the United States, knowingly and willfully encrypts incriminating communications
or information relating to that felony with the intent to conceal such communica-
tions or information for the purpose of avoiding detection by law enforcement agen-
cies or prosecution—
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“(1) in the case of a first offense under this section, shall be imprisoned for
not more than § years, or fined in the amount set forth in this title, or both;

“(2) in the case of a second or subsequent offense under this section, shall
be imprisoned for not more than 10 years, or fined in the amount set forth in
this title, or both.

“b) USE oF ENCRYPTION NoT A Basis FOR PROBABLE CAUSE.—The use of
encryption by any person shall not be the sole basis for establishing probable cause
with respect to a criminal offense or a search warrant.”.

(b) CONFORMING AMENDMENT.—The table of chapters for part I of title 18,
United States Code, is amended by inserting after the item relating to chapter 123
the following new item:

“125. Encrypted wire and electronic information .
2801”.

8EC. 3. EXPORTS OF ENCRYPTION.

(a) AMENDMENT TO EXPORT ADMINISTRATION ACT OF 1979.—Section 17 of the
Export Administration Act of 1979 (50 U.S.C. App. 2416) is amended by adding at
the end thereof the following new subsection:

“(g) CERTAIN CONSUMER PRODUCTS, COMPUTERS, AND RELATED EQUIPMENT.—

“(1) GENERAL RULE.—Subject to paragraphs (2) and (3), the Secretary shall
have exclusive authority to control exports of all computer hardware, software,
computing devices, customer premises equipment, communications network
equipment, and technology for information security (including encryption), ex-
cept that which is specifically designed or modified for military use, including
command, control, and intelligence applications.

“(2) ITEMS NOT REQUIRING LICENSES.—After a one-time, 15-day technical re-
view by the Secretary, no export license may be required, except pursuant to
the Trading with the enemy Act or the International Emergency Economic Pow-
ers Act (but only to the extent that the authority of such Act is not exercised
to extend controls imposed under this Act), for the export or reexport of—

“(A) any computer hardware or software or computing device, including
f)‘i)lliI::li)uter hardware or software or computing devices with encryption capa-

es—

“i) that is generally available;

“(ii) that is in the public domain for which copyright or other pro-
tection is not available under title 17, United States Code, or that is
available to the public because it is generally accessible to the inter-
ested public in any form; or

“(11i) that is used in a commercial, off-the-shelf, consumer product
or any component or subassembly designed for use in such a consumer
product available within the United States or abroad which—

“(I) includes encryption capabilities which are inaccessible to
the end user; and
“II) is not designed for military or intelligence end use;

‘;(B) any computing device solely because it incorporates or employs in
any form—

“(1) computer hardware or software (including computer hardware
or software with encryption capabilities) that is exempted from any re-
quirement for a license under subparagraph (A); or

“(ii) computer hardware or software that is no more technically
complex in its encryption capabilities than computer hardware or soft-
ware that is exempted from any requirement for a license under sub-
garagraph (A) but is not designed for installation by the furchaser;

(C) any computer hardware or software or computing device solely on
the basis that it incorporates or employs in any form interface mechanisms
for interaction with ol&er computer hardware or software or computing de-
vices, including computer hardware and software and computing devices
with encryption capabilities;

“D) any computing or telecommunication device which incorporates or
erﬁalﬁys in any form computer hardware or software encryption capabilities
which—

“(i) are not directly available to the end user; or

“(ii) limit the encryption to be point-to-point from the user to a cen-
tral communications point or link and does not enable end-to-end user
encryption;
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“(E) technical assistance and technical data used for the installation or
maintenance of computer hardware or software or computing devices with
encryption capabilities covered under this subsection; or

“(F) any encryption hardware or software or computing device not used
for confidentiality purposes, such as authentication, integrity, electronic sig-
natures, nonrepudiation, or copy protection.

“3) COMPUTER HARDWARE OR SOFTWARE OR COMPUTING DEVICES WITH
ENCRYPTION CAPABILITIES.—After a one-time, 15-day technical review by the
Secretary, the Secretary shall authorize the export or reexport of computer
hardware or software or computing devices with encryption capabilities for non-
military end uses in any country—

“(A) to which exports of computer hardware or software or computing
devices of comparable strength are permitted for use by financial institu-
tions not controlled in fact by United States persons, unless there i3 sub-
stantial evidence that such computer hardware or software or computing
devices will be—

“(i) diverted to a military end use or an end use supporting inter-
national terrorism;

“(ii) modified for military or terrorist end use; or

“(iii) reexported without any authorization by the United States
that may be required under this Act; or
“(B) if the Secretary determines that a computer hardware or software

or computing device offering comparable security is commercially available

outside the United States from a foreign supplier, without effective restric-
tions.

“(4) DEFINITIONS.—As used in this subsection—

“(AXi) the term ‘encryption’ means the scrambling of wire communica-
tions, electronic communications, or electronically stored information, using
mathematical formulas or algorithms in order to preserve the confidential-
ity, integrity, or authenticity of, and prevent unauthorized recipients from
accessing or altering, such communications or information;

“(ii) the terms ‘wire communication’ and ‘electronic communication’
have the meanings given those terms in section 2510 of title 18, United
States Code;

“(B) the term ‘generally available’ means, in the case of computer hard-
ware or computer software (including computer hardware or computer soft-
ware with encryption capabilities)—

“(i) computer hardware or computer software that is—

“(I) distributed through the Internet;

“(ID) offered for sale, license, or transfer to any person without
restriction, whether or not for consideration, including, but not lim-
ited to, over-the-counter retail sales, mail order transactions, phone
order transactions, electronic distribution, or sale on approval;

“(III) preloaded on computer hardware or computing devices
that are widely available for sale to the public; or

“(IV) assembled from computer hardware or computer software
components that are widely available for sale to the public;

“(ii) not designed, developed, or tailored by the manufacturer for
specific purchasers or users, except that any such purchaser or user
may—

“(I) supply certain installation parameters needed by the com-
puter hardware or software to function properly with the computer
system of the user or purchaser; or

“(0) select from among options contained in the computer
hardware or computer software; and
“(iii) with respect to which the manufacturer of that computer

hardware or computer software—

“I) intended for the user or purchaser, including any licensee
or transferee, to install the computer hardware or software and has
supplied the necessary instructions to do so, except that the manu-
facturer of the computer hardware or software, or any agent of
such manufacturer, may also provide telephone or electronic mail
help line services for installation, electronic transmission, or basic
operations; and

“(I) the computer hardware or software is designed for such
installation by the user or purchaser without further substantial
support by the manufacturer;
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“(C) the term ‘computing device’ means a device which incorporates one
or more microprocessor-based central processing umifs that can accept,
store, process, or provide output of data;

“D) the term ‘computer hardware’ includes, but is not limited to, com-
puter systems, e%uipment, application-specific assemblies, smart cards,
modules, integrated circuits, and printed circuit board assemblies;

“(E) the term ‘customer premises equipment’ means equipment em-
p}oy:id on the premises of a person to originate, route, or terminate commu-
nications;

“(F) the term ‘technical assistance’ includes instruction, skills training,
working knowledge, consulting services, and the transfer of technical data;

“(G) the term ‘technical data’ includes blueprints, plans, diagrams,
models, formulas, tables, engineering designs and specifications, and manu-
als and instructions written or recorded on other media or devices such as
disks, tapes, or read-only memories; and

“(H) the term ‘technical review’ means a review by the Secretary of
computer hardware or software or computing devices with encryption capa-
bilities, based on information about tge product’s encryption capabilities
supplied by the manufacturer, that the computer hardware or software or
computing device works as represented.”.

(b) NO REINSTATEMENT OF EXPORT CONTROLS ON PREVIOUSLY DECONTROLLED
ProODUCTS.—Any encryption product not requiring an export license as of the date
of enactment of this Act, as a result of administrative decision or rulemaking, shall
not require an export license on or after such date of enactment.

(c) APPLICABILITY OF CERTAIN EXPORT CONTROLS.~—

(1) In GENERAL.—Nothing in this Act shall limit the authority of the Presi-
dent under the International Emergency Economic Powers Act, the Trading
with the enemy Act, or the Export Administration Act of 1979, to—

(A) prohibit the export of encrjg)tion products to countries that have
been determined to repeatedly provide support for acts of international ter-
rorism; or

(B) impose an embargo on exports to, and imports from, a specific coun-

(2) SpecrFic DENIALS.—The Secretary may prohibit the export of specific
encryption products to an individual or organization in a specific foreign country
identified by the Secretary, if the Secretary determines that there is substantial
evidence that such encryption products will be used for military or terrorist end-

use.

(3) DEFINITION.—As used in this subsection and subsection (b), the term

“encryption” has the meaning given that term in section 17(g}(5XA) of the Ex-

ort Administration Act of 1979, as added by subsection (a) of this section.

?d) CONTINUATION OF EXPORT ADMINISTRATION ACT.—For purposes of carrying
out the amendment made by subsection (a), the Export Adminmistration Act of 1979
shall be deemed to be in effect.

SEC. 4. EFFECT ON LAW ENFORCEMENT ACTIVITIES.

(a2) COLLECTION OF INFORMATION BY ATTORNEY GENERAL.—The Attorney Gen-
eral shall compile, and maintain in classified form, data on the instances in which
encryption (as defined in section 2801 of title 18, United States Code) has interfered
with, impeded, or obstructed the ability of the Department of Justice to enforce the
criminal laws of the United States.

(b) AVAILABILITY OF INFORMATION TO THE CONGRESS.—The information com-
piled under subsection (a), includini[an unclassified summary thereof, shall be
made available, upon request, o any Member of Congress.

O

Mr. COBLE. As you all know, encryption is the process of encod-
ing data or communication in a form that only the intended recipi-
ent can understand. Once the exclusive domain of the national se-
curity agencies, encryption has become increasingly important to
persons and companies in the private sector concerned with the se-
curity of the information they transmit. H.R. 850 seeks to provide
a means of ensuring protection for confidential communications
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transmitted in this information age. It also seeks to lift restrictions
on the exportation of advanced encryption so U.S. information com-
panies will remain the world leader.

This matter has consumed abundant time and energy on this
subcommittee as well as the full Judiciary Committee, over the last
few years, and it is time that it becomes law.

While I am ever mindful of the concerns of law enforcement and
national security agencies, 1 believe the reforms contained in H.R.
850 are critical to ensure that the United States will continue as
the leader in information technologies as well as guaranteeing pro-
tection from intrusions to free speech as new information tech-
nology develops.

I once again want to publicly acknowledge the contribution of the
gentleman from Virginia, Mr. Goodlatte, for his work in this area
and introducing this very important piece of legislation, which I
support. I might mention that this bipartisan bill currently has
over 200 cosponsors, including both Republicans and Democratic
leadership.

I see the gentlelady from California has just come in. I refer to
Zoe Lofgren and Bob Goodlatte as the two leading gurus on this
subject. Howard, you may be one as well.

Mr. BERMAN. No, no.

Mr. COBLE. But Zoe and Bob have been the lead dogs on them.
I commend each of them.

[The prepared statement of Mr. Coble follows:]

PREPARED STATEMENT OF HON. HOWARD COBLE, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF NORTH CAROLINA, AND CHAIRMAN, SUBCOMMITTEE ON COURTS
AND INTELLECTUAL PROPERTY

The Subcommittee will come to order.

Today the Subcommittee will hear testimony on H.R. 850, the “Security and Free-
dom Through Encryption (SAFE) Act.” As all of you well know, encryption is the
process of encoding data or communications in a form that only the intended recipi-
ent can understand. Once the exclusive domain of the national security agencies,
encryption has become increasingly important t&ipersons and companies in the pri-
vate sector concerned with the security of the information they transmit. H.R. 850
seeks to provide a means of ensuring protection for confidential communications
transmitted in this information age. It also seeks to lift restrictions on the expor-
};atié)n of advanced encryption so U.S. information companies will remain the world
eader.

This matter has consumed abundant time and energy of this Subcommittee and
the Full Committee over the last few years, and it is time make sure it becomes
law. While I am ever mindful of the concerns of law enforcement and national secu-
rity agencies, I believe the reforms contained in H.R. 850 are critical to ensure that
the United States will continue as the leader in information technologies, as well
as guaranteeing protection from intrusions to free speech as new information tech-
nology develops.

I once again commend the gentleman from Virginia, Mr. Goodlatte, for his work
in this area and for introducing this very imli)lortant piece of legislation which I sup-
port. I might mention that this bipartisan bill currently has over 200 cosponsors in-
cluding both Republicans and Democratic Leadership. I would like to ask the Rank-
ing Member, Mr. Berman, to make an opening statement and will then ask Mr.
Goodlatte to further explain his bill.

Mr. CoBLE. I would now like to recognize the Ranking Member,
the gentleman from California, to make his opening statement.

Mr. BERMAN. Thank you very much, Mr. Chairman. They are
very good dogs indeed.

I congratulate you on having this hearing and for your decision
to get to the issues underlying this legislation very quickly in the
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beginning of this Congress. The issues surrounding encryption are
very complex, and it remains one of the most serious and com-
{Jlicated issues that our subcommittee will address this year, and

want to join you in commending both Mr. Goodlatte and Ms.
Lofgren for their leadership in considering these problems and in
developing their legislation.

I have discussed the issue not this year, but in past years with
the Administration officials and with supporters of the bill, and ev-
eryone agrees that effective encryption of electronic communication
is absolutely necessary. None of us want our personal information
susceptible to interception, and to the extent the current policy re-
stricts the ability of U.S. industry to maintain its leadership posi-
tion in the international marketplace, this is another reason to
have our current policies re-examined.

And at the same time we do want reasonable means to meet the
vital needs of law enforcement, and I—it is only fair to say while
I supported this bill last year and hope to support it again, I do
have some concern that the availability of sfronger encryption
products freely and without limit might have the ability to impede
some of our legitimate efforts to safeguard national security from
terrorists, rogue nations, countries developing weapons of mass de-
struction, and effective National Security Agency ability to inter-
cept legally certain types of foreign communications essential to the
security of the United States.

Clearly the ability of strong encryption products will to some ex-
tent impair NSA’s ability to intercept foreign communications.
Some would argue such capability has already been seriously weak-
ened by the wide availability of strong encryption products on the
Internet and from other more permissive countries. One of the wit-
nesses on the first panel here, Secretary Reinsch, I remember going
around with him back in the early 1980’s on this whole issue of for-
eign availability. When you are dealing with national security con-
trol, and that is what we are talking about really here, not foreign
policy controls, full foreign availability of the same quality product
sort of eliminates the logic of export control. And I think Mr. Good-
latte points that out frequently as well. So this is an important
issue established for the record.

Simply because something is available on the Net or is available
from other sources doesn’t automatically mean that the Govern-
ment should reject all efforts to constrain trade in items that might
have an effect on national security. These circumstances would not
alter our responsibility to recognize and support the appropriate le-
gitimate needs of the National Security Agency and the needs of
the United States and national security law enforcement areas.
The question that remains, however, is availability so extensive
and so similar in quality that it renders export controls worthless
in preserving national security and law enforcement interests. If
that is the case, then we probably in all fairness ought to just come
to terms with it, admit it, move on and have our policies reflect
that reality.

U.S. policy has matured in the several years that we have been
considering this issue. The Administration has made substantial
changes in their policy, and I appreciate their efforts to find a bal-
ance between the need for national security and the need to pro-
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mote privacy and security for individuals in business and electronic
commerce. As I understand it, the Administration now opposes
H.R. 850, and the Administration, although not supporting a broad
mandatory key recovery system any longer, believes that H.R. 850
might impede the development of a voluntary key recovery system
and opposes the statutory prohibitions with regard to controls on
domestic use and sales in H.R. 850,

The Administration is concerned that immediate encryption de-
control will deprive the NSA of the opportunity to review
encryption products prior to their export. Another concern is H.R.
850’s decontrolling extends to all destinations, even regions of polit-
ical instability, and the NSA observes that H.R. 850 would preclude
the U.S. Government from an opportunity to conduct a meaningful
review of a proposed export to assure that it is compatible with na-
tional security interests.

Finally, the Administration has pointed out that Wassenaar na-
tions agreed unanimously in December 1998 to control strong
encryption products reflecting an agreement that export control is
appropriate. I hope that there is a way to bridge the differences
that remain regarding the honest concerns raised by each of the
sides of this debate, and I hope we will be able to take what we
learn in implementing the current Administration’s policy and
work to responsibly resolve their remaining issues in a manner sat-
isfactory to everyone. Thank you, Mr. Chairman.

Mr. CoBLE. Thank you, Mr. Berman.

Traditionally we restrict opening statements to the subcommittee
chairman and the subcommittee Ranking Member, but in view of
the extensive work that Mr. Goodlatte and Ms. Lofgren have done
on this bill, and we also have the Ranking Member of the full com-
mittee here, I am going to depart from tradition and recognize Mr.
Goodlatte for an opening statement.

Mr. GoopLATTE. Thank you, Mr. Chairman. First let me thank
you for your support for this legislation and for holding this hear-
ing on what I view as a very, very important issue. Two years ago
I held the committee and the panelists and the audience in rapt
attention for a full 10 minutes while I read my opening statement,
and today I will ask that it just be submitted for the record and
comment on a few things.

Mr. CoBLE. Without objection, that will be done.

Mr. GoODLATTE. I would hope there would be no objection.

First of all, I would like to note the significant progress we have
made in building support for this. When we introduced this legisla-
tion 2 years ago, we had 55 original cosponsors. When we intro-
duced it last Thursday, we had 205 original cosponsors and a very
bipartisan alignment of support. I am especially grateful to my col-
league, Ms. Lofgren, for the outstanding work she has done these
several years with me as we push this legislation forward and in
the work to line up cosponsors. We have 114 Republicans and 91
Democrats. We almost have a contest here between who can
raise——

Ms. LOFGREN. I was sick for a week.

Mr. GooDLATTE. We have the Majority Leader Mr. Armey, the
Minority Leader Mr. Gephardt, Majority Whip Mr. Delay, Minority
Whip Mr. Bonior, the Conference chairmen on both sides of the
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aisle, and a great many other very respected Members of Congress,
and I am hopeful that we will be able to move this legislation to
the floor this year.

It is vitally important because, quite frankly, when legislators at-
tempt to deal with something that involves technology of this na-
ture, we tend to fall behind the curve, and that is exactly what is
happening both in the Congress and in the Administration. While
there have been some steps taken by the Administration, which I
applaud, to move our policy toward a more enlightened direction,
the technology itself and the industrywide standard has moved for-
ward at 2 much more dramatic pace. When we introduced this leg-
islation a few years ago, the industry standard was 56 bits, and the
Administration was holding on to 40 bits. Today in most areas, al-
though they have moved further ahead in some, the Administration
is at 56 bits, but the international industry standard is 128 bits.
That is not just a little more than double 56 bits. That is trillions
of times more powerful than 56 bits because we are talking about
2 to the 128th power.

This is vitally needed because of the security that is needed on
the Internet and in wireless communications, and it is vitally need-
ed to protect and create American jobs because this is something
that can be done anywhere in the world. We are not talking about
something that is very suitable for export controls, such as jets or
bombs or even mainframe computers under certain circumstances,
because those are manufactured in a few places, going to a few
places and our border can be an effective choke point for them. We
are talking about little ones and zeros going through millions of
wires all across the world, going wireless through the air.

There are, I suspect, millions of American citizens who violate
our export control laws every single day because of the fact that
they have loaded encryption onto their computers, and when they
send a message overseas to somebody or share some software with
somebody overseas, they inadvertently violate our export control
laws if that piece of software has more than the Administration
standard for encryption.

While T was in Europe recently, I found that the situation there
is changing dramatically. The French Government, which has been
cited by our Government many times as being a leader in strong
controls on encryption, has taken a complete about-face. They are
going to pass legislation shortly that will not include domestic key
recovery. It will set a domestic standard of 128 bits, and with re-
gard to exports, there is no doubt in my mind that they are moving
in that direction, as they are all across Europe, to challenge an in-
dustry that we dominate today with software products that contain
strong encryption and will continue, as they have been in the past,
to use our export controls as a lever against our industry when
they compete for customers.

In Belgium, the Deputy Chief of Mission there told me a personal
story that had changed his point of view regarding this. He said
that he works with the FBI and with national security on these
issues, and he shares their concern, as I share their concern, re-
%arding the need to be able to handle encryption in some fashion.

ut he said when he purchased a $1500 PC from the United States
and had it shipped to him in Belgium, and then was told by the
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manufacturer that they couldn’t send the software because it vio-
lated American export control laws, and he went down the street
to a shop in Brussels and bought that software from European ven-
dors, he got a little enlightenment about how behind the times we
are in terms of trying to control this.

I have serious doubts whether tens of thousands of different
pieces of software sold to tens of millions of customers potentially
involving—if we were to follow the route of the FBI—tens of bil-
lions, if not trillions of keys will ever be a workable system that
any administrative body can keep up with in this highly competi-
tive environment. And for those reasons, I would urge the commit-
tee to pass this legislation when we have an opportunity to mark
it up. Thank you, Mr. Chairman.

Mr. COBLE. I thank the gentleman.

[The prepared statement of Mr. Goodlatte follows:]

PREPARED STATEMENT OF HON. BOB GOODLATTE, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF VIRGINIA

Mr. Chairman, I would like to thank you for holding today’s important hearing
on legislation 1 have introduced H.R. 850, the Security And Freedom through
Encryption (SAFE) Act of 1999 to encourage the use of strong encryption.

This much-needed, bipartisan legislation, which has 205 original cosponsors, in-
cluding a majority of the Republican and Democratic leadership, a majority of the
members of the Judiciary Committee, and all but two members of this Subcommit-
tee, accomplishes several important goals. First, it aids law enforcement by prevent-
ing piracy and white-collar crime on the Internet. Several studies over the past few
years have demonstrated that the theft of proli)rietary business information costs
American industry hundreds of billions of dollars each year. The use of stron
encryption to protect financial transactions and information would prevent this the:
from occurring. With the speed of transactions and communications on the Internet,
law enforcement cannot stop thieves and criminal hackers by waiting to react until
after the fact.

Only by allowing the use of strong encryption, not only domestically but inter-
nationally as well, can we h(g)e to make the Internet a safe and secure environment.
As the National Research Council’s Committee on National Cryptography Policy
concluded, “If cryptography can protect the trade secrets and Broprietary informa-
tion of businesses and thereby reduce economic espionage (which it can), it also sup-
gorts in a most important manner the job of law enforcement. If cryptography can

elg protect nationally critical information systems and networks against unauthor-
iS?tea tepe’?etrat:ion (which it can), it also supports the national security of the United
S.

Second, if the Global Information Infrastructure is to reach its true potential, citi-
zens and companies alike must have the confidence that their communications and
transactions will be secure. The SAFE Act, by allowing all Americans to use the
léjéghest technology and strongest security available, will provide them with that con-

ence.

Third, with the availability of strong en tion overseas and on the Internet, our
export controls only serve to tie the hands of American business. Due in large part
to these export controls, foreign companies are winning an increasing number of
contracts by telling prospective clients that American encryption products are weak
and inferior, which 1s robbing our economy of jobs and revenue. In fact, one noted
study found that failure to address the current export restrictions by the year 2000
will cost American industry $60 billion and 200,000 jobs. Under the current system,
America is swrrendering our dominance of the global marketplace.

The SAFE Act remedies this situation by allowing the export of generally avail-
able American-made encryption products after a 15-day, one-time technical review.
Additionally, the bill allows custom-designed encryption products to be exported,
after the same review period, if they are commercially available overseas and will
not be used for military or terrorist purposes.

Removing these export barriers will free U.S. industry to remain the leader in
software,, hardware, and Internet development. And by allowing our computer in-
dustry to market the highest technology with the strongest security features avail-
able, America will lead the way into the 21st century Information Age.
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This bipartisan legislation enjoys the support of members and organizations
across the entire spectrum of ideological and political beliefs. The SAFE Act enjoys
this support not only because it is a common-sense approach to solving a serious
problem, but also because ordinary Americans’ privacy and security is being as-
saulted by this Administration.

Amazingly enough, the Administration wants to mandate a back door into peo-
ples’ computer systems in order to access their private communications. In fact, the
Administration has stated that if people do not “voluntarily” create this back door,
it may seek legislation forcing them to give the Government access to their informa-
tion, by mandating a “key recovery” system requiring people to give the keys to de-
code their communications to a Government-approved third party. This is the tech-
nological equivalent of mandating that the Government be given a key to every
home in America.

The Administration is proposing an Industrial Age solution to an Information Age
problem. The SAFE Act, on the other hand, prevents the Administration from plac-
ing roadblocks on the information superhighway by prohibiting the Government
from mandating a back door into the computer systems of private citizens and busi-
nesses. Additionally, the SAFE Act ensures that all Americans have the right to
choose any security system to protect their confidential information.

With the millions of communications, transmissions, and transactions that occur
on the Internet every day, American citizens and businesses must have the con-
fidence that their private information and communications are safe and secure. That
is precisely what the SAFE Act will ensure. I urge each of my colleagues to support
this bipartisan legislation, and I look forward to hearing from the witnesses who
will testify before us today.
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"As more and more businesses conduct e-commerce on the Web,
conversations need to be held about balancing privacy and security, We have
wgcll(en up a conversation on these two issues, which nceded to happen,” Alfs
said.
But even those who have worked closely with Intel in the past agree that the
company has badly damaged itself.

"1 think they would have done better had they laid out a white paper,” said
Jim Bidzes, president of RSA Data Security. Their intent was to facilitate
secure content delivery, but they ended up creating a fear of Big Brother
stamping everyone with the mark of the beast."

g T - by Drew Clark

Eneryption

Relaxing In Europe
European Union officials are examining whether to relax controls on the
export of encryption products within the borders of its member states, an EU
official said.
‘While discussions are in the early stages,
officials are considering some liberalization of
encryption export rules as part of a review of

Quote of the Day

policies on dual-use products, those that have “Their i \

both military and commercial value, according to 1;:?,:,;::2 ';L;’f,‘ :‘.eto

Gerard de Graaf, first secretary to the European content delivery, but

Union's Washington delegation. A proposal they ended up creating

could be made before the summer, he said. a fear of Big Brother
"The EU has always taken a liberal approach stamping everyone

on encryption,” de Graaf told National Journal's with the mark of the

Technology Daily. "We feel in many instances, beast.”

restrictions are not always the best way of

protecting national security.”

The Clinton Administration is concerned that
increasing the availability of encryption . P
technology, which scrambles data or communications for privacy, will lead to
its broader use, hampering law enforcement and intelligence gathering.

A significant liberalization in EU encryption rules could undermine U.S.
efforts to create an international regime in the more restrictive U.S. mold. It
would bolster industry's argument that the United States cannot control the
spread of robust encryption, and that controls on the export of U.S. products
will only lead to a loss in market share for American companies.

"To the extent that they lessen restrictions on exports and adopt standards
that were seeking to adopt here in the U.S. that would be helpful,” said Rep.
Rick Boucher D-VA, co-chairman of the Congressional Internet Caucus. He

.introduced H.R. 850 last week with Rep. Bob Goodlatte R-VA, legislation to
ease U.S. controls on encryption exports.

The European Union has resisted U.S. efforts to gain intemational support
for key-recovery, de Graaf said. He noted that an announcement earlier this
year by France that it plans to ease controls on encryption within that country
brings the French more in line with the rest of Europe.

One notable exception is Great Britain, which has floated a proposal for
establishment of a voluntary third-party key escrow system. The proposal calls
for licensing key-escrow agents who would hold a "key" needed to unscramble
encrypted data or communications.

@' nciex] - by Juliuna Gruenwald
18X

Trade
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On The Right Track?

Microsoft Chairman Bill Gates' call for the renewal of presidential fast
track negotiating authority is unlikely to provide the necessary spark to jump
start debate over legislation that has been killed twice in the last two years.

Gates issued a vocal appeal for Congress to pass legislation to renew fast
track authority for trade pact negotiation during a speech in before the
Washington [State] Council on International Trade in Seattle Friday. Gates
said e-commerce would not reach its full potential unless "there are new trade
agreements that eliminate the prospect of tariffs on electronic transfers and
guarantee free market access for e-commerce providers."

"The significance of these issues makes it important that the president have
fast track negotiating authority,” said Gates, co-chairman of the host committee
for the World Trade Organization's ministerial meeting in Seattle, which starts
{;LO\_I. 30. Gates is hoping fast track will be reinstated before the WTO meeting

gins.

Fast track, which expired in 1994, allows the president to submit trade deals
to Congress for an up-or-down vote within 90 days. Lawmakers are not
allowed to offer amendments. Without fast track, other countries are reluctant
to negotiate new trade agreements because of concerns that Congress could
alter the pacts, supporters say. But efforts to reinstate fast track in the last two
years have been defeated, first by an organized labor drive in 1997, and then by
Democrats, including the administration, who saw a Republican revival of the
bill last year as an attempt to divide Democrats prior to the congressional
clections.

But despite Gates' push for renewal of fast track, many supporters are still
skeptical about its chances in the 106th Congress.

"1 just thiok too many other factors are going against it," said B, Timothy
Bennett, senior vice president for international issues at the American
Electronics Association. In particular, he noted that even though President
Clinton called for renewal of fast track in his State of the Union speech, the
administration has not given any indication that it is high on its agenda.

Senate Finance Committee Chairman William V. Roth Jr. R-DE is
expected to introduce an omnibus trade bill in a few weeks that will include a
provision renewing fast track authority, a spokeswoman said.

@ : ndur - bv Juliana Gruenwald

Education

The Three R's And The Three W's

Most of America's public schools now have Internet access, and more than
half of classrooms are hooked up to the World Wide Web, according to a study
by the National Center for Education Statistics.

The study, "Internet Access in Public Schools and Classrooms between
1994 and 1998," shows that 89 percent of all schools have Internet access, up
from 78 percent in 1997. Approximately 51 percent of classrooms, computer
labs, school libraries, media centers and other facilities have Internet access, up
from 27 percent in 1997 and just 3 percent in 1994.

The study also showed schools in low-income areas are bridging the gap
with wealthy school districts in gaining Internet access. In 1997, only 63
percent of schools in the Iower income districts were connected to the Web,
compared with 88 percent of wealthy schools. That gap is "no longer
significant" in 1998, says the repozt.

Still, teachers lag in training on how to use the computers to teach, with
only 20 percent of teachers surveyed feeling they are "well prepared” to use the
technology.

“That is why Congress should support my $800 million educational
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Mr. CoBLE. Let me recognize the gentlelady from California.
John, if you have an opening statement, I will come to you after.

Ms. Lofgren.

Ms. LorGrEN. Thank you, Mr. Chairman. I also have a written
statement that I would like to submit for the record and spare the
crowd its reading.

Mr. CoBLE. Without objection it will be done.

Ms. LoFGREN. I would just like to add my voice of thanks to Mr.
Goodlatte for the work that he has done, and for the leadership
role that he has played in bringing this bill forward. It has been
a great partnership. I think we have terrific support here on both
sides of the aisle for this important measure, and I am hopeful that
by working together we can finally put this over the goal line this
year.

I recognize that all Administrations, including the current one,
have concerns about the use of encryption, and I am not hostile to
the concerns that have been expressed over the years. Certainly
law enforcement has a legitimate interest, when properly author-
ized to obtain information, to be able to do that. The plain fact is,
however, that technology has moved past where we can control the
use of encryption.

Last night I went on the Internet to see what you could
download that is strong encryption. It is wonderful to see how tech-
nology develops and how widely it is distributed. To say that we
can control the export of encryption when any one of us can go
across the hall and download what we are prohibiting, I think, is
preposterous.

So what we need to do is to organize ourselves with the help of
the private sector so we provide as much information as possible
to our much valued law enforcement agencies. Certainly we have
able representatives here today. We know the NSA has been the
prior employer of practically every cryptographer I have ever met,
So they are certainly a capable agency. They probably don’t need
the help of private industry. But I think additional efforts to assist
the FBI and State and local law enforcement agencies is something
we need to monitor and industry needs to be a part of that. I am
from Silicon Valley and know that industry is more than willing to
act as an advisor and to assist in this regard.

I understand this is just the first hearing of many, but we are
going to move very quickly this year, and I think that is important.
1 believe that we will have a terrific vote on the House floor soon.
I have already been in touch with our colleagues on the Senate
side—at least on the Democratic side of the aisle. They are eager
to move this forward. So I am hopeful we can get this resolved once
and for all for the benefit of our economy, and of our security.

Much has been said recently about our vulnerability to attack by
terrorists and by rogue individuals, by those who would harm our
Nation. One of the best ways to protect our system of information,
our computer system is basic infrastructure is through strong
encryption. So I am hopeful we can get past this together, for the
benefit of both law enforcement and our economy. Having said
that, I am eager to hear today’s witnesses. It seems like I can
never get away from Bill Reinsch, who often visits us in the valley.
I credit him for being out and listening to industry and trying to
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work with them in a productive way. Thank you and thank you,
Mr. Chairman, for recognizing me.

Mr. CoBLE. I thank the gentlelady.

[The prepared statement of Ms. Lofgren follows:]

PREPARED STATEMENT OF HON. ZOE LOFGREN, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF CALIFORNIA

I would like to thank the Chairman for holding this promst hearing on H.R. 850,
the Security and Freedom Through Encryption (SAFE) Act. Our national encryption
policy is an extremely urgent matter and Congress must act promptly to avoid fur-
ther damage to our national, economic, and personal security.

I have heard the Administration’s call for a “balanced” encryption policy and I ap-

reciate the steps they have taken thus far. I also understand their concerns regard-
mg the potential impact that wider use of strong encryption could have on the abil-
ity of law enforcement and national security agencies to collect information impor-
tant to their missions.

As a Member of the Judiciary Committee, which has oversight jurisdiction over
Federal law enforcement agencies, I am certainly sympathetic to the difficulties that
investiﬁative and security agencies face in combating crime, terrorism, and espio-
nage. However, I am convinced that current Administration encryption policy will
not go very far in addressing these concerns. Indeed, I believe it will continue to
do much to damage an industry that is of critical importance to the strategic and
economic interests of the United States.

It is important to note that this is not the first Administration to advance con-
troversial and onerous controls on digital software and hardware products. Unfortu-
nately, the Executive Branch has an extensive history of almost unrestrained efforts
to monitor electronic communications and data. Perhaps the most infamous examgle
of this has been the notorious “Clipper Chip” proposal, authored by the Bush Ad-
ministration.

The problem with the Administration’s position is that the “balance” they seek to
achieve—guaranteed access to the plaintext of any communication or data file—is
simply impossible to achieve. The world’s foremost experts in the field of cryptog-
raphy and computer security, and we’re privileged to have a few of those experts
here with us today, have examined at this problem and have determined unani-
mously that such a system is beyond the ex%erience and current competency of the
field. Nor do they anticipate that such a scheme could be developed in the future
either. The Administration is asking for industry to pull a rabbit out of a hat, but
there’s only a hat—no rabbit.

Furthermore, even if such a system could be developed, no sophisticated criminal
or terrorist would ever use such a product; it’s foolish to think otherwise. Therefore,
for any mandatory access scheme to have any chance of achieving its intended goals,
non-conforming encryption software must be unavailable to any criminal or terror-
ist, as well as every honest businessman or government.

Strong encryption products and knowledge about the science cryptography do not
exist exclusively within the borders of the United States. It is very widely available
on the Internet. We have recently seen numerous regorts of such programs being
developed by teenagers in Europe. Therefore, if the U.S. continues to pursue its cur-
rent course, our law enforcement and national security interests will gain virtually
nothing, and our nation will lose a lot. Our domestic workforce, American industry,
and the U.S. Treas will suffer unnecessary and irreparable damage (some esti-
mates have projected losses of 200,000 jobs and $96 billion over the next five years).
Furthermore, our countxg' will also lose our current lead (I have been told we have
already lost about a third of the market) and along with it the concomitant expertise
in the field of cryptography. If the best cryptogre;i)shers are overseas, we as a nation
will not only be less productive, but we will also be more vulnerable to strong
encryption from a law enforcement and national security perspective.

I am also very disturbed that our current encryption policy has the perverse effect
of making all Americans’ diiiltal information and communications more susceptible
to hackers, terrorists, and thieves. In the name of promoting greater investigative
ability for law enforcement, all Americans are more exposed than ever to illicit or
surreptitious access to our computer files, phone conversations, and personal infor-
mation. The former Speaker was just one victim of these unfortunate circomstances.

I recognize that the days of cracking strong codes are nearly gone. Unbreakable
codes (256-bit key algorithms can generate more possible solutions than there are
particles in the known universe) are already widely known. Private security experts
and sophisticated hackers realize this and have begun to develop ways to attack
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data at vulnerable points before and after it is en ted (i.e., on the sender’s hard
drive or at some “good-guy” recipient such as a bank). I suspect that law enforce-
ment and national security experts within the Government are acquiring similar ca-
&abilities. In fact, I have heard of Igrivat;e discussions between regresentatives of the

SA and industry in which the NSA urged companies to add backdoors or weak-
nesses to their products in order to receive preferential export treatment.

Our concerns about the privacy and civil libertarian consequences of current
American encryption policy is not confined by the borders of the United States. I
am also very concerned that our efforts to enlist broad international support for re-
straining strong encryption may inadvertently awaken Third World despots to a po-
tential threat to their ability to stifle freedom of speech and prevent tgle free flow
of information. Rather than conforming to U.S. proposals for mandatory key recov-
ery or escrow, totalitarian regimes will have every incentive to implement outright
bans on any encryption. Thus a tool that has the potential to foster freedom of ex-
pression and freer dissemination of knowledge is being taken away from oppressed
people around the world as the result of America’s ill-fated efforts to have freer ac-
cess to domestic communications.

I am sanguine about our prospects to achieve legislative success with the SAFE
bill this Congress. When we introduced the bill last week, Congressman Goodlatte
and I were joined by more than 200 of our Colleagues, including the Leadership of
the Democratic Caucus—including Conftessman Gephardt, Conﬂessman Bonior,
Congressman Frost, Congresswoman DeLauro, and Congressman Lewis. The Rank-
ing Democratic Member on the Judiciary Committee, Congressman Conyers, as well
as the Ranking Democratic Member on the other Committee with }mmary Jjurisdic-
tion on this bill, Congressman Gejdenson from International Relations, are also
original cosponsors of H.R. 850.

It is important that we succeed now, sooner rather than later. If we are not suc-
cessful this year, our nation could suffer egregious harm. Of course, if the Congress
and the Administration fail this challenge, we are not with out hope. We still have
that third and co-equal third branch of Government, the Judiciary. Ongoing litiga-
tion against the Government by university professors may yet result in a finding
by the courts that the Administration’s restrictions on en tion are unconstitu-
tional restraints on their First Amendment rights. These scholars maintain that
software code is a form of speech and therefore is protected by the Constitution. One
District Court judge has upheld this claim and found the Administration’s export
controls unconstitutional restraints of speech. The Ninth Circuit has heard argu-
ments on the Government’s appeal, and it appears likely that they will uphold the
lower court’s ruling.

Finally, ] want to emphasize, as a Democrat with generally good relations with
the White House, that I have been open to negotiations with the Administration on
many of the issues that they have discussed. I have tried to work with Federal law
enforcement and national security agencies to address their concerns. However, any
broad discussions of these issues have failed to include serious discourse regarding
the relaxation of export restrictions as part of the broader t-i)rocess, which is essen-
tial to addressing the important concerns I have expressed above. Even Ira Mag-
aziner, author of the Administration’s policy on e-commerce, stated late last year,
“T don’t airee with the p(:vlviﬁly we have.” I remain open to such a dialogue, and hope
that the Administration will acknowledge the shortcomings of their current policy
l;ﬁftz'gl more serious damage is done to our computer industry and the security of

ericans,

Mr. CoBLE. Mr. Conyers, do you have an opening statement that
you wanted to make?

Mr. ConNYERS. Chairman Coble, I would like to extend congratu-
lations to both leaders of this measure. I think it is important. I
supported it before. As electronic commerce explodes, our ability to
compete in the international market will depend on the ability of
our businesses and consumers to protect electronic data through
encryption. Controls on the export of encryption products hinder
our ability to compete, and of course there are law enforcement
concerns, but I think that they will be considered adequately. I
want to congratulate you for moving this forward early in the ses-
sion, and I look forward to a favorable conclusion.

Mr. CoBLE. I thank the gentleman from Michigan.

[The prepared statement of Mr. Conyers follows:]
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PREPARED STATEMENT OF HON. JOBN CONYERS, JR., A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF MICHIGAN

Thank you, Mr. Chairman. I am proud to be a co-sponsor of H.R. 850, the “Secu-
rity and Freedom through Encryption Act.” In this electronic age, America’s ability
to compete in the international market depends upon the ability of American busi-
nesses and consumers to protect electronic data through encryption. Controls on the
export of encryption products hinder that ability to compete.

ough a series of changes to the current laws on encryption, H.R. 850 ensures
that America will be able to compete globally in the technology era. First, the bill
states that it is legal for persons within the United States and for U.S. persons in
foreign lands to use encryption. An important corollary to this is the prohibition on
the Federal and State Governments from requiring “key escrows” so that third-par-
ties, namely the Government, can access encrypted information.

While I fully believe in the authority of the Government to safeguard vital infor-
mation, I am pleased that this bill precludes such key escrows. The interests of the
Government are fully protected by the provisions in the bill that criminalize the use
of encryption products for the furtherance of crimes.

This bill is definitely a step in the right direction. It looks out for American busi-
nesses, consumers, and for our national security. I look forward to working with the
Members of this Committee on this important issue.

Mr. COBLE. Since we have liberally departed from the norm, Bill,
if you or Ed have anything you would like to add, I would be happy
to recognize either of you. Mr. Pease, you or Mr. Delahunt want to
be heard?

Mr. PEASE. Mr. Chairman, if I have learned anything in the last
2 years, it is to be brief and to listen to the way you say things,
and I guess what I would say is, in language you would under-
stand, I don’t have a dog in this hunt, but I am glad to be allowed
to run with the big dogs.

Mr. CoBLE. Thank you, sir.

Mr. DELAHUNT. I think I will associate myself with the remarks
of the gentleman from Indiana, Mr. Pease. Let me just say—let me
just acknowledge your role and the bipartisan leadership of Mr.
Goodlatte and Ms. Lofgren in this matter that I think is of critical
importance.

Mr. CoBLE. Thank you.

Tlilank you all. Good to have the other gentlelady from California
with us.

Our first witness today is the Honorable William Reinsch, who
currently serves as the Under Secretary for Export Administration
of the U.S. Department of Commerce. As head of the Bureau of Ex-
port Administration, or BXA, Mr. Reinsch is charged with admin-
istering and enforcing the export confrol policies of the United
States Government as well as its antiboycott laws. In addition to
the Bureau, he is part of an interagency team helping Russia and
other newly emerging nations develop effective export control sys-
tems and convert their defense industries to civilian production.

Through its Office of Strategic Industries and Economic Security,
BXA is also responsible for monitoring and protecting the health of
the United States industries critical to our national security and
defense industrial base and assisting in domestic defense conver-
gion efforts. Furthermore, in addition to his legislative role, Mr.
Reinsch has served as an adjunct associate professor at the Univer-
sity of Maryland, University College Graduate School of Manage-
ment and Technology, since 1990, teaching a course in inter-
national trade and trade policy.
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Mr. Reinsch was awarded his B.A. degree in international rela-
tions from the Johns Hopkins University and an M.A. degree from
Johns Hopkins School of Advanced International Studies.

Our next witness is Mr. Ronald Lee, Associate Deputy Attorney
General for the United States Department of Justice. Mr. Lee is
the Acting Director of the Executive Office of National Security at
the Department and served as the program manager for the devel-
opment of the Administration’s 5-year counterterrorism and tech-
nology crime plan. Mr. Lee has served as general counsel at the
National Security Agency and also served as chief of staff to the
Director of Central Intelligence. He served as a law clerk to Justice
elIohn Paul Stevens and to Judge Abner Mikva, our former col-
eague.

Mr. Lee attended the Yale Law School, receiving his J.D. in
1985. Mr. Lee, we invited the Department of Justice to send a wit-
ness early on, and we were told initially that they would not be
able to, but yesterday I think you were identified as the witness.
It is good to have you with us this morning.

Mr. LEE. Thank you, Mr. Chairman. I am delighted to be here.

Mr. COBLE. The FBI has submitted a letter to us this morning,
and I would ask that this letter be made a part of the record. With-
out objection.

[The information referred to follows:]

U.S. DEPARTMENT OF JUSTICE,
FEDERAL BUREAU OF INVESTIGATION,
Washington, DC, March 3, 1999,

Hon. HowarD COBLE, Chairman,

Subcommittee on Courts and Intellectual Property,
Committee on the Judiciary,

House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: Enclosed please find copies of resolutions and letters from
various law enforcement associations and groups which set forth their positions con-
cerning encryption. Even though these letters were prepared during the last Con-
gress, the positions set forth in them remain unchanged. You and the Members of
the Subcommittee may find this information helEful as you begin consideration of
H.R. 850, the “Security and Freedom Through Enecryption (SAFE) Act”, a bill to
relax existing ex%ort controls on encryption.

Encryption is becoming a fact of everyday life in today’s information age and a
natural consequence of technology. Encryption is extremely beneficial when used le-
gitimately to protect sensitive electronically stored information and the privacy of
communications. But the use of strong, unbreakable encryption by hostile govern-
ments and by criminals and terrorists for illegal purposes poses a significant and
unacceptable threat to our national security capabilities.

As you know, exgort controls on encryption Sroducts exist primarily to protect na-
tional security and foreign policy interests. On occasion, U.S. law enforcement is
provided with valuable criminal-related information obtained through our Nation’s
intelligence gathering efforts. Law enforcement believes that such intelligence gath-
eringdcapabilities derived, in part, from export controls on encryption should be pre-
served.

The law enforcement community continues to support the adoption of a balanced
encryption policy. Such a balanced policy must satisfy the needs of commerce and
communications privacy, the national security needs of the Intelligence Community
as well as the public safety needs of law enforcement. We look forward to workin
with the Subcommittee and the Congress in an effort to develop a balance
encryption policy that effectively addresses all parties’ concerns regarding this most
important privacy, commerce, national security and public safety issue.

Sincerely yours,
JOHN E. COLLINGWOOD, Assistant Director,
Office of Publiec and Congressional Affairs.

Enclosures
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Honorable Howard L. Berman
g Minority Member
Subcommittee on Courts and
Intellectual Property

Committee on the Judiciary
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L006.a95

WHEREAS, the introduction of digihﬂy—bued telecommunicetions techmlogies, as well 25 ﬁ:c
Wuxofmpummdoompwmmﬁngmayphonwabﬂxmmﬁﬂmyh
and production of affordabl udmbustennrypuonymdncuiorpdmsedoxux;md

WFJEAS,mmmmmummslybmﬁmﬂMmdhpﬁmm&wmm_
commercisily sensitive information and commmunications, On the other hand, the potential use of such
encryption products by a vast aray of criminals and terrorists to conceal their criminal communications
and information from law enforcement poses an extremely serious threat 1o public safety; and

WHEREAS, the law eaf t commurity is Jy concemed about the serlots threat posed by the
mofmbmmypﬁmmdﬁsﬁnt&mﬂmﬁrkwmfommmmmmb'dm .
pursusnt to lawful authorization (court-muthorizod wiretaps or conrt-sulhorized scarch and scizure); and

WHEREAS, law enforcement fully. sopports & balanced encryption policy that satisfies both the
mmuﬂmedsofhﬂmyfwmbmwpmnvﬁukuhmcmm&mghwufomm%

public safety nesds; and

WHEREAS, law eaforcement has found that robust key-¢scrow cactyption is clearly the best way, sod
pechaps the only way, 16 achicve both the goals of industry and law enforcement; end

WHEREAS, government representatives have been working with industry to encourage the voluntuy
development, sale, and use of key-cscrow encryption in its pursuit of a balanced encryption policy; now,
therefore, be it

RESOLVED, that the Tnternationa! Asvociation of Chiefs of Police, duly asscmbled at its 103rd annual
confirence in Phoenix, Arizona, supports and encourages the development and adoption of a key-escrow
cncryption policy, which we believe ropeesents 2 paticy that appropriately addresscs bothﬂae commercial
needs of industry while at the sume umsms:ymghweufomml‘spubhcs&f&needsmdmum
oppose any efforts, legislatively or otherwise, Lhat wonid undereut the adoption of such a balanced

encryption policy.
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NATIONAL SHERIFF S’ ASSOCIATION

Resolution
DIGITAL TELECOMMUNICATIONS ENCRYPTION

WHEREAS, theintroduction ofdigrtallyobased telecommunications technologies as well as thc
. widespread use of computers end computer networks having encryption
capabilities are facTlitating the 6cvclopment and production ofaﬁ'ordab!e and
robust encryption products for private sectoruse; and -

‘WHEREAS, on one hand, encryption is extremely beneficial when used legitimately to protect
. commercially sensitive information and communications. Onthe other hand, the
potential use of such encryption products by a vast amay of criminals and
terrorists to conoeat their criminal communications and information from law
enforcement poses'an extremely serious threat to public safety; and

WHEREAS,  the law enforcement community is extremely concerned about the serious threat
posed by the use of robust enceyption products that do not allow for court
authorized law enforcement access and its timely decryption, pursuant to lawfil
authorization; and

WHEREAS, Taw enforcement fully supports a balanced encryption policy that satisSies both the
commercial needs of industry for robust encryption while at the same time
satisfying law enforcement’s public safety needs; and

WHEREAS, law enforcement has found that robust key-cscrow encryption is clearly the best
way, and perhaps the only way, to achieve both the goals of industry and law
enforcement; and
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" Digital Telecommunications Encryption
Page2

WHEREAS, govemment representatives have been working with indusu?vtq efxoom-age:the
voluntary development, sale and use of key-cscrow enctyption in its pursuit of s
balanced encryption policy; and - ’

THEREFORE, BE IT RESOLVED that the National Sheriffy’ Association supports and
encourages the development and adoption of 8 key-escrow eactyption policy
which we believe represeats a policy that appropristely addresses both the
commercial nesds of industry while at the same time satisfying Iaw enforcement’s
public safety needs and that we oppose any efforts, legislatively or ctherwise, that
would undescut the adoption of such & balanced encryption policy.

Adopted at 2 meating of the
Membership on this 19th day of
June, 1996 in Portland, Oregon
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.

- RESOLUTION
ENCRYPTION

\\;liIEREﬁS, dwrinuoduaion c:if digjully-!néed l;l:‘camunimﬁom techmmgr;giu as \;culas the
widespread use of computers and computer networks fuving encryption capabilities are facilitating
the de\'clopm;nl and production of strang, affordable encryption products and serviees for private
seclor uSe; an .

* WHEREAS, on on¢ hand the usc of strong encryplion products.and services are exmemely
beneficial . when used legitimately to peotsct commercially sensiive information and
communications. On the other hand, the'potential use of strong ion prodocts and services
it do not allow: for timely Iaw enforcement decryption by & vast aray of criminals and tenorist fo°
concen] thelr eriminal communications and infortnation ffom law enforcement poses an exemely

- serioys threat 10 public safetys arsd .

WIERFAS, e law epforcement cmﬁ;nmiry is exuemely contemed sbout the serious threat
posd by the use of these strong encryption products and services that do not allow for
authorization {court-authorized wiretaps or courl-authorized search and seizure); and

. WHEREAS, law enforcement fullf’ supports 4 balanced:ederypiion policy that satisfies both the
commercial needs of industry’ for swonp encryption while at the same tie satisfying law
enforcement’s public safety needs for the timely decrypiion of enenypred criminal communications
and information: and

WHERFEAS, law enforcement lias foiind that stong. key Jecovery encryplion products and
seivices are clearly the best way, and pethaps the only way, to achieve both the goals of industry

and law enforcement; and

WIEREAS, Fovcmmcm representatives have been working with industy 1o encoursge the
voluntary developmeny, sale, and use of key recovery encryption products and scivices tn its pursuit
of'abalanced encryption policy:

BE IT RESOLVED, THAT the Nationa District Attomeys Association supports and encourages
the development and adoption of a balanced encryption policy. that encourages the development,
sale, and use of key recavery eneryplion products and senvices, both doinestically and abroad. We
halieve that this approach represents 3 policy that appropriately addresses both the commercial
ureds of industry while at the sime time satisfving law enforcement’s public safery neede.

s

Adapted by the Doard of Dircciots, Keembs: 16, 1996, Naples. Floridz.
YGURFAL .
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Consdiution & Delswire Avenues, NE
Washington, DC 20510
Dear Mr. Chairman:

‘The Mujor Cities Chiafs is-a profeasions! asseciation of polics sxscutivas

iy

'i..._.,..."'""' reprasenting the Jargest furdsdictions i the United Statzs. The association
Pl provides 2 forum for wrban police chisfy, sheri®s and other lxw enforcament chief
ey mﬂﬁmwwmmnpmmwwlﬁpmm%
'm....m‘ populations exceeding 500,000 pecpls.

Now Yk

Cupuahmnidw!anumq of Jegisiative propossis concernia
ncquon. Some of these proposals would, in effact, mhlthpudb{ebrhw
eaforcement agencies across the country, both on the federsl, state szd local level,
to lawiully gain access to crimizal telephone convarsations or elsctronically stored
svidence, Since the impace of thase proposals would seriously jeopardize public
safety, our wssacisdon urges you to support a balsunced approach tint strozgly
supporty commercisl and pﬂnuhmmmwmukwubmﬂ
sbility to [nvestipate and prosects serions crime.

‘VWhile we recoguize that excrypuion is &ritical to commuulcations sscurity
asd privacy sad that commercial intarsets are &t stake, wa all agres that withour
adequate legialation, law eaforcament scroes the country will be sevaraly Haited
I i ability 2o combar seriows crime. Ths widespread ase of soosksy recovery
encryption nithmutely will elfrzinate our abillly © obtuix valuable syidenss of
eriminal activily, The legitimate and lawful latsrception of commuaications,
pursane 0 8 sourt order, for the most serioas etimingl acts will be meaningless
becanse of our Inability to decipher the evidence.

| Hsgrr';igsgm

Eacryption {s certalnly of great I to the il fn
neross this country. mepcbﬁcnhqwnumm]muedﬂulndm .
must got loose sight of this. The need to preserve an izvalusbie ixvastigative tool
is of the utmost fmporsance in law enforcaments abiity to protact the public
aguingt serfous crime.

Sinceraly yours,
/7

Lropiiay

(/O Chicago Police Department, 1121 S, State Strast, Sulte~401 Chicago, lilinois 60605
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Office of the Atfornep General
Washington, B, €. 20530

July 18, 1897

Dear Nember of Congrass:

Congress, is considering a variety of legislative proposals
concerning encrypticn. Some of these proposals would, in effect,
make it impossible for the Federal ‘Bursau-of Investigation (FBI),
Drug Enforcement Administration (DEA}, Secret Service, Customs .
Service, Bureau of Alcohol, Tobacco and Firearms, and other
federal, state, and local law enforcement agencles to lawfully
gain access to criminal telephone conversations or electronically
stored evidence possessed by terrorists, child pornographers,
drug kingpins, spies and other coriminals. Since.the impact of
these proposals would seriously jeopardize public safety and
national security, we collectively urge you to support a
different, balanced approach that strongly supports commercial
and privacy interests but maintains our ability to investigate
and prosecute serious criwmes. .

We fully recognize that encryption is critical to
communications security and privacy, and that substantial
commercial interests are at stake. Perhaps in recognition of
these facts, all the hbills being considered allow market foroces
to shape the development of encryption products. We, too, place
substantial reliance on market forces to promote electronic
security and privacy, but bslieve that we cannot rely solely on
market forces to protect the public safety and national security.
Obviously, the government cannot abdicate its solemn
responsibility to protect public safety and natiocnal security.

Currently, of course, encryption is not widely used, and
most data is stored, and transmitted, in the clear. As we love
from a plaintext world to an encrypted one, we have a critical
choice to make: we can either (1} choose robust, unbreakable
encryption that protects commerce and privacy but gives criminals
a powverful new weapon, or (2) chooss robust, unbreakable
encryption that protects commerce and privacy and gives law
enforcexent the ability to protect public safety. The choice
should be obvious and it would be 2 mistake of historic
proportions to do nothing about the dangers to public safaty
posed by encryption without adeguate safeguards.for law
enforcement.

Let there be no doubt: without encryption safeguards,> all
2mericans will be endangered. No one divputes this fact; not
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industry, not encryption users, no one. We need to take
definitive actions to protect the safety of the public and
security of the nation. That is why law enforcement at all
levels of government =~ including the Justice Department,
Treasury Department, the National Association of Attorneys
General, International aAssociation of Chiefs of Police, the
Major city chiefs, the National Sheriffs' Association, and the
National District Attorneys- Association =-- are so concerned about

this issue.

We all agree that without adequate legislation, law
enforcement in the United States will be severely limited in its
abllity to combat the worst criminals and terrorists. Further,
law enforcement agrees that the widespread use of robust non-key
recovery encryption ultimately will devastate our ablility to
fright orime and prevent terrorism. :

simply stated, technology is rapidly developing to the point
vhere powerful encryption will become commeonplace both for .
routine telephone communications and for stored computer data.
without legislation that accommodates public safety and national
security concerns, society's moct dangerous criminals will be
able to communicate safely.and electronically store data without
fear of discovery. Court orders to conduct electronic
surveillance and court-authorized search warrants will be
ineffectual, and the Fourth Amendnent’s carefully-struck balance
between ensuring privacy and protecting public safety will be
foraever altered by technology. Technology should net dictate .
public policy, and it should promote, rather than defeat, public
safety.

We are not suggesting the balance of the Pourth Amendment be
tipped toward law enforcement either: Tc the contrary, we only
segk the status quo, not the lessening of any legel standard or
the expansion of any law enforcement authority. The Fourth
Amendment protects the privacy and liberties of our citizens but
permits law enforcement to use tightly controlled investigative
techniques to obtain evidence of crimes. The result has been the
freest country in the world with the strongest economy. .

law enforcement has already confronted encryption in high-
profile espionage, terrorist, and criminal cases. Por example:

* 'An international terrorist was plotting to blow up
11 U.S.~owned commercial airliners in the Far
East. His laptop computer, which was seizad in
Manila, contained encrypted files concerning this
terrorist plot.

* A subject in a child pornography case used
encryption in transmitting obscene and
pornographic images of children over the Internet.
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* A major international drug trafficking subject
recently used a telephone encryption device to
frustrate court-approved electronic surveillance.

And this is just the tip of the iceberg. Convicted spy Aldrich
Ames, for example, was told by the Russian Intelligsnoe Service .
to encrypt computer file information that was to be passed to
them. . .

Further, today's international drug tratficking
organizations are the most powerful, ruthless and affiuent
criminal enterxprises we liave ever faced. We know from numerous
past investigations that they have utilized their virtually
unlinited wealth to purchase catsd electronic equipment
to facilitate their illegal activities. .This has included state
of the art communication and.encryption devices. They have used
this equipment as-part of their command and control process for
their international criminal operaticns. We believe you share
our concern that criminals will increasingly take advantage of
developing technology to further insulate their violent and
destructive activities.

Requests for cryptographic support pertaining to electronic
surveillance interceptions from FBI Field Offices and other law
enforcement agencies have steadily risen ovar the past several
years. There has been an increase in-the number of instances
where the FBI's and DEA's court-authorizea electronic efforts
were frustrated by the use of encryption that did not allow for
law enforcement access. .

There have also been numercus other cases where law
enforcement, through the use of electronic surveillance, has not
only solved and successfully prosecuted serious crimes but has
also been able to prevent life-threatening criminal acts. For
exanple, terrorists in New York were plotting to konb the United
Nations building, the Lincoln and Holland Tunnels, and 26 Federal
Plaza as well as conduct assassinations of political figures.
Court-authorized electronic surveillance enabled the FBI to
disrupt the plot as explosives were being mixed. Ultimately, the
evidence obtained was used to convict the conspiratorz. 1In
another example, electronic surveillance was used to stop and
then convict two men who intended to kidnap, molest, and kill a
child. In all of these cases, the use of encryption might have
seriously jeopardized public safety and resulted in the loss of
life.

To preserve law enforcement's abilities, and to preserve the
balance so carefully established by the Constitution, we believe
any encryption legislation must accomplish three goals in
addition to promoting the widespread use of strong encryption.

It must establish: .

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 27 2002



28

* A viable key management infrastructure that
promotes electronic commsrce and enjoys the
confidence of encryption users.

* A key xanageaent infrastructure that supports a
key recovery scheme that will allow encryption
users access to their own data should the need
arise, and that will permit law enforcement to
obtain lawful access to the plain text of
encrypted communications and data.

* An enforcement mechanism that criminalizes both
impropar use of encryption key recovery
information and the use of encryption for criminal
purposes. . :

Only one bill, 8.909 (the MoCain/Kerrey/Hollings bill),
comes close to meeting these core public safety, law enforcement,
and national security needs. The other bills being considered by
Congress, as currently written, rigk great harm to our ability to
enforce the laws and protect our citizens, We leok forward to
working to improve the McCain/Xerrey/Hollings bill.

In sum, vhile encryption is certainly a commercial interest
of great importance to this Nation, it is not solely a commercial
or business issue. Those of us charged with the protection of
public safety and national security, believe that the misuse of
encryption technology will become a matter of life and death in
nany instances. That is why we urge you to adopt 2 balanced
approach that accomplishes the goals mentioned above. Only this
approach will allow police departments, attorneys general, :
district attorneys, sheriffs, and federal authorities to continue
to use their most effective investigative techmiques, with court
approval, to fight crime and espionage and prevent terrorism.

sinc;ﬁely yours,

~'Janet Reno
/ Attorney General
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July 21, 1997
Dear Momber of Congress:

Euclosed is a letier sent to you by the Attomney Generzl, the Director of National Drug
Control Policy and all the federal law eaforcement heads concerning eacryption
{egislation being considered by congress. Collectively we, the undemsigned, represent
over 17,000 police depariments including every major city police department, over 3,000
sheriffs departments, nearly every district attomey in the United States and all of the state
Attorneys General, We fully endorse the position taken by our federal countesparts in the
enclosed letter. As we have stated many times, Congress must adopt 2 balanced approach
to encryption that fully addresses public safety concems or the ability of state and local
law enforcement to fight crime and drugs will be severely damaged.

Any encryption legislation that does niot easure that law enforcement can gain timely
access to the plaintext of encrypted conversations and information by established legal
procedures will cause grave harm to public safety. The risk cannot be left to the
uncertainty of market forces or commercisl interests as the cument legislative proposals
would require. Without adequate sefeguards, the unbridled use of powerfisl encryption
soon will deprive law enforcement of two of its most effective tools, counrt authorized
electronic surveillance and the search and seizure of information stored in computers.
This will substantially tip the balance in the fight against ctime towards society’s most
dangerous criminals es the information age dzvelops.
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Member of Congress
page2
July 21, 1997

'We are in unanimous agreement that corigress must adopt encryption legislation that
requires the development, mannfacture, distribution and sele of only key recovery
products and we are opposed to the bills that do not do so. Only the key recovery
approach wili ensure that law enforcement can continue to gain timely access to the
plaintext of encrypted conversations and other evidence of crimes when suthorized by a
court to do s0. " If we lose this ebility—and the bills you are considering will have this
result—it will be a substantial sctback for law enforcement at the direct expense of public

safety.

Sincerely yours,

Darrell L. Sanders Fred %

President President

International Association of National Sheriffs’ Association
Chiefs of Police

James % Doyle E W/ﬂlmnl. Mﬁhy % %

President President :

National Association of ) National District Attorneys
Attorneys General ; Association
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@ffice of the Attarnep General
Washington, B, 4. 20530

July 18, 1997

Dear Nember of Congress:

Congress is considering a variety of.legiglative proposals
concerning encryption. Eome of these proposals would, in effect,
make it impossible for the Federal Bureau of Investigation (FBI),
prug Enforcement Administration (DEA), Secret Service, Customs
Service, Bureau of Alcohol, Tobacco and Firearzs, and other
federal, state, and local law enforcement agencies to lawfully
gain aoccess to criminal telephone conversations or electronically
stored evidence possessed by terrorists, child pornographers,
drug kingpins, spies and. other criminais. Since the impact of
these proposals would sexiously jeopardize public safety and
national security, we collectively urge you to support a
different, balanced approach that strongly supports commercial
and privacy interests but maintaine our ability to investigate
and prosecute serious crimes.

We fully recognize that encryption is critical to
communications security and privacy, and that substantial
commercial interests are at stake. Perhaps in recognition of
these facts, all the bills being considered allow market forces
to shape the development of encryption products. We, too, place
substantial reliance on mwarket forces to promote electronic .
security and privacy, but believe that we cannot rely solely on
market forces to protect the pubklic safety and national security.
Obviously, the govermient cannot abdicate .its solemn
responsibility to protect public safety and national security.

Currently, of course, encryption is not widely used, and
most data is stored, and transmitted, in the clear. 2As we move
from a plaintext world to an encrypted one, we have a critical
choice to make: we can either (1) choose robust, unbreakable
encryption that protects commerce and privacy but gives criminals
a powerful new weapon, or (2) choose robust, unbreakable
encryption that protects commerce and privacy and gives law
enforcement the ability to protect public safety. The choice
should be obvious and it would be 2 mistake of historic
proportions to do nothing about the dangers to nublic safety
posed by encryption withont adequate safeguards for law
enforcement.

Let there be no doubt: without encryption safeguafds,?all
Anericans will be endangered. No one disputes this fact:; not
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industry, not encryption users, no one. We need to take
definitive actions to protect the safety of the public and
security of the nation. That is why law enforcement at _all
levels of govermment —- including the Justice Department,
Treasury Dapartmant, the National Association of Attorneys
General, International Association of Chiefs of Police, the
Major City Chiefs, the National Sheriffs' Asscciation, and the
g;;:io:;al District Attorneys Association -- are go concernad about
s issue.

-We all agree that without adequate legislation, law
enforcement in the United States will be severely limited in its
ability to combat the worst criminals and terrorists. Further,
lzw enforcement agrees that the widespread use of robust non-key
recovery encryption ultimately will devastate our ability to
fight crime and prevent terrorism.

siwply stated, technology is rapidly develcping to-the point
where powerful encryption will bacome commonplace both for
routine telephone communications and for stored computer data.
Without legislation that accommodates public safety and national
security concerns, society's most dangerous criminals will be
able to communicate safely and electronically store datm-withont
fear of discovery. Court orders to conduct electronic
surveillance and court-authorized search warrants will be
ineffectual, and the Fourth Amendment's carafully-struck balance
batween ensuring privacy and protecting public safety will be
forever altered by technology. Technology should not dictate
publti_:c policy, and it should promote, rather than defeat, public
safety.

We are not suggesting the balance.of the Fourth Amendrent be
tipped toward law enforceaent either. To the contrary, we only
seek the status quo, not the lessening of any legal standard or
the expansion of any law enforcement authority. The Fourth
Amendment protects the privacy and liberties of our citizens but
pernits law enforcement to use tightly controlled investigative
techniques to obtain evidence of crimes. The result has been the
freest country in the world with.the strongest economy.

Law enforcement has already confronted encryption in high-
profile espionage, terrorist, and criminal cases. For example:

* An international terrorist was plotting to blow up
11 U.S,~owned commercial airliners in the Far
East. His laptop computer, which was seized in
Manila, contained encrypted files concerning this
terrorist plot.

* A subject in a child pornography case used
encryption in transmitting obscene and
pornographic images of children over the Internet.
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* A major international drug trafficking subject
recently used a telephone enoryption device to -
frustrate court-approved electronic surveillance.

And this is just the tip of the iceberg. cConvicted spy Aldrich
Ames, for example, was told by the Russian Intelligence Service
to encrypt computer file information that was to be pagsed to
thex. .

Further, today's international drug trafficking
organizations are the most powerful, ruthless and affluent
criminal enterprises we have ever facad. We know from numerous
past investigations that they have utilized their v y
unlimited wealth to purchase sophisticated electronic equipment
to facilitate their illegal activities. Tnis has included state
of the art communication and encryption devices. They have used
this equipment as part of their command and control process for
their international criminal operations. We believe you share
our concern that criminals will increasingly take advantage of
developing tachnolegy to further insulate their violent and
destructive activities.

Requests for cryptographic support pertaining to elestronic
surveillance interceptions from FBI Fleld offices and other law
enforcement agencies have steadily risen over the past several
years. Thers has been an increase in the number of instances
where the FBI's and DEA's court-authorized electronic efforts
were frustrated by the use of encryption that did not allow for
law enforcement access.

There have also been numerous other cases where law
enforcement, through the use of electronic surveillance, has not
only solved and successfully prosecuted serious crimes but has
2lso been able to prevent life-threatening criminal acts. For
example, terrorists in New York were plotting to bomb the United
Hationz building, the Lincoln and Holland Tunnels, and 26 Federal
Plaza as well as conduct assassinations of political figures.
Court-authorized electronic surveillance enabled the FEI to
disrupt the plot as explosives were being mixed. Ultimately, the
avidence obtained was used to convict the conspirators. In
another example, electronic surveillance was used to stop and
then convict two men who intended to kidnap, molest, and kill a
child. In all of these cases, the use of encryption might have
s;riously jeopardized public safety and resulted in the loss of
life.

To preserve law enforcement's abilities, and to preserve the
balance so carefully established by the Constitution, we believe
any encryption legislation must accomplish three goals in
addition to promoting the widespread use of strong encryption.

It must establishs:
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* A viable key management infrastructure that
promotes electronic commerce and enjoys the
confidence of encryption users.

* A key management infrastructure that supports a
key recovery scheme that will allow encryption
users access to their own data should the nead
arise, and that will permit law enforcement to
obtain lawful access to the. plain text of
encrypted coxmunications and data.

* An enforcement mechanism that criminalizes both

iwproper use of encryption key recovary
information and the use of encryption for criminal

purposes.

Only one bill, £.909 (the McCain/Kerrey/Hollings bill),
comes close to meeting these core public safety, law enforcemant,
and national sacurity needs. The other bills being considered by
Congress, as currently written, risk great harm to our ability to
enforce the laws and protect our citizens. We look forward to
working to improve the ‘McCain/Kerrey/Hollings bill. N

In sun, while encryption is certainly a commercial interest
of great importance to this Nation, it is not solely a commercial
or bhusiness issue. Those of us charged with the protection of
publiec safety and national security, believe that the misuse of
encryption technology will become a matter of life and death in
many instances. That is why we urge you to adopt a balanced
approach that accomplishes the goals mentioned above. Only this
approach will allow police departments, attorneys general,
district attorneys, sheriffs, and federal authorities to continue
to use their most effective investigative techniques, with court
approval, to fight crime and espicnage and prevent terrorism.

Sincezely yours,

Janet Reno
Attorney General
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Mr. COBLE. Qur final witness on this panel is the Honorable Bar-
bara McNamara, who is the Deputy Director at the National Secu-
rity Agency. Prior to assuming her current position, Ms. McNa-
mara served as the Deputy Director of Operations, National Secu-
rity Agency, Central Security Service, from January 1995 to Sep-
tember 1997. She was the Executive Director during 1994. The
Deputy Director was briefly stationed at the Pentagon as the NSA,
CSS representative to the Department of Defense. From 1984 to
December 1993, she held several senior management assignments
in the Operatmns Directory. She began her rise into the key man-
agement ranks of the Agency as Execufive Assistant to the Deputy
Director from 1983 to 1984.

Deputy Director McNamara graduated from Regis College in
1963 with a B.A. in French, and she attended the Armed Forces
Staff College in 1976 and the National War College in 1982,

We have written statements from each of the witnesses on this
panel, and I ask unanimous consent to submit them into the record
in their entirety.

Let me say this before we hear from our witnesses. I am going
to have to go to another meeting in about an hour, and I especially
want Ms. Lofgren and Mr. Goodlatte to know that my departure is
not a lack of interest in this legislation, but I will be able to stay
at least for an hour.

Witnesses, if you will, we try to adhere rather rigidly to the 5-
minute rule. When the red light iluminates in your eyes, you know
you are skating on thin ice. We are not going to shut anybody off
in the middle of a sentence, but if you could, condense your oral
statement to 5 minutes, and of course we will examine in great de-
tail the written testimony that we have.

Mzr. Lee, why don’t we begin with you, sir.

Mr. LEE. Mr. Chairman, I would ask your consent to defer my
remarks until after these of my colleagues.

Mr. COBLE. I would beg your pardon?

Mr. LEE. I would ask your consent to defer my remarks until
after those of my colleagues.

Mr. CoBLE. That is fine. You go in any order you prefer.

How about ladies first, Ms. McNamara.

Ms. McNAaMARA. I think it is probably more appropriate if Mr.
Reinsch begins.

Mr. CoBLE. Mr. Reinsch, I am hitting 0 for 2 now.
1111Mr. BerMAN. It is the soft line, the hard line and the really hard

e.

Mr. REINSCH. No, Mr. Berman, I am in the center, as you can
see from here.

Mr. COBLE. I am 1 for 3, which is not bad.

Mr. LEE. The red light is on.

STATEMENT OF WILLIAM A. REINSCH, UNDER SECRETARY OF
COMMERCE FOR EXPORT ADMINISTRATION, U.S. DEPART-
MENT OF COMMERCE

Mr. REINSCH. Thank you, Mr. Chairman, for the opportunity to
be here and to testify. I thank Ms. Lofgren for her kind words. I
note they were given before my testimony rather than after. We
will see what she has to say when I am done.
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I do want to talk a little bit about the progress we have made
since my last testimony on this subject, which was in September
1997. 1998, I think, was the year of satellifes. I didn’t come up to
see you on this issue, but I am glad to be back. It is clear even in
the intervening period, it is clear from the crowd behind me that
encryption remains a hotly debated issue.

We continue to support a balanced approach which considers pri-
vacy and commerce as well as protecting important law enforce-
ment and national security equities. We have been consulting close-
ly with industry and its customers to develop a policy that provides
that balance in a way that also reflects the revolving realities of
the marketplace.

With respect to the marketplace, the Internet and other elec-
tronic media are becoming increasingly important to the conduct of
international business, as you well know. According to a recent
study the value of e-commerce transactions in 1996 was $12 mil-
lion. The projected value in 2000 is $2.16 billion. Many service in-
dustries which traditionally required face-to-face interactions such
as banks, financial institutions and retail merchants are now pro-
viding cyberservice. Customers can now sit at their home comput-
ers and access their bank and investment accounts or buy a winter
jacket or whatever with a few strokes of their keyboard.

Developing a new encryption policy has been complicated because
we don’t want to hinder its legitimate use, particularly for e-com-
merce, yet at the same time we want to protect our vital national
security, foreign policy and law enforcement interests. We have
concluded that the best way to accomplish this is to continue our

alanced approach to promote the development of strong encryption
products that would allow lawful government access to plaintext
under carefully defined circumstances; to promote the legitimate
uses of strong encryption to protect confidentiality; and continue
looking for additional ways to protect important law enforcement
and national security interests.

During the past 3 years we have learned that there is no one-
size-fits-all solution. And we have learned that the use of strong
nonrecovery encryption within certain trusted industry sectors is
an important component of our policy in order to protect private
consumer information and allow our high-tech industry to maintain
its lead in the information security market.

Let me summarize for you some of the changes we have made
in our policy in the last year or so. On September 22, 1998, we pub-
lished a regulation implementing our decision to allow the export,
under a license exception, which means they don’t have to come in
for individual advance approval, of unlimited-strength encryption
to banks and financial institutions located in countries that are
members of the Financial Action Task Force or have effective
antimoney-laundering laws. That means that over 100 of the
world’s largest banks and almost 70 percent of the international fi-
nancial institution market is now eligible for strong American-
made encryption.

The further result of our extensive dialogue with industry, law
enforcement, and privacy groups has been an update to our policy
that the Vice President announced last September 16. The regula-
tions implementing that update were published on December 31.
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That is not going to end the debate, as this hearing evidences, but
we believe it addresses a number of private sector concerns by
opening large markets and further streamlining exports.

Let me summarize what we did last September. Specifically our
policy allows for the export of 56-bit hardware and software world-
wide to any end user under license exception; exports of strong
encryption, including technology, to U.S. companies and their sub-
sidiaries under license exception to protect important business pro-
prietary information; exports of strong encryption to the insurance
and medical health sectors in 46 countries under license exception
for use in securing proprietary and medical heaith information; ex-
ports of strong encryption to secure on-line transactions between
on-line merchants and their customers in 46 countries under li-
cense exception; recovery-capable or recoverable encryption prod-
ucts of any key length, such as the so-called doorbell products, can
now be improved under a kind of bulk license called encryption li-
censing arrangements to recipients in 46 countries. Examples of
such products are systems that are managed by a network or cor-
porate security administrator.

We have also expanded our policy to encourage the marketing of
a wider variety of recoverable products that may not be key recov-
ery in a narrow sense, but which may be helpful to law enforce-
ment. These are typically managed by a corporate administrator.
‘We have also streamlined exports of key recovery products by no
longer requiring review of foreign key recovery agents and no
longer requiring the submission of business plans.

We also made progress internationally through the Wassenaar
Arrangement. In December, through the hard work of Ambassador
David Aaron, the Wassenaar members agreed on several changes
in this area which go a long way to awarding increasing inter-
national security and public safety. Specific changes include remov-
ing controls on all encryption products at or below 56 bits and cer-
tam consumer items regardless of key length and on cordless tele-
phone systems designed for home use.

Most importantly the Wassenaar members agreed to remove
encryption software from the General Software Note and replace it
with a new cryptography note. This was essential to modernize the
General Software Note and close the loophole that permitted the
uncontrolled export of encryption with unlimited key length. Under
the new note, mass market hardware has been added, and a 64-
bit key length or below has been set as an appropriate threshold.
That will enable governments to review the dissemination of 64-bit
and above encryption.

Let me close, Mr. Chairman, if I may, by saying a word specifi-
cally about H.R. 850. With respect to that bill, the Administration
opposes this legislation, as we did its predecessor in the last Con-
gress. The bill proposes export liberalization far beyond what the
Administration can entertain and which will be contrary to our
international export control obligations. Despite some cosmetic
changes the authors have made, the bill in letter and spirit would
destroy the balance we have worked so hard to achieve and would
jeopardize our law enforcement and national security interests.

I will defer to other witnesses on the impact of the bill on their
concerns, but let me deseribe particularly the export control provi-
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sion. We believe that its references to IEEPA, as I understand
them, would preclude controls under current circumstances and in
any future situation where the EAA had expired, and we believe
the definition of general availability, as in the past, would preclude
export controls over most software.
addition, whether intended or not, we believe the bill as draft-

ed could inhibit the development of key recovery even as a viable
commercial option for those corporations and end users that want
it in order to guarantee access to their data.

We look forward, Mr. Chairman, to what I am sure is going to
be a spirited debate about this. I thank you for your indulgence.

Mr. (%OBLE. I think you, Mr. Reinsch, for your leadoff hitting role.
[The prepared statement of Mr. Reinsch follows:]

PREPARED STATEMENT OF WILLIAM A. REINSCH, UNDER SECRETARY OF COMMERCE
FOR EXPORT ADMINISTRATION, U.S. DEPARTMENT OF COMMERCE

Thank you, Mr Chairman, for the ogportuni to testify on the direction of the
Administration’s encryption policy. We have made a great deal of progress since my
last testimony on this subject in September 1997.

Even so, enczption remains a hotly debated issue. The Administration continues
to support a balanced approach which considers privacy and commerce as well as
protecting important law enforcement and national security equities. We have been
consulting closely with industry and its customers to develop a policy that provides
that balance in a way that also reflects the evolving realities of the market place.

The Internet and other electronic media are becoming increasingly important to
the conduct of international business. One of the many uses of the Internet which
will have a significant affect on our everyday lives is electronic commerce. According
to a recent study, the value of e-commerce transactions in 1996 was $12 million.
The projected value of e-commerce in 2000 is $2.16 billion. Many service industries
which traditionally required face to face interaction such as banks, financial institu-
tions, and retail merchants are now providing cyber service. Customers can now sit
at their home computers and access their banking and investment accounts or buy
a winter jacket witﬁ a few strokes of their keyboard.

Furthermore, most businesses maintain their records and other proprietary infor-
mation, such as health records or sales strategies, electronically. 'I?hey now conduct
many of their day-to-day communications and business transactions via the Internet
and E-mail. An inevitable byproduct of this growth of electronic commerce is the
need for strong encryption to provide the necessary secure infrastructure for elec-
tronic communications, transactions and networks. The disturbing increase in com-
puter crime and electronic espionage has made people and businesses wary of post-
ing their private and company proprietary infgrmation on electronic networks if
they believe the infrastructure may not be secure. A robust secure infrastructure
can hﬁlp allay these fears, and allow clectronic commerce to continue its explosive
growth.

Developing a new encryption policy has been complicated because we do not want
to hinder its legitimate use—particularly for electronic commerce; yet at the same
time we want to protect our vital national security, foreign policy and law enforce-
ment interests. We have concluded that the best way to accomplish this was to con-
tinue a balanced approach: to promote the development of strong encryption prod-
ucts that would allow lawful government access to plaintext under carefully defined
circumstances; to promote the legitimate uses of strong encryption to protect con-
fidentiality; and continue looking for additional ways to protect important law en-
forcement and national security interests.

During the past three years, we have learned that there are many ways to assist
in la access. There is no one-size-fits-all solution. The recovery encryption plans
we received showed that different technical approaches to recovery of plaintext
exist, In licensing exports of encryption products under individual licenses, we also
learned that, while some products may not meet the strict technical criteria of our
regulations, they are nevertheless consistent with our policy goals.

Additionally, we learned that the use of strong non-recovery encryption within
certain trusted industry sectors is an important component of our policy in order
to protect private consumer information and allow our US high tech industry to
maintain its lead in the information security market while minimizing risk to na-
tional security and law enforcement equities.
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Taking into account all that we have learned and reviewing international market
trends and realities, in 1998 we made several changes to our encryption policy that
I will summarize for you.

On September 22, 1998, we published a regulation implementing our decision to
allow the export, under a license exception, of unlimited strength encryption to
banks and financial institutions located in countries that are members of the Finan-
cial Action Task Force or have effective anti-money laundering laws. The regulation
also allows exports, under a license exception, of encryption preducts that are spe-
cially designed for financial transactions. This new policy recognizes the fact that
we need to secure and safeguard our financial networlgs, and the banking and finan-
cial communities cooperate with government authorities when information is re-
quired to combat financial and other crimes. The direct result of this policy change
is that over 100 of the world’s largest banks and almost 70% of the international
financial institution market is now eligible for strong American-made encryption.

As I mentioned earlier, we have been looking for ways to make our policy consist-
ent with both market realities and national security and law enforcement concerns.
Since last March, the Administration has been engaged in a dialogue with U.S. in-
dustry, law enforcement, and privacy groups on how our policy might be improved
to find technical solutions, in addition to key recovery, that can assist law enforce-
ment in its efforts to combat crime. At the same time, we wanted to find ways te
assure U.S. technology leadership, promote secure electronic commerce, and protect
important privacy concerns. The purpose of this dialogue was to find cooperative so-
lutions that could assist law enforcement, while protecting national security, plus
assuring continued U.S. technology leadership and promoting the privacy and secu-
rity of U.S. firms and citizens in electronic commerce. We believed then and now
that the best way to make progress on this issue is through a constructive coopera-
tive dialogue, rather than seeking legislative solutions. Through our dialogue, there
has been increased understanding among the parties. And we have made progress.

The result of this dialogue was an update to our encryption policy which Vice
President Gore unveiled last September 16. The regulations implementing the up-
date were published on December 31. This will not end the debate over encryption
controls, but we believe the regulation addresses some private sector concerns by
opening large markets and further streamlining exports.

The policy update liberalizes controls on 56-bit products and on products of unlim-
ited bit length, whether or not they contain recovery features, to certain indust:
sectors. Many of the new reforms permit the export of encryption to certain end-
users under a license exception. That is, after the product receives a one-time re-
view, it can be exported by the manufacturer, resellers and distributors without the
need for a license or other additional review. In developing our policy we identified
the key sectors that will form the basis of creating a reliable secure infrastructure
for communicating and storing critical personal information: banks, financial insti-
tutions, insurance companies, on-line merchants, and health facilities.

Specifically, the new policy allows for:

¢ the export of 56-bit hardware and software worldwide to any end user under
a license exception;

¢ exports of strong encryption, including technology, te U.S. companies and
their subsidiaries under a license exception to protect important business pro-
prietary information;

» exports of strong encryption to the insurance and medical/health sectors in 46
couniries under a license exception for use in securing proprietary medical
and health information;

e exports of strong encryption to secure on-line transactions between on-line
merchants and their customers in 46 countries under a license exception.

e “recovery capable” or “recoverable encryption products of any key length, such
as the so-called “doorbell” products, can now be approved under a kind of bulk
license called an “encryption licensing arrangement” to recipients in 46 coun-
tries. Examples of such products are systems that are managed by a network
or corporate security administrator.

I would note that these provisions apply to products with or without key recovery
features. One of the aspects of our policy update is to permit exports of strong
encryption with or without key recovery to protect electronic commerce while also
minimizing the risk to national security and law enforcement. For example, in some
cases we have limited our approval policy to a list of countries or a set of end users,
rather than permit exports on a global basis, to help protect national security inter-
ests.
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We have also expanded our policy to encourage the marketing of a wider varieti:
of “recoverable” products that may not be key recovery in a narrow sense but whic
may be helpful to law enforcement pursuant to strict authorities. Again, these are
typically systems managed by a network or corporate administrator. We also further
streamg"ned exports of key recovery products by no longer requiring a review of for-
eign key recovery agents and no longer requiring companies to submit business
plans.

This past year, we also made progress on developing a common international ap-
proach to encryption controls through the Wassenaar Arrangement, which was es-
tablished in 1996 as the successor to COCOM. It is an international export control
arrangement among 33 countries whose purpose is to prevent destabilizing accumu-
lations of arms and civilian items with military uses in countries or regions of con-
cern. It is the multilateral basis for many of our export controls.

In December, through the hard work of Ambassador Aaron, the President’s special
envoy on encryption, the Wassenaar Arrangement members agreed on several
changes relating to encryption controls. These changes go a long way toward in-
creasing international security and public safety by providing countries with a
stronger regulatory framework for managing the spread of robust encryption.

Specific changes to multilateral encry%t:ion controls include removing controls on
all encryption products at or below 56 bit and certain consumer items regardless
of key length, such as entertainment TV systems, DVD products, and on cordless
telephone systems designed for home or office use.

ost im&:)rtantlg, the Wassenaar members agreed to remove encryption software
from the General Software Note and rlc?lace it with a new cryptography note. First
drafted in 1991, the General Software Note allowed countries to export mass market
encryption software without restriction. It was essential to modernize the GSN and
close the loophole that permitted the uncontrolled export of encryption with unlim-
ited key length. Under the new bograghy note, mass market hardware has been
added and a 64-bit key length or below has been set as an appropriate threshold.
This will enable governments to review the dissemination of 64-bit and above
encryption.

I want to be clear that this does not mean encryption products of more than 64
bits cannot be exported. Our own policy permits that. It does mean, however, that
such exports must be reviewed by governments consistent with their national export
control procedures.

Export control Eolicies without a multilateral approach have little chance of suc-
cess. Agreement, by the Wassenaar members, to close the loophole for mass market
encryption products is a strong indication that other countries are beginning to
share our public safety and national security concerns. Contrary to what mangr peo-
ple thought two years ago, we have found that most major encryption producing
countries are interested in developing a harmonized international approach to
encryption controls.

At the same time, we recognize that this is an evolutionary process, and we in-
tend to continue our dialogue with industry. Our policy should continue to adapt
to technology and market changes. We will review our policy again this year with
a view toward making further changes. An important component of our review is
input from industry, which we are receiving through our continuing dialogue.

ith respect to H.R.850, the Administration opposes this legislation as we did its
predecessor in the last Congress. The bill proposes export liberalization far beyond
what the Administration can entertain and which would be contrary to our inter-
national export control obligations. Despite some cosmetic changes the authors have
made, the bill in letter and spirit would destroy the balance we have worked so hard
to achieve and would jeopardize our law enforcement and national security inter-
ests. I defer to other witnesses to describe the impact of the bill on their equities,
but let me describe two of its other problems

First, I want to reiterate that this Administration is not seeking controls or re-
straints on domestic manufacture or use of encryption. We continue to believe the
best Wif to make progress on ways to assist law enforcement is through a construc-
Fiv:h dib iﬁg,’ue. As a result, we see no need for the statutory prohibitions contained
in the bill.

Second, once again we must take exception to the bill's export control provisions.
In lpt:u:i:icula!', the references to IEEPA as I understand them would preclude con-
trols under current circumstances and in any future situation where the EAA had
expired, and the definition of general availability, as in the past, would preclude ex-
port controls over most software.

In addition, whether intended or not, we believe the bill as drafted could inhibit
the development of key recovery even as a viable commercial option for those cor-
porations and end users that want it in order to guarantee access to their data. The
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Administration has repeatedly stated that it does not support mandatory key recov-
ery, but we endorse and encourage development of voluntary key recovery systems,
and, based on industry input, we see growing demand for them, especially corporate
key recovery, that we do not want to cut off.

As this Committee knows better than most, public debate over encryption policy
has been spirited. Many on both sides of the debate have had difficulty grasping
their counterparts’ views or realizing that there is a middle ground. Our dialogue
with industry has gone a long way toward bridging that gap and finding common
ground. We will continue this policy of cooperative exchange as it is clearly the best
way to pursue our policy objectives of balancing public safety, national security, and
the competitive interests of US companies.

Mr. CoBLE. Ms. McNamara, you are the second batter then.
Ms. MCNAMARA. I am, sir.
Mr. CoBLE. Very well.

STATEMENT OF BARBARA McNAMARA, DEPUTY DIRECTOR,
NATIONAL SECURITY AGENCY

Ms. McNAMARA. Thank you, Mr. Chairman and members of the
committee, for giving me the opportunity to appear today. I would
like to begin briefly by introducing the National Security Agency
and its mission and explain why this issue is so important to us.

NSA secures information systems for the Department of Defense
and other U.S. Government agencies and provides information de-
rived from foreign signals to a variety of users in the Federal Gov-
ergment. It is this signals intelligence role that I want to address
today.

NSA intercepts and analyzes the communication signals of for-
eign adversaries to produce critically unique and actionable intel-
ligence for our national leaders and military commanders. Very
often time is of the essence. Intelligence is perishable. It is worth-
less if we cannot get it to the decisionmakers in time to make a
difference.

Signals intelligence proved its worth in World War II when the
United States broke the Japanese naval code and learned of their
plans to invade Midway Island. This intelligence significantly aided
the U.S. defeat of the Japanese fleet and helped shorten the war.
NSA provided the same kind of intelligence support to our troops
in Desert Shield and Desert Storm, and that support continues
today in Bosnia and other locations around the world where U.S.
military forces are deployed.

NSA signals intelligence efforts also support policymakers and
law enforcement. Demands on NSA for timely intelligence have
only grown since the breakup of the Soviet Union and have ex-
panded into other national security areas of terrorism, weapons
proliferation, and narcotic trafficking.

Passage of legislation that immediately decontrols the export of
strong encryption will significantly harm NSA’s ability to carry out
its mission and will ultimately result in the loss of essential intel-
ligence being provided to this Government. Immediate decontrol of
encryption exports will likely result in the global spread of strong
encryption among our adversaries and the use of encryption at
multiple levels within a communications network. This will greatly
complicate our exploitation of foreign targets and the timely deliv-
ery of usable intelligence because it will take too long to decrypt
a message, if indeed we can decrypt it at all.
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Today many of the world’s communications are encrypted. His-
torically encryption has been used primarily by governments and
the military. It was employed for confidentiality in hardware-based
systems and was difficult to use. As encryption moves to software-
based implementations, and the infrastructure develops to provide
a host of encryption-related security services, encryption will
spread and be widely used by our adversaries that have tradition-
ally relied upon unencrypted communications. The immediate de-
control of encryption exports would place encryption in the hands
of many of these adversaries, and, as a result, much of the crucial
information which we are able to provide today could quickly be-
come unavailable to the decisionmakers.

As you will hear from my colleague from the Department of Jus-
tice, it is important that you understand that the needs of national
security and law enforcement are different, and they must be ad-
dressed separately. At NSA we are focused on preserving export
controls on encryption to protect national security.

As you consider Mr. Goodlatte’s bill, it is very important that you
understand the significant effect certain provisions of this bill will
have on national security. The SAFE Act would mandate the imme-
diate decontrol of most commercial computer software encryption
and specified hardware encryption exports. It would also deprive us
of the opportunity to conduct a meaningful review of a proposed
encryption export to ensure its compatibility with national security
interests. Historically this review process has provided us with val-
uable insight into what is being exported, to whom, and for what
purpose. Without this review and the ability to deny an export ap-
plication if necessary, it will be impossible to control exports of
encryption to countless bad guys.

For instance, immediate decontrol would undermine inter-
natlonal efforts to prevent terrorist attacks and to catch terrorists,

traffickers and proliferators of weapons of mass destruction.

e SAFE Act would permit exports of encryption based on prod-
ucts comparable to those being exported for foreign financial insti-
tutions. The criteria for exporting encryption to these institutions
should not be the basis for decontrolling other encryption exports.
Allowing favorable treatment for specific classes of end users may
be appropriate when they are well regulated and have a good
record of providing access to lawful requests for information, but
using the special treatment afforded banks and financial institu-
tions as the basis for a blanket approval of export to all other end
users in a country would eliminate important national security end
use considerations.

Mr. Goodlatte’s bill also eliminates controls for computer hard-
ware with encryption capability if it is found that the product is
available in overseas markets. The apparent availability of a prod-
uct in a country without regard to its actual performance capabili-
ties or without restrictions on end user or end uses will have the
practical effect of forcing the decontrol of such exports, a condition
that is unacceptable to national security.

In summary, we believe we need a balanced encryption policy
that considers the needs of national security and industry. The re-
cent U.S. and Wassenaar policy updates are positive moves in that
direction, and they are examples of the kind of advances possible
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under the current regulatory structure, which provides greater
flexibility than a statutory structure would.

Let me make it clear, we want U.S. companies to effectively com-
pete in world markets. In fact, it is something we strongly support
as long as it is done consistent with national security needs.

In summary, the SAFE Act will harm national security by mak-
ing NSA’s job of providing critical, actionable intelligence to our
leaders and military commanders difficult if not impossible, thus
putting our Nation’s security at considerable risk. The United
States cannot have an effective decisionmaking process, or a strong
fighting force, or a responsive law enforcement community, or a
strong counterterrorism capability unless the information required
to support them is available in time to make a difference. The Na-
tion needs a balanced encryption policy, no doubt. It must allow
U.S. industry to continue to be the world’s technology leader, but
we also must ensure that we protect the security of our Nation.
Thank you for this opportunity.

Mr. COBLE. Thank you, Ms. McNamara.

[The prepared statement of Ms. McNamara follows:]

PREPARED STATEMENT OF BARBARA MCNAMARA, DEPUTY DIRECTOR, NATIONAL
SECURITY AGENCY

Mr. Chairman Coble, thank you fo‘;]ﬁiving me the opﬁortunity today to discuss
the important issue of encryption. I will be discussing the national security needs
for export controls on encryption and why we oppose legislation that would effec-
tively lift those controls. I will then address specific concerns NSA has with provi-
sions of Mr. Goodlatte’s bill. However, I would like to begin by briefly introducing
the National Security Agency (NSA) and its mission.

The National Security Agency was founded in 1952 by President Truman. As a
sc;garately organized agency within the Department of Defense, NSA provides sig-
nals intelligence to a variety of users in the Federal Government and secures infor-
mation systems for the Department of Defense and other U.S. Government aﬁencies.
NSA was designated a Combat Support Agency in 1988 by the Secretary of Defense
in response to the Goldwater-Nichols Department of Defense Reorganization Act.

The ability to understand the secret communications. of our foreign. adversaries
while protecting our own communications -a capability in which the United States
leads the world—gives our nation a unique advantage. The key to this accomplish-
ment is cryptology, the fundamental mission and core competency of NSA.
Cryptology is the study of making and decipherin%l codes, ciphers, and other forms
of secret communications. NSA is charged with two complementary tasks in
cryptology: first, exploiting foreign communications signals and second, protecting
the information critical to US. national security. By “exploitation,” I am referring
to signals intelligence, or the process of deriving important intelligence information
from foreign communications signals; by “protection” I am referring to providing se-
curity for information systems. Maintaining this global advantage for the United
States requires preservation of a healthy cryptologic capability in the face of unpar-
alleled technical challenges.

It is the signals intelligence (SIGINT) role that I want to address today. Our prin-
cipal responsibility is to ensure a strong national security environment by providing
timely information that is essential to critical military and policy decision making.
NSA intercepts and analyzes the communications signals of our foreign adversaries,
many of which are guarded by codes and other complex electronic countermeasures.
From these signals, we produce vital intelligence reports for national decision mak-
ers and military commanders. Very often, time is of the essence. Intelligence is per-
ishable; it is worthless if we can not provide it in time to make a difference in ren-
dering vital decisions.

For example, SIGINT ai)roved its worth in World War II when the United States
broke the Japanese naval code and learned of their plans to invade Midway Island.
This intelligence significantly aided the U.S. defeat of the Japanese fleet. Subse-
quent use of SIGIN' helged shorten the war. NSA continues today to ‘ﬁtéoﬁde vital
intelligence to the warfighter and the policy maker in time to make a difference for
our nation’s security. Demands on us in this arena have only grown since the break-
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up of the Soviet Union and have expanded to address other national security threats
such as terrorism, weapons proliferation, and narcotic trafficking, to name a few.

Because of these growing serious threats to our national security, care must be
taken to protect our nation’s intelligence equities. Passage of legislation that imme-
diately decontrols the export of strong encryption will significantly harm NSA’s abil-
ity to carry out our mission and will ultimately result in the loss of essential intel-
ligence reporting. This will greatly complicate our exploitation of foreign targets and
the timely delivery of intelligence to decision makers because it will take too long
to decrypt a message—if indeed we can decrypt it at all.

Today, many of the world’s communications are unencrypted. Historically,
encrygtion has been used primarily by governments and the military. It was em-
ployed for confidentiality in hardware- based systems and was often cumbersome to
use. As encryption moves to software- based implementations and the infrastructure
develt()lps to provide a host of encryption-related security services, encryption will
spread and be widely used by other foreign adversaries that have traditionally re-
lied upon unencrypted communications. The immediate decontrol of encryption ex-
ports would accelerate the use of encryption by many of these adversaries and as
a result, much of the crucial information we are able to gather today could quickly
become unavailable to us. Immediate encryption decontrol will also deprive us of the
opportunity to conduct a meaningful review of encryption products prior to their ex-
port. In the past, this review process has provided us with valuable insight into
what is being exported, to whom, and for what purpese. Without this review and
the ability to deny an export application, it will be impossible to control exports of
encryption to individuals and organizations that threaten the United States. For in-
stance, immediate decontrol will undermine international efforts to catch terrorists,
druf traffickers, and proliferators of weapons of mass destruction.

Please do not confuse the needs of national security with the needs of law enforce-
ment. The two sets of interests and methods vary considerably and must be ad-
dressed separately. The law enforcement community is concerned about the use of
non-recoverable encryption by persons engaged in illegal activity domestically. At
NSA, we are primarily focused on preserving export controls on encryption to pro-
tect national security.

While our mission is to provide intelligence to help protect the country’s security,
we also recognize that there must be a balanced approach to the encryption issue.
The interests of industry and privacy groups, as well as of the Government, must
be taken into account. Encryption is a technology that will allow our citizens to fully
participate in the 21st Century world of electronic commerce. It will enhance the
economic competitiveness of U.S. industry. It will combat unauthorized access to pri-
vate information and it will deny adversaries from gaining access to U.S. informa-
tion wherever it may be in the world.

To promote this balanced approach, we are engaged in an ongoing and productive
dialogue with industry. The recent Administration update to the export control reﬁ-
ulations addresses many industry concerns and has significantly advanced the abil-
%a' of U.S. vendors to participate in overseas markets. Of equal significance, the

assenaar nations, representing most major producers and users of en tion,
agreed unanimously in December 1998 to control strong hardware and software
encryption products. The Wassenaar Agreement clearly shows that other nations
agree that a balanced approach is needed on encryption policy and export controls
so that commercial and national security interests are addressed. Both are positive
developments because they open new opportunities for U.S. industry while still pro-
tecting national security. These are examples of the kinds of advances possible
under the current regv.'l:.lyatory structure, which provides greater flexibility than a
statutory structure to adjust export controls as circumstances warrant in order to
meet the needs of Government and industry. We want U.S. companies to effectively
compete in world markets. In fact, it is something we strongly support as long as
it is done consistently with national security needs. NSA supports the recent up-
dates to the Administration’s policy. The export provisions were carefully designed
to open up large commercial markets while trying to minimize potential risk to na-
tional security. We believe significant progress was made.

As you move towards markup of Mr. Goodlatte’s bill, it is very important that you
understand the significant effect certain provisions of this bill will have on national
security. If enacted, the bill would effectively decontrol most commercial computer
software en tion and specified hardware encryption exports to all destinations,
even regions of irstability. It would also deprive the Government of the opportunity
to conduct a meaningful review of a proposed export to assure it is compatible with
U.S. national security interests and would also eliminate the ability to deny an ex-
port application if national security concerns are not adequately addressed.
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The bill would permit exports of encryption based on products that are permitted
to be exported for foreign financial institutions. The criteria for exporting encryption
to these institutions should not be the basis for decontrolling other encryption ex-
ports. Allowing favorable treatment for specific classes of end-users may be appro-
priate in cases such as those involving banks and other financial institutions wlll)ich
are well regulated and have a good record of providing access to lawful requests for
information. Requiring the blanket approval of exports to all other end-users in a
cguntry would eliminate important national security end-use considerations for
these exports.

In summary, the SAFE Act will harm national security by making NSA’s job of
provi % vital intelligence to our leaders and military commanders difficult, it not
impossible, thus putting our nation’s security at some considerable risk. Our nation
cannot have an effective decision-making process, or a strong fighting force, or a re-
sponsive law enforcement community unless the intelligence information required to
support them is available in time to make.a difference. The nation needs a balanced
encryption policy that allows U.S. industry to continue to be the world’s technology
leader, but that policy must also protect our national security interests.

ank you for the opportunity to address the Subcommittee and I would be happy
to answer any questions you may have.

SUMMARY

The National Security Agency (NSA) intercepts and analyzes the communications
signals of our foreign adversaries to produce vital intelligence reports for national
decision makers and military commanders. Demands in this arena have only grown
since the break-up of the Soviet Union, and have expanded to address other national
security threats such as terrorism, weapons proliferation, and narcotic trafficking.

The SAFE Act will make NSA’s job ofp providing vital intelligence to our national
leaders and military commanders difficult, if not impossible. It will effectively decon-
trol the export of strong encryption and greatly complicate our exploitation of for-
eign targets. It will take too lon% to decrypt a message—if indeed we can decrypt
it at all. Intelligence is perishable. Our nation cannot have an effective decision-
making process, or a strong fighting force, or a responsive law enforcement commu-
nity unless the intelligence information required to su{)port them is available in
time to make a difference. The SAFE Act will effectively decontrol encryption ex-
ports to all destinations, even to regions of instability. It will also deprive the Gov-
ernment of the opportunity to conduct a meaningful review of a proposed export to
assure it is compatible with U.S. national security interests, and wrﬁ eliminate the
ability to deny an export application, even when national security concerns exist.

To promote a balanced encryption policy that allows U.S. industry to continue to
be the world’s technology leader and that also protects our national security inter-
ests, we are engaged in an ongoing and productive dialogue with industry. The re-
cent Administration update to the export control regulations addresses many indus-
try concerns and has significantly advanced the ability of U.S. vendors to participate
in overseas markets. In addition, 33 Wassenaar nations recently signed an agree-
ment to control strong hardware and software encryption products. These are posi-
tive examples the kinds of advances possible under the current regulatory regime
which provides greater flexibility than a statutory structure to adjust export con-
trols, as circumstances warrant, to meet the needs of the Government and industry.

Mr. COBLE. Mr. Lee?

STATEMENT OF RONALD D. LEE, ASSOCIATE DEPUTY
ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE

Mr. LEE. Thank you, Mr. Chairman. I appreciate the opportunity
to appear before the subcommittee and to present the views of the
Department of Justice on the issues of encryption and export con-
trols. I would like to touch upon a few themes in my written state-
ment this morning.

There are a number of misconceptions about law enforcement’s
position on encryption. The Department of Justice supports the
spread of strong recoverable encryption. We recognize that this
technology can further law enforcement’s vital responsibilities to
enforce the laws that protect privacy, electronic, and other forms
of commerce over our Nation’s communications networks.
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The Department of Justice is, however, deeply concerned about
the threat to public safety that is posed by the widespread avail-
ability and distribution of nonrecoverable encryption; that is,
encryption where there is not a lawfully authorized means to ob-
tain the plaintext of communications and data.

Law enforcement agencies, both Federal and State, have already
begun to see cases where encryption has been used in an attempt
to conceal criminal activity, and we anticipate that both the num-
ber and the complexity of these cases will increase as encryption
proliferates and as encryption increasingly becomes a component of
mass market software items. We remain vitally concerned that
agents will not be able to fully execute the search warrants, wire-
tap orders, and other legal processes authorized by Congress and
ordered by the courts that are essential to effective law enforce-
ment investigations today.

The Department of Justice supports the carefully balanced ap-
proach to export controls that the Administration is actively pursu-
ing. The Attorney General along with the Director of the Federal
Bureau of Investigation and other senior Government officials have
been engaging industry leaders in a continuing and cooperative
dialogue, and this dialogue has continued throughout both the De-
partment and the FBI at several different levels, technical and pol-
icy, and has provided us with an opportunity to explain the public
safety concerns that the spread of nonrecoverable encryption pre-
sents. These dialogues have also very importantly provided us with
a great opportunity to learn about innovative solutions that indus-
try has presented and industry’s view of where the marketplace is
evolving to.

We thank the Members of Congress who have helped to facilitate
this dialogue, and we will work hard to make sure that these pro-
ductive discussions continue. The Department of Justice believes
that the current balanced approach is most conducive to the con-
tinuation of these communications and dialogues, and we believe
that the rapid elimination of export controls as proposed in the pro-
posed Security and Freedom through Eneryption Act would upset
this balance and this dialogue.

In addition to intensive dialogue with industry, however, law en-
forcement believes that in order to discharge its obligation of pro-
tecting public safety, we must also continue to develop our tech-
nical expertise. We agree with and welcome the remarks of Con-
gresswoman Lofgren that we need to keep close attention upon the
need to provide support to State and local as well as Federal offi-
cials as we work with industry.

We have begun initiatives such as the funding of a centralized
technical resource within the FBI which will support Federal,
State, and local law enforcement personnel in developing a broad
range of expertise, technologies, and tools to respond directly to the
threat to public safety that encryption poses when in the hands of
criminals and terrorists.

This resource will also allow law enforcement to stay current
with technology, which moves very rapidly. We look forward to
working with Congress to develop and enhance this resource so
that law enforcement may continue its role of protecting public
safety in the future.
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I would like to add a couple of specific comments about H.R. 850,
We believe that it would harm national security and public safety
by liberalizing export controls far beyond their current policy and
far beyond either the expectations or the agreements that we have
with our allies and our counterparts. We are also concerned that
the provisions in the bill may prohibit the Government from en-
couraging the development of key management infrastructures and
other promising technologies.

For example, the Government may wish to encourage contractors
and other people doing business with the Government to further a
Government interest by using plaintext recevery mechanisms. The
Government may also need to ensure that legally required record-
keeping, such as in firearms or controlled drugs transactions, are
available in plaintext form regardless of how technology evolves.

And secondly, we believe the Administration’s approach, which
we fully support, balances the need for secure private communica-
tions against the equally important need to protect the safety of
the public against criminal threats. We will work with you on this
important issue both now and in the future. Thank you, Mr. Chair-

man,
Mr. CoBLE. Thank you, Mr. Lee, and thanks to the entire panel.
[The prepared statement of Mr. Lee follows:]

PREPARED STATEMENT OF RONALD D. LEE, ASSOCIATE DEPUTY ATTORNEY GENERAL,
U.S. DEPARTMENT OF JUSTICE

Mr. Chairman, thank you for the opportunity to testify about the Department of
Justice’s views on export controls on encgﬁtEion, and particularly the groposed Secu-
rity and Freedom through Enecryption (S ) Act, recently introduced by Mr. Good-
latte as H.R. 850. As you are aware, export controls on encrﬁption is a complex and
difficult issue that we are attempting to address with our colleagues throughout the
Administration. In my testimon%r, I will first outline the basic perspective and recent
initiatives of the Department of Justice on encryption issues, and will then discuss
some specific concerns with the SAFE Act.

The Department of Justice supports the spread of strong, recoverable encryption.
Law enforcement’s responsibilities and concerns include protecting privacy and com-
merce over our nation’s communications networks. For example, we prosecute under
existing laws those who violate the privacy of others by illegal eavesdropping, hack-
ing or theft of confidential information. Over the last few years, the Department has
continua]lEy pressed for the protection of confidential information and the privacy of
citizens. Furthermore, we help protect commerce by enforcing the laws, including
those that protect intellectual property rights, and that combat computer and com-
munications fraud. (In particular, we ellp to protect the confidentiality of business
data through enforcement of the recently enacted Economic Espionage Act.) Our
support for robust encryption is a natural outgrowth of our commitment to protect-
in%privacy for personal and commercial interests.

ut the Department of Justice protects more than just é)rivacy. ‘We also protect
public safety and national security against the threats posed by terrorists, organized
crime, foreign intelligence agents, and others. Moreover, we have the responsibility
for preventing, investigating, and prosecuting serious criminal and terrorist acts
when they are directed against the United States. We are gravely concerned that
the proliferation and use of non-recoverable encryption by criminal elements would
seriously undermine these duties to protect the American people, even while we
favor the spread of strong encryption products that permit timely and legal law en-
forcement access and decryption.

The most easily understood example is electronic surveillance. Court-authorized
wiretaps have proven to be one of the most successful law enforcement tools in pre-
venting and prosecuting serious crimes, including drug t'raﬁicki:é and terrorism.
We have used legal wiretaps to bring down entire narcotics trafficking organiza-
tions, to rescue young children kidnggped and held hostage, and to assist in a vari-
ety of matters affecting our public safety and national security. In addition, as soci-
ety becomes more de&)endent on computers, evidence of crimes i8 increasingly found
in stored computer data, which can be searched and seized pursuant to court-au-
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thorized warrants. But if non-recoverable encryption proliferates, these critical law
enforcement tools would be nullified. Thus, for example, even if the Government sat-
isfies the rigorous legal and procedural requirements for obtaining a wiretap order,
the wiretap would be worthless if the intercepted communications of the targeted
criminals amount to an unintelligible jumble of noises or symbols. Or we might le-
Eally seize the computer of a terrorist and be unable to read the data identifying

is or her targets, plans and co-conspirators. The potential harm to public safety,
law enforcement, and to the nation’s domestic security could be devastating.

I want to emphasize that this concern is not theoretical, nor is it exaggerated. Al-
though use of encryption is still not universal, we have already begun to encounter
its harmful effects. For example, in an investigation of a multi-national child por-
nography ring, investi%ators discovered sophisticated encryption used to protect
thousands of images of child pornography that were exchanged among members.
Similarly, in several major hacker cases, the subjects have encrypted computer files,
thereby concealing evidence of serious crimes. one such case, the Government
was unable to determine the full scope of the hacker’s activity because of the use
of encryption. The lessons learned from these investigations are clear: criminals are
beginning to learn that encryption is a powerful tool for keeping their crimes from
coming to light. Moreover, as encryption proliferates and becomes an ordinary com-
ponent of mass market items, and as the strength of encryption products increases,
the threat to public safety will increase proportionately.

Export controls on encryption products have been in place for years and exist pri-
marily to protect national security and foreign policy interests. The nation’s intel-
ligence gathering efforts often provide valuable information to law enforcement
agencies relating to criminal or terrorist acts, and we believe that this capability
cannot be lost. Nonetheless, U.S. law enforcement has much greater concerns about
the use of non-recoverable encryption products by criminal elements within the
United States that prevent timely law enforcement decryption of lawfully-seized
encrypted data and communications relating to criminal or terrorist activity.

The Department of Justice, and the law enforcement community as a whole, sup-
forts the use of encryption technology to protect data and communications from un-
awful and unauthorized access, disclosure, and alteration. Additionally, encryption
helfs to (Frevent crime by protecting a range of valuable information over increas-
ingly widespread and interconnected computer and information networks. At the
same time, we believe that the widespread use of unbreakable encryption by crimi-
nal elements presents a tremendous potential threat to both public safety and na-
tional security. Accordingly, the law enforcement community supports the develop-
ment and widespread use of strong, recoverable encryption products and services.

The Department believes that encouraging the use of recoverable encryption prod-
ucts is an important part of protecting business and personal data as well as pro-
tecting public safety. In addition, this approach continues to find support among
businesses and individuals that foresee a need to recover information that has been
encrypted. For example, a company might find that one of its employees lost his
encryption key, thus accidentally depriving the business of important and time-sen-
sitive business data. Similarly, a business may find that a disgruntled employee has
encrypted confidential information and then absconded with the key. In these cases,
a plaintext recovery system promotes important private sector interests. Indeed, as
the Government implements encryption in our own information technology systems,
it also has a business need for plaintext recovery to assure that data and informa-
tion that we are statutorily required to maintain are in fact available at all times.
For these reasons, as well as to protect public safety, the Department has been af-
firmatively encouraging the voluntary develogment of data recovery products, rec-
ognizing that only their ubiquitous use will both provide both protection for data
and protection of public safety.

Because we remain concerned with the impact of encry%tion on the ability of law
enforcement at all levels of government to protect the public safety, the Department
and the FBI are engaged in continuing discussions with industry in a number of
different fora. These ongoing, productive discussions seek to find creative solutions,
in addition to key recovery, to the dual needs for strong encryption to protect pri-
vacy and plaintext recovery to protect public safety and business interests. While
we still have work to do, these dialogues have been useful because we have discov-
ered areas of agreement and consensus, and have found promising areas for seeking
compromise solutions to these difficult issues. While we do not think that there is
one magic technology or solution to all the needs of industry, consumers, and law
enforcement, we believe that by working with those in industry who create and mar-
ket encryption products, we can benefit from the accumulated expertise of industry
to gain a better understanding of technology trends and develop advanced tools that
balance privacy and security.
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We believe that a constructive dialogue on these issues is the best way to make
progress, rather than seeking export control legislation. Largely as a result of the
dialogue the Administration has had with industry, significant progress was made
on export controls. Recent updates were announced by Vice President Gore on Sep-
tember 16, 1998, and implemented in an interim rule, which was issued on Decem-
ber 31, 1998. The Department of Justice suﬁports these updates to export controls,
which liberalized controls on products that have a bit length of 56-bits or less, and
permits the export of unlimited-strength encryption to certain industry sectors, in-
cluding banks, financial institutions, insurance companies, and medical facilities.
These changes allow these sectors, which possess large amounts of highly personal
information, to use products that will protect the privacy of their clients. We also
expanded our policy to permit recoverable exports, such as systems managed by net-
work administrators, to foreign commercial 3. We learned about these systems
through our dialogue with industry, and they are largely consistent with the needs
of law enforcement. In addition, the Department, in conjunction with the rest of the
Administration, intends to continue our dialogue with industry, and will evaluate
the export control process on an ongoing basis in order to ensure that the balance
of interests remains fair to all concerned.

At the same time, the Department of Justice is also trying to address the threat
to public safety from the widespread use of encryption by enhancing the ability of
the Federal Bureau of Investigation and other law enforcement entities to obtain
the plaintext of encrypted communications. Amongrfllze initiatives is the funding of
a centralized technical resource within the FBI. is resource, when fully estab-
lished, will support federal, state, and local law enforcement in developing a broad
range of expertise, technologies, tools, and techniques to respond directly to the
threat to public safety posed by the widespread use of encryption by criminals and
terrorists. It will also allow law enforcement to stay abreast of rapid changes in
technology. Finally, it will enhance the ability of law enforcement to fully execute
the wiretap orders, search warrants, and other lawful process issued by courts to
obtain evidence in criminal investigations when encryption is encountered.

The proposed Security and Freedom through Encryption Act raises several con-
cerns from the perspective of the Department of Justice. First, we share the deep
concern of the National Security Agency that the proposed SAFE Act would harm
national securigy and public safety interests through the liberalization of export con-
trols far beyond our current policy, and contrary to our international export control
obligations. We are similarly concerned that a decontrol of unbreakable encryption
will cause the further spread encryption products to terrorist organizations and
international criminals and frustrate the ability of law enforcement to combat these
problems internationally.

The second problem is that the Act may impede the development of products that
could assist law enforcement to access plaintext even when also demanded by the
marketplace. The Administration believes that the development of such products is
important for a safe society. Unfortunately, to the extent that this provision would
actually prohibit government from encouraging development of key management in-
frastructures and other similar technologies, the provision could greclude U.S. gov-
ernment agencies from complying with statutory requirements and would put public
safety and national security at risk. For example, it might preclude the United
States government from utilizing useful and appropriate incentives to use key recov-
ery techniques. The government might not be able to require its own contractors to
use key recovery or (femand its use in the legally required storage of records regard-
ing such matters as sales of controlled substances or firearms.

It is also important to consider that our allies concur that unrestricted export of
encryption poses significant risk to national security, es%ecially to regions of con-
cern. As recently as December 1998, the thirty-three members of the Wassenaar Ar-
rangement reaffirmed the importance of export controls on encryption for national
security and public safety purposes and adopted agreements to enable governments
to review exports of hardware and software with a 56-bit key length and above and
mass-market products above 64 bits, consistent with national export control proce-
dures. Thus, the elimination of U.S. export controls, as provided by the Eroposed
Act, would severely hamper the international community’s efforts to combat such
international public safety concerns as terrorism, narcotics trafficking, and orga-
nized crime.

In light of these factors, we believe that the Administration’s more cautious bal-
anced approach is the best way to protect our national interests, including a strong
U.S. industry and promoting electronic commerce, while simultaneously protecting
law enforcement and national security interests. We believe that legislation that
eliminates all export controls on encryption could upset that delicate balance and
is contrary to our national interests.
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We as government leaders should embark upon the course of action that best pre-
serves the balance long ago set by the Framers of the Constitution, preserving both
individual privacy and society’s interest in effective law enforcement. We should pro-
mote encryption products which contain robust cryptography but that also provide
for timely and legal law enforcement plaintext access to encrypted evidence of crimi-
nal activity. We should also find ways to support secure electronic commerce while
minimizing risk to national security and public safety. This is the Administration’s
approach. We look forward to working with this Subcommittee as it enters the
markup phase of this bill.

Mr. COBLE. Mr. Reinsch, what is the statutory authority for the
regulations you mentioned in your statement?

Mr. REINSCH. The statutory authority right now is the Inter-
national Emergency Economic Powers Act, because the Export Ad-
ministration Act expired on August 19, 1994, and Congress has not
yet renewed it. Pursuant to the International Emergency Economic
Powers Act, the President declared an international economic
emergency, reimposed the provisions of the Export Administration
Act and our regulations by Executive Order.

Mr. COBLE. Was this statute intended to authorize an export li-
censing regime?

Mr. ReiNscH. Yes. The Export Administration Act, which is our
basic statute, dates back to 1949, Mr. Chairman. In fact, its 50th
anniversary was last Friday. And it was designed to do precisely
what you ask, and that is to give the executive branch authority
to control exports for foreign policy, national security, and short

supply purposes.
Mr. CoBLE. You are saying that IEEPA wasn’t intended for that

purpose.

Mr. REINsCH. IEEPA was intended—Mr. Berman probably is
more familiar with IEEPA than 1.

Mr. BERMAN. It was intended to let the executive branch do any-
thing that they could conceive of wanting to do that they didn’t
have more specific legislative authority for.

Mr. REINSCH. I wouldn’t put it in exactly those terms, but he is
on the right track.

Mr. COBLE. Very well. Thank you.

Ms. McNamara, is it possible that a notorious international
criminal or terrorist may obtain strong encryption products from
foreign sources or illegally exported from within the United States?

Ms. McNAMARA. Yes, sir, Mr. Chairman, it is possible. It is pos-
sible. We do not disagree that there is strong encryption out there.
What we are trying to prevent is the broad use of encryption,
which, if the immediate decontrol of encryption or export controls
were to occur, we would have broad, widely used encryption around
the world.

Mr. COBLE. So you admit that there are problems now, but do
lyou f;ear that the passage of this bill would exacerbate those prob-

ems?

Ms. McNAMARA. Yes, sir, we do.

Mr. CoBLE. Mr. Lee, I am told that part of the Administration’s
position on this matter looks for growing interest in the business
community in key recovery. I am told furthermore that there may
be a lack of movement or a lack of interest toward key recovery.
What say ye to that?
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Mr. LEE. The Administration has been working closely with in-
dustry to explore the market and other incentives both for key re-
covery and for a wide range of technologies. It is important to make
the point that law enforcement and the Administration are not
wedded to any particular technology. Key recovery is one particular
technology, but there are others, and in our discussions with indus-
try over the last year, we have learned a great deal about them.

There are other technologies that promote the balanced approach
that I and my colleagues have mentioned this morning. We have
seen increasing interest in these technologies. We believe some of
them are promising, and as Secretary Reinsch testified, the up-
dates to the export regulations that were announced last fall reflect
in large part our ability to work with industry to seize the promige
of some of these technologies which further law enforcement, public
safety and other Government interests as well as being market-
friendly.

Mr. CoBLE. Thank you, sir. I think I can get one more question
put to you before the red light illuminates.

Ms. McNamara, elaborate if you will on the Wassenaar Agree-
ment and its effect on the Administration’s encryption policy.

Ms. McNaMARA. Sir, the encryption—the Administration’s
encryption policy was agreed to in September 1998. The Wassenaar
Nations met and reached an agreement in December 1998. Essen-
tially Wassenaar closed a loophole which was available to foreign
nations that was disadvantaging in a way U.S. industry. I believe
that is an accurate characterization. They closed that loophole, all
33 nations, the principal producers and users of encryption prod-
ucts in the world. So it closed a loophole that was, in some people’s
opinion and in the Administration’s opinion, disadvantaéing U.S.
industry. That has happened. It is recognition that the efforts and
the steps and the relaxation that the U.S. Government employed
last year was in agreement with the 33 nations that signed up to
Wassenaar.

Mr. COBLE. Anybody want to add to that?

Mr. GOODLATTE. Would the gentleman yield? I wonder if I might
make an observation about that.

Mr. COBLE. My red light is on. Let me recognize the gentleman
from California, and then I will get to you, Bob, after the gen-
tleman from California.

Mr. BERMAN. Let me just continue on that point very quickly. I
want to ask some other questions as well. Mr. Goodlatte in his
opening statement says, I have just come back from France, and
the French are changing their whole approach to domestic controls
on encryption technology. Correct me if I am misstating you. And
based on my conversations there, he predicts that their export con-
trols on encryption technology will also be eliminated. Is France a
member of Wassenaar?

Ms. McNAMARA. Yes, sir, France is a member of Wassenaar. And
I would agree with Mr. Goodlatte that what the French did was to,
in fact, relax domestic controls.

Mr. BERMAN. But they did sign up to Wassenaar.

Mr. REINSCH. They have subsequently stated, Mr. Berman, that
they intend to honor their Wassenaar obligation.

Mr. BERMAN. Which is 56-bit length?
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Mr. REINSCH. 64.

Mr. BERMAN. 64-bit length limit.

Mr. REINSCH. Yes. But let me clarify the nature of that limit, if
I may. It was one of the things I didn’t have time to address in my
statement. The way Wassenaar works, it doesn’t mean that you
can’t export more than 64 bits.

Mr. BERMAN. You have to go through a licensing process?

Mr. REINSCH. Yes.

Mr. BERMAN. I understand. The thrust of your testimony other
than causing people to conclude that we should indict the 205 co-
sponsors for treason——

Mr. REINSCH. I was mostly responding to Mr. Rohrabacher’s com-
ments yesterday about similar subjects.

Mr. BERMAN. Right.

Mr. COBLE. If the gentleman would yield. That means the
gentlelady from California, the gentleman from Virginia will be the
two lead conspirators.

Mr. BERMAN. The problem is when Ms. Lofgren says, I went out
yesterday and downloaded strong—I don’t know if she downloaded
or she saw she could click something and would be able to
download strong—and I assume by strong she means 128 or high-
er—higher than 40, higher than 56-bit length encryption when
the—you can buy a laptop computer and load it with 128 and then
fly to Europe or to Afghanistan or to Iran and take that computer
with that encryption technology embedded in it now.

The real question is I want to help you do what your agencies
are dedicated to do, and what I can’t understand is why there is
any point left in doing it. I really would like you to sort of respond
to that. What is the difference between a terrorist, a proliferator,
a foreign government, a hostile government’s ability to download
encryption technology, buy it from some foreign manufacturer, take
it in a computer or in just a package of software out of the United
States and just buying it in a noncontrolled world that this legisla-
tion would create?

Ms. McNAMARA. Let me just say I don’t think we are ever going
to prevent individuals from doing individual things and individuals
taking their laptop computers or individuals being able to access
things that we would prefer they not be able to do. What we are
trying to do, though, is to manage the spread of encryption, not
prevent it, because, in fact, we have allowed under the current Ad-
ministration’s policy very robust encryption to be exported when
the end user was not of concern to the national security domain.

In this particular case, this bill as presented would take down all
of the restrictions immediately, and we would have——

Mr. BErRMAN. I thought it left some restrictions on countries on
the terrorists list. I thought it left some level of restrictions.

Ms. MCNAMARA. It did, sir, but it would—they are limited be-
cause they are, I think, referred to as the pariah countries. Our
concern is in our responsibility to provide support to the U.S. Gov-
ernment and U.S. military forces wherever they deploy or wherever
they find themselves, we have to be able to do our business, and
just to limit encryption export controls to that narrow set of coun-
tries would have serious impact on our ability to do that business
for the U.S. Government.
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Mr. BERMAN. I have a couple more questions, but I will wait till
the next round.

Mr. CoBLE. The gentleman from the Roanoke Valley of Virginia,
Mr. Goodlatte.

Mr. GOODLATTE. Thank you, Mr. Chairman. I want to welcome
all of these panelists who have become good friends of mine over
the years, although we disagree on this issue. I have not had the
opportunity to work with Mr. Lee much yet, but I look forward to
that, and Mr. Reinsch and Ms. McNamara have come to under-
stand each other, I think, very well on this issue.

I also appreciate the concerns that they have expressed regard-
ing challenges the Administration is going to have to confront in
dealing with encryption, but the most important point to make
here is whether or not this legislation ever passes and ever be-
comes law, you are going to have to confront those problems be-
cause of the massive proliferation of foreign-created encryption
products, of domestically-created encryption products which can be
freely created and used in the United States. It is only the export
control that you have any access to, and I would freely and safely
predict that this country will never pass a law creating the kind
of domestic control on a device to protect the privacy of American
citizens that the FBI for one is calling for.

I think Mr. Berman has gotten to the heart of this matter in ask-
ing about international discussions in the Wassenaar Agreement. It
is important to note that this legislation does not in any way con-
flict with the Wassenaar Agreement because of the reasons that
Mr. Reinsch pointed out. Not only are there no limits on expor-
tation of encryption under that agreement, they can go to any key
length they want to, but there is no definition or limitation on what
that export control process may be. Mr. Reinsch pointed out, in
fact, the United States is allowing 128-bit eneryption for banking.

Mr. BERMAN. Would the gentleman yield?

Mr. GOODLATTE. Sure.

Mr. BERMAN. But there is decontrol and the requirement to get
a validated license based on a specific end user are two different—
in other words, Wassenaar doesn’t say you can’t export it. It just
says have a system which says who the purchaser is and describes
what the system is. It is still a regulatory issue.

Mr. GOODLATTE. Reclaiming my time. Exactly right. And we still
have a regulatory system with this legislation, and it is important
to note that it isn't just those few countries and those few individ-
uals where export controls would still apply under our bill. Our bill
applies to and relaxes export controls where you have an off-the-
shelf, generally available product and that software—I get criti-
cized for not mentioning the computer—hardware industry which
contains encryption as well as wireless communications, and it al-
lows that when you have a customized product for which there is
foreign competition.

But if you do not meet those two criteria, if you are a national
security type encryption products, you are still fully subject to our
export control laws, and we have added provisions to clarify some
of the points that you pointed out, a new provision allowing the
Secretary of Commerce to stop the export of specific products fo
specific individuals or organizations in specific countries if there is
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substantial evidence that they will be used for military or terrorist
purposes, and that can be any country if they are going to use it
for a military purpose; a new provision for allowing the President
to stop exports to terrorist nations and to impose embargoes; and
a new provision giving the Secretary of Commerce a 15-day, one-
time technical review of encryption products prior to export to give
them the opportunity to look at the product in much the way Ms.
McNamara described in her testimony.

We have also, because of our strong support of privacy of United
States citizens, added provisions making it clear that encryption is
a good thing. One of the things that concerns me most was Mr.
Lee’'s—actually Ms. McNamara’s statement, that they are trying to
prevent the broad use of encryption. That, to me, is a very, very
flawed and mistaken policy. The broad use of encryption is not only
good, but vitally important to the success of the Internet and inter-
national electronic commerce and communications. The fact of the
matter is if you do not have strong encryption, or if you set up this
key system where billions of keys are out there, targets of terror-
ists and hackers, you have created the Achilles heel of our elec-
tronic communications system in the world.

So use of encryption to protect credit card numbers, medical
records, copyrighted material, industrial trade secrets, financial
transactions of all kinds, e-mail, and everything you can think of
is vitally important, and the broad use of encryption is broadly im-
portant.

I would like to ask Ms. MeNamara this question. Your prede-
cessor Bill Crowell testified in 1997 before the House National Se-
curity Committee that the impact of key recovery on your national
security mission is not significant, and that key recovery per se
does not help the National Security Agency do its foreign intel-
ligence mission. I wonder if you would comment on his remarks.

Ms. MCNAMARA. Sir, I missed part of his remarks, but let me say
if my answer doesn’t address it, would you please repeat the state-
ment.

For the national security—for national security purposes, key re-
covery is not a solution. Key recovery or data recovery in the broad-
est sense is, in fact, a law enforcement interest and issue and con-
cern. For us internationally overseas we cannot present a court
order and ask somebody to provide us with the information that we
need to provide timely, critical decisionmaking intelligence. It just
doesn’t work. That is why I say—I think that is what Bill Crowell
was implying when he made the statement.

There is a distinction, and as I said in my testimony, the solu-
tions for law enforcement and the solutions for national security
are decidedly different, and they have to be arrived at in a decid-
edly different fashion.

Mr. GooDLATTE. Thank you.

Mr. CoBLE. I thank the gentleman.

The gentlelady from California.

Ms. LOFGREN. Thank you, Mr. Chairman. Just a quick comment.

Mr. Reinsch, I said nice things about you, and I was referring to
your position on the export of Pentium IIT chips, a position I agree
with. I would note also for the record that Mr. Rohrabacher, who
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doesn’t understand the full value of high-tech exports, is, in fact,
a cosponsor of this bill.

Mr. BERMAN. That is a hurdle to overcome.

Ms. LOFGREN. A hurdle to overcome according to Mr. Berman.

In listening here, I guess one of the things I would like to say,
and you don’t really need to answer, is to encourage each of you,
understanding that the Administration’s position is in opposition to
the bill, and I hope that will change, but I hope you will neverthe-
less come up with suggestions. I hope you will act as if this bill
may become law, even though your official position is in opposition,
and suggest things that we may consider to make it better or more
workable—from your point of view? I am hopeful that the fact that
we disagree will not preclude useful dialogue and exchange.

You know, as I think about this issue, and I do think it is impor-
tant to recall that the Director of the FBI said this in last Con-
gress, that the real issue here is the domestic control of encryption.
NBSA just acknowledged this. You can’t go with a court order to get
a key abroad. As a matter of fact, you can’t get a key at all. So
this is about domestic use, and I don’t think the people of this
country will put up for 1 minute with a key recovery system——put-
ting aside the fact that it is technically impossible. The American
people value their privacy. They are not going to allow a Big Broth-
er Government to go in and snoop on everything they do. Nor
should they.

Mr. BERMAN. Would the gentlelady yield?

Ms. LOFGREN. Yes.

Mr. BERMAN. Why couldn’t you get the manufacturer of the
tough encryption, high-standard software to provide a key that
would allow real-time interception of foreign transmissions using
that software? In other words, why doesn’ it have a foreign aspect?

Ms. LOFGREN. A key is generated every time there is a commu-
nication.

Mr. BERMAN. Well, a way to—somebody is translating back all
those things into, somebody said, plaintext.

Ms. LoFGREN. If I may reclaim my time, I will share with you
the Administration report on this very subject that casts grave
doubt on the actual technical viability of this key recovery system.
I think you will find it of great interest.

One of the things I wanted to ask about has to do with where
we are while this is proceeding. For years, or at least it felt like
years, the Administration, both the Commerce Department and law
enforcement, and the NSA, said that 56-bit encryption was good
enough, that it was strong encryption. Yet last year we had a pri-
w];elti‘,lely funded effort that broke 56-bit. Was that a surprise to you,

inge

Mr. REINSCH. No.

Ms. LOFGREN. Okay. So then the representations earlier made
were optimistic and not necessarily founded in good science. Given
that, why don’t we, while this bill—

Mr. REINSCH. It is one thing to say it was broken. It is another
thing to apply what they did and say that it has utility for law en-
forcement and national security. Even if you take the most recent
breaking—which I think was 22 hours, I might not be up on the
latest contest, but I think that was the last one I heard about—
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it doesn’t do a lot for the FBI or the NSA to say a lot of computers
with a lot of money, spend 22 hours, can do one message that they
knew about in advance.

Ms. LOFGREN. That is an exercise for fun to show it can be done,
but we have better computers that are more oriented toward break-
ing this. I don’t want to get into it, but clearly these other comput-
ers can do a better job than kids on the Internet.

Secondarily, I think the question is why don’t we move to 64-bit
at least as the Wassenaar Agreement provides while we study this
issue further?

Mr. REINSCH. Well, that is a question that is under discussion
right now inside the Administration. What we decided to do in De-
cember was to simply implement firsthand what the Vice President
announced so there would not be any further delay. You may re-
call, somewhat to my personal embarrassment, there was a long
delay between the bank announcement and the bank reg, and I
wanted very much to avoid that. So we decided first to do what the
Vice President had announced and address Wassenaar issues later.
We are now in the midst of doing that, but I couldn’t tell you what
the outcome will be.

Ms. LOFGREN. Mr. Chairman, I know the red light is on, and I
won’t ask for this answer, but——

Mr. CoBLE. Go ahead. You have put a lot into this. We are okay
timewise.

Ms. LOFGREN. I wanted to ask Mr. Lee, and he doesn’t have to
say this now, if he can provide to the committee in writing later,
what he referenced in his testimony, that there would be other
technologies available to us. I hear that a lot from various voices
within the Administration as if, you know, the high-tech commu-
nity has a rabbit, that if they can just pull that rabbit out of the
hat, that would solve the problem. I haven’t found this rabbit. I
don’t know where that rabbit is hiding. So I would like to know
specifically which technologies you were referring to in your state-
ment, Mr. Lee. And I will take my answer in writing, hopefully
within the next couple of weeks, rather than take up my time after
it is expired.

Mr. LEE. If I may, Mr. Chairman, I was responding to the chair-
man’s question about key recovery, and the specific point I was
making, perhaps not with success, was that as Secretary Reinsch
had referred to, there are many technologies that aren’t, strictly
speaking, key recovery that do promote the interest of law enforce-
ment as well as other Government interests.

Ms. LOFGREN. And I would like to know specifically what you
have in mind with that statement.

Mr. LEE. Very well.

Mr. COBLE. Give that to us in detail if you will, Mr. Lee. I thank
the gentlelady.

[The information referred to follows:]
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U.S. DEPARTMENT OF JUSTICE,
OFFICE OF LEGISLATIVE AFFAIRS,
Washington, DC, April 14, 1999.
Hon. ZOE LOFGREN,
House of Representatives, Washington, DC.

DEAR CONGRESSWOMAN LOFGREN: During Associate Deputy Attorney General Ron
Lee’s March 4, 1999 testimony before the Subcommittee on Courts and Intellectual
Property of the Committee on the Judiciary, you asked him to write to you to iden-
tify those encryption technologies in addition to key recovery that promote the inter-
ests of law enforcement.

First, I would like to thank you for your continuing interest in this topic. You will
recall that you exchanged letters on this matter with former Principal Associate
Deputy Attorney General Robert S. Litt just last summer and faii. In his ietter to
you of September 24, 1998, Mr. Litt indicated that what law enforcement needs is,
quite simply, access to the plaintext of encrypted data and communications when
it has lawful authority to obtain that plaintext. He also indicated that law enforce-
ment was not seeking a one-hundred percent solution, but workable solutions that
support the continued ability of law enforcement to conduct judicially authorized
searches for data and interceptions of communications.

Critics of law enforcement often insist that its demands are unattainable. How-
ever, there is nothing unattainable about industry’s developing products and serv-
ices that protect not only the security of encrypted data and communiecations but
also the security and safety of the persons using those products and the public, at
large. It is important to remember that the goal of providing law enforcement with
access to plaintext is the safety of the public.

We recognize, of course, that industry is responsible for designing and deploying
information technologies, including encryption products, and that it must do so in
a competitive marketplace. Both industry and Government have learned that there
is a market demand for products allowing access to plaintext (e.g., businesses that
need to ensure the availability of data). In addition, creating a technological envi-
ronment that directly, even if inadvertently, supports criminal activity by enabling
criminals to act with impunity is not good for the public, industry, or the market-
place. While we are asking that industry use its creative genius to create smart so-
lutions, those solutions will, in the long run, promote both public safety and com-
merce.

In this regard, industry has engaged in active discussions with law enforcement
about technical solutions that might help address law enforcement’s concerns. For
example, a number of companies suggested to us that for some network-based
encryption products there may be points in the network where plaintext exists, or
where encryption can be disabled by a system administrator in response to a court
order. Other products, such as corporate encryption systems, by their very nature,
tend to be operated by corporate computer or network administrators, who can oth-
erwise provide law enforcement with access to plaintext when such access is law-
fully authorized. Still other products provide each individual user with the option
to activate “recovery” for stored data, so that if the user loses his key, he need not
also lose his data (such “recovery-capable’ products tend to use key recovery). Each
of these types of products helps fo meet the needs of law enforcement. And these
1:;.re jl(list three possible solutions out of a panoply that are being or may be developed

v industry.

You may recall that the Administration updated its encryption export control pol-
icy in 1998, taking into account the benefits of such products for public safety world-
wide. For example, “recoverable” products are approved for export to foreign com-
mercial firms in over 40 countries. A number of companies thereafter cited fins up-
date as an excellent example of how industry and Government can work together
to find workable solutions.

Of course, the needs of public safety are just one of the many interests to be con-
sidered in the encryption debate. The Department of Justice supports the use of
strong encryption for legitimate purposes, such as the protection of privacy, propri-
etary and financial information, and intellectual property, as well as combating
fraud and securing electronic commerce. Based on our discussions with industry, we
are hopeful that it will develop more solutions that meet these needs and also pro-
tect the safety of the public in general.

élook f(frward to continuing to work with you in this important area.

incerely,
Dennis K. BURKE, Acting Assistant Attorney General.
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U.S. DEPARTMENT OF JUSTICE,
OFFICE OF LEGISLATIVE AFFAIRS,
Washington, DC, May 21, 1999.

Hon. ZoE LOFGREN,
House of Representatives, Washington, DC.

Dear CONGRESSWOMAN LOFGREN: Thank you for your letter of April 22, 1999, to
Associate Deputy Attorney General Ronald Lee, concerning a letter to you from Act-
ing Assistant Attorney General Dennis K. Burke of the Office of Leg'isf'ative Affairs,
dated April 14, 1999. Your letter notes that the April 14th letter, which responded
to a 3uestion which you asked Mr. Lee during a hearing on March 4, 1999, was
signed by Mr. Burke and not Mr. Lee. It has been the Department’s longstanding
policy that letters from the Department to Members of Congress, other than matters
concerning constituent correspondence, are generally signed by the Assistant Attor-
ney General for Legislative Ag'airs.

e substance of your letter relates to the question you asked Mr. Lee on March
4th, regarding technologies other than key recovery that promote the interests of
law enforcement. The April 14th letter described these technologies, such as
encryption products under the control of system administrators and products where
plaintext exists at some point in a network. Your letter indicates that you consider
the April 14th response to be inadequate. But it is difficult to go much further and
identify either particular products or particular fproprietary implementations of the
techno c‘ufies that were described, if you are in fact requesting that Department of
Justice do so.

The Department of Justice should not of course, endorse particular products, and
it is, therefore, inappropriate for the Department to specify particular products as
meeting law enforcement needs. Any list of such products in today’s dynamic mar-
ketplace would also surely leave some out, which would be unfair to the excluded
products and manufacturers.

Moreover, althouﬁh many dproducts promote the interests of public safety more
than do products that provide individual criminals with strong, unbreakable, and
non-recoverable encryption under their exclusive control, the distinctions are gen-
erally of degree. Most products that, as a ﬁeneral matter, promote the interests of
public safety can also be used in ways that harm Eublic safety. For example, as indi-
cated in our April 14 letter, products in which the encryption facility is under the
control of a system administrator promote the needs of public safety. In such cases,
law enforcement can present a court order to the system administrator, who can
then disable the encryption facility or otherwise provide law enforcement with ac-
cess to plaintext. However, if the organization is itself corrupt, or the system admin-
istrator is suspected of criminal activity, law enforcement will often be unable to ob-
tain plaintext, and crime may go unpunished.

Therefore, for most products, it is overly simplistic to label them as either meeting
the needs of public safety or not. (Some products will meet the needs of law enforce-
ment in the vast majority of cases, particularly products that provide for recovery
by third parties under all circumstances.)

But it is possible to describe the needs of public safety and to discern therefrom
those types of technologies that support to some degree, those needs. As the April
14th letter indicated, C2u017i1:1 an earlier letter to you from former Principal Associ-
ate Deputy Attorney General Robert S. Litt, what law enforcement needs is access
to plaintext when it has lawful authority to obtain that plaintext. Technologies that
sui)port that end support public safety. The April 14th letter identified such tech-
no! a(;fies—such as network-based encryption, encryption where plaintext remains
available at some point accessible to law enforcement, and corporate encryption sys-
tems under the control of system administrators. Each of these techno]o%ies T0-
vides, in many cases, a contact who is not the target of an investigation where law
enforcement can go to obtain plaintext.

Of course, different companies have different names for these types of tech-
nologies. For example, without endorsing the particular products at issue or exclud-
iz:ﬁ any other products, we note that ti)irteen high-tech companies announced in
July 1999 their support for “operator action™ or “private doorbell” products, which,
according to those companies, would balance the needs of privacy with the needs
of law enforcement. See http//www.t-b.com/ans. The Department of Justice is en-
couraged by industry’s continuing efforts to meet the needs of public safety.

I hope you find this letter responsive to your inquiry. We in the Department look
forward to continuing to work with you to address your concerns.

Sincerely,

JON P. JENNINGS, Acting Assistant Attorney General.

Mr. CoBLE. The gentleman from California, Mr. Rogan.
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Mr. RoGaN. No questions, Mr. Chairman. Thank you.

Mr. COBLE. The gentleman from Massachusetts, Mr. Delahunt.

Mr. DELAHUNT. Yes, thank you, Mr. Chairman.

Just an observation about remarks by both Mr. Goodlatte and
Ms. Lofgren about domestic control. I concur there is no way that
there will ever be domestic controls on encryption technologies in
this Nation. And I think what really struck home to me when I
heard those remarks is that I just left a hearing in another sub-
committee on which I serve dealing with a regulation promulgated
by the FDIC entitled “RKnow Your Customer.” I see people nodding
their heads in the affirmative. It had to do—they rescinded it, or
I understand they intend to rescind it. It would mandate banks to
profile their customers to determine whether they may be engaged
in any criminal activity. One hundred thirty-five thousand com-
ments were forwarded to the FDIC, and the comment phase isn’t
even over yet. And Americans everywhere are concerned about pri-
vacy.

I mean, I think this is something particular to a democracy be-
cause once you start to reduce privacy, you tend toward something
that none of us want to conceive of in terms of the kind of society
we are about. So dealing with that reality, there are no domestic
controls. And what I hear everybody suggesting here is that—I
think it was Mr. Berman—all you have to do is download an
encryption technology which you can purchase in this country, the
strongest possible encryption technology, download it or go to wher-
ever they sell it. You can get on a plane and bring it to wherever
you want to go in some foreign nation, or better yet, you can just
sit in the comfort of your own home, put it in your laptop com-
puter, hit a button, and it is there.

I mean, given that reality, and we all do share these concerns
about criminal syndicates and terrorists and rogue nations looking
for the technology, but I respectfully suggest, and maybe I am
being too simplistic, maybe I am being simple-minded, but it ap-
pears to me that the position that you are putting forth here today
is reminiscent of the Maginot Line. I mean, this is not, you know,
a finger in the dike. There is no dike. I mean, it is out there. If
they want to get it, they are going to be able to secure it.

I spent 21 years as prosecutor in a major jurisdiction. I know
that if they want to get it, they are going to get it. They are not
going to be concerned about export licenses. That is the last thing
that they are going to be concerned about. They don’t know any-
thing about the Wassenaar Arrangement. They are just going to
get it, and it is available, and I share the concerns, but meanwhile
we are impeding American industry.

Mr. Reinsch, you talk about a balanced approach. Well, I am
looking at panel one. I bet there aren’t too many there who would
%grie{e that our position now is balanced. We are just losing. I yield

ack.

Mr. CoBLE. I thank the gentleman. And because of the obvious
interest on the part of the subcommittee, I am going to go to a sec-
ond round. Mr. Goodlatte, if you would assume the Chair. I am
going to have to go to my other meeting, and then we will go into
a second round of questioning. Thank you again, and I apologize
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to the second panel. I may be back before you all conclude, but 1
may not.

Mr. GOODLATTE. [Presiding.] Thank you, Mr. Chairman. I think
we should proceed to a second round of questions since I have a
few, and several members of the committee do as well.

Secretary Reinsch, I was pleased to hear you say that the Admin-
istration is not seeking controls or restraints on domestic manufac-
ture or use of encryption. Does that mean that if a domestic access
amendment, such as the Oxley-Manton amendment offered and de-
feated in the committee at the last Congress, or the domestic provi-
sions of the Intelligence Committee substitute amendment adopted
by that committee, is considered this year by any committees that
receive a referral of this bill, the Administration will publicly state
its opposition to such an amendment?

Mr. REINscH. Well, that is a multipart question, Mr. Chairman.

Mr. GOODLATTE. We will take each one at a time.

Mr. REINSCH. As I recall, we did not support the Intelligence
Committee’s bill last year—or 1997, and said so, as I recall, at the
time. I don’t recall whether or not we had a position on Oxley-Man-
ton. Frankly, I am not sure I recall all the details of the amend-
ment.

I am glad you made your initial statement, because I was going
to comment with respect to Mr. Delahunt’s point that the Adminis-
{ration position is that we do not seek and are not seeking domestic
controls on manufacture or use. Were there to be an amendment
or a bill that would impose such controls, I would certainly hope
and expect that we would say that we oppose it, but I don’t think
we would address that question until the amendment actually
rolled around and was on the table for us to look at.

Mr. GOODLATTE. The reason I ask is in March 1997, you stated
the Administration was not seeking domestic controls over
encryption, which seemed to be the case until September 1997,
when the FBI pushed for adoption of the Oxley amendment, and
the FBI and NSA pushed for adoption of the intelligence committee
substitute. The Administration was then eerily silent on the domes-
tic control issue, which caused a great deal of confusion about your
actual position.

I would also like to note that although you dismiss the SAFE Act
prohibitions on domestic controls as unnecessary, a statutory prohi-
bition would certainly eliminate any confusion caused by multiple
Administration positions on the issue.

Mr. REINSCH. It would certainly obviate this line of questioning.
There is no question—no doubt about that.

I think I can say with confidence that what I have said speaks
for the Administration, and I would like to point out that I think
I have been consistent from your recitation of prior quotes. I hope
we will continue to be consistent.

You are asking me, though, a difficult question, which is to make
a commitment about language that doesn’t exist yet and may never
exist. Obviously, if there were such a proposal again from either of
those committees, we would have to look at it before making a final
decision, but our position on this, I think, is clear.

Mr. GOODLATTE. Mr. Reinsch, when you testified before this sub-
committee last Congress on this same subject, you stated the Ad-
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ministration was attempting to nudge the market toward key re-
covery because you believe that the market was going in that direc-
tion on its own. Are you still trying to nudge the market toward
key recovery?

Mr. REINSCH. With respect to stored data, Mr. Goodlatte, we be-
Lieve that is what is happening. We believe the market is moving
in the direction of key recovery for stored data, and we find de-
mand out there.

Mr. GOODLATTE. But on a voluntary basis?

Mr. REINSCH. Sure.

Mr. GOODLATTE. Under certain circumstances, and I would say
wisely, some people may want a second access to a key. If they lost
it, they would lose all of that data.

Mr. REINSCH. For reasons that have nothing to do with either
law enforcement or national security. I refer you to the sentence in
my testimony about one of the things we have learned since my
last testimony is the perils of one-size-fits-all policymaking, and we
have begun to conclude that this is a problem that is best dealt
with in pieces rather than with a unitary approach.

Key recovery we think is a good solution for stored data, and be-
cause it is a good solution, people are going to it anyway regardless
of anything we say or do. We are discovering that it is not going
to be a preferred solution for transient data or e-mail, but as Mr.
Lee mentioned in his testimony, there are other technologies that
are law-enforcement-friendly in that area as well.

Mr. GOODLATTE. Let me ask Mr. Lee the same question. Do you
or the Justice Department agree with Secretary Reinsch’s state-
ment that the Administration is not seeking controls or restraints
of the domestic manufacture or the use of encryption?

Mr. LEE. The Administration’s policy, which has been stated con-
sistently, is that we are not seeking controls, mandatory controls,
on manufacture or use or distribution of encryption.

Mr. GOODLATTE. Is that Administration policy consistent with
the F'BI and the Director of the FBI’s policy with regard to the use
of encryption?

Mr. LEE. Sir, I don’t have in front of me the specific statement
of the Director you are referring to. The Director has long ex-
pressed a very deep concern, which the Department of Justice
shares, about the consequences of the widespread proliferation of
encryption that does not provide a means of lawful access to
plaintext.

Mr. GOODLATTE. Mr. Reinseh, you stated in 1996 before the Sen-
ate that 2 years is the outside limit within which if we do not ad-
dress this encryption problem, the technology will take over, and
the opportunity to address it will have gone. It is now 3 years later,
and according to Secretary Daley, there are now over 650
encryption products on the market. Aren’t we now in a situation in
which the technology has indeed taken over?

Mr. REWNSCH. I don’t think so yet. I recall that statement. I must
say I am impressed, Mr. Goodlatte, that someone is reading my
testimony. That is always encouraging to hear.

I have been consistent; I am generally wrong when I predict
things are going to happen by a certain time, as anybody who has
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ever asked me a question about when we are going to issue a regu-
lation knows very well.

I think that is an important question because it relates to some
comments that both Mr. Delahunt and Ms. Lofgren made as well
as the point Mr. Berman made, and that is we would draw a dis-
tinction between the existence in the marketplace of products and
their actual use in the marketplace.

The data that Secretary Daley was referring to that you cited
was data that Trusted Information Systems published periodically
when it was an independent company, the last iteration of which
was December 1997, that said there were 656 products available
from foreign sources. Without commenting in detail on the com-
parability or their level of robustness, that is still a large number,
and I have no doubt it is a bigger number today than it was then,
and the point is correct, we are heading in that direction.

As Ms. McNamara pointed out in her testimony, and as I would
point out, there is a significant difference between the existence of
the products and their actual use. We have found over the years
and are still finding that use lags behind availability, if you will,
in this area significantly because of trust and interoperability rea-
S0ms.

Mr. GOODLATTE. Thank you. My time is expired.

Gentleman from California, Mr. Berman.

Mr. BERMAN. Thank you, Mr. Chairman.

Privacy is very important, as others here have talked about, but
it is not an absolute interest. I mean, we accept that under a war-
rant, our law enforcement agencies can intercept and wiretap tele-
phones. I think most of us—I certainly am very concerned that be
it on a very limited basis, it be authorized, reviewed by a third
party, a judge, but we do allow that compromise.

I do not want to be involved in something that significantly hurts
our ability to intercept communications of the kind that was spo-
ken about by the NSA. My problem is having a hard time under-
standing whether the concern is a theoretical one at this particular
time, or is it a real one; and is this about export controls, or is this
about getting the cooperation of the developers of the encryption
software to let you in on the secret, so to speak, in some fashion,
whether it is key recovery or some new technology.

Mr. Lee says the Department of Justice supports the spread of
strong recoverable encryption. From that I would conclude that he
would therefore be eliminating all export controls on any
encryption which is recoverable. Is that a fair conclusion?

Mr. LEE. That is not an issue that the Administration has con-
fronted at this time. Again, as I said in my written statement and
as well in my verbal statement, the law enforcement community,
and that includes State and local as well as the Federal law en-
forcement agencies, are very concerned about the dual impact on
public safety and national security of an incredibly widespread pro-
liferation of encryption abroad.

Mr. BERMAN. Then why do you say you support the spread of
strong recoverable encryption?

Mr. LEE. We do.

Mr. BERMAN. Well, that to me means you don’t support controls
on strong recoverable encryption. Controls limit the spread.
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Mr. LEE. Excuse me, sir. I think the key goes back to a state-
ment that Secretary Reinsch made, which is there is a difference
between availability and widespread use. What the Department of
Justice and law enforcement ultimately will need is when strong
encryption is available in a widespread way internationally, a way,
whether it is key recovery or another way, to present lawful au-
thority and be able to obtain plaintext. So you have to look both
at the immediate consequences of decontrol, which is what you are
asking me about, versus the end stage that—law enforcement and
I think our foreign law enforcement allies would agree with this—
the end stage which is we all want to have strong eneryption in
widespread international use. We want that to be done in a way,
in a system, in an implementation with the proper doctrine and
services that support law enforcement objectives.

So I would draw a distinction between what will immediately
happen if H.R. 850 is passed versus the end stage, which abso-
lutely we support, which is the widespread use of strong encryption
both 1glomest:ica.lly and abroad that support the law enforcement in-
terests.

Mr. BErMAN. The banks. You talked about the banks. You have
let the banks export to—you allowed export of very strong, I take
it, 128——

Mr. REINSCH. Or more.

Mr. BERMAN [continuing]. Or more without-limit encryption tech-
nology because?

Mr. REINSCH. Because we concluded two things: One, the need to
secure safety of electronie financial transactions was a paramount
consideration in our policymaking; and second, because financial
institutions are highly regulated institutions in virtually every
country in the world and have a long history of effective coopera-
tion with law enforcement anyway, and we didn’t think that some
of the constraints that we have applied in other sectors were nec-
essary.

Mr. BERMAN. Could you turn that into a more practical answer,
because the banks will share with———

Mr. REINSCH. Yes.

Ms. MCNAMARA. Mr. Berman, may I comment? Is that Mr.
Reinsch’s red light or yours?

Mr. BERMAN. It is mine. I ean’t talk, but you can comment.

Ms. McNAMARA. Banks have always enjoyed special treatment
under export controls. We have always allowed banks to have ro-
bust encryption because we recognized the banking industry is im-
portant to everyone’s national security. And so even in the days
when 56-bit data was controlled, banks had access to that. And it
is recognized because it is so important to our infrastructure.

Now, I would like to, if I may also, I would like to comment again
on the issue of availability. We do not argue that encryption is
available both here in the U.S. and in foreign markets. We just
don’t. But because encryption is our business for national security
purposes, we pay attention to what is going on in the foreign mar-
ketplace in terms of actual use.

We do not see lots and lots of encryption being used in a wide-
spread fashion. I mean, as I said, militaries and governments have
always used it. They have always used it for confidentiality, but
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the rest of the world is largely still today using unencrypted com-
munications—not using encryption for transmission of their infor-
mation.

Now why is that? We maintain that we will see widespread
encryption used when three conditions are met. Those conditions
are when it is inexpensive, and it is becoming very much so; when
it is easy to use, and depending upon what you are trying to
download, it is more or less easy, but it is not consistently easy ev-
eryplace; and it will also become easy—it will also become used in
widespread fashion when there is an underlying security manage-
ment infrastructure which allows the exchange of key across inter-
national borders or between two different organizations or indus-
tries.

Those do not exist today. So while someone can download it, and
while it is inexpensive in some cases, there are not robust inter-
national security management infrastructures that will allow it to
be used, and that is—and in answer to your question about is it
a matter of export or isn’t it, it is a matter of licensing so that we
can understand how it is going to be used and who the intended
end user really is. And that is what the relaxation that the Admin-
istration put in place this past September was intended to do. It
identifies end use. It identifies areas that need to be protected, and
it recognizes that gradual relaxation makes sense in certain areas.

Mr. GOODLATTE. The gentleman from California, Mr. Rogan.

Would the gentleman yield to me for a few seconds?

Mr, RoGaN. I yield to the chairman.

Mr. GOODLATTE. In response to that, I would like to point out
while I was in Britain, a software manufacturer demonstrated a
128-bit software program that is going to be on-line dealing with
the use of digital signatures in a matter of a few months that I
think will become the industry standard worldwide. It is a fascinat-
ing thing. But anyway, the cost of the encryption in that program
is less expensive than the cost of the screensaver in that program.
We are just talking about a mathematical algorithm. It is not a
very expensive technology.

Milr. ];»ERMAN Would the gentleman yield for just a short response
to that?

Mr. RoGan. I yield to the gentleman.

Mr. BERMAN. I think the witness Ms. McNamara was talking
about, in the third part of her answer, the lack of the information
management infrastructure; something about you could get it easy,
but you can’t do that much with it unless something is happen-
ing—I am not quite sure what you meant, but there was a third
part to that.

Mr. GOODLATTE. The gentleman from California is recognized.

Mr. ROGAN. I was going to ask if I could have my time back.

Mr. GOODLATTE. If there is no objection.

Mr. ROGAN. Actually I won’t need that much time, Mr. Chair-
man. Thank you.

I want to apologize to all of the witnesses today for not being
present for all of your testimony. Regrettably I have two competing
markups in other committees, so I feel like a wishbone being pulled
in both directions.
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As to Director McNamara’s point that she made a few minutes
ago that actually did raise one question in my mind. It is true that
foreign encryption products can be downloaded easily. There are, I
think, last survey I saw, some 600 different products available. And
so I guess my question for you, Director, is our national security
enhanced or hurt by a market that is dominated by United States-
made encryption products rather than foreign encryption products?

Ms. McNAMARA. Our position has been consistent in that regard,
Congressman, and we have always said that national security
needs a strong U.S. presence overseas.

Mr. RoGAN. Thank you, Mr. Chairman. I yield back.

Mr. GOODLATTE. Thank you.

The gentlewoman from California, Ms. Lofgren.

Ms. LOFGREN. It seems to me that really what we are risking
here is the lost domination of cryptography by Americans by this
prospective delay of unknown duration. We may not be able to fa-
cilitate encryption becoming more endemic than it is—in terms of
use. What is worse is that the smart criminals bave ready access
to strong encryption. The smart criminals, presumably, will use
what they need. It is only the dumb criminals who won’t—until it
is endemic. I really think it is not a good trade to risk our domina-
tion of this sector, both for economic and for security reasons and
for such a modest goal. At least, that is just my opinion.

Now I have a question for Mr. Reinsch. It is something I won-
dered a long time about. Maybe the answer is obvious. But I have
wondered about our current policy that throws crypto with a hole
into the whole export control regime. I don’t understand how we
can throw crypto with the hole into the scheme since we are not
actually exporting the material. What is the legal basis for the cur-
rent policy in this regard?

Mr. REmNscH. Well, the act gives us broad authority to license ex-
ports for national security, foreign policy and short supply pur-
poses. There is no question if we include that kind of product or
any kind of product that has national security or foreign policy con-
sequences, that we have authority to cover it. It may be more a
question of whether it is wise to do so. In fact, we have permitted
the export of some of those products.

I am not sure where you are going. I am not aware that there
is any current controversy about that, but maybe I am missing
something.

Ms. LOFGREN. The final question I have, and since I want to hear
the next panel, I am just going to make this the last question. I
understand that the NSA opposes the bill. We don’t need to go over
that ground again, but within the bill there is a 15-day period to
review what is being exported. What is your comment on that pro-
vision? If this bill were adopted over your objection, would you offer
improvements to that section of the bill that would make this, in
your judgment, a better piece of legislation?

Ms. McNaMaRA. Well, for the record, let me say that we have
never believed that legislation is necessary because we can do what
we need to do in the regulatory process. The amount of days is not
at issue. In fact, some licenses are approved today in 15 days. It
is the complexity of particular product that we need to understand
In terms of how it is going to be used and essentially, if it is going
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to be used in a network, how that is going to be used, and I don’t

know how to bound that in terms of time. I can’t say that a very

complex product could be understood by us in sufficient detail to

I5_3.r110w us to be able to vote in or to approve or disprove in that time
ame.

Ms. LOFGREN. In the bill you don’t have approval authority if it
is in the marketplace. The question really is and you don’t have to
answer now, is should it be 15 days, or 20 days, or a number of
days as a function of the length of key, or whatever? I would be
interested in your response to this question, and I would be happy
to take your answer in writing later, and I yield back the balance
of my time.

[The information referred to follows:]

NATIONAL SECURITY AGENCY,
Fort George G. Meade, MD, July 30, 1999.

Hon. Zor LOFGREN,
House of Representatives, Washington, DC.

DEeAR Ms. LOFGREN: When I testified at the hearing on the Security and Freedom
Through Encryption (SAFE) Act, H.R. 850, held by the Subcommittee on Courts and
Intellectual Property of the House Committee on the Judiciary, you asked me to pro-
vide in writing comments on the provision of the bill that allows a 15-day period
to review a product prior to export.

National security interests require a meaningful technical review of an eneryption
product prior to export. Fulfilling that requirement generally is not a function of the
time allotted for such a review. Our experience has shown that we can conduct a
meaningful technical review in a relatively short time period, such as 10 days, if
all the necessary technical documentation is submitted with the export application.
However, delays in the technical review arise when the applicant fails to provide

the required technical information.

It is difficult, if not impractical, to bound a review in terms of a specific time pe-
riod. The complexity of the product and the provision of all necessary technical docu-
mentation are the key factors in completing a review as quickly as possible.

BARBARA A. MCNaAMARA, Deputy Director.
Copy Furnished:

Honorable Howard Coble
Chairman, Subcommittee on Courts
and Intellectual Property

House Committee on the Judiciary

Mr. GOODLATTE. Would the gentlewoman yield?

Ms. LOFGREN. Yes.

Mr. GOODLATTE. I just want to make the point, and I think you
would agree with me, legislation may not be necessary if the Ad-
ministration’s policy was changed as well. I think that is the whole
point of the legislation.

The gentleman from Massachusetts.

Mr. DELAHUNT. I just have one question I will direct to Mr. Lee
because I really want to be clear about this. When you indicate—
and I think we have heard from everybody on the panel regarding
domestic controls and that there is no intention and no desire to
impose any domestic controls. You are here representing the De-
partment of Justice, and presumably that is also the position of the
Fedel;al Bureau of Investigation. Will you agree with that state-
ment?

Mr. LEE. Yes, it is.

Mr. DELAHUNT. Thank you.
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Mr. LEE. Mr. Chairman, if I may, I realize that T may have not
fully understood Mr. Berman’s question about policy with regard to
the export of fully key-recoverable products, so I would just like to
clarify for the record that the current export regulations do permit
and encourage the development and export of key-recoverable prod-
ucts, and as Secretary Reinsch mentions in his written testimony,
we have actually streamlined that process to eliminate the need for
a prior review of the key recovery agent. So I just wanted to clarify
that part of my remarks.

Mr. GOODLATTE. I want to thank the members of this panel for
their contribution. We look forward to working with you as this leg-
islation works its way through the process, and we welcome your
ideas along the lines of Ms. Lofgren’s questions. If you do have sug-
gestions to improve the legislation, we certainly want to consider
those, and we thank you again for your participation today.

Mr. GOODLATTE. Our second panel includes a number of distin-
guished witnesses including Tom Parenty, who has been active in
the cryptography and computer security field for over a decade,
starting with his tenure at the National Security Agency in the
early to mid-1980’s. While at the NSA he worked on the security
of global nuclear command and control networks, focusing on the
formal verification of cryptographic protocols and internal computer
access controls. In addition, he also advised the Director of the
NSA on internal NSA computer security issues.

Mr. Parenty has worked on the security design of operating sys-
tems, networks, and database management systems for Govern-
ment agencies including the Central Intelligence Agency, the De-
fense Intelligence Agency, and the Air Force, as well as many U.S.
computer vendors.

Currently, Mr. Parenty directs all data and communication secu-
rity development activities at Sybase. He holds a bachelor’s degree
in philosophy from the College of Holy Cross and a master’s degree
in computer science from the University of Massachusetts.

I would like to recognize the gentleman from California for the
purpose of introducing our second witness.

Ms. LOFGREN. Thank you, Mr. Chairman. I am happy to intro-
duce Craig McLaughlin, who hails from my district in San Jose,
California, Silicon Valley. Craig is the chief technology officer for
Privada, Inc., of San Jose. He has been involved for the last 9 years
in defining, developing and supporting diverse quiet server applica-
tions, particularly in the area of systems administration and secu-
rity. He is the inventor and main developer of the patent-pending
Privada technologies, and prior to funding this firm, .
McLaughlin held development leadership positions at Concentric
Network and also Andol, two wonderful companies in Silicon Val-
ley. It is a pleasure to recognize such a star from San Jose. Thank
you.

Mr. GOODLATTE. Sounds like we have a vote. Let me finish intro-
ducing the panelists, and then we will recess for a vote.

Our third witness is Grover Norquist, president of Americans for
Tax Reform, a coalition of taxpayer groups, individuals, and busi-
nesses opposed to higher taxes at both the Federal and State lev-
els. ATR organizes the Taxpayer Protection Pledge, which asks all
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candidates for Federal and State office to commit themselves in
writing to oppose tax increases.

Mr. Norquist is a native of Massachusetts and has been one of
Washington’s most effective issues management strategists for over
a decade. Mr. Norquist served on the National Commission on Re-
structuring the Internal Revenue Service and writes the monthly
column “Politics” for the American Spectator.

Mr. Norquist holds a master’s of business administration and a
bachelor of arts degree in economics, both from Harvard Univer-
sity.

Our next witness on this panel is Dorothy E. Denning, who is a
professor and member of the advisory board of the Communication,
Culture and Technology Program at Georgetown University. Pro-
fessor Denning’s current research encompasses the areas of infor-
mation warfare and assurance, encryption policy and technology,
and the impact of technology on law enforcement and society. She
is teaching courses on information warfare and security, cryptog-
raphy, and data communications and is cochair of the Georgetown
Project on the future of the university.

Professor Denning is an ACM fellow and recipient of the Distin-
guished Lecturer in Computer Security Award. She received A.B.
and A.M. Degrees in mathematics from the University of Michigan,
and a Ph.D. degree in computer science from Purdue University.

Our next witness is Alan Davidson, who is staff counsel at the
Center for Democracy and Technology, a Washington, D.C., non-
profit group working to promote civil liberties on the Tnternet and
other new digital media. Mr. Davidson is currently leading CDT’s
efforts to promote encryption policies that protect privacy and free
expressmn in the information infrastructure. He has written and

ﬁo en widely on the civil liberties implications of public policies
that restrict encryption.

Mr. Davidson attended law school at Yale, where he was sympo-
sium editor at the Yale Law Journal. He remains active in MIT
alumni affairs and recently completed a 4-year term as a trustee
of the MIT Corporation.

Our next witness is Ed Gillespie, who serves as executive direc-
tor of the—at the Americans for Computer Privacy, a broad-based
coalition working to ensure that the privacy of all Americans’ con-
fidential files and communications is preserved and protected in
the information age.

Mr. Gillespie worked over a decade for House Majority Leader
Dick Armey in a number of positions, including serving as Repub-
lican Staff Director of Congress’s Joint Economic Committee and
Policy Communications Director at the House Republican Con-
ference. Roll Call newspaper listed him as one of Congress’ 50 most
influential staffers 3 years in a row.

Ed is a New Jersey native and a graduate of the Catholic Univer-
sity in Washington, D.C.

The final witness on this panel is the Honorable Dave McCurdy,
who was elected president of the Electronic Industries Alliance in
October 1998. When I talk about the fact we have not just software
products, but lots of hardware products, it is those consumer elec-
tronic manufacturers and other business electronic products that
his industry represents.
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As the Alliance’s chief executive officer, he overseas the activities
of a national trade organization representing the full spectrum of
U.S. manufacturers in the more than $500 billion electronics indus-
try. The Alliance, with a budget of over $50 million and a staff of
260, is headquartered in Arlington, Virginia, and represents manu-
facturers whose products range from small electronic components
to the most complex system used by defense, space, and industry,
including the full range of consumer products.

Mr. McCurdy came to EIA after a distinguished career in the
United States House of Representatives for 14 years and as chair-
man and chief executive officer of the McCurdy Group, a successful
business consulting and investment practice. He was the first re-
cipient of the University of Oklahoma’s Distinguished Service
Award in 1992. In 1984, he was named one of the 10 outstanding
young men in America by the United States Jaycees. Among his
numerous other honors include the Association of the U.S. Army
Distinguished Service and Commander in Chiefs Awards, and the
U.S. Air Force Association Kramer Memorial Award. He was se-
lected the 1993 outstanding legislator by the Senior Army Reserve
Commanders Association. In 1994, he received the PTA’s National
Award for Child Advocacy and the USO’s award for his commit-
ment to improving education.

The former Congressman, who has paid me nothing for this in-
troduction, is a graduate of the University of Oklahoma law school.
He also studied international economics at the University of Edin-
burgh in Scotland as a Rotary International graduate fellow. Prior
to his election to Congress, he was an assistant State attorney gen-
eral in Oklahoma and practiced law in Norman.

We have written statements from all of the witnesses on this
panel, and we will look forward to hearing their statements before
the committee when we return from this vote. Thank you.

We are in recess. This is final passage of the disaster bill. We
have 10 minutes left for anybody who cares.

[Recess.]

Mr. GOODLATTE. The subcommittee will reconvene, and we would
be pleased to recognize Mr. Parenty for his oral statement.

STATEMENT OF THOMAS PARENTY, DIRECTOR, DATA &
COMMUNICATIONS SECURITY, SYBASE, INC.

Mr. PARENTY. Thank you, Mr. Chairman. Good morning. Actu-
ally, good afternoon. I am speaking today on behalf of the Business
Software Alliance, which is an association of leading U.S. software
and hardware vendors, including Lotus, Network Associates, Intel
and Microsoft, as well as my own company, Sybase, and I would
like to say we have complete and absolute support for the SAFE
Act, and we encourage this committee to endorse that act as it is.

I would like to begin my comments by saying I do actually think
export controls are an effective means of addressing national secu-
rity interests in certain cases, specifically where the technology in
question is of limited availability, where the United States essen-
tially has a monopoly. That is not, however, the case with
encryption. Foreign encryption, well-designed, well-implemented
and strong, is widely available and widely used today.
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To illustrate my point, I am going to use one foreign encryption
vendor as an example, a company named Baltimore. In the slides
over on the side, you will see screen shots from Baltimore Tech-
nologies’ Web site. In an effort to try to reduce the number of head-
aches that my colleague at the computer had to go through to set
this up, I am using screen shots as opposed to using a direct Inter-
net connection. However, I would be more than happy after the
hearing to tour this site with any member or staff, live.

Baltimore is an Irish company that has components in the UK.
and Australia, as well. They have customers, and so this speaks to
use, not availability, in 40 countries worldwide. As we look at the
next screen, you can see that they—in a somewhat fuzzy way, have
a wide variety of products from basic cryptographic building blocks
to tools that can be used for securing e-mail. However, I would like
to bring your attention to one product in particular, their secure
Web product which, as it clearly states, they, unlike U.S. compa-
nies, have the ability to export 128-bit encryption worldwide. Their
product can also be used in conjunction with weakened encryption
in exported U.S. products to bring the encryption level in browsers
and Web servers up to the 128-bit level, essentially negating the
intended purpose of the current export controls we have in place.

The last slide I would like us to look at is one where users any-
where in the world with a simple few mouse clicks can download
a number of different cryptographic products for evaluation and
subsequent purchase. It is as easy as that. We are not talking
about products of questionable value or questionable quality. These
are products from a $50 million company, whose technology was
used just this past September by President Clinton to authenticate
a trade agreement with the Republic of Ireland.

It is clear that cryptography is not just desirable, but critical in
a number of different areas. I want to mention only two. The first
is with respect to the protection of our national infrastructures.
When I was working on the President’s Commission on Critical In-
frastructure Protection, my working group came to the very signifi-
cant conclusion that the protection of the infrastructures upon
which our Nation depends are not restricted to our national bor-
ders. They are rather infrastructures that are worldwide. And so,
any policy that discourages or prohibits the deployment of strong
cryptography worldwide to protect those infrastructures is not in
our national security interest.

Another area in which cryptography is critical is electronic com-
merce. Most people think of electronic commerce as people buying
CDs and books over the Internet, but I want you to think about
it in a different context, that is business-to-business commerce, the
use of the Internet to allow businesses to form new partnerships
for the development of products and services.

] want to give you one example. A Sybase customer, MGM, does
collaborative film editing with a partner in the U.K. They have a
lab in Hollywood and a lab in London. They share video and audio
clips as well as other information that is used for the production
of feature films. They built this application a few years ago before
the Internet was what it is today, and they built it on a very ex-
pensive private network. They would like to move to the Internet
to take advantage of the increased flexibility as well as the de-
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creased cost that would result from that; however, they will only
do that if they can do it in a way that will protect their intellectual
property.

Now, let’s look at the situation that faces them today if they were
to move to the Internet. Inside the United States they are fine.
They can use U.S. products, 128-bit enceryption, no problem. How-
ever, because they are not one of those special kinds of companies
like banks or insurance companies, they aren’t allowed to use
strong U.S. encryption worldwide. They would be forced to turn to
a foreign vendor in order to be able to secure their intellectual
property overseas. And there are companies such as Baltimore and
others that have those products today for which they would be
more than happy to sell them.

So what does that say with respect to the net effects of our cur-
rent export control policy? One, it most definitely takes sales that
could have gone to a U.S. company and puts them directly in the
hands of a foreign company, yet it does this without effectively
stopping the deployment of strong cryptography overseas.

Now, the Administration has admittedly made progress in trying
to update their encryption policy, yet it remains a policy that en-
courages and promotes the use of foreign encryption over that of
domestic-made. It is time as a Nation that we update our
encryption policy to be in sync with the realities of the times and
to do so in a statutory way, and the SAFE Act does precisely that.

In conclusion, when I think of the Administration’s export policy
and its intention of keeping encryption out of the hands of our en-
emies, it reminds me of the Humphrey Bogart line from the movie
Casablanca, which I will paraphrase for you today: I don’t mind a
bad eneryption policy. I object to an ineffectual one.

Thank you.

Mr. GoopLaTTE. Thank you.

[The prepared statement of Mr. Parenty follows:]

PREPARED STATEMENT OF THOMAS PARENTY, DIRECTOR, DATA & COMMUNICATIONS
SECURITY, SYBASE, INC.

BSA strongly supports the Security and Freedom through Encryption (“SAFE") Act
(H.R. 850) because it ensures that all Americans may use and sell any encryption
domestically and provides badly needed export control relief.

Congress must immediately relax export controls on software and hardware with
encryption capabilities. Widespread deployment of American products with
encryption capabilities will help to accelerate dramatically the growth of electronic
commerce by protecting consumers’ privacy and preventing electronic crime. Export
control relief also is vital for protecting America’s critical infrastructures and ensur-
ing that American software and hardware companies remain not only internation-
ally competitive but also the market leaders in both software and hardware prod-
ucts.

The Administration took the first step towards developing a sensible long-term
encryption policy by permitting exports of select products to select users, but they still
have not gone far enough. A successful encryption policy must be based on techno-
logical and market realities. It must recognize that:

e The worldwide standard is 128-bit encryption;

o Mass market software and hardware is uncontrollable; and

e It is in America’s national and economic security interests to have American
designed and manufactured encryption products deployed worldwide.

Without relaxation of export controls, U.S. manufacturers remain at a competitive
disacfyantage, and foreign consumers will purchase encryption products from foreign
suppliers.
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Foreign products are comparable in capabilities and quality. When a foreign pur-
chaser cannot obtain an American product they simply purchase it from a foreign
supplier. Unfortunately, not only are American companies losing a sale of an
encryption item, but they are also losing the sale of the program or hardware such
as an Internet server or an application browser that uses the encryption capability.
In fact, companies risk losing sales of entire systems because of their inability to
provide necessary security features. The only impact of the Administration’s export
E:Ligy is widespread deployment of foreign designed and manufactured software and

ware.

The SAFE Act recognizes that the United States should not try to control uncon-
trollable exports of mass market and public domain software and hardware. It also
permits exports of 128-bit level custom software and hardware. At the same time,
the SAFE Act prohibits the Government from mandating the use of key escrow, key
recovery or recoverable encryption or requiring Americans to use key escrow, key
recovery or recoverable en tion if they want to use an electronic signature. Ulti-
mately, the SAFE Act will help Americans to use encryption to protect privacy, pre-
vent crime and protect our national security.

INTRODUCTION

Good Morning. My name is Thomas Parenty, and I am the Director of Data and
Communications Security for Sybase, Inc. In this capacity, I am responsible for all
security-related product development for one of the ten largest software companies
in the world. I have been active in the cryptography and computer security field for
over 15 years, including my tenure at the National Security Agency (NSA) in the
early to mid-eighties.

ile at the NSA, I advised the Director of the NSA on internal NSA computer
security issues and worked on the security of global nuclear command and control
networks, focusing on the formal verification of cryptographie protocols and internal
computer security controls. Because of my specialized security knowledge, 1 worked
on national security-related, compartmentalized programs at other Government
agencies during my service at the NSA. In addition, I have worked on the security
design of operating systems, networks and database management systems for Gov-
ernment agencies, including the Central Intelligence Agency, the Defense Intel-
ligence Agency, the Air Force, as well as many U.S. computer vendors. Most re-
cently, I served as an advisor to the President’s Commission on Critical Infrastruc-
ture Protection, specifically addressing the needs of the telecommunications and
banking infrastructures. I am also a member of the National Research Council’s
panel on information technology.

Headquartered in Emeryviﬁ;, California, Sybase, Incorporated, is a worldwide
leader in distributed, open computing solutions with revenues in 1998 of over $ 800
million. We provide customers and partners with the software and services to create
business solutions for strategic, competitive advantage. These high-performance,
end-to-end solutions encompass client/server, Internet and intranet transaction proc-
essing and data mart and data warehousing applications. Sybase’s Adaptive Compo-
nent ArchitectureTM enables rapid design, development and deployment of distrib-
uted multi-tier business applications. Our product lines include Sybase high-per-
formance database servers, EnterpriseConnectTM distributed data access and
connectivity products, and Powersoft open business development tools.

I greatly appreciate the opportunity to appear today before this Committee on be-
half of Sybase and the Business Software Alliance (BSA). Since 1988, BSA has been
the voice of the world’s leading software developers before governments and with
consumers in the international marketplace. BSA gtomotes the continued growth of
the software industry through its international %u lic policy, education and enforce-
ment program in 65 countries throughout North America, Europe, Asia and Latin
America. Its members represent the fastest growing industry in the world. BSA
worldwide members include Adobe, Attachmate, Autodesk, Bentley Systems, Corel
Corporation, Lotus Development, Microsoft, Network Associates, Novell, Symantec
and Visio. Additional members of BSA’s Policy Council include Apple Computer,
Compaq, Intel, Intuit and my company, Sybase. BSA websites: www.bsa.org;
www.nopiracy.com.

But we really are here today to speak on behalf of the tens of millions of users
of American software and hardware products. The American software and hardware
industries have succeeded because we have listened and responded to the needs of
computer users worldwide. We develop and sell products that users want and for
which they are willing to pay.

One of the most important features computer users are demanding is the ability
to protect their electronic information and to interact securely worldwide. American
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companies have innovative products which can meet this demand and compete
internationally. But there is one thing in our way-——the continued application of
overbroad, unilateral, export controls by the U.S. Government.

The Security and Freedom through Encryption (SAFE) Act, H.R. 850, modernizes
U.S. export laws regarding software and hardware with encryption capabilities to
permit American companies to compete on a level international playing field and to
provide computer users with their choice of adequate protection for their confiden-
tial information and critical infrastructures.

For these reasons, BSA strongly supports the SAFE Act. We urge the Committee
to report the SAFE Act unamended and look forward to its passage by the House
early this year.

We want to pay tribute to the tremendous efforts of Representatives Goodlatte
and Lofgren in championing this legislation, as well as thank both you, Mr. Chair-
man, and Mr. Frank and the other Subcommittee members who were among the
205 original cosponsors of the SAFE Act.

This morning I want to make three points:

» Widespread deployment of encryption is not only desirable, it is critical;
o America’s export policy should promote widespread deployment of products
with encryption capabilities in the worldwide market; and

o BSA strongly supports the SAFE Act because it provides freedom for Ameri-
cans to use and sell any encryption domestically and provides greatly needed
export control relief.

WIDESPREAD DEPLOYMENT OF ENCRYPTION IS NOT ONLY DESIRABLE, IT IS CRITICAL

Confidential Information And Secure Networks In The Internet Age Are The Kev To
Privacy And Commerce

American individuals and comlgsanies are rapidly becominisnetworked together
through private local area networks (LANs), wide area networks (WANs) and public
networks such as the Internet. Combined, these private and public networks are the
economic engine dnvmﬁ electronic commerce, transactions and communications.
This engine is being choked by the lack of availability of strong encryption products.

Traffic on the Internet doubles every 100 days. Predictions of business-to-business
Internet commerce for the year 2000 range from $66 billion to $171 billion, and by
2002, electronic commerce between businesses is expected to reach $300 billion.
During 1997, one leading manufacturer of computer software and hardware sold $3
million per day online for a total of $1.1 billion for the year.

More and more individual consumers also are going on line and spending. More
than 10 million people in North America alone have purchased something over the
Internet and at least 40 million have obtained product and price information on the
Internet only to make the final purchase off-line. Imagine the boost in volume of
e-commerce if all of these consumers had enough confidence in the security of the
Internet to purchase on-line.

Yet in 1996 the Comguter Security Institute/FBI Computer Crime Survey indi-
cated that our worldwide corporations will be increasingly under siege: over half
from within the corporation, and nearly half from outside of their internal networks.

Network users must have confidence that their communications and data—wheth-
er personal letters, financial transactions or sensitive business information—are se-
cure and private. Electronic commerce is transforming the marketplace—eliminating
geographic boundaries and opening the world to buyers and sellers. Companies, gov-
ernments and individuals now realize that they can no longer protect data and com-
munications from others by relyinf on limiting physical access to computers and
maintaining stand-alone centralized mainframes. Instead, users expect to be able to
pick up their e-mail or modify a document from any computer anywhere in the
world simply by using their Internet browsers. Thus, consumers worldwide are de-
manding to be able to protect their electronic information and interact securely
worldwide, and access to products with strong encryption capabilities has become
critical to providing them with confidence that they will have this ability.

Full Deployment Of Strong Encryption Is Vital For Protecting America’s Critical In-
frastructures

Governments also are recognizing that without encryption, the electronic net-
works that control such critical functions as airline flights, health care functions,
electrical power and financial markets remain highly vulnerable. The U.S. General
Accounting Office in its report issued in May of 1996 entitled “Information Security:
Computer Attacks at Department of Defense Pose Increasing Risks” found that com-
puter attacks are an increasing threat, particularly through connections on the
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Internet, such attacks are costly and damaging, and such attacks on Defense and
other U.S. computer systems pose a serious threat to national security.

As the President said on January 22, 1999, before the National Academy of
Sciences, “[wle must be ready—ready if our adversaries try to use computers to dis-
able power grids, banking, communications and transportation networks, police, fire
and health services—or military assets. More and more, these critical systems are
glriven by, and linked together with, computers, making them more erable to

isruption.”

The President has been so concerned that he established a Commission on Critical
Infrastructure Protection to provide him with guidance and issued two Presidential
Directives based on the Commission’s recommendations.

In the Report of the President’s Commission on Critical Infrastructure Protection
entitled Critical Foundations: Protecting America’s Infrastructures (October 1997),
the Commission emphasized that “Strong encryption is an essential element for the
security of the information on which critical infrastructures depend.” In fact
“[plrotection of the information our critical infrastructures are increasingl({ f(lilclafend-
ent upon is in the national interest and essential to their evolution an use.
A secure infrastructure requires the following:

¢ Secure and reliable telecommunications networks.

. Eﬂeﬁgive means for protecting the information systems attached to those net-
works. . . .

« Effective means of protecting data against unauthorized use or disclosure.

¢ Well-trained users who understand how to protect their systems and data.”

An earlier blue ribbon National Research Council (NRC) Committee similarly con-
cluded in its (May 1996) CRISIS Report (“Cryptography’s Role in Securing the Infor-
mation Society”) that encryption promotes the national security of the United States
by protecting “nationally critical information systems and networks against unau-
thorized penetration.”

Thus, the NRC Committee found that on balance the advantages of widespread
encryption use outweighed the disadvantages and that the U.S. Government has “an
important stake in assuring that its important and sensitive . . . information . . .
is protected from foreign government or other parties whose interests are hostile to
those of the United States.”

Information security is critical to the integrity, stability and health of individuals,
corporations and governments. While cryptography is but one element of security,
it is the keystone of secure, distributed systems. Frankly, there is no substitute for
good, widespread, strong cryptography when attempting to Erevent crime and sabo-
tage through these networks. The security of any network, however, is only as good
as its weakest link. America’s infrastructures cannot be protected if they are
networked with foreign infrastructures using weak encryption.

U.S. unilateral export controls have also had a significant impact on the availabil-
ity of strong American encryption domestically, which is ultimately harming the
American consumer. The U.S. software and hardware industry makes at least one-
half of its revenues through exports. For this reason and due to the significant dif-
ficulties companies encounter selling foreign purchasers a weaker version of an
encryption product, some software companies have offered products with the same
encryption capabilities both domestically and abroad. Therefore, the American con-
sumer has fewer strong American encryption products to choose from than the
would without U.S. export controls. The erican consumer is ultimately left wit
an unfortunate choice: they may either buy strong encxyFtion which they cannot use
internationally, or they may simply purchase strong foreign encryption products
that are not subject to U.S. export controls. Neither choice is the best for protecting
America’s critical infrastructures.

In the long-term, we believe it is in America’s best interest to have America’s crit-
ical infrastructures and national security be protected by widespread reliance on
strong American encryption products both here and abroad.

Relaxed Export Controls On Encryption Products Is Vital For Ensuring America’s
Global Competitiveness

American companies do have exciting and innovative products that can meet the
demand for 128-bit encryption and compete internationally. But unless the current
unilateral U.S. export restrictions are changed to allow the use of strong encryption,
American individuals and businesses will not be active participants in this new
networked world of commerce—let alone continue to be the leaders in its develop-
ment., Furthermore, American companies will no longer be providing the world, and
its critical infrastructures, with the answers to their security problems. Instead for-
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eign companies will. It is unclear how U.S. national security or law enforcement will
be aided or how our critical infrastructures will be secure when foreign encryption
products dominate the world market.

The computer software and hardware industries are American success stories, but
they are being threatened. America’s software and hardware industries are impor-
tant contributors to U.S. economic security—now and in the future, Information
technology industries are now directly responsible for over one-third of real growth
of the U.S. economy. Between 1980 and 1992, the computing and software industry
grew at an annual rate of over 28%, while overall domestic growth was less than
3%. From 1990 through 1996, the software industry grew at a rate of 12.5%, nearly
2.5 times faster than the overall U.S. economy.

More than 7 million people work in IT industries. In 1996, the software industry
provided a total of over 619,000 direct jobs and $7.2 hillion in tax revenues for the
U.S. economy. The software industry is expected to create an average of 45,700 new
jobs each year through 2005. If piracy were to be eliminated in the United States,
the number of new software jobs created would double to an average of 93,000 a
year.

Moreover, the computer software industry has achieved tremendous success in the
international marketplace with global sales of packaged (i.e., non-custom) software
reaching over $118.4 billion in 1996, and rising to $135.4 billion in 1997. American
produced software accounts for 70% of the world market, with exports of U.S. pro-
grams constituting half of the industry’s output.

The incredible growth of the industry and its exporting success benefits America
through the creation of jobs here in the United States. Many of these jobs are in
highly skilled and highly paid areas such as research and development, manufactur-
ing and production, sales, marketing, professional services, custom programming,
technical support and administrative functions. In the U.S. software industry, work-
ers enjoy more than twice the average level of wages across the entire economy—
$57,319 versus $27,845 per person.

All of these revenues and jobs are dependent upon American software and hard-
ware producers remaining the market leaders around the world, especially as the
major growth markets continue to be outside the United States. Strong export con-
trols on products with encryption capabilities are crippling the ability of these com-
panies to compete with foreign providers.

AMERICA’S EXPORT POLICY SHOULD PROMOTE WIDESPREAD DEPLOYMENT OF AMERICAN
PRODUCTS WITH ENCRYPTION CAPABILITIES IN THE WORLDWIDE MARKET

As embodied in the SAFE Act, the most successful encryption policy will ensure
that Americans can use and sell any encryption that they want domestically, pro-
hibit both Federal and State governments from imposing encryption standards or
techniques, and relax export controls on products with encryption capabilities in a
manner that is based on technological and market realities. Just because law en-
forcement and national security interests wish that they could turn back the clock
and limit consumers access to strong encryption approved by the government, it will
not happen, especially on a worldwide basis. This is especially true for mass market
software and hardware, which by its inherent nature is uncontrollable.

The Administration Took The First Step Towards Developing A Sensible Long-Term
Encryption Policy, But They Still Have Not Gone Far Enough
The BSA members welcomed the Administration’s efforts to relax export controls
on select products used by select users. However, the Administration’s actions are
merely a first step. A truly successful, sensible encryption policy would be based on
technological and market realities, and would not create winners and losers in the
encryption marketplace on a sector-by-sector basis. It would recognize that:

o The worldwide encryption standard is 128-bit encryption;

e Mass market software and hardware is inherently uncontrollable; and

» It is in America’s national and economic security interests to have American
designed and manufactured encryption products deployed worldwide.

Moreover, we believe it is preferable for Congress to put encryption policy on a
statutory basis—sending a strong message around the world that encryption is im-
portant for a strong defense, for protecting the privacy of citizens and for preventing
crime.

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 77 2002



78

Unilateral U.S. Export Controls Harm American Interests

Currently, there are no restrictions on the use of cryptography within the United
States. However, the U.S. Government maintains strict unilateral export controls on
computer products that offer strong encryption capabilities.

American companies are forced to limit the strength of their encryption to the 56-
bit key length level set late in 1998. The recently announced regulations will also
Eermit companies to export stronger en: tion on a sector-by-sector, user-by-user

asis. However, this policy ignores the fact that:

o The minimum strength now required by new Internet applications is 128-bit
encryption;

o The most widely used encryption program, PGP, with over two million users
worldwide, uses the Swiss developed IDEA encryption algorithm, with a 128-

bit key;

e American companies cannot export encryption products to a vast majority of
non-U.S. commercial entities. Forei manufacturers provide 128-bit
encryption alternatives and add-ons—filling the market void created by U.S.
export controls;

¢ Providing sector-by-sector relief is unworkable for mass market products and
does not reflect commercial realities for sales of custom products; and

¢ 56 bit encryption has been demonstrated to be vulnerable to commercial let
alone governmental attack. (In the beginning of this year at the RSA
Encryption Conference, a 56-bit DES encoded message was broken by private
companies and individuals working together in 22 hours and 15 minutes—
imagine what a hostile government with serious resources could do.)

Export controls also have made American companies less competitive and opened
the door for foreign software and hardware developers to gain significant market
share—decreasing our national and economic security.

I want to take one minute to discuss the Wassenaar Arrangement at this point.
Please do not be fooled by any claims from the Administration that the Wassenaar
Arrangement is the multilateral agreement on encryption that they have been tout-
ing was just around the corner for the past several years.

e Wassenaar Arrangement was an agreement among only 30 countries, and it
actually decontrolled encryption products. Many countries, such as Israel and South
Africa, who export strong encryption are not signatories to the Arrangement. The
Wassenaar Arrangement eliminated controls of any sort on 56-bit encryﬁtion and

ermits exports of up to 64-bit encryption in mass-market software and hardware.
t also removed any reporting requirements—the sole official means for actually
monitoring what countries are doing. Although the Arrangement left open the possi-
bility that countries might individually control 128-bit encryption, we are skeptical
that they will do so. There is no penalty for failing to control 128-bit encryption,
and most countries are actually moving towards encoureging the use of stronger
encryption. Finally, a country could technically comply with the Arrangement, while
still permitting easy exports of strong encryption.

Even France, traditionally the country which placed the greatest restrictions on
its own citizens by limiting them to the easily broken 40-bit level of encryption, has
recognized that technology has progressed. Near the end of 1998, France relaxed
controls on the domestic use of encryption and is now permitting, and in fact en-
couraging, the use of 128-bit encryption by its citizens.

Without Export Relief, Foreign Consumers Will Purchase Their Products From For-
eign Suppliers, Keeping U.S. Manufacturers At A Competitive Disadvantage

As a result of U.S. unilateral export controls, encryption expertise is being devel-
oped off-shore by foreign manufacturers who now provide hunxgreds of encryption al-
ternatives and add-ons. The Administration’s export controls are in no way prevent-
ing foreigners, let alone those with criminal intent, from obtaining access to
encr)g)tion products. In fact, foreign software and hardware manufacturers have
sglize the opportunity to create sophisticated encryption products and to capture
sales.

As long ago as 1995, the General Accounting Office confirmed that sophisticated
encryption software is widely available to foreign users on foreign Internet sites. In
1996, a Department of Commerce study again confirmed the widespread availability
of foreign manufactured encryption programs and products. An on-going industry
stt;c}f* bxi'x Trusted Information Systems (TIS Study) highlights the ever-increasing
availabi tg of foreign developed and manufactured products as it discovered there
;v;é"el 656 foreign programs and products available from 29 countries as of December
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Further demonstrati.n% the worldwide availabiliﬁ', use and sophistication of
encryption abroad is the Department of Commerce’s National Institute of Standards
and Technology (NIST) efforts to work with the private sector to develop an Ad-
vanced Encryption Standard (AES). Individuals and companies from eleven different
countries Bro osed 10 out of the 15 candidate algorithms submitted to NIST: Aus-
tralia’s LOKI97; Belgium’s RIJNDAEL; Canada’s CAST-256 and DEAL; Costa
Rica’s FROG; France’s DFC; Germany’s MAGENTA; J. aﬁ%n’s E2; Korea’s CRYPTON;
and the United Kingdom, Israel and Norway’s SERPENT algorithms. Only 5 out of
the 15 candidate algorithms were submitted by U.S.-based individuals or companies.

The impact of lost sales is enormous. If an encryption product is combined with
other applications such as Internet browsers and application servers, U.S. compa-
nies will generally lose both sales. In fact, companies risk losingrilales of entire sys-
tems because of inability to provide necessary securi]tly features. This Slermits foreign
manufacturers to gain entry into companies as well as gain credibi 'ty—a})roviding
the foreign manufacturers with further opportunity to take away future s
same and other product lines.

I would like to mention a few specific examples with respect to foreign availability
of encryption products. The Apache Group, based in the U.K., announced in April
1997 that its Apache Unix Internet Server software with very strong encryption had
a 29% market share of Web server software. Today the Apache web server serves
over half—50%—of the domains on the Internet.

Companies such as Brokat Informationssysteme, a German compang', are develop-
ing products that are more than simply add-ons to American products. Brokat's
modular e-services platform, Twister, which companies use to offer their customers
secure and simple electronic services via various electronic channels, such as the
Internet or mobile communications networks, is already being used by more than
1,500 companies worldwide. Brokat’s sales outside of Germany, including to the
United States, have now increased to be 56 percent of the company’s total sales. The
American market research institute Meridien Research described BROKAT as the
leading company worldwide for Internet banking solutions.

The merger of two foreign companies, Zergo Holdings (U.K.) and Baltimore Tech-
nologies (Ireland), into a new company called Baltimore only further illustrates that
foreign companies are flourishing solely because there is no U.S. competition. Ac-
cording to the Gartner Group in a Research Note dated January 28, 1999, the new
company is “a competitive participant in providing e-commerce and enterprise secu-
rity, with 11 international offices and a global partner network . . . with customers
in 40 countries.”

U.S. Encryption Export Controls Hurt American Companies Without Helping Law
Enforcement Or National Security

U.S. export controls have had the effect of creating an encryption expertise out-
side the United States that is gathering momentum. Unfortunately, every time re-
search and development of an encryption technique or product moves off-shore, U.5.
law enforcement and national security agencies lose. We believe that continuing
down this path will be ultimately more harmful to our national security and law
enforcement efforts as American companies will no longer be the world leaders in
creating and developing encryption products.

In fact, as long ago as 1996, the NRC Comumittee concluded that as demand for
products with encryption capabilities grows worldwide, foreign competition could
emerge at levels significant enough to damage the lpresent U.S. world leadership in
information technology products. The Committee felt it was important to ensure the
continued economic growth and leadership of key U.S. industries and businesses in
an increasingly global economy, including American computer, software and commu-
nications companies. Correspondingly, the Committee called for an immediate and
easy exFortability of 1products meeting general commercial requirements—which is
currently 128-bit level encryption!

To summarize:

o Foreign competitors not subject to outdated U.S. export controls are ready to
take sales and customers from U.S. companies today.

e Complex and cumbersome U.S. export controls make American companies
less competitive. They significantly increase the costs of developing, market-
ing and selling products with encryption capabilities, delay the introduction
of new products or features, and encourage foreign customers to purchase
from foreign suppliers due to the uncertainty and delay in obtaining a com-
parable American product.

e Current export controls do not keep strong encryption out of the hands of for-
eign customers; they just keep U.S. products out of their hands.

es in the
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BSA STRONGLY SUPPORTS THE SAFE ACT BECAUSE IT PROVIDES FREEDOM FOR AMERI-
CANS TO USE AND SELL ANY ENCRYPTION DOMESTICALLY AND PROVIDES GREATLY
NEEDED EXPORT CONTROL RELIEF

The SAFE Act Preserves Americans’ Domestic Encryption Freedom

The SAFE Act ensures that Americans may use and sell whatever kind of
encryption they want domestically. It ensures that the U.S. government may not re-
quire or provide other incentives for Americans to use encryption products “ap-
proved” by the government or meeting certain standards. Also, the Act does not per-
mit the government to link electronic signatures to the use of certain types of
encryption products.

The SAFE Act Provides Law Enforcement With Important Safeguards

Importantly, the SAFE Act does permit the Secretary of Commerce to continue
preventing exports to countries of terrorist concern or other embargoed countries
pursuant to the Trading With The Enemy Act or the International Emergency Eco-
nomic Powers Act.

The bills also contain safeguards when relaxing export controls for strong
encryption products—the Secretary of Commerce is not required to permit such ex-
ports if there is substantial evidence that the software or hardware will be diverted
or modified for military or terrorist use or re-exported without requisite U.S. author-
ization.

The SAFE Act Recognizes That Mass Market Products Are Uncontrollable And
Should Be Exportable

U.S. export controls still ignore the realities of mass-market software and hard-
ware distribution. Mass-market hardware manufacturers and software publishers
sell products through mulh}:]e distribution channels such as OEMs (i.e., hardware
manufacturers that pre-load software onto computers), value-added resellers, retail
stores and the emerging channel of on-line distribution. Thus, mass market products
are available to the general public from a variety of sources.

The mass-market distribution model presupposes that hardware manufacturers
and software publishers will take full advantage of these multiple channels to ship
identical or substantially similar products worldwide (allowing only for differences
ziesulting from localization) irrespective of specific customer location or characteris-

cs.

Uncontrollable products at 56-bits cannot suddenly become controllable products
at 128-bits. The SAFE Act recognizes as a fundamental proposition that the United
States should not try to control the export of something that is, by its very nature,
uncontrollable. Trying to control the uncontrollable squanders the limited resources
of companies trying to comply with unrealistic export controls as well as the re-
sources of the government as it tries to enforce unenforceable export controls, under-
mining the credibility of the entire system of export controls.

The SAFE Act Permits Exports Of Custom Hardware And Software

The SAFE Act ensures that if strong en tion products have been permitted to
be exported to foreign banks, then customcggware and hardware with comparable
encryption capabilities should be exportable to other foreign commercial purchasers
in that country. The U.S. should not control exports of competitive custom products
embodying world encryption standards. Note that the type of software and hardware
we are i s about here is a “custom” product (if it were generally available it
would not need an individual license under the bill’s other provisions).

THE TIME FOR ACTION IS NOW

To keep American vendors on a level international )ilaying field and American
computer users adequately ai)tot'.ect:ed, U.S. export controls must be immediately up-
da’ﬁm reflect technological and international market realities.

you.

Mr. GOODLATTE. Mr. McLaughlin.

STATEMENT OF CRAIG McLAUGHLIN, CHIEF TECHNOLOGY
OFFICER, PRIVADA

Mr. PARENTY. Good afternoon, Mr. Chairman, members of the
subcommittee. Thank you for the opportunity to speak with you
this afterncon about this important topic. I especially appreciate
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the efforts of Mr. Goodlatte and Ms. Lofgren and the cosponsors of
the SAFE Act for the willingness to address this complex issue.

As you know, my name is Craig McLaughlin. I am the chief tech-
nology officer at Privada, an Internet start-up located in San Jose,
California. I am pleased to be testifying this afternoon on behalf of
the Software and Information Industry Association. SIIA rep-
resents 1,400 member companies engaged in every aspect of elec-
tronic commerce, and SIIA along with Privada strongly supported
H.R. 850, the SAFE Act.

I am not going to pretend that I can speak better than everyone
who has spoken before me already. Most of my comments would
simply offer a reiteration of what they have said, so I would like
to bring a bit of a personal perspective to it and tell you a little
bit about Privada and how we are relying on encryption technology
and fﬁ(l:tions of this committee in order to make our business suc-
cessful.

Privada is a company which is dedicated to the premise that in-
dividuals and organizations should have and be able to maintain
control and gain access to their personal data. For corporations,
this could be sensitive financial data or project plans for individ-
uals. It could be something as sensitive as your credit card number
or your health insurance information.

There can be no question then privacy is one of the driving fac-
tors. A recent study by the Lou Harris organization indicated that
privacy is the number one issue and number one concern of indi-
viduals moving on to the Internet. Eighty-five percent of respond-
ents said they had concerns about the safety of their personal infor-
mation on-line; 79 percent of those participating in e-commerce in-
dicate concerns about the use of their personal data. A more recent
study has indicated that despite the boom in e-commerce that we
are currently enjoying, that boom is, in fact, half of what it could
be if personal privacy is effectively granted on the Internet. The
only way I would submit this is possible in today’s world is with
cryptography.

That being said, the current policy of restricting encryption in ex-
ports is, I respectfully submit, outdated and counterproductive. The
current approach to encryption exports, like others before it, has
sought to balance the needs of law enforcement and national secu-
rity with the needs of Internet users, but instead has only created
a situation in which U.S. industry is, as has been mentioned be-
fore, at a competitive disadvantage to its foreign counterparts
where on-line communications and transactions may remain vul-
nerable and where users do not have tools available to them to pro-
tect their privacy.

As implied by those statements is the simple fact that encryption
is no longer used simply to scramble the text of secret messages
point to point. Encryption has evolved to include authentication of
identity, certification of information, data integrity, and network
security applications. These applications are widely used in vir-
tually every industry today and are critical to the further develop-
ment and use of networks. One example is the protection of sen-
sitive information from misappropriation by unauthorized parties.
In other words, I should be able to shop on-line without having a
third party know what I am purchasing. However, another use of
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cryptography, an extension of that, is to protect against the misuse
of information by otherwise authorized, but perhaps negligent or
malicious parties. In other words, encryption can be used fo protect
my privacy from the person I am conducting the transaction with.

Such capabilities are critical for both business and individuals
seeking to take advantage of the Internet. Without robust
encryption tools, no one can be assured that their on-line activities
remain private and that their on-line transactions are trustworthy.
To ensure that this market continues to grow, consumer concerns
like privacy, authentication, and security must be addressed. With-
out encryption, I would submlt we simply cannot do it. We must
be able to use and widely deploy encryption if we are to help users
protect their personal privacy.

Second, as I mentioned, U.S.—cwrrent U.S. policy puts U.S. com-
?ames like mine at a competltwe disadvantage compared to our

oreign counterparts. Mr. Parenty brought up an excellent example
of a foreign counterpart successfully marketing into the U.S. based
on the strength of the U.S. export policy. I would like to bring up
another one, a slightly more personal one to us.

There is a competitor in our field, a Canadian-based company,
which has, in fact, routinely used in their trade and in their press
releases the fact that they are based in Canada and are not subject
to U.S. export controls. As a result, companies who choose to incor-
porate have a Faustian choice of either sacrificing the foreign mar-
ket or limiting the strength of their encryption.

In conclusion, I would submit that it is critical that this commit-
tee and Congress act quickly to remove export provisions on
encryption products to ensure that these—that companies such as
Privada can compete fairly and effectively in the international mar-
ketplace, and I urge the members of this subcommittee to support
H.R. 850. Thank you.

Mr. GOODLATTE. Thank you.

[The prepared statement of Mr. MecLaughlin follows:]

PREPARED STATEMENT OF CRAIG MCLAUGHLIN, CHIEF TECHNOLOGY OFFICER,
PrIVADA

Good morning, Mr. Chairman and Members of the Subcommittee. Thank you for
the opgortumty to speak with you this morning about this important topic. I appre-
ciate the efforts of Mr. Goodlatte, Ms. Lofgren and the cosponsors of the SAFE Act
for their willingness to address this complex but important issue.

My name is Craig McLaughlin and I am the Chief Technology Officer at Privada,
Inc., based in San Jose, CA. I am pleased to be testifying this morning on behalf
of the Software & Information Industry Association (SITA), the result of a merger
between the Software Publishers Association and the Informat'lon Industry Associa-
tion. SHA represents 1400 member companies engaged in every aspect of electronic
commerce and strongly supports H.R. 850, the Security and Freedom through
Encryption (SAFE) Act.

THE ROLE OF CRYPTOGRAPHY

Encryption is tremendously important for securing electronic communications and

transactlons As the Internet continues to increase, more individuals and businesses

“go online,” and companies shift their mission-critical operations to the Internet, the
need for and importance of cryptography only grows.

As a result, the market for encrglptlon is growing. Users routinely demand robust

tion groducts and global sales of encryption products are expected to reach

illion by 2002.1 Companies in every sector are seeking to utilize security prod-

1Economic Strategy Institute, 1998.
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ucts to facilitate online sales, improve their own products, protect their intellectual
property and secure their private data and communications.

ere can be no question that the demand for encryption products is strong. A
1997 study identified over 1600 encryption products available from more than 800
companies in thirty countries. That same year, Trusted Information Systems found
more than 650 encryption products produced abroad; almost 300 of these incor-
porated DES-level en tion. Encryption is routinely used in software, databases,
networking products, telecommunications equipment, computer peripherals, elec-
tronic commerce and financial services. Without a doubt, encryption is one of the
most important tools companies and individuals have in the digital environment.

While we are beginning to realize the benefits of the global electronic market-
place, we are also realizing some of the challenges that users face. Computer crime,
intellectual property theft and privacy fears are some of the issues that the Internet
community is being forced to address. By using security products that incorporate
robust encryption, companies and individuals can minimize these concerns.

One of the biggest challenges facing us today is the question of online privacy.
While users want to take advantage of the Internet’s vast resources, many are con-
cerned about the collection and use of their personal information. According to some
studies, privacy is the primary concern for online consumers. A Lou Harris poll re-
cently found that 81 percent of Internet users and 79 percent of those who have pur-
chased goods online are concerned about privacy.

My company, Privada, was founded in 1997 on the premise that individuals and
gxl'fanizations should have the ability to control access to and use of their personal
information online—that every person should have the freedom to use the Internet
responsibly, without sacrificing their privacy. We have developed a suite of products
that allow individuals to protect their privacy while using the Internet for browsing,
communications or purchases. Our products disassociate one’s real-world identity
from the online identity, ensuring that individuals can take advantage of the Inter-
net while protecting themselves and their families online.

Comganies like mine have worked hard to develop technological solutions that ad-
dress these concerns, providing both individuals and businesses with the tools need-
ed to assure their privacy. Such efforts help promote a secure online environment
and improve user confidence, helping the vibrant electronic commerce market con-
tinue to grow.

CURRENT ENCRYPTION POLICY

The current policy of restricting encryption exports is, I respectfully submit, out-
dated and counterproductive. The Administration’s approach to encryption exports,
like others before it, has sought to balance the needs of law enforcement and na-
tional security with the needs of Internet users, but instead has only created a situ-
ation in which U.S. industry is at a competitive disadvantage to its foreign counter-
parts, where online communications and transactions may remain vulnerable, where
users do not have robust tools to protect their privacy and that ultimately threatens
to undermine our technological leadership in this critical area.

Let me address each of these points in some more detail.

Current policy is outdated.

The current administration policy has evolved from an era in which encryption
was regulated as a munition. Encryption products were largely used to provide a
level of secrecy for electronic data and communications. Not widely available, export
restrictions on encryption and related groducts could be relatively effective in limit-
ing the Sﬂread of these products around the world.

ith the growth of electronic networks, though, the effectiveness of restrictions
is seriously compromised. Digital networks cross national borders and reach around
the globe. Data flows across the country and around the world in an instant, often
without the user knowing where the data is originating or terminating. Inter-
national networks have made it possible for individual users to take advantage of
resources previously unavailable to them and for companies to develop new markets
around the world.

More importantly, perhaps, is the fact that encryption is no longer used to simply
scramble tﬁe text of secret messages. The use of encryption has evolved to include
authentication and certification, data integrity and network security applications.
These applications are widely used in virtually every industry today and are critical
to the further development and use of networks in everyday life.

One example is the protection of sensitive information from misappropriation by
unauthorized parties, or misuse by otherwise authorized, but negligent or malicious
parties, to a transaction. Encryption is the only practical means by which parties
to an online communication can trust that each is who he claims to be. It is the
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only practical way to guarantee that the communication between those parties re-
mains private.

A further example may be helpful. Many Members of Congress—including your-
selves, I'm sure—receive e-mail from their constituents. Some of you choose to reply
to your constituents via regular postal mail, but I am sure that many of you choose
to use e-mail as a means to communicate with the citizens in your districts. It’s ef-
fective and inexpensive.

Without technologies like digital signatures, though, your constituents can never
really be confident that the message actually came from your office or that the mes-
sage wasn't modified during the transmission process. Digital signatures, which rely
on the enabling technology of encryption, provide users the ability to certify and au-
thenticate the message and therefore tfrust that the message is authentic. Just as
a letter on your stationery with your signature provides a level of confidence, digital
signature provide similar assurances for recipients of electronic communications.

Such capabilities are critical for both business and individuals seeking to take ad-
vantage and use the Internet. Without robust tools, no one can be assured that their
online activities remain private and that their online transactions are trustworthy.
Companies are rapidly developing innovative technologies and applications for use
on public networks and users are just as rapidly infegrating these capabilities into
their everyday lives. To ensure that this market continues to grow, consumer con-
cerng like privacy, authentication and security must be addressed. Without
encryption, we simply can’t do it. We must be able to use and widely deploy
encryption if we are to help users protect against the inherent vulnerabilities of
public networks.

Current policy puts U.S. companies at a competitive disadvantage.

Second, U.S. policy puts U.S. companies like mine at a competitive disadvantage
compared to our foreign counterparts. This is an issue that affects us directly at
Privada. Because of the current export controls, U.S. companies face restrictions
which prevent them from offering competitive products in the global marketplace—
restrictions which foreign competitors do not face. Internet users, whether corporate
or individual, are sufficiently sophisticated to seek and demand robust encryption
tools in the products they use to facilitate their own online activities. Companies
that cannot offer these features face an uphill battle in an extremely competitive
marketplace.

As a result, companies who choose to incorporate encryption into their products
are faced with a Faustian choice. They can either use strong encryption and forgo
the lucrative export market, or they can use weaker encryption for their export
products, thereby rendering them unattractive to potential customers.

Com%anies who choose to forgo exports face a significant challenge. In the era of
the global electronic marketplace, to have products that cannot be sold on the for-
eign market is a tremendous disadvantage. For many software and information
companies, foreign sales account for a large percentage of their total annual sales;
to simply be forced to abandon this market is obstacle that our foreign competitors
simply do not face.

Some companies choose an alternative route. They choose to export products that
incorporate weaker encryption, placing them at a significant disadvantage to their
competitors abroad. Users understand the value of encryption, and simply do not
want products that are weak or easily broken. Further, because multiple product
lines must be developed, production costs—and thus the cost of products and serv-
ices—rise. Companies who choose this route often find that their potential inter-
national customers go elsewhere to find products that meet their need for robust
privacy and security products.

This dichotomy between their foreign counterparts and US companies is so pro-
nounced a foreign competitor of Privada has used it to market its services.

Current policy limits the ability of companies and individuals to protect data and
communications.

Perhaps the most problematic aspect of current policy is that without strong
encryption products, data and communications remain unprotected. With robust
encryption, companies and individuals have the tools they need to ensure that their
online activities and data are secure, protected and authentie.

Without strong encryption, our products and others cannot provide the level of se-
curity that customers are demanding. When forced to use weaker encryption, prod-
ucts and services are vulnerable, undermining the very sense of security and con-
fidence that we seek to instill and foster. In fact, they actually weaken protections
by generating a false sense of security—as has been said many times, weak cryptog-
raphy is worse than none at all.
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For my company and others working to develop technological tools to help users
protect their privacy, the ability to use and incorporate strong encryption into our
offerings is critical. Encryption is the core component of the technologies we develop
to help users control how their personal information is collected and used. Without
it, our mission is unachievable, and the privacy of millions of individuals is at risk.

Current policy ultimately undermines our technological leadership.

Finally, I think that it is critical that we consider what the impact of the current

golicy will be on our technological leadership in the future. The United States has

enefited tremendously from the vibrant technology industries that have seen such
rapid innovation and growth in recent years.

As has been widely reported in the press and as implied by our competitor’s ac-
tions, the methods, algorithms and technologies being discussed today are globally
known, understood and published. At its very core, encryption relies on mathe-
matics. And while U.S. manufacturers have developed a wide array of products that
incorporate these technologies, there is no reason to believe that competing products
developed abroad would not meet users' functionality and performance standards.

As 1 mentioned earlier, foreign products are widely available. Many have
downplayed the quality of these products and services, instead believing that foreign
customers automatically assume that U.S.-developed software, information and elec-
tronic commerce products are inherently better than their international counter-
parts. This is simply not true. As I mentioned above, encryption technologies are
well understood and available. There is no reason to believe that US products are
simply better because they originated here, and it is important not to discount the
viability of these foreign products.

The ultimate result, of course, is that companies face restricted markets, unfair
competition and reduced sales, resulting in less revenues for research and develop-
ment of new products. For high-tech industries, especially in software, electronic
commerce and information, R&D costs are often quite significant. Without robust
sales to fuel additional development, companies cannot afford to innovate or create
new products that meet the rapidly changing needs of the electronic marketplace.
While it unrealistic to predict that those of us who produce products and services
that incorporate encryption will inevitably go out of business or move abroad, it not
unreasonable to be very worried about the long-term impact that market restrictions
will have on our ability to innovate and lead. Without further research and develop-
ment, we risk losing the leadership that we have developed in this critical market
segment.

THE NEED FOR POLICY REFORM

Clearly, a new approach is needed. It is important that Congress address this
issue in a timely manner. We often speak of “Internet time” to refer to the quickly
changing electronic environment, and it is critical that our policies remain appro-
priate to facilitate continued growth.

At the same time, we recognize that there are h‘niering concerns about the misuse
of encryption—the very concerns that have driven the current restrictions. I suggest,
though, that a more proactive, forward-looking Tahllpgroach may actually enhance the
objectives of the current policy while providing U.S. industry with continued access
to robust encryption tools.

How could such a balance be possible? First, let me suggest that maintaining U.S.
technological leadership is critical. We must be able to attract and keep those tal-
ented individuals and companies that have driven the growth in the industry. If
these capabilities move elsewhere or our leadership is compromised, our ability to
work with law enforcement and provide assistance will be greatly reduced. As out-
lined above, we are not going to be able to do so if our companies cannot compete
abroad or face unnecessary restrictions on their ability to do so.

In addition, we must provide the tools so that all of our industries can take ad-
vantage of new technologies. Economic espionage and computer crime are tremen-
dous threats, and any company that uses computers in any fashion is evaluating
ways to make their systems more secure and to protect their data more effectively.
To ensure that these organizations, whether they be grocery stores, pharmaceutical
research firms or educational facilities, have access to robust tools, we must ensure
that our companies are able to develop these products.

The Administration has long recognized the value that encryption has for securing
electronic systems. Its recent proposed revisions to the export restrictions, which
allow for the export of 56-bit encryption and stronger products for certain sectors,
underscore the importance of encryption. I think that it is unrealistic and perhaps
a bit short-sighted to assume that the best approach is to regulate which sectors
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should be able to deploy advanced security products, rather than letting the market
and individual users decide what their security requirements are.

Second, companies throughout the industry are developing products that strike
the delicate bafance between the need for privacy and security with the need to ac-
cess information. While it may not be feasible for individual users to purchase or
deploy many of these products, companies, including those who provide online ac-
cess to individuals, are beginning to demand these products.

An example may be helpful. Companies, for example, may wish to encrypt their
corporate communications to protect their trade secrets or proprietary information.
But they also recognize that there may be situations where they need to reconstruct
an event or access protected information. The activities of an employee suspected
of divulging corporate secrets may need to be investigated, for example. Several
products on the market today allow for such access without compromising the secu-
rity of the original data or communications.

Please do not misconstrue my comments—this is not an endorsement for key re-
covery. Qur products, for example, do not incorporate key recovery but can be used
to provide access if needed. That companies are developing such alternatives is sim-
ply a recognition that some customers demand such functionality and the market
is responding appropriately. Companies must be given the opportunity to respond
to market preferences without the intervention of the Government because only in-
dividual consumers can make decisions regarding what products and protections are
appropriate to their unique situation.

Finally, it is important to realize that encryption is widely available from any
number of sources, and that maintaining outdated policies will not meet the Admin-
istration’s objectives. We all know that this genie is out of the bottle, to repeat an
oft-used phrase. We cannot simply accept that our export restrictions are effective
just because we hope that they are. We must recognize the realities of the market
today and adapt our policies before we lose the advantages that we enjoy.

CONCLUSION

In conclusion, I submit that it is critical that Congress act quickly to remove ex-
ort provisions on encryption products to ensure that our companies can compete
airly and effectively in the international marketplace and continue to provide users

with the tools that they need to protect their privacy and security online. By freeing
the market and allowing U.S. companies to take full advantage of the global market
for these products, we can ensure that every company and individual has access to
technologies that enhance this growing market.

I urge the Members of the Committee to support liberalizing encryption export

provisions and to support H.R. 850.

Thank you.

Mr. GOODLATTE. Mr. Norquist, welcome.

STATEMENT OF GROVER NORQUIST, PRESIDENT, AMERICANS
FOR TAX REFORM

Mr. NorQUIST. Thank you. I have submitted written testimony.
I just want to make a few comments again by thanking Congress-
man Goodlatte and Congresswoman Lofgren for their leadership on
the SAFE Act. Americans for Tax Reform is a strong supporter of
this legislation. I think it is extremely important.

President Reagan said that too often governments take the point
of view that if it moves, you should tax it; if it continues to move,
you should regulate it; and once it has stopped moving, you should
subsidize it. And too often bureaucrats have taken this attitude
throughout history, and, worse reactionary forces have constantly
tried to stop technology, and stop the changes that technology
brings. This is always a mistake. It doesn’t work. These people
stand throughout history yelling, stop, and history and technology
don’t stop.

In Romania, they used to register all the typewriter technologies
because that was the new technology. And the Soviet Union took
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the same approach toward faxes and Xeroxes. China is now dealing
with e-mails.

The comment earlier that Mr. Delahunt made, the Government
is trying to line up a Maginot Line, I think was quite to the point;
this reminds me of this Administration, of King Canute, who stood
on the—or sat on the beach and was commanding the water not
to come up, and when it did and do eventually come up, this Ad-
ministration gets knee deep in water, and instead of getting off the
beach, they said, we will move back 10 feet, and now we will make
the tide stop coming. Point in fact, the tide continues to come in,
even as the Government’s own witnesses have pointed out.

When telephone service was originally put into Saudi Arabia,
there were Muslim clerics who thought it was an instrument of the
West and the devil, and we should do something about it and stop
it. The wise king said, well, let’s read the Koran. We have the two
ends of the telephone over the wires, and if it—and if the words
of the Koran can go over, it is okay. And that is how they were able
to get the telephone in.

We can't have this kind of know-nothing approach toward tech-
nology continued by this Administration and this Government. The
NSA was responsible for breaking Japanese and Iraqi codes, and
they use that as if we were somehow endangering some Pearl Har-
bor with this new policy. Then at the same time they admit that
all governments and militaries encrypt. So, we are not dealing with
Pear] Harbor here. It is really kind of disingenuous of them to open
with that kind of comment. Encryption technology is available
worldwide now. There is strong encryption everywhere now. We
know this. The good guys know it. The bad guys know it. I don’t
understand why the Government continue this position on this is.

As I heard their argument, I am reminded of the statement that
no one’s life is a complete waste. Some people serve as bad exam-
ples. Their arguments strike me the same way. I didn’t get the
point of their argument other than a bad example of an argument.

Then we went into this discussion of encouraging voluntary key
recovery, and that somehow if we don’t have Government regula-
tion, we can’t encourage voluntary key recovery. Well, if it is vol-
untary, I missed the point of what the Government’s involvement
is. I am not familiar with the FBI and NSA’s involvement in vol-
untary things.

We then had a discussion of encouraging market and other in-
centives. I know what a market incentive is. I think we dread of
the idea of what other incentives would be in the hands of the FBL
There aren’t marketed incentives.

I do think, however, that in addition to having these two panels
that I would very much like to see a debate. Every time I or others
have come and spoken to Members of the House and the Senate,
the guys from the FBI and the NSA refuse to be in the same room
and have a debate. In addition, they have all left today. I think
that if they believed that their position made any sense at all, they
would be willing to have a debate. Let’s put one on C-SPAN where
we can go back and forth because—I assume they got paid for to-
day’s work, but they didn’t answer your question, which was, ex-
cuse me, if this is available worldwide from Canada and Ireland
and other countries, why does banning the export of American
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encryption make any sense at all? If the governments of the world
and the militaries of the world have this, why does banning Amer-
ican exports make any sense at all?

The only thing I can imagine is that some people do want to go
after encryption domestically, that that is their real agenda, and
that that is what the FBI would like to do. I was pleased that the
Members tried to explain patiently to the Administration officials
that domestic control is not an option, but otherwise their argu-
ments don’t make any sense, and I am a little bit concerned that
this Administration continues to be column material for Nat
Hentoff with their efforts to expand wiretaps, the secret testimony
laws, and the new “know your customer” laws, in addition to
threats to domestic encryption.

So on behalf of the taxpayers movement, I believe the SAFE Act
legislation is extremely important. I find the arguments by this
Government completely disingenuous, and I challenge them to a
public debate in front of TV cameras, in front of you guys.

I know times you in Congress talk about a lack of civility. I
thought you were overly generous and civil in the face of not get-
ting your questions answered. Thank you.

Mr. GOODLATTE. Thank you, Mr. Norquist.

[The prepared statement of Mr. Norquist follows:]

PREPARED STATEMENT OF GROVER NORQUIST, PRESIDENT, AMERICANS FOR TAx
REFORM

Thank you, Mr. Chairman and distinguished members of the Courts and Intellec-
tual Property Subcommittee. It is an honor to ai)lpear before you today to express
I@i:lly str(%rilg sxgtport for this legislation, H.R. 850; the Security and Freedom Through

neryption Act.

Americans for Tax Reform has taken an increasing interest in the emerging econ-
omy and the implications for every taxpayer, because the digital economy does im-
pact every taxpayer. Along those lines I have considered each issue that effects elec-
tronic commerce very seriously. In addition, I was selected to serve on the Advisory
Committee on Electronic Commerce to examine the role and impact of taxation on
electronic commerce. Encryption is a principle building block for the success of the
digital economy both domestically and internationally. This basic fact drives both
my and the taxpayer’s movement interest.

For several years, and con%ressiona.l sessions, policymakers, public interest groups
and privacy advocates have been engaging in a great debate on the issues concern-
ing a basic electronic necessity—encryption. As we have heard in the press and in
the “En tion and the Constitution” hearing held by Senator Ashcroft last year,
the Founding Fathers had no trouble deciding whether robust encryption should be
used: They actually used cypher wheels, which are encryption devices, during the
discussions that would result in the very founding of this nation. The great debate
that established our beloved Constitution—a document that embodies the freedoms
we hold so dear—was actually developed because of the advantages of technology.
Encryption has long been used as a tool to protect communications and to ensure
that integrity and privacy of communications remain intact. Since that momentous
time we have clearly moved away from trusting the American people and have opted
instead to lay the groundwork for a weakened Bill of Rii.lilitis.

It is truly ironic that the Congress, which has little difficulty raising personal in-
come taxes and has less than 90 years experience with that notion, cannot see clear
to allow the free use of robust encryption, which 250 years ago patriots were using
to secure our fundamental freedoms from an ever more controlling government. The
impossibly complicated federal tax system is impossible to fathom, even for IRS offi-
cials as we heard last year during the hearings on IRS reform. In addition, unlike
the federal budget encryption technology is fairly straightforward by comparison
and based on mathematics, instead of “creative financing.”

The push towards increased federal government control seems unending. William
Safire recently noted in The New York Times that a half-century ago, government
at all levels controlled a fourth of our economy and that today government controls
about one-third. Controls on encryption are one more governmental attempt to con-
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trol an aspect of everyday life, our right to protect our personal information from
snoops and criminals. The historical perspective on this issue is fairly apparent.
Encryption has been used in, and lg(,);:his country for hundreds of years.

Today I agplaud Congressman dlatte, Congresswoman Lofgren, and the 205
co-sponsors for re»engaﬁing in this ﬁmdamentally important issue. House Bill 850,
The Security and Freedom through Encryption “S ” Act, withstood many chal-
lenges last Congress and managed to move further than any other piece of legisla-
tion on the issue. This legislation should be enacted. SAFE is not a starting point
as many would like to advocate, it is the solution. SAFE is not a marker, nor is
it a rhetorical piece that keeps the issue alive: It is an answer.

Encryption has become an even more crucial component of communications in this
digital age of hiih technology. The proliferation of communications and communica-
tions devices—phones, faxes, e-mails, palm pilots and laptops—make it even more
critical that the vital information flowing across these mediums is secure. So pri-
vacy, security and the integrity of communications are most important to the aver-
age American.

I now want to turn to the issue of the export of encryption technology. There are
very practical reasons for allowing the?export of encryption technology. Perhaps the
most important piece to understand here is that the definition of export is most ap-
E;opriately viewed through the lens of electronic commerce. For examtple, did you

ow that it is illegal for you to use the Web browsers found on many of your laptop
computers if you are outside of the United States? In fact, you are breaking the law
if you even leave the country with the software installed that only uses strong
encryption. This clear limitation on U.S. citizens only impacts our combined per-
sonal and professional lives by essentially limiting our mobility of efficiency. So, the
issue here is not sending products manufactured here to foreign shores, but rather
the mere use of technology by U.S. citizens of theirlgafptop computers.

Also, encrypted messages, let’s say medical information, cannot be securely
encrypted here and then sent out of the country. Make no mistake, the information
could still be sent, but not without a dramatic increase in the chance that a hacker
could intercept or, maybe worse, alter the information in route. The impact for dis-
tance medicine is dramatic—all you need to do is imagine your loved one dying be-
cause the information sent was altered by a hacker.

The pure economic effect on this country is also important. We are, and have
been, creating an artificial market for foreign competition by eliminating U.S. com-
panies from the global marketplace. The current policy does not allow U.S. compa-
nies to compete internationally and with their absence several other companies have
gotten their beginning and can now be competitive. Again, the specter of national
security is raised. We are actively encouraging through misguided government poli-
cies the wholesale loss of U.S. intellectual capitol and property. Those very compa-
nies that have driven the economic expansion of the last decade are being punished
for being the best in the world. A unilateral preclusion of opportunity not only ham-
strings economic opportunity but is also simply unworkable. How do we benefit if
other countries are producing the encryption that, according to the FBI, inter-
national terrorists may use? What are the chances that these foreign corporations
will in any way cooperate with the United States?

Another histori attern worth mentioning is the increasingly controlling nature
of the rhetoric that tiose opposed to allowing citizens to protect their privacy have
been using. Four years ago the FBI simply argued that strong encryption should not
exported. This position held for a couple years until they were pressed as to how
these international concerns relate to their fundamental mission. At that point,
rather than acknowledging the facts that robust encryption products, both hardware
and software, are being manufactured around the world, the FBI decided that the
better approach would be to suggest and support a domestic restriction on the use
of encryption.

One of the most disturbing overtones of the encryption debate has been how fla-

ant the government has been in wanting to increasingly regulate the software and
Erardware market as those markets relate to encryption. The basic premise of the
federal policy has been to regulate what the end user is allowed to operate. Remark-
ably the only people who get rei:l.llated in this environment are the law-abiding con-
sumers who purchase their technology legally and legitimately. The criminal who
uses encryption to cloak other crimes is in no way impacted. Why? Because robust
encryption is easily available around the world. We are back to a governmental re-
gime that at a fundamental level does not trust the people, that truly believes that
only Big Brother can guide society, and that only an omnipotent federal government
can make the correct choices.

Make no mistake that this regulation is broad and perhaps hidden at first blush.
The indirect problem is that, in addition to the explicit regulation of the technology
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industry, not allowing the free export of robust encryption puts the government
firmly in charge of an individual’s decision on how to protect their most private mat-
ters. Think of the current use of the typical personal computer, enhanced with ac-
cess to the Internet. Would any of us have believed, even two years ago, the explo-
sion we saw this holiday season in electronic commerce, the rapid growth in on-line
banking, the dramatic switch to electronic trading of stock, the rapid transfer of
medical documents to facilitate healthcare any where in the country, or even the
greatly: increased numbers of taxpayers filing electronically? This is the information
that must be protected in the best way possible, not only when being transferred
domestically, but internationally as well. Why then should the federal government
be in the business of exposing citizens to criminals, ranging from terrorists to hack-
ers on a lark?

Seemingly, every time the opposition on this issue begins to lose on the facts they
shift to increasingly restrictive and controlling policy positions. This unwillingness
to rationally discuss and work through this issue causes a great deal of consterna-
tion and problems in trying to work toward an adequate solution. We may as well
make note of the obvious—no one on this panel, in this room, or involved in this
debate wants to see emboldened criminals, secure terrorists, or even cocky hackers
succeed, but we cannot allow the federal government to diminish the fundamental
freedoms of U.S. citizens so that the job is made easier. This concept is so basic,
80 necessary, that even a recent Simpson’s episode could make an easily under-
standable point of the importance of the First, Fourth and Fifth Amendments. Those
amendments mean something, they stand for our way of life, they are icons of our
liberty, and because of that we do not strip them out of our lives or tear them away
from the Bill of Rights so that criminals are more easily revealed.

Encryption technology is absolut:llfr necessary for the future of electronic com-
merce. At the same time we must all accept the fact that the Internet is an inter-
national medium. Whether individually we like it or not, international commerce be-
came astoundingly easier in the last several years. Policies that do not accept this
basic fact are outmoded and wrongheaded from the moment of introduction. To arbi-
trarily limit private transactions {drestricting the export of encryption only limits
the success of every U.S. citizen. fy feelings are so strong on this issue, in fact,
that I have placed the discussion of encryption and its impact on electronic com-
merce as a central issue to be taken up by the Advisory Committee on Electronic
Commerce. One of the express areas of direction given to the Commission is to look
at the impact of Internet access on the state and local revenue base. The answer
is clear that without the fair use of encryption the impact will be zero. Who would
transmit sensitive financial, health, personal or taxation information if they did not
have some belief that the information would not be intercepted by those intent on
doing harm. These issues are fundamentally tied.

This raises yet another crucial issue - we must take measures to protect this
country’s critical infrastructures, including individual U.S. citizens. For years now
we have heard onli\;athe most dire Eredictions of technological advances. You could
be led to believe that the FBI’s job has become impossible because of technology.
Never do we hear how much. easier technology has made law enforcement’s mission
throughout the years. Ironically, only a couple years ago the FBI was boasting, via
Capitol Hill demonstrations, how more efficient it has become to catch traffickers
in child pornography by going on-line and basically just asking for the material.
This demonstration is all the more striking then when at the same time they claim
that robust encryption use by criminals will hinder their efforts. They are also fond
of touting the story of catching John Gotti because his men were not smart enough
to essentially encrgpt their discussions. In each case, the FBI got all the information
they needed, whether because of dumb criminals or good detective work.

This is exactly why the FBI gained a reputation as the best crime-fighting force
in the world—real detective work. The reputation would never have been earned if
they were expending their energies looking to restrict civil liberties and attempting
to make their jobs easier rather than just doing their jobs in the first place. I ap-
plaud the reputation of the FBI that it has earned as a crime fighting force out to
protect citizens from criminals and others who intend harm to our way of life. How-
ever, at the same time I am discouraged by efforts that in any way expand govern-
mental control of our lives, raise taxes, and potentially lead to abuses of power.
Being a crime-fighter is an inherently difficult task, but the answer is not to stop
th4? flow of progress and advancements by those who are law-abiding.

Even worse than the arguments for a ban or limits on’ exports and a ban on do-
mestic use,aﬁartic*;ﬂarly from the taxpayer’s perspective, have been the proposed so-
lutions to allowing or the use of encryption. Often the argument is used that the
FBI does s%lport the use of robust encryption. Like a bad joke, the punch-line kills
the setup. The FBI would agree to allow the export or domestic use of encryption
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if only industry would agree to program a backdoor for the government to use to
spy on individuals.

Another option has long been a failed scheme of handing a key to the FBI to
unlock tyou.r files at its discretion. First, even by the most optimistic projections the
costs of this key escrow are prohibitive and would cost the taxpayers billions and
billions of dollars to fund this extreme expansion of police powers. Second, no one
can say whether a scheme such as the government escrow of keys can even work
on a scale anywhere near what is necessary. Third, the whole concept of key escrow
is based on the flawed premise that customers would even consider purchasing prod-
ucts that allow for government intrusion. Not only is it technologically unworkable,
but unmarketable customers do not want to open wide their private affairs to the
government for ananlysis. Finally, we must always consider whether we want any
organization, governmental or not, to hold the literal key to our most private affairs
in one place—an ideal target for criminals.

One of the essential elements of the taxpayers’ movement has been a belief in and
personal responsibility and accountability. The government’s current approach is
antithetical to trust in people and to personal responsibility. We can no longer stand
on the sidelines while government agencies, through their words or deeds, tear
down the virtues of our society. We should all do what is necessary to promote those
values that are central to who we are as the United States of America and, more
importantly, as a people united in a quest for justice and liberty. We must restore
our faith in individuals and the government must begin to reflect that the values
of the American people should hold sway, not the values of a handful of Washington
bureaucrats.

As many on the Committee know Americans for Tax Reform asks congressional
members and challengers to take the Taxpayer’s Protection Pledge each year. An-
other of ATR’s major project is to calculate a Cost of Government Day as a follow-
up to Tax Freedom Day. Cost of government takes into account all the costs of gov-
ernment such as regulation, not just taxation. Perhaps another calculation is rel-
evant as well. A calculation of the costs that errant policies place on individuals,
whether personal or corporate. Even if such a calculation never existed we should
take great efforts to avoid regulation without factual basis, or policies based on fear
of the few rather than belief in the many.

I strongly encourage those who do not feel comfortable with the arguments re-
garding encryption or the technology that drives encryption to become familiar with
the arguments and seek an understanding of the technology. I personally work with
many of the organizations regresented here, and I think I speak for all of us in say-
ing that we are confident that when the facts are presented that the answer is
clear—we should be encouraging the use of robust encryption to protect each citizen
in their everyday affairs, from simple personal transactions to the protection of the
country.

Mr. GOODLATTE. We are now pleased to have with us Ms.
Denning.

STATEMENT OF DOROTHY E. DENNING, PROFESSOR, COM-
PUTER SCIENCE DEPARTMENT, GEORGETOWN UNIVERSITY

Ms. DENNING. Thank you for the opportunity to testify.

I would like to make three points. Hirst, the sad state of security
on our country’s information infrastructures won’t be solved by the
bill. This is because the security problems are not the result of
using exportable encryption, but rather not using any encryption at
all and not employing other essential safeguards. Sensitive data,
including passwords, is routinely transmitted and stored in the
clear. Of the thousands of incidents reported to the Computer
Emergency Response Center, I am not aware of any that can be at-
tributed to faulty encryption caused by export controls.

Security also requires much more than encryption. Encryption
won’t stop insiders from compromising proprietary information, si-
phoning money from bank accounts and planting destructive time
bombs. It won't stop hackers from exploiting security holes in order
to penetrate systems, deface Web pages and disrupt service. It
won’t prevent Trojan horses disguised as appealing software pro-
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grams from entering users’ computers and stealing passwords and
other secrets while they are being typed.

In short, eneryption is not a silver bullet. It must be augmented
with other security measures, both technical and procedural. These
include access controls, authentication, auditing, configuration
management, vulnerability testing and repair, intrusion and mis-
use detection, malicious code detection, and security training and
awareness.

Cryptographic technologies for authentication, which includes
digital signatures, are not restricted for export and are at least as
important as technologies for confidentiality protection.

My second point, related to the first, is that high levels of secu-
rity can be achieved within the context of current export control
policy. And I am not just talking about domestic users and U.S.-
owned companies. An international enterprise can protect its assets
by employing fully exportable encryption products that use 128 bit
keys or longer and say “Made in U.S.A.” Let me outline one way
that can be done. I make two assumptions.

First, encryption must be considered within the context of a com-
prehensive enterprise-wide information security program that en-
compasses an organization’s customers, suppliers, partners, share-
holders, consultants and others who do business with the organiza-
tion.

Second, an organization must be able to profect and retain con-
trol over its sensitive information whether in storage or in transit.

These two assumptions lead to an approach that is integrated
with an enterprise access control policy. The approach ensures that
authorized persons can get the keys needed to decrypt data, but
that unauthorized persons cannot. It allows for immediate revoca-
tion of a user’s decryption capabilities, and it provides an audit of
every decryption so that policy violations can be detected. It does
not require an organization to use third-party key management
services. I recently reviewed a product that offers all of these pro-
tections and is approved for export.

My third and final point is that the current approach of gradu-
ally easing export controls may be optimal. If cryptography is over-
regulated, our economic competitiveness, technology leadership,
and civil liberties are at risk.

There can be little doubt that export controls drive some business
overseas. If these controls are lifted entirely, law enforcement and
national defense are at greater risk. Even though export controls
do not prevent domestic or foreign adversaries from getting access
to electronic encryption, they have influenced major product lines.
Many criminals and terrorists use these products rather than going
to the trouble of installing add-ons.

Today, Americans enjoy a strong and growing economy and a de-
clining rate in crime. The Administration’s encryption policy has
impaired neither our economic competitiveness nor our ability to
fight crime and provide for national defense. I am concerned that
the bill, either in its current form or with amendments, such as
those introduced in the last Congress to impose domestic regula-
tiotrsls, could upset the delicate balance among our national inter-
ests.
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In summary, H.R. 850 is not the key to safe electronic commerce
or to protecting our critical infrastructures. This is because export
controls are not the problem. It will help American companies com-
pete in the global marketplace, but would also decrease industry
incentives to accommodate law enforcement and national defense
interests.

A few years ago the National Research Council conducted an ex-
tensive study of encryption policy at the request of Congress. They
made several excellent recommendations, including the progressive
relaxation but not elimination of export controls. Their proposed
course of action is generally consistent with the steps taken by the
Administration. A cautious approach fo export globalization may be
the best one.

Mr. GOODLATTE. Thank you, Professor Denning.

[The prepared statement of Ms. Denning follows:]

PREPARED STATEMENT OF DOROTHY E. DENNING, PROFESSOR, COMPUTER SCIENCE
DEPARTMENT, GEORGETOWN UNIVERSITY

Thank you for the opportunity to testify on H.R. 850, the “Security and Freedom
Through Encryption (SAFE) Act.” There are three points that I would like to make.

First, the sad state of security of our country’s information infrastructures will not
be solved by this bill. This is because the security problems are not the result of
using exportable encryption, but rather of not using any en tion at all and of not
employing other essential safeguards. Sensitive data, including passwords, is rou-
tinely transmitted and stored in the clear. Of the thousands of incidents reported
to the Computer Emergency Response Center, I am not aware of any that can be
attributed to faulty encryption caused by export controls.

Security also requires much more than encryption. Encryption will not stop insid-
ers from compromising proprietary information, siphoning money from bank ac-
counts, and planting destructive time bombs. It will not stop hackers from exploiting
security holes in order to penetrate systems, deface Web pages, and disrupt service.
It will not prevent Trojan horses, disguised as appealing software programs, from
géltering u(slers’ computers and stealing passwords and other secrets while they are

ing typed.

In short, encryption is not a silver bullet. It must be augmented with other secu-
rity measures, both technical and procedural. These include access controls, authen-
tication, auditing, configuration management, vulnerability testing and repair, in-
trusion and misuse detection, malicious code detection, and security training and
awareness. Cryptographic technologies for authentication, including digital signa-
tures, are not restricted for export and are at least as important as technologies for
confidentiality protection.

My second point, which is related to the first, is that high levels of security can
be achieved within the context of current export control policy. I'm not just talking
about domestic users and U.S. owned companies. An international enterprise can
protect its assets by employing fully exportable encryption products that use 128-
bit keys or longer and say “Made in USA.”

Let me outline one way that can be done. I make two assumptions. First,
encryption must be considered within the context of a comprehensive enterprise-
wide information security program that encompasses an organization’s customers,
suppliers, partners, shareholders, consultants, and others who do business with the
organization. Second, an organization must be able to protect and retain control
over its sensitive information, whether in storage or in transit. These two assump-
tions lead to an encryption approach that is integrated with an enterprise access
control policy. The approach ensures that authorized persons can get the keys need-
ed to decrypt data but that unauthorized persons cannot. It allows for immediate
revocation of a user’s decryption capabilities. And it provides an audit of every
decryption so that policy violations can be detected. It does not require an organiza-
tion to use third-party key management services, though this would be an option.
I recently reviewed a product that offers these protections and is approved for ex-

port.

My third and final point is that the current approach of gradually easing export
controls may be optimal. If cryptography is over-regulated, our economic competi-
tiveness, technology leadership, and civil liberties are at risk. There can be little
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doubt that export controls drive some business overseas. Yet if these controls are
lifted entirely, law enforcement and national defense are at greater risk. Even
though export controls do not prevent domestic or foreign adversaries from getting
access to strong encryption, they have influenced major product lines. Many crimi-
ns}is and terrorists use these products rather than going to the trouble of installing
add-ons.

Today, Americans enjoy a strong and growing economy and a declining rate in
crime. The Administration’s encryption policy has imperiled neither our economic
competitiveness nor our ability to fight crime and provide for national defense. I am
concerned that H.R. 850, either in its current form or with amendments such as
those introduced in the last Congress to impose domestic regulations, could upset
the delicate balance among our national interests.

In summary, H.R. 850 is not the key to safe electronic commerce or to protecting
our critical infrastructures. This is because export controls are not the problem. The
bill would help American companies compete in the global marketplace, but it would
also remove industry incentives to accommodate law enforcement and national de-
fense interests.

A few years ago, the National Research Council conducted an extensive study of
encryption policy at the request of Congress. They made several excellent rec-
ommendations, including the progressive relaxation, but not elimination, of export
controls. Their proposed course of action is generally consistent with the steps taken
By Ehe Administration. This cautious approach to export liberalization may be the

est one,

Mr. GOODLATTE. We now are joined by Mr. Alan Davidson.

STATEMENT OF ALAN DAVIDSON, STAFF COUNSEL, CENTER
FOR DEMOCRACY AND TECHNOLOGY

Mr. DAVIDSON. Thank you, Mr. Chairman, and I would like to
thank the committee for this opportunity to testify on behalf of the
Center for Democracy and Technology in support of the SAFE bill.

CDT is a nonprofit public interest group dedicated to promoting
civil liberties in new media. We have been supportive of the SAFE
bill since it was first introduced, and we are pleased to be here
once again. And I would like to take this opportunity to thank the
Chair, Congresswoman Lofgren and the other cosponsors of the
SAFE bill for their continued dedication to protecting privacy on-
line, and I would also like to thank the subcommittee for its contin-
ued thoughtful exploration of what has been a very complex policy
issue for the Internet.

CDT is here today because at its heart the encryption issue is
about protecting privacy and our constitutional liberties on-line. We
are setting the ground rules today for what kind of privacy we are
going to have as Americans move their lives on-line, as they are
doing in great number. Encryption is the essential tool for protect-
ing security and privacy on-line. It is not the only tool, but we need
strong encryption, not necessarily escrowed, recoverable encryption
in order to be able to protect security in the Information Age. No-
body disputes the very serious law enforcement concerns here, but
we believe that, on balance, encryption widely available, not nec-
essarily recoverable, is needed to both promote privacy on-line and
to protect public safety. Those arguments are laid out a little more
fully in my written testimony.

What I would like to do is say a few words about where we are
in 1999 on this issue.

Two years ago this subcommittee had a hearing in March 1997,
almost exactly 2 years ago, that is strikingly similar to the hearing
today—privacy advocates, industry representatives, Administration
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officials making many of the same arguments that we have heard
already today.

Two years later, in 1999, we find ourselves in a place where I
would argue that the last 2 years have shown us that we need the
SAFE bill more than ever, and the questions that were raised 2
years have gone unanswered. Two years ago Administration wit-
nesses testified before this subcommittee that key recovery was
going to be the policy compromise that would meet law enforce-
ment desires and would be widely accepted. They said, quote, “We
believe that key recovery encryption is going to become the world-
wide standard.”

Two years later, key recovery is not a worldwide standard. It has
been greeted with great skepticism by the research community and
by the marketplace and by the privacy community, and there are
experts—experts have gone out where there is a study on the risks
of key recovery, which I have submitted for the record, which raises
serious doubts about any system that requires people to use
encryption that can be broken open without their knowledge or
consent. We have raised serious questions about that kind of pro-
posal, and to date, they have gone basically unrebutted by the Ad-
ministration.

Two years ago the Administration witnesses who were here in
front of this subcommittee said that limits on exportable encryption
were going to be strong enough to protect privacy. They said 56
bits was going to be enough to protect our security, and they said
that cracking a 56-bit message would—and I am quoting from their
testimony—“would take approximately 1 year and 87 days using a
$30 million supercomputer.” Well, we have seen, as testimony has
already shown today, that that was just not true, that in fact the
Electronic Frontier Foundation, a nonprofit group, was able with a
budget of $250,000 to put together a machine that cracked a DES
code in 56 hours. More recently, a similar group has done it in even
less time.

I think the point is that there is a real danger in trying to say
that we are going to set limits where people can crack and some
people can’t.

Congress was not necessarily given the right information about
how easy it was to crack these codes. Two years ago the Adminis-
tration testified here that the world was moving in the direction of
U.S. policy, which is very important because the rest of the world
doesn’t go for key recovery and export controls. We don’t have very
much hope of them being very effective, and the fact that the Ad-
ministration testified that a consensus is now emerging throughout
much of the world that the way to achieve this balance is through
the use of a key recovery and trusted third-party system. In fact,
we have seen in the intervening 2 years that the world is not mov-
ing toward key recovery or other U.S. policies.

The European Union, the OECD, have failed to embrace key re-
covery despite substantial lobbying from the Administration. In re-
cent months, countries such as Canada, Ireland, Finland, have
gone 180 degrees the opposite way and have put in place
encryption policies that actually allow for the free export of the
encryption. And so I think what we are seeing is that you cannot
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mai{}fi a credible argument that the whole world is moving our way
on this.

Two years ago, 50 million people were on-line, today 140 million
Eeople are on-line worldwide, nearly triple that number. As we

ave seen, the number one concern of all these people as they move
their lives on-line is, how am I going to gotect my privacy and my
security on-line? The surveys show it. And we are trying to build
a new medium here which has tremendous potential to reinvigorate
our democracy, promote free speech on-line and promote economic
growth; and we are not going to be able to do that if the people
can’t trust the network, and they won’t trust the network if their
privacy and security is not protected.

I look forward to your questions. I think the bottom line is that,
on balance, the best way to protect public safety and promote con-
stitutional liberties is by letting people get the security tools they
need to protect themselves.

you.
Mr. GOODLATTE. Thank you, Mr. Davidson.
[The prepared statement of Mr. Davidson follows:]

PREPARED STATEMENT OF ALAN DAVIDSON, STAFF COUNSEL, CENTER FOR
DEMOCRACY AND TECHNOLOGY

SUMMARY

The Center for Democracy and Technology (CDT) is pleased to have this ogpor—
tunity once again to testify about encryption policy before the House Judiciary Com-
mittee. CDT is a non-profit public interest group dedicated to promotinﬁ civil lib-
erties and democratic values on the Internet. CDT testified two years ago before this
subcommittee in support of the Security and Freedom through Encryption (SAFE)
Act, and we are happy to be here supporting the bill once again.

The last two years have made it more clear than ever that Congress should enact

o Developments of the last two years have confirmed the need for fundamental
revision of U.S. encryption policy. Since this Subcommittee’s last encryption
hearing in March 1997, 56-bit products have been cracked, key recovery has
failed in the marketplace, and overseas the trend continues toward liberaliza-
tion and away from further controls.

* Over the last two years the Administration has made only incremental char'rﬁe‘s
to a U.S. encryption policy that continues to jeopardize privacy online. The
Commerce Department regulations released in December do little to change
the fundamental approach of export controls and incentives for key recovery.

o Two years have shown that “Rey recovery” and “plaintext access” systems are
not the solution. Government-driven recovery systems require backdoor access
to encrypted data, would impose significant new costs and risks on computer
users, and would dramatically increase the surveillance capabilities of law en-
forcement at the expense of Constitutional liberties.

o Today it is clear that national security and law enforcement are best served
by policies supportinf the widespread use of strong, unescrowed encryption.
Current U.S. policy dangerously impedes the deployment of accessible, easy-
to-use, global security systems for the Internet that are needed to protect our
privacy and our critical infrastructures.

Two years ago, there were about 50 million people on the Internet. Today that
number has nearly tripled to 140 million people worldwide. Surveys indicate that
the number one issue for people as they move online and begin to participate in
electronic commerce is privacy and security. The Internet has vast potential to rein-
vigorate democracy, provide access to information, create new forms of community,
and promote economic growth. But the promise of the Internet will not be met un-
less Jzeople can trust it. Widespread availability of strong, encryption without
backdoors built in is needed to provide that trust.

It ia for all of these reasons that Congress should adopt the SAFE Act of 1999.
The Administration has proven unable to change its basic approach to encryption.
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Congressional action is needed. The SAFE Act of 1999 improves on previous ver-
sions of the bill and would help provide Americans with the strong security and pri-
vacy products they so badly need. CDT commends Representatives Goodlatte and
Lofgren, Chairman Coble, and the other cosponsors of the SAFE Act for their contin-
ued commitment to this essential debate about the electronic privacy of Americans,

DEVELOPMENTS OF THE LAST TWO YEARS HAVE CONFIRMED THE NEED FOR
FUNDAMENTAL REVISION OF U.S. ENRYPTION POLICY

Two years ago, this committee held a hearing on encryption strikingly similar to
the one being held today. Privacy advocates and industry representatives testified
about the need for new encryption policies, and Administration officials argued that
new regulations would allow U.S. policy to satisfy the competing interests at hand.
In retrospect, the rapid pace of techmical and marketplace developments over the
last two years have made it clearer than ever before that the U.S. approach to
encryption policy remains fundamentally flawed.

A. Exportable encryption has proven increasingly vulnerable.

Two years ago privacy advocates argued that 56-bit encryption, the maximum
strength exportable for consumers without key recovery, was not secure enough
for many apﬁlications. The Justice Department disputed this, claiming that “Ac-
cording to the National Security Agency’s estimates, the average time needed
to decrypt a single message by means of a brute force cryptoanalytic attack on
56-bit DES—a strength whose export we are now allowing—would be approxi-
mately Jone year and eighty-seven days using a thirty-m.l]jg.l' ion-dolar supercom-
puter.”

Technical developments have proven these comments wrong. In the Fall of
1998, a group of researchers sponsored by the Electronic Frontier Foundation
built a “DES Cracker” system for less than $250,000 that broke a 56-bit key
within 56 hours.? Less than six months later, in January 1999, encryption en-
thusiasts broke a 56-bit code in 22 hours using the DES Cracker and a network
of distributed computers. If a non-profit and a group of part-time enthusiasts
could develop such a system on a shoestring budget, we are only left to imagine
what a foreign government, large corporation, or sophisticated criminal enter-
prise could do.

The U.S. Government has itself recognized the weakness in 56-bit encryption
systems. In a January 1999 draft the National Institute of Standards and Tech-
nology (NIST) revised the encryption standard for government use from 56-bit
DES to much stronger “Triple DES,” citing the vulnerability of DES.? Mean-
while, NIST has been leading efforts to create an Advanced Encryption Stand-
ard based on the 128-bit (and higher) algorithms that are becoming the world
standard for online security. If the government does not trust 56-bit security,
why should everyday computer users and companies be expected to rely on this
weaker level of security?

B. Key recovery has not been widely accepted.

Two years ago before this Subcommittee, Administration witnesses touted key
recovery as the compromise that met law enforcement desires and was “going
to become the worldwide standard.”4 In fact, since then government-driven key
recovery has been greeted with great skepticism and widely discredited.

Research has revealed the erabilities of key recovery systems, which cre-
ate backdoors to plaintext without the notice or consent of an encryption user.
A 1997 report by a group of encryption experts found that “It}he deployment of
key-recovery-based encryption infrastructures to meet law enforcement’s stated

1Security and Freedom Through Encryption (SAFE) Act: Hearing on HR. 695 Before the
Subcomm. on Courts and Intellectual Property of the House Comm. on the Judiciary, 105th
Cong., 2nd Sess, No. 9 (1997) (Statement of Robert S. Litt, Deputy Assistant Attorney General,
Department of Justice).

2See ELECTRONIC FRONTIER FOUNDATION, CRACKING DES (1998).

3“With regard to use of single DES, exhaustion of the DES (i.e. breaking a DES encryption
ciphertext by trying all possible keys) has become increasingly more feasible with technology ad-
vances. Following a recent hardware based DES key exhaustion attack, NIST can no longer sup-
gort the gge 1°§ gsij?gle DES for many applications.” 64 FED. REG. 10, 2625-2628 (1999} (proposed

anuary 15, A

4“{W]e believe that key recovery encryption is going to become the worldwide standard.” Secu-
rity and Freedom Through Encryption (SAFE) Act: Hearing on H.R. 695 Before the Subcomm.
on Courts and Intellectual Property of the House Comm. on the Judiciery, 105th Cong., 2nd Sess,
'II‘Io. 9 ()1997) (Statement of Robert S. Litt, Deputy Assistant Attorney General, Department of

ustice).
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specifications will result in substantial sacrifices in security and greatly in-
creased costs to the end-user.” A year later, with no substantive response from
within the Administration or the technical community, the same group of ex-
perts confirmed its findings still held true in June 1998.5 A copy of their report
i8 being submitted to the Subcommittee along with this testimony.

Despite Administration predictions, the marketplace has shown little interest
in even stored data recovery, and there is virtually no demand for key recovery
for communications. To CDT’s knowledge not one major key recovery encryption
product is being widely used by consumers today.¢

C. The world is not adopting U.S. encryption control policies.

Encryption controls are ultimately only effective if other countries control
encryption products as well. In 1997, the Administration testified, “We have en-
gaged in extensive international discussions on this topic over the last year, and
a consensus is now emerging throughout much of the world that the way to
achieve this balance is through the use of a %key recovery or ‘trusted third
party’ system . . . We believe that key recovery will become the worldwide
standard for users of the GII.”7 To date, the opposite has been true. The OECD
Cryptography Policy Guidelines and the Ministerial Declaration of the Euro-
pean Union, both released in 1997, failed to embrace key recovery despite lobby-
ing by the U.S. government. In the past year, Canada, Ireland and Finland
have announced encryption policies allowing free use and export of strong
encryption products without key recovery. Even France, a country with sweep-
ing controls on encryption use in the past, recently liberalized its policies.

D. Ma?y in the national security community are now arguing for a change in U.S.
policy.

Two years ago the national security community seemed to speak with one
voice about the danger of strong encryption. Today there has been an increasing
recognition of the cost of U.S. encryption policy. The last two years have seen
Americans moving their lives online in unprecedented numbers. A Presidential
Commission has highlighted the vulnerability of our nation’s critical informa-
tion infrastructure. Together these developments have underscored the impor-
tance today of securing the Internet, and deploying strong encryption to do so.

Today many in the national security and law enforcement community have
acknowledged the limitations of current U.S. policy. As Sam Nunn testified be-
fore the Senate last year, “[IIf the deadlock continues as it is today, building
the trust required between the public and private sectors in the broad area of
infrastructure protection will be even more difficult.”8 Nunn went on to note
that “limiting the power of encryption over the long-haul is simply not going
to be feasible. Senator Bob Kerrey, an early proponent of encryption controls,

ed in an October 1998 speech that “the encryption debate has hobbled our
efforts to write laws that enable our law enforcement and national security
agencies to carry out their mission” and argued that it was time to “remove ex-
port restrictions on encryption products of any strength.”¢

E. The Administration has proven unable to engage in comprehensive reform.

The Department of Commerce has taken a step forward in its recently re-
leased encryption regulations, easing egﬁgrts of 56-bit products and allowing ex-
port of strong encryption products to online merchants. However, U.S. policy re-
mains focused on export controls and incentives to use key recovery. The mass
market products needed by individual users remain controlled. The special re-
lief for certain industry sectors, while surely welcome by those businesses, does

5 AN AD-HOC GROUP CRYPTOGRAPHERS AND COMPUTER SCIENTISTS, THE Risks OF KEY RECOV-
ERY, KEY ESCROW, & TRUSTED THIRD PARTY ENCRYPTION (1997). (Updated 1998 report available
at http:/ fwww.cdt.org/ crypto/risks98/.)

8Cost may play a role. A recent study by the Business Software Alliance estimated the cost
of key escrow systems at $7.7 billion per year and $38.5 billion over a five year period, BUSINESS
SOFTWARE ALLLIANCE, THE COST OF GOVERNMENT-DRIVEN KEY ESCROW ENCRYPTION (1998).

?Security and Freedom Through Encryption (SAFE) Act: Hearing on H.R. 695 Before the
Subecomm. on Courts and Intellectual Property of the House Comm. on the Judiciary, 105th
Cong., 2nd Sess, No. 9 (1997) (Statement of Robert S. Litt, Deputy Assistant Attorney General,
Department of Justice).

8 Hearing before the Subcommittee on Technology, Terrorism, and Government Ingbrmation of
the Senate Committee on the Judiciary, 105th Cong., 2nd Sess, (March 17. 1998) (Statement of
Sam Nunn, Co-Chair, Advisory Committee to the President’s Commission on Critical Infrastruc-
ture Protection).

9 144 CoNG.REC. $12359 (1998).
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little to change the encryption available to individual computer users or small
organizations.

Taken together, these developments argue for 2 more comprehensive change to
U.S. encryption policy, away from export controls and key recovery and towards a
view where public safety is best protected by giving people the encryption tools they
need to protect themselves on line. The past two years have also shown that such
comprehensive reform will most likely only come with the involvement of Congress,
as the interests in favor of current policy continue to dominate the Administration’s
approach to encryption.

U.S. ENCRYPTION POLICY CONTINUES TO DENY COMPUTER USERS ESSENTIAL TOOLS
THAT PROTECT THEIR PRIVACY

Encryption protects privacy and prevents crime online. In early 1999, it is more
clear than ever that the widespread use of encryption is of critical importance for
public safety, national security, and law enforcement in the Information Age. The
flow of sensitive information over the Internet leaves people increasingly vulnerable
to the prying eyes of potential criminals, terrorists, or even foreign governments.
Encryption gives people an easy and inexpensive way to protect that information.
The need for encryption is becoming ever more acute as sensitive data is finding
its way into electronic form:

o Individuals need encryption in order to trust the Internet with private data
such as online banking, stock trades, medical records, electronic purchases,
or personal communications.

e Businesses need encryption to protect their own proprietary information as it
flows across vulnerable global networks.

o The country needs encryption to secure the critical information infrastructure
governing such sensitive applications as our utilities, financial markets, or air
traffic control networks.

If broad participation in electronic commerce and the information society is
to become a reality, the adoption of encryption in most phases of electronic
existence will be required.

Encryption is particularly important because of the inherent difficulties of secur-
ing the new digital media. The open, decentralized architecture that is the Internet’s
greatest strength also makes it hard to secure. Internet communications often travel
“In the clear” over many different computers in an unpredictable path, leaving them
open for interception. An email message from Washington to Geneva might pass
through New York one day or Nairobi the next—leaving it susceptible to intercep-
tion in any country where lax privacy standards leave it unprotected. Encryption
provides one of the only ways for computer users to guarantee that their sensitive
’(clha;a relalmains secure regardless of what network—or what country—it might pass

ough.

Current U.S. policy prevents users from getting the encryption tools they need to
protect security online. Today’s export controls continue to limit the availability of
strong encryption products both domestically and abroad. Such controls directly
limit the availability of strong encryption products outside of the U.S., of particular
concern to human rights groups and other organizations abroad. Export controls af-
fect peo%le in the U.S. when they communicate abroad, since they may be forced
to use the lower levels of encryption available to parties worldwide. Most impor-
tantly, export controls have slowed the deployment of strong encryption standards.
While some strong encryption products are available to consumers, export controls
have largely slowed the seamless integration of good security systems into operating
systems, network protocols, and many applications. Encryption should be easy for
consumers; because of federal regulations, it is not.

The most recent December 1998 encryption regulations, while a welcome step for-
ward by the Administration, do not change the fundamental premise of U.S. policy:
export controls on all but the weakest encryption for mass market consumers, and
strong incentives for the use of key recovery and plaintext access systems. The sec-
tor relief provided for foreign subsidiaries of U.S. companies, certain industries, and
online merchants does little to provide regular consumers with strong encryption.
Export controls remain a powerful incentive to adopt key recovery and plaintext ac-
cess systems. The piecemeal relief offered by the regulations raises the question:
When do regular people get to protect their privacy online?

Computer users remain at risk, awaiting the widespread deployment of encryption
and facing increasing threats to their unprotected information.
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GOVERNMENT-DRIVEN “KEY RECOVERY” AND “PLAINTEXT ACCESS” IS NOT A SOLUTION

The law enforcement community in general has variously endorsed “key escrow,”

ey recovery,” and other forms of “plaintext access” as its favored approach to
encryption policy. These variations on the failed “Clipper Chip” policy seek to guar-
antee third-party access to the keys for all encrypted communications and stored
data without the notice or consent of the key owners. Such proposals have been
greeted with much skepticism and concern from the global Internet community.

The attempt to institutionalize key recovery worldwide is a fundamental threat
to privacy and security both domestically and abroad:

o Global key access systems are vulnerable and unproven—Centralized “back-
door” access to the billions of keys used by millions of computer users will
introduce new vulnerabilities into a medium that is already difficult to se-
cure. In 1997, eleven renowned computer security experts issued a report on
key recovery concluding that, “Building the secure infrastructure of the
breathtaking scale and complexity demanded . . . is far beyond the experi-
ence and current competency of the field. Even if such an infrastructure could
be built, the risks and costs of such a system may ultimately prove unaccept-
able.” In 1998 these experts revisited the question and confirmed that their
conclusions remained essentially unchallenged.10

The Fourth Amendment does not adequately protect key recovery systems both
outside and inside of the U.S.—The Administration has been unable to ex-
plain what legal standards will internationally protect the communications
and data of U.S. individuals and businesses. Moreover, the Administration
has indicated that the full Fourth Amendment standards of probable cause
and notice would not apply to encryption keys held by third parties, even
within the U.S. In a world where personal data is increasingly legally unpro-
tected in the hands of third parties, key recovery systems further erode a per-
gon’s ability to protect their privacy.

o Recovery will never be appropriate for some applications—For example, the
American Association for the Advancement of Science has commented on the
sensitive and increasingly important use of encryption by human rights advo-
cates worldwide, “If keys can be recovered by the U.S. government, why
should human rights organizations whose entire function is defined by abu-
sive governments trust that their information will remain secure?” 11

Despite these concerns, current encryption regulations continue to give many
encryption producers a Hobbesian choice: accept key recovery or be forced to export
lower strength encryption. Moreover, proposals backed by the FBI in the past have
sought to further force U.S. encryption users to adopt key recovery through a num-
ber of coercive regulations, including outright domestic mandates. While we are en-
couraged that the Administration apEears to have backed away from mandatory do-
mestic controls, we are wary that it has not denounced this approach. And even the
current U.S. encryption policy based on key recovery and export controls threatens
to leave global Internet users without the technical means to secure their commu-
nications or the international legal standards needed to protect their privacy.

NATIONAL SECURITY AND LAW ENFORCEMENT ARE BEST SERVED BY POLICIES
SUPPORTING THE WIDESPREAD USE OF STRONG, UNESCROWED ENCRYPTION

The state of the emerging information society is making it increasin}glly clear that
the law enforcement benefits of widespread encryption far outweigh the costs. The
national security and law enforcement community has begun to recognize the limits
of current U.S. policy. As Sam Nunn, Co-Chair of the Advisory Committee to the
President’s Commission on Critical Infrastructure Protection, noted in 1998 Senate
testimony, “I do think we are in a different era of technology now and I do not think
the nostalgia for the old-fashioned wiretap by law enforcement is going to be realis-
tic in this age we are in now.” 12

10AN AD-Hoc GROUP CRYPTOGRAPHERS AND COMPUTER SCIENTISTS, THE RISKS OF KEY RE-
COVERY, KEY EsCROW, & TRUSTED THIRD PARTY ENCRYPTION (1997). (Updated 1998 report avail-
able at Attp:// www.cdt.orglcnt'ﬁto/ risks98/.) R

11 American Association for the Advancement of Science, Comments on Bureau of Export Ad-
ministration Interim Rule on Encryption Controls (Feb. 7, 1997).

32 Hearing before the Subcommittee on Technology, Terrorism, and Government Information of
the Senate Committee on the Judiciary, 105th Cong., 2nd Sess, (March 17. 1998) (Statement of
Samlg‘lrl;nn. Co-)Chair, Advisory Committee to the President’s Commission on Critical Infrastruc-
ture Protection).
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The benefits of current U.S. policy to law enforcement are uncertain. U.S. policy
will not stop sophisticated criminals from using encryption to evade law enforce-
ment. Strong, non-escrowed encryption is already available both inside and outside
of the United States today. Foreign governments and criminals have access to these
powerful tools and will be able to encrypt data despite continued export controls or
key recovery. Furthermore, nothing in the Administration policies prevents users
from “super-encrypting” communications even within a key recovery framework.

The law enforcement problems with encryption are important but more limited
than claimed. Law enforcement faces a real, but narrowly focused, problem with
encryption. Most encrypted information will still be accessible to law enforcement
by legal process even in an encrypted world. For example, businesses will be still
be required to produce the plaintext of encrypted business records under proper
JTegal process. Stored information, corporate and business information, and even a
great deal of electronic communication will most likely be largely available to law
enforcement through legal process similar to that available today.

Important challenges remain for law enforcement interceptions of communications
or seizures of data without notice to the party under surveillance. This narrower
problem must be put into the context of the benefits provided by encryption and the
costs associated with key recovery systems. Moreover, the information economy pre-
sents new and powerful tools and opportunities for law enforcement. Online inter-
action leaves a detailed trail of electronic transactions, credit card purchases, online
communications, and Web-based clickstream data presenting new traffic analysis
opportunities. In fact, law enforcement is operating today in a Golden Age of sur-
veillanice, with online collections of personal data offering unprecedented new tools
to obtain evidence of criminal activity and raising important privacy concerns that
must be dealt with as well.

U.S. policy is creating a deficit of trust around important issues we could all be
working on together. U.S. policy stands in the way of a growing urgent need for
strong encryption products that people trust. CDT believes that current U.S. policy
dangerously impedes the deployment of accessible, easy-to-use, global security sys-
tems for the Internet that are needed to protect our privacy and our critical infra-
structure.

On balance, national security demands strong encryption. CDT agrees with the
conclusion of the National Research Council’s major study of encryption, which ar-
gued in its 1996 encryption study, “On balance, the advantages of more widespread
use of cryptography outweigh the disadvantages.” 13

CONCLUSION

U.S. policy stands in the way of a growing urgent need for stron% encry%tion prod-
ucts that people trust. The past two years have shown that pec:lp e and businesses
are movinfg more and more of their lives, economic activities, and sensitive data on-
line. The federal government has identified the vulnerability of our nation’s critical
information infrastructure. Strong encryption, without built-in backdoors, is an es-
sential part of protecting that sensitive data and critical infrastructure.

That is why the SAFE Act is so important. In the current policy standoff between
eroding law enforcement arguments and the emerging and acute privacy and secu-
rity needs of the Information Age, it is Congressional action that is needed, Only
Congress is in the position today to change U.S. encryption policy and get Ameri-
cans the privacy and security tools they need. The private sector cannot do it. The
Administration will not do it. The courts may do it, but not without a protracted
struggle. Congress must act. CDT believes that immediate liberalization of export
controls in the SAFE Act will helg glrovide Americans on the Internet with the
strong security and privacy they so badly need.

ABOUT THE CENTER FOR DEMQOCRACY AND TECHNOLOGY

CDT is an independent, non-profit public interest policy organization in Washing-
ton, D.C. The Center’s mission is to develop and implement public policies to protect
and advance individual liberty and democratic values in new digital communications
media. The Center achieves its goals through policy development, public education,
and coalition building. CDT also coordinates the Digital Privacy and Security Work-
ing Group (DPSWG), an ad hoc coalition of more than 50 computer, communica-
tions, and public interest organizations and associations working on communications
privacy issues. Members of DPSWG assisted in the drafting of the Electronic Com-

13 gg’glé;NAL RESEARCH COUNCIL, CRYPTOGRAPHY'S ROLE IN SECURING THE INFORMATION SoCI-
ETY .
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munications Privacy Act in 1986 and since have been involved in ongoing policy
work regard.m%ﬁnvacy and security online.

House Rule clause 2(g)4) disclosures: Neither Alan Davidson nor the Center
for Democracy and Techno ology have received any federal grant, contract or sub-
contract in the current or preced.mg two fiscal years.
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INTRODUCTION  --------mmmmmemmmmmmmem e

One year afier the 1997 publication of the first edition of this report, its essential finding remains
unchanged and snbstantively unchallenged: The deployment of key recovery systems designed to
facilitate surreptiious government access 1o encrypted data and communications introduces
substantial risks and costs. These risks and costs may not be appropriate for many applications

of encryption, and they must be more fully addressed as governments consider policies that would
encourage ubiquitous key recovery.

Qur 1997 “Risks” report was designed to stimulate a public, technical debate and analysis that, in
our judgment, must precede any responsible policy decision that could result in the wide-scale
deployment of key recovery systems. While there are numerous and important economic, social,
and political issues raised by key recovery, the report’s analysis was confined to the technical
problems created by deployment of key recovery systems designed to meel government access
specifications. As of mid-1998, no substantive response addressing these technical concerns has
been offered.

While efforts have been made over the last year to design key recovery systems for commercial
purposes, they do not alleviate the concesns raised by deployment at the scale and in the manner
required to meet government demands. The design of secure key recovery systems remains
technically challenging, and the risks and costs of deploying key recovery sysicms are poorly
understood. Most significanty, government demands for access place additional requirements on
key recovery systems, including covert access, ubiquitous adoption, and rapid access to plaintext.
There is good reason to believe that these additional requirements amplify the cosis and risks of
key recovery substantially.

In the past year, the importance of cryptography for protecting computing and compmunications
systems has gained broader recognition among the public and within industry. Most presently-
deployed encryption systems support rather than hinder the prevention and detection of crime.
Encryption helps to protect burglar alarms, cash machines, postal meters, and 2 variety of vending
and ticketing systems from manipulation and fraud; it is also helng deployed to facilitate electronic
commetce by protecting credit card transactions on the Net and hindering the unauthorized
duplication of digital audio and video. However, the deployment of encryption (and other
information protection mechanisms) is still patchy. Most automatic teller machine transactions
are protected by encryption, but transactions made by bank staff (which can lnvolve much larger

e =
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amounts of money) are often not protected. Most Internet electronic mail is still sent “in the
clear” and is vulnerable (o interception. Most cellular telephone calls in the U.S. are still sent over
the air without the benefit of strong encryption. The situation is similar in other areas.

Members of the law enforvement and intelligence communities continue to express concern
about widespread use of unescrowed cryptography. At the same time, these communities have
expressed increasing alarm over the vulnerability of “critical infrastructure.” But there is a
significant risk that widespread insertion of government-access key recovery systems into the
information infrastructure wilf exacerbate, not alleviate, the potential for crime and information
terrorism. Increasing the number of people with authorized access to the critical infrastructure
and to business data will increase the likelihood of attack, whether through technical means,
by exploitation of mistakes or through corruption. Purthermore, key recovery requirements,

to the extent that they make encryption cumbersome or expensive, can have the effect of
discouraging or delaying the deployment of cryptography in increasingly vulnerable computing
and communications networks.

The technical concerns about key recovery and trusted third-party systems in 1998 remain Jargely
unchanged from our 1997 analysis. We specifically do not address questions of how and whether
key recovery might benefit law enforcement and whether there are alternatives to key recovery
thal might achieve equal or greater benefits. However, the predictable costs and risks of key
recovery, particularly when deployed on the scale desired by law enforcement, are very substantial.
The onus is on the advocates of key recovery to make the case that the benefits outweigh these
substantial risks and costs.

BACKGROUND

Cryptography policy is 2 complex area, with scientific, technical, political, social, business, aad

ecoomic dimensions. Qur report is focused on the techaical and economic aspects of the key

recovery problem. In particular, we concentrate on the question of whether secure key recovery
systems that meet government specifications are technically possible, and, if so, what additional
costs and risks we would expect such systems to entail.

For the pusposes of this report, “key recovery” systems are characterized by the presence of some
mechanism for obtaining exceptional access to the plaintext of encrypted traffic. Key recovery
might serve 2 wide spectrum of access requirements, from a backup mechanism that ensures 2
business’ continued access {0 its own encrypled archive in the event keys are lost, to providing
covert law enforcement access to wiretapped encrypted telephone conversations. Many of the costs,
risks, and complexities inherent in the design, implementation, and operation of key recovery
systems depend on the access requirements around which the system is designed.

(- | G
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™
We focus specifically on key recovety systems designed to meet government access specifications.
These specifications diverge in imporiant ways from the needs of commercial or individual
encryption users:

1. Access without end-vser knowledge or consent — Few commercial users need (or
want) covert mechanisms to recover keys or plaintext data they protect. On the contrary, business
access rules are usually well known, and audit is a very important safeguard against fraud and
error. Government specifications require mechanisms that circumvent this important security
practice.

2. Ubiquitous adoption — Government seeks the use of key recovery for all encryption,
regardless of whether there is benefit to the end-user or whether it makes sense in context. In
fact, there is litdle or no demand for key recovery for many applications and users. For example,
the commercial demand for recovery of encrypted communications is extremely limited, and the
design and analysis of key recovery for certain kinds of communications protocoks is especially
difficult.

3. Fast paths to plaintext — Law enforcement demands fast (near real-time), 24-hour-a-day,
365-day-a-year access to plaintext, making it impossible to employ the full range of safeguards
that could ameliorate some of the risks inherent in commercial key recovery systems.

These special demands significantly increase the risks and costs identified in this report. While key
recovery systems designed to meet commercial needs also have associated costs and risks, we
address most of our aftention to the effects cansed by the special demands — rapid, covert access
to all encrypted data — of government-access systems.

CRITIQUES OF THE 1997 REPORT

As noted above, there has been no published substantive response to the concerns we raised in
our 1997 report. The few critiques of which we are aware avoid addressing the 1ssues in any
technical depth, and they mischaracterize our fndings:

1. “The report assumes a single, massive, centralized infrastructure” — Although some key
recovery proposals are centralized, our report examined key recovery generally, whether it takes
the form of a single government-controlled infrastructure or many decentralized, private sector
systems. The risks and costs identified arise chiefly from the functional requirements of key
recovery {and especially on the scale sought by government), not from the manner in which
these requirements are implemented.
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2, “The report claims key recovery is impractical, but in fact industry, notably members of the Key
Recovery Alliance (KRA), is already developing key recovery products” — While some companies
are developing key recovery products, it is not at all clear (hat these products will achieve the
ubiquitous scale envisioned by government. Many of these systems address narrow applications,
where added risks and costs may be appropriate, or are ai least easier to measure and weigh
against end-user benefis.

3. “Key recovery’s benefits outweigh its costs” — Key recovery may have benefits for some users
and for government. Ultimately, weighing these benefits and costs is an exereise for the market-
place and policymakers, and is outside the scope of this report. In this report we have merely
tried to explain why the costs will be substantial.

KEY RECOVERY IN 1998 -

As of mid-1998 we have seen a wide range of government, industry, and academic efforts

toward specifying, prototyping, and standardizing key recovery systems that meet government
specifications. Some of industry’s efforts were stimulated by U.S. government policies that offer
more favorable export treatment to companies that commit to designing key recovery features into
future products, and by UK. government moves to link the licensing of certification authorities to
the use of key recovery software.

Yet despite these incentives, and the intense interest 2nd effort by research and development
teams, neither industry nor government has yet produced a key recovery architecture that
universally satisfies both the demands of government and the security and cost requirements
of encryption users.

‘The commercial key recovery products in existence today do not reconcile the conflict between
commercial requirements and government specifications. In the absence of government pressure,
commercial key recovery features are by their nature of interest primarily to business operations
willing to pay a significant premium to ensure continued access to siored data maintained only
in encrypted form. Even within enterprises that do require key recovery products, many of the
applications of enceyption (such as communication traffic) are known in advance not to require
recoverability and therefore would not be designed to use a key recovery system.

Another problem is that the most secure and economical commercial key recovery systems do
not support the real-time, third-party, covert access sought by governments in order to suppost
surveillaace. In particular; “self-escrow” by an individual does not meet government access
demands. The third-party nature and global reach implied by these government demands make
key recovery systems 2 much more difficult, expensive, and risky proposition than a facility for
internal, off-line recovery in a business enterprise. For example, most organizations keep backups

\__ R

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 108 2002



109

in the form of plaintext on magnetic media in physically protected premises. Similarty, organizations
that keep encrypied data might naturally be best served by storing backup keys in 4 bank safe
deposit box. A requirement for near-real-time access would preclude this approach, however
prudent or appropriate.

Any access-time requirement carries with it special risks. In particular, some sort of network
technology will generally be required. Such a network, which must link a large number of
law enforcement agencies with different key recovery centers, would be extraordinarily
difficult to secure,

The current attention in the U.S. on the problem of securing critical infrastructure, such as
telephone networks, power grids, national banking networks and zir traffic control systems,
underscores the problem of managing risk in key recovery. The systems that support critical
infrastructure, which are increasingly reliant on open networks and information systems, are
among the most important current and future applications of cryptography. The complexity and
increased risk introduced with key recovery would make critical infrastructure protected by
cryptography more vulnerable to the kinds of sophisticated attackers that pose the most serious
threats to these systems.

In the 1997 edition of this report, we observed that many of the complexities, risks, and costs

that make government-access key recovery difficult and expensive 1o build and operate in 2 secure
manner arise from the requirements themselves. They are lasgely independent of the engineering
details of particular systerns. It is not difficult 10 design and implement small-scale systems that
successfully recover keys or plaintext according to some access policy; indeed, many
organizations already have in place practices that ensure the continued availability of their data.
The difficulties atise from ensuring that 2 large-scale system, or system of systems, does not
inadvertently or maliciously leak data.

Government specifications for key recovery systems for export approval are focused on the easier
problem of ensuring that keys are recoverable when authorized. They do not address or give
techniques for the far harder problem of ensuring against unauthorized disclosure of data. The
design and construction of prototype key recovery systems that satisfy government specifications
for export, therefore, are not sufficient to demonsirate that these systems can be operated secure-
ly, in an economical manner, on a large scale, or without introducing unacceptable new risks. Any
assessment of a proposed system must take into acoount 2 broad range of design, implementation,
operation, and policy considerations.

As of mid-1998, we are aware of no key recovery proposals that have undergone analysis of the
kind required. On the other hand, as our report notes, there are compelling reasons to believe
that, given the state of the art in cryptology and secure systems enginecring, government-access
key recovery is not compatible with large scale, economical, secure cryptographic syslems.

A
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A variety of “key recovery,” “key escrow,” and “trusted  security and greatly increased costs to the end-user.
third-party” encryption requirements have been Building the secure computer-communication
suggested in recent years by government agencies infrastructures necessary to provide adequate
seeking to conduct covert surveillance within the technological underpinnings demanded by these
changing environments brought about by new requirements would be enormously complex and is
technologies. This report examines the fundamental ~ far beyond the experience and current competency
properties of these requirements and atiempis to of the field. Even if such infrastructures could be built,
outline the technical risks, costs, and implications the risks and costs of such an operating environment
of deploying systems that provide government access  may ulfimately prove unacceptable. In addition, these
to encryption keys. infrastructures would generally require extraordinary
The deployment of key-recovery-based encryption fevels of human trustorthiness

infrastructures to meet law enforcement’s stated These difficulties are 2 function of the basic government
specifications will result in substantial sacrifices in access requirements proposed for key-recovery

e

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 110 2002



111

encryption systems. They exist regardless of the design
of the recovery systems — whether the systems nse
private-key cryplography or public-key cryptography;
whether the databases are split with secret-sharing
techniques or maintained in 2 single hardened secure
facility; whether the recovery setvices provide private
keys, session keys, or merely decrypt specific data as
needed; and whether there is a single centralized
infrastructure, many decentralized infrastruciures,

or a collection of different approaches.

All key-recovery systems require the existence of a
highly sensitive and kighly-available secret key or
collection of keys that must be maintained in a secure
raaaner over an extended time period. These systems
must rake decryption information quickly accessible

'This report stems from a collaborative effort to study
the technical implications of controversial proposals
by the United States and other national governments to
deploy large-scale “key recovery” systems that provide
third-party access {0 decryption keys[ 13). Insofar as
is possitile, we have considered the impact of these
policies without regard to individual encryption
schemes or particular government proposals. Rather,
we have attempted to look broadly at the essential
elervents of key recovery needed 1o fulfill the expressed
requirements of governments (as distinct from the
features that encryption users might desire).

1o law enforcement agencies without notice 1o the key
owners. These basic requirements make the problem
of general key recovery difficult and expensive — and
potentially too insecure and 00 costly for many
applications and many users.

Attempts to force the widespread adoption of
key-recovery encryption through export controls,
import or domestic use regulations, or infernational
standards should be considered in light of these
factors. The public must carefully consider the costs
and benefits of embracing government-access key
recovery before imposing the new security risks and
spending the huge investment required (potentially
many billions of dolars, in direct 2nd indirect costs)
1o deploy a global key recovery infrastructure.

This report considers the general impuct of meeting
the government’s requirernents rather than the merits
of any particular key recovery system or proposal that
meets them. Our analysis is independent of whether
the key-recovery infrastructure is centralized or
widely distributed.

'We have specifically chosen not to endorse, condemn,
or draw conclusions about any particular regulatory

or legislative proposal or commercial product. Rather,
it is our hope that our findings will shed further light on
the debate over key recovery and provide a long-needed

[13) This report grew out of a group meeting at Sun Microsystemss fn Menlc Park, €A inm late January
1997, tncluding many of the authors and alse attended by Ken Bass, Alan Lavidson, Michael
Froomkin, Shabbir Safdar, David Sobel and Danfel Weitzner. The authars thank these other
participants for their contributfens. as well as the Center for Dewocracy and Technology
for coordinating this effort ard assisting in the production of this final report. ¥
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baseline analysis of the cosis of key recovery as
policymakers consider embracing ote of the most
ambitious and far-reaching fechnical deployments
of the information age.

Although there are many aspects o the debate on the
proper role of encryption and key recavery in a free
society, we have chosen to focus entirely on the technical
issues associated with this problem rather than on
more general political or social questions. Indeed,
many have suggested that the very notion of 2 pervasive

1.1 Encryption and the Global
Information Infrastructure

The Global Information Infrastructure promises to
revoludonize electronic commerce, rejnvigorate
government, and provide new and open acoess (o

the information society. Yet this promise cannot be
achieved without information security and privacy.
Without 2 secure and trusted infrastructure, companies
and individuals will becoroe increasingly reluctant

1o move their private business or personal
information online.

The need for information security is widespread

and touiches all of us, whether users of information

technelogy or not. Sensitive information of all kinds

is increasingly finding its way into electronic form.

Examples include:

* Privale personal and business communications,

including telephone conversations, FAX messages,
and electronic mal;

o Electronic funds transfers and other financial
transactions;

government key recovery infrastructure runs counter
to the basic principles of freedom and privacy in a
democracy and that that alone is reason enough to
avoid deploying such systems. This reasoning is
independent of whether the key-recovery infrastructure
is centralized or widely distributed. The technical
nature of our analysis should not be interpreted as an
endorsement of the social merits of government key
recovery; in fact, we encourage vigorous public debate
on this question.

» Sensitive business information and trade secrets;

* Data used in the operation of critical infrastructure
systems such as ir traffic control, the telephone
network, or the power grid; and

« Health records, personnet files, and other
personal information.

Electronically managed information touches almost
every aspect of daily life in moders society. This
rising tide of important yet unsecured electronic data
leaves our society increasingly vulnerable to curious
neighbors, industrial spies, rogue nations, organized
crime, and terrorist organizations.

Paradoxically, zithough the technology for managing and
communicating electronic information is improving
at a remarkable rate, this progress generally comes
at the expense of intrinsic security. In general, as
information technology improves and becomes faster,
cheaper, and easier to use, it becomes less possible

to control (or even identify) wiiere sensitive data
flows, where documents originated, or who is at the
other end of the telephone. The basic communication

ill

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 112 2002



113

Infrastructure of our society is becoming less secure,
even as we use it for increasingly vital purposes.
Cryptographic techniques more and mare frequently
will become the only viable approach to assuring
the privacy and safety of sepsitive information as
these trends continue.

Encryption is an essential tool in providing security in
the information age. Encryption is based on the use of
mathematical procedures to scramble data so that it
is extremely difficult — if not virtually impossible —
for anyone other than authorized reciplents to recover
the original “plaintext.” Properly implemented
encryption allows sensitive information to be stored
on insecure computers or transmitied across insecure
networks. Only parties with the correct decryption
“key” (or keys) are able to recover the plaintext
information.

Highly secure encryption can be deployed relatively
cheaply, and it is widely believed that encryption will
be broadly adopted and embedded in most electronic
communications products and applications for
handling potentially valuable data.[ 14] Applications
of cryptography include protecting files from theft

or unauthorized access, securing communications
from interception, and enabling secure business
transactions. Other cryptographic techniques can be
used to guaraniee that the contents of 2 file or
message have not been atered (integrity), to establish
the identity of a party (authentication), or to make
lega! commitments (nog-repudiation).

In making information secure from unwanted
eavesdropping, interception, and theft, strong
encryption has an anciliary effect: it becomes more

difficult for Law enforcement to conduct certain kinds
of surreptitious electronic surveillance (particulacly
wiretapping) against suspected criminals without the
knowledge and assistance of the target. This difficulty
is at the core of the debate over key recovery.

1.2 “Key Recovenz"
Requirements and Proposals

‘The United States and other national governments have
sought to prevent widespread use of cryptography
unless “key recovery” mechanisms guaranteeing
law enforcement access to plaintext are built into
these systems. The requirements imposed by such
government-driven key recovery sysiems are different
from the features sought by encryption users, and
ultimately irapose substantial new risks and costs.

Key recovety encryptlon systems provide some form
of access (o plaintext outside of the normal channel of
encryption and decryption. Key recovery is sometimes
also called “key escrow ™ The term “escrow” became
popular in connection with the U.S. government’s
Clipper Chip initiative, in which 2 master key to each
encryption device was held “in escrow” for release o
law enforcement. Today the lerm “key recovery™ is
used as generic term for these systems, encompassing
the various “key escrow,” “trusted third-party,”
“exceptional access,” “data recovery,” and “key recovery”
encryption systewms introduced in recent years.
Although there are differences between these sysiems,
the distinctions are not critical for our purposes. In
this report, the general term “key recovery” is used in

[14] The Matfonal Research Council’s comprehensive 1996 report on cryptography includes a detailed
exzmination of the rising importance of encryption. Natioral Research Council, Cryptography’s
Role in Securing the Information Society (1995).

2 broad sense, to refer 1o any system for assuring
third-party (government) access to encrypted data.
1
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Key recovery encryption systems work in 2 variety of
ways. Early “’key escrow” proposals relied on the
storage of prrvate keys by the U.S. government, and
more recently by designated private entities. Other
systems have “escrow agents” or *key recovery
agents™ thal maintain the ability to recover the keys
for 2 particular encrypted communication session or
stored file; these systems require that such “session
keys” be encrypted with a key known by a recovery
agent and included wnth the data. Some systems split
the ability to recover keys among several agents.

Many interested parties have sought to draw sharp
distinctions among the various key recovery proposals.
Itis certainly true that several new Key recovery
systems have emerged that can be distinguished from
the original “Clipper’" proposal by their methods of
storing and recovering keys. However, our discussion
takes a higherlevel view of the basic requirements of
the problem rather than the details of any particular
scheme; it does not require 2 distinction between

“key escrow,” “trusted third-party,” and “key recovery.”
All these systems share the essential elements that
concern us for the purposes of this study:

A mechanism, external to the primary means
of encryption and decryption, by which 2 third
party can obtain covert access to the plainfext
of encryped data.

o The existence of 2 highly sensitive secret key
(or collection of keys) that must be secured for
an extended period of time.

Taken together, these elements encompass 4 system

of “ubiquitous key recovery” designed to meet law
enforcement specifications. While some specific details
may change, the basic requirements most likely will
not: they are the essential requirements for any system
that meets the stated objective of guaranteeing law
enforcement agencies timely access, without user notice,
to the plaintest of encrypted communications traffic.

Key recovery systems have gained currency due to the
desire of government intelligenice and law enforcement
agencies to guarantee that they have access to
encrypted information without the knowledge or
consent of encryption users. A properly designed
cryplosystem makes it essentially impossible to
recover encrypied data without knowledge of the
correct key. In some cases this creates 2 polential
problem for the users of encryption themselves; the
cost of keeping unauthorized parties out is that if

keys are lost or unavailable at the time they are
needed, the owners of the encrypied data will be
unable to make use of their own information. It has
been suggested, therefore, that industry needs and
wants key recovery, and that the kind of key recovery
infrastructure promoted by the government would
serve the commercial world’s needs for assuring
availability of its own encrypted data. Several recent
government proposals (2long with commercial products
and services designed to meet the government’s

h13
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requirements) have been promoted as serving the
dual role of assuring government access as well

as “owner” access to encrypted data. However, the
requirements of a government and the requirements
of the commercial world and individual users are
very different in this regard, so different that, in fact,
there is little overlap between systems that address
these two problems.

The ultimate goal of government-driven key recovery
encryplioz, as stated in the U.S. Department of
Commerce’s recent encryption regulations, “envisions
a worldwide key management infrastructure with the
use of key escrow and key recovery encryption
items.”[ 15] The requirements put forward o meet
law enforcement demands for such global key
recovery systems include:

o Third-party/government access without notice to
or consent of the user. Even so-called “self-
escrow” systems, where companies might hold
their own keys, are required to provide sufficient
insnlation between the recovery agents and the key
owners (o avoid revealing when decryption infor-
mation has been released.

o Ubiquitous international adoption of key recovery.
Key recovery helps law enforcement only if it is so
widespread that it is used for the bulk of encrypted
stored information and communications, whether
or not there is end-user demand for a recovery
feature.

« High-availability, around-the-clock access to plain-
text under a variety of operational conditions.
Law enforcement seeks the ability to obtain

decryption keys quickly — within two hours under
current U.S. and other proposed regulations [16]
Few commercial encryption users need the ability
to recover lost keys around the clock, or on such
short notice.

» Access to encrypted communications traffic as well
as to encrypted stored data. To the extent that
there is commercial demand for key recovery, it is
limited to stored data rather than communications
‘raffic:

In fact, the requirements of government key recovery
are almost completely incompatible with those of
commercial encryption users The differences are
especially acute in four areas: the kinds of data for
which recovery is required, the kinds of keys for
which recovery is required, the manner in which
recoverable keys are managed, and the relationship
between key certification and key recovery:
Government key recovery does not serve private

and business users especially well; similarly, the key
management and key receverability systems naturally
arising in the commerdcial world do not adapt well

to serve 4 government.

2.1 Communication
Traffic vs. Stored Data

While key “recoverability” is a potentially imporiant
added-value featuce in certain stored data systems, in
other applications of cryplography there is litle or no
user demand for this feature. In particular, there is
hardly ever a reason for an encryption user to want
to recover the key used to protect 2 communication

[(15] Dept. of Ecweerce, “Interiw Rule on Encryption Items,” Federal Reafster, Vol. 61. p. 68572

(Dec. 39, 1996)

[16]1 For example, the recent British *Trusted Third-Party™ system proposes siwilar law enforcewent
demands, requiring one hour turnaround time for TTP recovery agents. See U.K, Cepartment of
Trade ard Industry. “LICENSING OF TRUSTED THIRD-PARTIES FOR THE PROVISTON OF ENCRYPTION
SERVICES,.” (March 1S97) (Publfc Consultation Paper).
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session such s a telephone call, FAX transmission,
or Internet link. If such a key is lost, corrupted, or
otherwise becomes unavailable, the problem can

be detected immediately and a new key negotiated.
There is also no reason to trust another party with
such 2 key. Key recoverability, to the extent it has a
private-sector application at all, is useful only for the
keys used to protect irreproducible stored data.
There is basically no business model for other uses,
as discussed below.

In stored data applications, key recovery is only one
of 2 number of options for assuring the continued
availability of business-critical information. These
options include sharing the knowledge of keys among
several individuals (possibly using secret-sharing
techniques), ohtaining keys from a local key registry
that maintains backup copies, careful backup
management of the plaintext of stored encrypted data,
or, of course, some kind of key recovery mechanism.
The best option among these choices depends on the
particular application and user.

Encrypted electronic mail is an interesting special case,
in that it has the charactedistics of both communication
and storage. Whether key recovery is useful to the user
of 4 secure E-mail system depends on design of the
particular system.

The government, on the other hand, proposes a key
recovery infrastrucmure that applies to virtually all

cryptographic keys, including (especially) those
used to protect communications sessions.

2.2 Authentication vs.
Confidentiality Keys

Although cryptography has traditionally been associated
with confidentiality, other cryptographic mechanisms,
such as authentication codes and digital signatures,
can ensure that messages have not been tampered
with or forged. Some systems provide properties
analogous to those of handwritten signatures,
inctuding “non-repudiation” — the recipient can
prove to 2 third party that 2 message was signed by

a pacticular individual.

Much of the promise of electronic commerce depends
on the ability to use cryptographic techniques to make
binding commitments. Yet some key recovery schemes
are designed to archive authentication and siguature
keys along with confidentiality keys. Such schemes
destroy the absolute non-repudiation property that
makes binding commitmeats possible. Furthermore,
there are simply no legitimate uses for anthentication
or signature key recovery. The private sector requires
distinct keys for all signers, even when two or more
individuals are authorized to send a given message;
without that, the ability to audit transactions is
destroyed. Government surveillance does not
require the recovery of signature keys, either.

However, it is difficult to exclude authentication and
signature keys from a key recovery infrastructure of
the kind proposed by the government, because some
keys are used for both signature and encryption.[17]
Nor is it sufficient o exclude from the recovery system
keys used only to protect financial transactions, since
many electronic commerce schemes use keys that

[17] In fact. ft is technically straightforward for two parties to use their autkentication
keys to negottate encryption keys for secure cormunication. Any system that distributes
trusted authemtication keys would ipse facto serve as an jinfrastructure for private
comnunication that is beyond the reach of guvernment survelllance.
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are general in scope. The same key might be used,
for example, to encrypt personal electronic mail 2s
well as to electronically sign contracts or authorize
funds transfers.

It has been claimed that non-availability of a signamnire
key can be a serious problem for the owner, who will
then no longer be able to sign messages. But common
practice allows for the revocation of lost keys, and
the issuance of new keys with the same rights and
privileges as the old opes. Recovering lost signature
and authentication keys is simply never required.

2.3 Infrastructure: Local vs.
Third-Party Control

For a key recovery scheme (o be of value to the
encryption user, it must allow tight control over
depositing, recovering, and maintaining keys, tied

to the user's own practices and requirements.
Generally, only 2 small number of individuals will
need the ability to recover any individual key, often
working in the same location and personally known
fo one another. When 2 key does need to be recovered,
it will frequently be a local matter, sirilar to the
replacement of a misplaced office key or restoring a
computer file with a backup copy. The hours at which
the key recovery might take place, the identification

of the individuals authorized for a particular key, the
policy for when keys should be recovered, and other
basic operational procedures will vary widely from
user to uses, even within a single business. Particularly
important is the control over when and how “recoverable”
keys are destroyed when they are no longer needed,
especially for keys associated with sensitive personal
and busioess records.

Similarly, there Is usually no business need for secrecy
in the recovery of keys or for the abulity fo obtain
keys without the initial cooperation of the user.

key recovery is used in a business environmest,

it would generally be one component of the overall
data management policy of that business, Users
would normally be trusted to participaie in assoring
recoverability of their own keys, assisted by local
management practices and supervision. When 2 key
must be recovered, it will usually be because the
users themselves realize that they do not have 2 copy
of the correct key or because the keyholder is no
longer available. Even the frequently-cited hypothetical
example of the disgrantled employee who refuses
to decrypt important files is probably most reliably
and economically dealt with through business data
management practices (such as management supervision
and baclap of business-critical plaintext) that do

not require any ceatralized, standard key recovery
mechanism. Even in this (rather unusual) case,
there is no need to hide from the user the fact that

a key has been recovered.

The U.S. government, on the other hand, proposes
Kkey recovery schemes that by their nature do not
allow local control. The government’s requirement for
the ability to covertly recover keys on short notice
and without notice to the key owner must slmost

by definition be implemented by 2 third party whose
procedures are entirely divorced from these of the vsers.
Even when the government permits an organization to
manage its own keys, the key recovery agent will bave
10 be fairly centralized and remote from the actual
users. This requirement eliminates the first line of
defense against misuse of key recovery: the vigilance
of the most concerned party — the key owner.
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2.4 Infrastructure:
Key Certification and
Distribution vs. Key Recovery

As electronic commerce and encryption use becomes
more widespread, some form of “Certification
Authorities (CAs) will be needed in some 2pplications
10 help identify encryption users. A CA is a trusted
pasty that vouches for the identity (or some other
attribute) of an encryption user. It is widely believed
that development and use of certification anthorities
will be essential for secure and trusted electronic
exchanges — and, consequently, will become 2
prerequisite to participation in electronic commerce
and online communications.[18]

Although superficially similar, in that they are both
concerned with key management, the nature of key
recovery is completely different from that of key
certification, The most important function of a
certification authority is 10 certify the public keys used
in digital signatures; key recovery, on the other hand,
is concerned with keys used for confidentiality. More
importantly, the operation of 2 certification authority
does not require handling seasitive user data; a CA
generally bandles only users’ public keys and never
learns the assoclated secret keys. If 2 CA's secret key
is compromised or revesled, the only direct damage
s that the certificates from it can be forged. On the
other haud, if a key recovery agent’s secrets are
comproimised, the damage can be far greater and

more direct: every user of that recovery agent might
have its own secrets compromised.

Certification can (and curreaty does) exist without
any form of key recovery. Conversely, a key recovery
infrastructure can exist completely independently of
any key certification infrastructure.

Several recent government proposals bave attempted
to associate key recovery with key certification.
This proposed linkage between CAs and key recovery
makes 10 sense technically. On the contrary, such
linkages have serjous liabilities. It is not even clear
whether such 2 system would work. To the extent it
might require depositing keys used for signature and
identification, such systems create additional security
tisks; there is no justification (even given government
law enforcement requirements) for third-party access
to signature keys that, if compromised, conld be
used to impersonate people, or to forge their digital
signatures. In fact, attempis at achieving key recovery
through a certification infrastructure would likely be
ineffective at meeting the goals of law enforcement.
Many (indeed, most) encryption keys are not certified
directly, and therefore would be beyond the reach of
a certification-based recovery system.

{18) There is a great deal of debate about the appropriate role of goverament in regulating CAs.
CAs may ultimately be large, centralized, or even government-certified entities, or smaller,
locally-trusted entities. At this early stage in their deployment, no consensus has emerged
on what government role 1s appropriate. For an excellent overview of the debate over CA
regulation, see Hichael Froomkin. “The Essential Role of Trusted Third-Partfes in Electronic

Commerce,” 75 Dregon L. Rev. 49 (1996).
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Key recovery systems are inherently less secure, more
costly, and more difficult fo use than slmilar syslems
without a recovery feature. Key recovery degrades
many of the protections available from encryption,
such s absolute contro] by the user over the means
to decrypt data. Furthermore, a global key recovery
infrastructure can be expected ta be exteaordinarily
complex and costly.

‘The impact of key recovery can be considered
in at least three dimensions;

Risk — The failure of key recovery mechanisms
can jeopardize the proper operation, underlying
confidentiality, and ultimate security of encryption
systems; threats include improper disclosures of
keys, thefi of valuable key information, or failure
1o be able to meet law enforcement demzands,

Complexity— Although it may be possible to make
key recovery reasonably transparent to the end

sers of encryption, a fully functional key recovery
infrastructure is an extraordinarily complex systenn,
with numerous new entlties, keys, operational
requirernents, and interactions. In many cases, the

key recovery aspects of a system are far more complex
and difficult to implement than the baslc encryption
functions themselves.

Economic Cost — No one has yet desceibed, much
Tess demonstrated, 2 viable economic model to acconnt
for the true costs of key recovery. However, it is still
possible to make sound qualitative judgments about
the basic system elements, shared by all key recovery
schemes, that will have the most dramatic impact on

the cost of designing, implementing, deploying, and
operating such systers.

3.1 NEW VULNERABILITIES
& RISKS

Any key recovery infrastructure, by its very nature,
introduces anew and vulaerable path to the unauthorized
recovery of data where one did not otherwise exist
This introduces at least two harmful effects:

o It removes the inherent guarantees of security
available through son-recoverable systems, which
do not have an alternate path fo sensitive plaintext
that Is beyond the users’ control.

» It creates new concentrations of decryption infor-
mation that are high-value targets for criminals or
other attackers.

These risks arise with cryptography used in
communication and storage, but perhaps even more
intensely with cryptography used in authentication.
(They are compounded even further if any keys

are used for more than one of these purposes.)

3.1.1 New Paths to Plaintext

Regardless of the implementation, if key recovery
systems must provide timely law enforcement access
to a whole key or fo plaintext, they present 2 new
and fast path to the recovery of data that never
existed before.
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The key recovery access path is completely out of the
control of the user. In fact, this path to exceptional
access is specifically desigaed to be concealed from
the encryption user, removing one of the fundarnental
safeguards agalnst the mstaken or fraudulent release

of keys.

In contrast, non-recoverable systems can usually

be designed securely without any alternative paths.
Alternative paths to access are neither required for
ordinary operation nor desirable in many applications
for many users.

3.1.2 Insider Abuse

Like any other security system with 2 human element,
key recovery systems are particularly vulnerable to
compromise by authorized individuals who abuse or
misuse their positions. Users of 2 key recovery system
must trust that the individuals designing, implementing,
and running the key recovery operation are indeed
trustworthy An individual, or set of individuals,
motivated by ideology, greed, or the threat of
blackmail, may abuse the authority given to them.
Abuse may compromise the secrets of individuals,
particular corporations, or even of entire nations.
There have been many examples in recent times of
individuals in sensitive positions violating the trust
placed in them. There is no reason to believe that key
fecovery systems can be managed with a higher
degree of success.

The risk of “insider abuse™ becomes even more evident
when attempts are made to design key recovery
schemes that are international in scope. Such abuse
can even become institutionatized within 2 rogue

company or government. National law-enforcement
agencies, for example, might abuse their key recovery
authority to the advantage of their own country’s
corporations.

3.1.3 New Targets for Attack

The nature of key recovery creaies new high-value
targets for attack of encryption systems. Key recovery
agents will maintain databases that hold, in centralized
collections, the keys to the information and communi-
cations their customers most value, In-many key
recovery systems, the theft of a single private key
(or small set of keys) held by a recovery agent could
unlock much or all of the data of a company or
individual. Theft of a recovery agent’s own private
keys might provide access to an even broader array
of communications, or might make it possible to
eastly spoof header information designed to ensure
compliance with encryption export controls. The key
recovery infrastructure will tend to create extremely
valuable targets, more likely to be worth the cost and
risk of attack.

The identity of these new rich targets will be highlighted
by the key recovery systems themselves. Every
encrypted communication or stored file will be
required to include information about the location of
its key retrieval information. This “pointer” is 2 road
map showing law enforcement hiow to recover the
plaintext, but it may also show unauthorized attackers
where to focus their efforts. Moreover, even those
systems (such as split key systems) that can decrease
these risks, do so with 2 marked increase in cost.
For example, splitting a key in half at least doubles
the recovery agent costs.[19] Such systems require

19
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multiple agents, costly additional coordination
mechanisms, and faster response fimes necessary

1o assemble split keys and still provide fast access

to plaintext. Regardless of how many times a key is
split, law enforcement’s demand for timely access
will still require the development of fast systems for
the recovery of key parts. Both the systems for key
part assembly, and the ulimate whole key assembled
for law enforcement, will present new points of

3.1.4 Forward Secrecy

Key recovery is especially problematic in commusications
systems, such as encrypted celtular telephone calls,
because it destroys the property of forward secrecy. A
system with forward secrecy is one in which compro-
mising the keys for decrypting one communication
does not reduce the security of other communications.
For example, in an encrypted telephone call, the keys
for encrypting 2 call can be established as the call is
set up. If these keys are destroyed when the call is
over, the participants can be assured that no one can
later decrypt that conversation — even if the keys to
some subsequent conversation are compromised.
The result is that onoe the call is over, the information
required to decaypt it ceases to exist; not even the
parties to the call store the keys. Typically, keys are
created and destroyed on a pec-call basis, or even
many times per call. This makes it possible to limit
the costs and risks of secure processing and storage
to the period of the call ifself.

Forward secrecy is desirable and important for two
reasons. First, it simplifies the design and analysis

of secure systems, making it much easier to ensure
that a design or implementation is in fact secure.
Secondly, and more importantly, forward secrecy
greatly increases the security and decreases the

cost of a system, since keys need 1o be maintained
and protected only while communication is actually
in progress.

Key recovery destroys the forward secrecy propexty,
since the ability to recover traffic continues fo exist
long after the original communication has eccurred.
1t requires that the relevant keys be stored instead of
destroyed, so that later government requests for the
plaintext can succeed. If the keys are stored, they can
be compromised; if they are destroyed, the threat of
compromise ceases at that moment.

3.2 NEW COMPLEXITIES

Experience has shown that secure
syswmsaredeocpuvclyhzrdwdwgnandbuﬂd
properly. The design and implementation of even

the simplest encayption algorithms, protocols, and
implementations is 2 complex and delicate process.
Very small changes frequently introduce fatal security
flaws. Non-key recovery systems have rather simple
requirements and yet exploitable flaws are still often
discovered in fielded systems.

Our experiences designing, analyzing and implementing
encryption systems coavince us that adding key recovesy
makes it much more difficult 10 assure that such sysiems
work as intended. It is possible, even likely, that
lurking in any key recovery syslem are one or more
design, implementation, or operational weaknesses
that allow recovery of data by unauthorized paties.

{19] Sterage of a smaller key part 1s not necessarily cheaper than storage of the whole key, and
the preferred key-splitting methods generally produce key parts each of which Is as large as

the whole key.
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The commercial and academic world simply does the adoption of information technologies — fielding
niot have the tools to properly analyze or design the the ubiquitous key recovery system envisioned by

complex systems that arise from key recovery. law enforcement could encompass:

‘This is not an abstract concern. Most of the key « Thousands of produets. There are over 800
recovery or key escrow proposals made to date, encryption products worldwide today, and this
including those designed by the National Security number Is likely to grow dramatically.

Agency, have had weaknesses discovered after their

imitial implementation. For example, since the system's  ® Thousands of agents all over the world.

introduction in 1993, several failures have been P‘OM SN"H'S contemplate many key Tecovery
discovered In the U, Escrowed Encryption Standard, ~ 2gats within this country alone; other countries
the system on which the “Clipper Chip” is based. will want agents lo_mted within their box:ders.
These problems re not a result of incompetence Large compantes will waut to serve as their own
on the part of the system’s designers. Indeed, the key recovery agents. Each of these agents will
U5, National Security Agency may be the most nieed to obtain U.S. certification and possibly

advanced cryptographic enterprise in the world, certification by other countries as well
and it is entrusied with developing the cryptographic , peng of thousands of law enforcement

systems that safeguard the government's most agencies. There are over 17,000 local, state,
important military and state secrets. The reason and federal law enforcement agencles in the United
the Escrowed Encryption Standard had fiaws is States alone that might seek key information for
that good security is an extremely difficult technical authorized wiretaps or seized data.[20] National
problem to start with, and key recovery adds and local agencies around the world will also want
enormous complications with requirements access fo keys.
unlike anything previously encountered.

« Millions of users. Several million Web users

today use encrypted communications whenever

3.2.1 Scale their Web browser encounters a secure page
Key recovery as envisionied by law eaforcement will (such as many of those used for credit card
require the deployment of secure infrastructures transactions). There will be an estimated 100
involving thousands of companies, recovery agents, million Internet users by the year 2000, most
regulatory bodles, and law enforcement agencies of whom will be likely to regularly encrypt

ddwide interacting and . commusications as part of the next version of
‘::p i tetsr:ml : and coop gonan the standard Internet protocols. Millions of

other corporate and home computer users will
Once widely available, encryption will likely be used also regularly encrypt stored information or
for the bulk of network communications and storage intra-network communications.
of sensitive files. By the year 2000 — still early in

1203 U.5. Department of Justice, Bureau of Justice Statistics, Sourcebood of Criminal Justice
Statistics 1995 (1996), p. 39.
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« Tens of millions {(or more) of public-private
key pairs. Most users will have several public key
pairs for various purposes. Some applications create
key pairs “on-the-fly” every time they are used.

o Hundreds of billions of recoverable session
keys. Every encrypted telephone call, every stored
encrypled file, every e-mail message, 2nd every
secure web session will create a session ke to be
accessed. (Various key recovery scheme may avoid
the need for the recovery ceater to process these
session keys individually, but such “granularity
shifts” introduce additional risk factors —
see Section 3.4.1 below.)

Ultimately, these numbers will grow further as
improved information age technologies push
more people and more data online.

The overall infrastructure needed to deploy and
manage this system will be vast. Government agencies
will need to centify products. Other agencies, both within
the US. and in other countries, will need fo oversee
the operation and security of the highly-sensitive
recovery agents — as well as ensure that law
enforcement agencies get the timely and confidential
access they desire. Any breakdown in security 2mong
these complex interactions will result in compromised
keys and a greater potential for abuse or incorrect

There are reasons to believe secure key recovery
systems are not readily scalable. Order-of-magnitude
increases in the numbers of requesting law enforcement

agencies, product developers, regulztosy oversight

agencies, and encryption end users all make the tasks
of various actors in the key recovery system nol only
bigger, but much more complex. In addition, there
are significant added transaction costs involved with
coordination of international key recovery regimes
involving many entities.

The fields of cryptography, operating systems,
networking, and system administration have no
substantive expetience in deploying and operating
secure systems of this scope and complenity. We
simply do not know how to build a collectve secure
key-management infrastructure of this magnitude,
let alone operate one, whether the key-recovery
infrastructure is centralized or widely distributed.

3.2.2 Operational Complexity

The scale on which a government-access key recosery
infrastructure must operate exacerbates many of

the security problems with key recovery. The stated
requirements of law enforcement demand the
construction of highly coruplex key recovery sysiems
Demands on the speed and process for recovering
keys will greatly increase the complenity of tasks
facing those trusted with key recovery information.
Demands for ubiquitous worldwide adoption of key
recovery will greatly increase the complexity and
number of entities involved. Each of these will in turn
have a significant impact on both the security and
cost of the key recovery system.

22
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Consider the tasks that a typical key
recovery center will perform to meet one
law enforcement request for a session key
for one communication or stored file:

o Reliably identify and authenticale requesting law
enforcement agents (there are over 17,000 US.
domestic law enforcement organizations).

o Reliably authenticate court order or other
documentation.

» Reliably authenticate target user and data.
Check authorized validity time period.

« Recover session key, plaintext data,
or other decryption information.

« Put recovered data in required format.

o Securely fransfer recovered data,
but only 1o authorized parties.

o Reliably maintain an audit trail.

Each of these tasks must be performed securely in a
very short period of time in order to meet government
requirements. For example, the most recent U.S.
Commerce Department regulations governing recovery
agents require two hour turnaround of government
requests, around the clock. The tasks must be
performed by agents all over the world serving millions
of clients and responding 1o requests from both those
clients and numerous law enforcement agencies.

There are few, if any, secure systems that operate
effectively and economically on such a scale and
under such tightly-constrained conditions — even if
these requirements are relaxed considerably (e.g.,

one day response time instead of two hours). The
urgent rush imposed by very short retrieval imes, and
the complexity of the tasks involved, are an anathema
to the careful scrutiny that should be included in such
a system. If there is uncertainty at any step of the
access process, there may be insufficient time to verify
the authenticity or accuracy of a retrieval request.

1t is inevitable that 2 global key recovery infrastructure
wilt be more vulnerable to fraudulent key requests, will
make mistakes in giving out the wrong key, and will
otherwise compromise secarity from time to time. While
proper staffing, technica! controls, and sound design
can miligate these risks to some extent (and at consid-
erable cost), the operational vulnerabilities associated
with key recovery cannot be eliminated entirely.

3.2.3 Authorization for Key
Recovery

One of the requirements for a key recovery operation
is that it must anthenticate the individual requesting
an archived key. Doing so reliably is very difficult.

“Human” forms of identification — passpors,

birth certificates, and the like — are often easily
counterfeited. Indeed, news reports describe “identity
theft” as a serious and growing problem. Electronic
identification must be cryptographic, in which casea
key recovery system could be used to attack itself.
That is, someone who steals — or recovers — 4
signature key for a law enforcement officer or a
corporate officer could use this key to forge legitimate
requests for many other keys. For that matter, if 2
sensitive confidentiality key were stolen or obtained
from the repository, it might be possible to use it to
eavesdrop on other key recovery conversations.
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In contrast, a business’s local, day-to-day key recovery
process could rely on personal identification. A
system administrator or supervisor would know who
had rights to which keys. Even more questionable
requests, such as those over the phone, could be
handled appropriately; the supervisor could weigh
such factors as the sensitivity of the information
requested, the urgency of the request as known 2
prori, and even the use of informal authentication
techniques, such as references to shared expetiences.
But none of these methods scale well to serve requests
from outside tie local environment, leaving them
unsuitable for use by larger operations or when
requests come from persons or organizations not
personally known to the keyholders.

3.3 NEW COSTS
Key recovery, especially on the scale required for

government access, will be very expensive. New
costs are introduced across 2 wide range of entities
and throughout the lifetime of every system that uses
recoverable keys.

The requirements set out by law enforcement impose
new system costs for designing, deploying, and
operating the ubiquitous key recovery system.

These costs include:

» Operational costs for key recovery agents —
the cost of maintaining and controlling sensitive,
valuable key information securely over long
periods of tirae; of respending to both law
enforcement requests and legitimate commercial
requests for data; and of communicating with
users and vendors.

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National

* Product design and enginecring costs —
new expenses entailed in the design of secure
products that conform to the stringent key
recovery requirements.

+ Government oversight costs — substantial
new budgetary requirements for government, law
enforcement, or private certification bodies, to
test and approve key recovery products, centify
and audit approved recovery agents, and support
law enforcement requests for and use of recovered
key information.

o User costs — including both the expense of
choosing, using, and managing key recovery
systems and the losses from lessened security
and mistaken or fraudulent disclosures of
sensitive data.

3.3.1 Operational Costs

The most inmediately evident problerm with key
recovery may be the expense of securely eperating
the Infrastructure required 1o support it. In general,
cryptography is an intrinsically mexpensive technology;
thereis ittle need for externally-operated infrastructure™
{outside of key certification in some applications)

to establish communication or store data securely

Key recovery, on the other hand, requires a complex
and poorly understood — and hence expensve and
insecure — infrastructure.

The operational complexity described in the previous
section introduces substantial ongoing costs at each
key recovery center. These costs are likely to be very
high, especially compared with the ordinary operational
expenses that might be expected in commercial key
recovery systems. Government key recovery requires,
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for exaraple, intensive staffing (7x24 hours), highly
trained and highly trusted personnel, and high-assurance
hardware and software systems in order to meel the
government's requirements in a secure manner.
Theses cosis are borne by all encryption applications,
even those where key recovery is not beneficial to

the user or even io law enforcement.

It remains unclear whether the high-risk, high-liability
business of operating a key recovery center, with
limited consumer demand to date, will even be

economically viable.

3.3.2 Product Design Costs

Key recovery also increases the diffculty and expense of
designing user-level encryption software and hardware.
These costs vary depending on the particular application
and the precise nature of the recovery system, but
could be substantial in some cases. Integrating key
recovery, especially in a secure manner, can also
substaatially delay the release of software. Given the
highly competitive nature and short product life-cycles
of today’s hardware and software markets, such delays
could discourage vendors from incorporating it at all,
or worse, encourage sloppy, poorfy-validated designs.
Compatibility with older producls presents speclal
challenges and further increases these costs.

3.3.3 End-User Costs

Without government-driven key recovery, encryption
sysiems can easily be fielded in 2 way that is largely
transparent fo their users. Highly secure commu-
nication and storage need require nothing further than
the purchase of a reputable commercial product with

strong encryption features tested in the marketplace.
The use of that encryption need require nothing more
than the setting of an option, the click of an icon,
or the insertion of a hardware card. We are fully
confident that, in an uoregnlated marketplace, many
applications will ship with such high-quality
user-transparent encryption built in. This is

already happening at negligible cost to the user.

In contrast, the use of 2 secure key recovery system
requires at feast some additional user effort, diligence,
or expense. In addition to the purchase of an eacryption
product, one or more key recovety ageni(s) must be
chosen. The user must enter into an important
(although possibly implicit) contractual relationship
with that agent, a relationship that will govern the
potential disclosure of the most sensitive key
information — now and for years to come. In many
cases, there will need to be some communication of
key information between user and the recovery agent.
(Although some products will come with 2 built-in
key, prudent users may want to change their keys on
a regular basis. Also, software, especially mass-market
“shrink-wrapped” software, cannot usually be
economically distributed with unique keys installed

in each individual copy).

The burdens on key recovery users continue long
after data have been encrypted. Key recovery agents
will maintain the ability to deceypt information for
years. During that time, an agent might relax its security
policies, go bankrupt, or even be bought out by a
competitor — but will retain, and in fact must

retain, the ability to decrypt. Diligent and concerned
encryption users will need to be aware of the fate

of their key recovery agents for years after their

initial encryption use.
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These burdens will apply to all users of encryption.
Each use of encryption may entail the entry into
2 contractual relationship with a third-party key
recovery agent. Under any rational business model,
each such instance will entail some additional cost.

3.4 TRADEOFFS

Some aspects of key recovery can be easily shifted
along a spectrum from higher cost to higher risk.
While it may be possible to field a particular key
escrow system in a relatively secure way, this often
results in tremendous costs to the user. While relatively
simple and inexpensive key escrow systems exist, they
often jeopardize security. For example, a poorly-run
key recovery agent, employing less-skilled low-paid
personnel, with a low level of physical security, and
without Hability insurance could be expected to be
less expensive to operate than a well-run center.

Interestingly, security and cost can also be traded off
with respect to the design itself. That is, the simplest
designs, those that are ezsiest to understand and
easiest to verify, also tend to require the most stringent
assumptions about their environment and operation
or have the worst failure characteristics. For example,
imagine a design in which session keys are sent to the
recovery center by encrypting them with the center’s
globally-known public key. Such a system might be
relatively simple to design and implement, and one
might even be able to prove that it is secure when
operated correctly and uader certain assumptions.
However, this is amoog the worst possible designs
from a robustness point of view: it has a single point
of failure (the key of the recoexy agent) with which
all keys are encrypted. If this key is compromised

(or a corrupt version distributed), all the recoverable
keys in the system could be compromised. (We note
that several commercial systems are based on almost
exactly this design.)

3.4.1 Key Recovery
Granularity and Scope

One of the most important factors influencing the

cost and security of key recovery is the granularity and
scope of the keys managed by the key recovery system
In particular, it is irmportant to understand tha issues:

» Granularity: the kinds of keys (user, device,
session, efc.) that are recoverable

* Scope: the consequences of compromising 2
recovery agent’s key:

Granularity is important because it defines how
narrowly-specified the data to be recovered from

an agent can be and how often interactions (by thy
user and by law enforcement) with the recosery agent
must take place. Various systems have been proposed
in which the recovery agent produces “master” kevs
that can decrypt all traffic o or from indiidual users
or hardware devices. In other systems, only the keys for
particular sessions are recosered Coarse granularity
(e.g., the master key of the targeted user) allows only
limited control over what can be recovered (e, all
data from a particular individual) but requires fex
interactions between Law enforcement and the recoiury
center. Finer graoularity (¢.g., indisidual session
keys), on the other hand, allows greater control (e g,
the key for a particular file or session, or only sessions
that occurred within a paticular time frame), but
requires more frequent interaction with the recovery
center (and increased design complevity).

Also important is the scope of the recovery agent's
own Secret. Most key recavery sysems require the toer
software or hardware to send keys to the recavery
agent by encrypling them with the recosery agent's
public keg. i a recovery agent has only a single such
key, that key becomes an extraordinarily valuable,
global, single point of failure. Worse, because the
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recovery agent must use the secret component of such keys, perhaps one or more for each user.
this key in order 1o decrypt the keys sent to it (orat  However, negotiating and disteibuting these keys
Teast any time 2 key is recovered), its exposure to to the users introduces still other complexities
compromise or misuse is also increased. To address  and vulnerabilities.

this vulnerability, 4 recovery agent may have many

Key recovery systems are inherently less secure, more  competency of the field, and may well introduce
costly, and more difficult to use than similar systems ~ ultimately unacceptable risks and costs.
gﬂ;mm mﬁ';gsmlm to d;gl;yrh:;ent Attempts to force the widespread adoption of key
enforcement’s specifications will require significant recovety r.h.rough export co.nrrols, import or domestic
sactifices in secunly and convenience and wbstznﬁa]ly use regulzuons, or international standards should be
increased costs to all users of encryption. Furthermore,  considered in light of these factors. We urge public

building the secure infrastructure of the breathtaking ~ debate to carefully weigh the costs and benefs of
scale and complexity that would be required for such ~ Bovernment-access key recovery before these systems

a scheme js beyond the experience and current are deployed.
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Mr. GOODLATTE. Mr. Gillespie, welcome.

STATEMENT OF ED GILLESPIE, EXECUTIVE DIRECTOR,
AMERICANS FOR COMPUTER PRIVACY

Mr. GiLLesPIE. Thank you, Mr. Chairman. I appreciate the op-
portunity to appear before you today.

I want to add my voice to the others on the panel who express
their appreciation for your leadership and the leadership of Con-
gresswoman Lofgren and the leadership of this subcommittee on
the issue of encryption.

I serve as Executive Director of Americans for Computer Privacy,
a broad-based coalition of over 40 trade associations, over 100 com-
panies and over 3,000 individuals. It is worth noting that this coali-
tion is not comprised only of industry sources, but financial serv-
ices, manufacturing, retail and transportation industries, as well as
law enforcement, civil liberty, taxpayer and privacy groups. We
strongly endorse enactment of the SAFE Act, and we very much
appreciate your leadership.

Strong encryption is key to the continued vitality and growth of
the new economy and will play an increasingly important role in
how we govern, communicate, conduct commerce and protect our
national infrastructure. Accordingly, the United States needs a
clear and realistic national policy to ensure that industry is able
to develop the products that will help us to meet our national objec-
tives.

Significant progress was made last year with the Administra-
tion’s September policy pronouncement implementing the regula-
tions of December 31. However, the Administration has yet to allow
U.S. encryption manufacturers to compete on a level playing field
in the global marketplace. The Administration policy remains high-
ly problematic and does not represent the clear and realistic na-
tional policy that this issue requires.

One example is that the Administration’s encryption export regu-
lations impose greater restrictions on American companies than
those called for under the Wassenaar arrangement discussed this
morning. The Administration should at least eliminate all controls
on encryption software and hardware for products up to 64 bits and
make U.S. controls consistent with the revised Wassenaar arrange-
ment.

As a rule, however, the Administration’s efforts to develop a glob-
al approach to this issue through Wassenaar are doomed to failure.
Wassenaar has only 33 members, and does not include encryption
producing companies like China, India, South Africa or Israel. Fur-
ther, the Wassenaar Arrangement is only as effective as the imple-
menting regulations adopted by the member countries. Some of the
member nations will promulgate regulations less restrictive than
those of the U.S., resulting in a competitive advantage over domes-
tic encryption manufacturers. In short, the Wassenaar arrange-
ment is a toothless tiger.

ACP also believes that our current export policy shortchanges
our long-term national interest by jeopardizing our current global
leadership in this vital technology. Strong, high-quality encryption
products are now widely available, as we have seen on this panel,

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 131 2002



132
from foreign makers rendering our export policy an exercise in fu-

ty.

We worry that America will lose this critical market to foreign
makers. When and if it does, it will be too late to change U.S. pol-
icy and too late to preserve U.S. leadership in this vital arena. In
the long run, U.S. national security objectives are best served by
an information technology world in which U.S. companies are mar-
ket leaders in all aspects, especially encryption.

ACP’s industry members have ample evidence of the rapidly
growing market share of foreign encryption and examples of U.S.
businesses losing out to foreign manufacturers because of these re-
strictions on our exports. We do not pretend to have all of the an-
swers to questions about national security, but our knowledge of
the technology in global markets leads us to believe that our long-
term national security objectives can only be achieved if the United
States realistically acknowledges the inevitability of a world of
ubiquitous, strong encryption.

Vge are joined in this view by the Center for Strategic Inter-
national Studies. CSIS recently conducted a study of our Nation’s
technical vulnerabilities. The study was chaired by former FBI and
CIA Director William Webster. The subsequent report entitled
Cybercrime, Cyberterrorism, Cyberwarfare: Averting an Electronic
Waterloo, calls for, “the intelligence gathering communities—law
enforcement and foreign intelligence—to examine the implications
of the emerging environment and alter their traditional sources
and means to address those strategic warfare needs of the 21st cen-
tury. Continued reliance on limited availability of strong encryption
without the development of alternative sources and means will se-
riously harm law enforcement and national security.”

ACP has advocated that the U.S. Government should work coop-
eratively with our Nation’s hardware and software manufacturers
to develop the technical tools and know-how to achieve a policy
that effectively responds to society’s needs for law enforcement, na-
tional security, critical infrastructure protection, privacy preserva-
tion and economic well-being.

U.S. technology companies will happily do their part to help the
Government prepare for an uncertain 21st century, but Congress
should pass the SAFE Act and establish a clear and realistic na-
tional policy on encryption. That is the best way to preserve U.S.
leadership in encryption technology upon which the successful pro-
tection of our critical infrastructure and achievement of our na-
tional security objectives certainly and inevitably depend.

Thank you again for your time here this morning.

Mr. GOODLATTE. Thank you, Mr. Gillespie.

[The prepared statement of Mr. Gillespie follows:]

PREPARED STATEMENT OF ED GILLESPIE, EXECUTIVE DIRECTOR, AMERICANS FOR
COMPUTER PRIVACY

Mr. Chairman and members of the Subcommittee,

Thank you for the opportunity to testify before you on H.R. 850, the SAFE Act,
sponsored by Representatives Goodlatte and Lofgren and over 200 members of the

ouse. ] serve as Executive Director of Americans for Computer Privacy (ACP), a
broad coalition of 40 trade associations, over 100 companies and over 3,000 individ-
uals. The coalition includes the financial services, manufacturing, high-tech, and
transportation industries as well as law enforcement, civil-liberty, taxpayer and pri-
vacy groups. ACP supports policies that allow American citizens continued use of
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strong encry{i‘:ion without government intrusion, and advocates lifting export re-
strictions on U.S. made encryption products.

ACP stronﬁly endorses enactment of the SAFE Act, and we appreciate the leader-
ship provided by Representatives Goodlatte and Lofgren very much. We urge your
subcommittee to report it promptly for full committee consideration.

As Vice President Gore said in September 1998 when he announced the current
administration policy, developing a national encryption policy is one of the most dif-
ficult issues facing the country. It requires balancing many competing objectives—
all of which are of great importance to the nation.
toAs ACP noted in our policy paper of May 8, 1998, strong encryption is essential

* Protecting the nation’s infrastructure and assuring the integrity of informa-
tion;

¢ Ensuring the privacy of electronic communications of American citizens and
organizations;

¢ Protecting our national security interests;

o Safeguarding the public; and

. l((\idaintaining U.S. leadership in the development of information technology in-

ustry.
As we move into the new millenium, information technology will play an increas-

ingly important role in the wgf we govern, communicate, conduct commerce, and
operate and protect our national infrastructure. Strong encryption is key to the con-
tinued vitality and growth of all of these activities. Accordingly, the United States
needs a clear and realistic national policy to assure that industry is able to develop
the products that will help us to meet our national objectives.

Significant progress was made last year with the Administration’s policy an-
nounced by the Vice President in September and contained in the interim final reg-
ulations of December 31, 1998. ACP commends the government for the hard wor
and thoughtful consideration that went into the development of that policy and
those regulations. Last year, ACP had several productive meetings with the Admin-
istration’s inter-agency task force, including representatives from law enforcement
and the Justice Department. Those meetings were conducted in good-faith on both
sides and led to a 5reater understanding on both sides of the needs and concerns
of the other. The Clinton Administration incorporated many of our interim rec-
ommendations into its updated export policy, including: export relief for encryption
products that use symmetric algorithms up to and including 56-bits; products that
use asymmetric algorithms up to and including 1024-bits; and relief for various sec-
tors of the business community.

The Clinton Administration, however, has yet to allow U.S. encryption manufac-
turers to compete on a level playing field in the global marketplace. The Adminis-
tration policy remains highly problematic and does not represent the clear and real-
istic national policy that this issue requires.

First, the Administration has entered into an agreement with 32 other countries—
the Wassenaar Arrangement--containing certain export controls on encryption. Un-
fortunately, the Administration’s encryption export regulations impose greater re-
strictions on American companies than those called for under the arrangement. As
a first step, we believe the Administration should at least eliminate all controls on
encryption software and hardware for products up to 64-bits, and should eliminate
all reporting requirements on higher-level encryption exports. Such actions would
make U.S. controls consistent with the revised Wassenaar Arrangement.

We also believe that the Administration’s efforts to develop a global approach to
this issue through the Wassenaar Arrangement are doomed to failure. We recognize
that this is a global problem and if it were truly possible to achieve universal agree-
ment that was fairly enforced, industry would no doubt be supportive. But
Wassenaar only has 33 members and does not include encryption-producing coun-
tries such as China, India, South Africa, or Israel. Further, the Administration
should recognize that the Wassenaar Arrangement is only as effective as the imple-
menting regulations adopted by the member countries. Some of the member nations
will promulgate regulations that are less restrictive than those of the United States,
thereby providing those nations with a competitive advantage over domestic
encryption manufacturers. In short, the Wassenaar Arrangement is a toothless
tiger.

Second, the Interim Rule falls short on a number of short-term points. For exam-
ple, the Interim Rule does not fulfill the mandate promised by Vice President Gore
on September 16 to allow all 56-bit encryption products to be eligible for export to
all end-users (except terrorist states). In reality, the Interim Rule does not allow the
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export of 56-bit encryption chips, integrated circuits, toolkits, and executable or
linkable modules for exggrt under license exception except to U.S. subsidiaries.

Further, the Interim Rule is so complex that a number of the benefits in the new
policy are undermined by provisions of the Interim Rule. For example, the reporting
requirements are so onerous to companies that reporting costs may exceed the price
of some groducts, much less the profit. In the same vein, the Government has shown
little understanding of mass-market distribution techniques. It makes no sense that
the Government does not expect manufacturers to be able to control mass-market
encryption products using 56-bit encryption, but does expect manufacturers to be
able to contral mass-market encryption products using algorithms higher than 56-
bits. Furthermore, it is simply impractical to expect manufacturers to collect report-
ing data on mass-market encryption products. My personal experience is that I
never return registration cards on coffee makers, answering machines, or software
products—I expect most people in this room have similar experiences.

And so the Administration’s new policy, as grateful as we are for this limited
progress, remains flawed even on its own terms.

eyond this, in the encryption debate in the larger sense, we continue to have
good-faith disagreements with the Administration about its current policy, which
only Congress and this legislation can address.

Primarily, ACP believes that our current export policy shorl:-chan%es our long-
term national interest in that it puts at jeopardy our current global leadership in
this vital technology. Stronﬁhigh-quality encryption products are now widely avail-
able from foreign makers. That renders our export policy an exercise in futility. We
worry that America will lose this critical market to foreign makers. When and if
it does, it will be too late to change U.S. policy and too late to preserve U.S. leader-
shiIF in this vital arena.

we do lose that U.S. leadersvl:liﬁ osition, what will that mean? It will mean that
the national securitg agencies will be confronting ubiquitous encryption made not
by U.S. companies, but K foreign companies. Where then will the national security
agencies go for technical help on encryption, if the most sophisticated encryption ex-
perts and product-makers reside abroad? It could Eut us in the untenable position
of protecting our critical national infrastructure with foreign-made encryption.

e must retain leadership in this vital technology if we are to meet our long-term
national security objectives. That is why we must assess our encryption export poli-
cies from a long-term, not a short-term, gerspective.

In the long run, there can be no doubt that U.S. national security objectives are
best served ail an IT world in which U.S. companies are market leaders in all as-
pects, especially encryption. ACP’s industrial members have ample evidence of the
rapidly growing market share of foreign encryption and examples of U.S. businesses
losing out to foreign manufacturers because of the U.S. export regulations. For ex-
ample, a December 1997 study conducted by Trusted Information System found that
656 non-American encryption products are available from 29 foreién counfries.
These encryption manutfacturers are located as far from the U.S. as China and as
close as Mexico. The products in the study were purchased via routine channels, ei-
ther directly from the foreign manufacturer or from a distributor.

RSA Data Security has lost business opportunities with major foreign conglom-
erates such as Lloyds TSB PLC, SAP AG, and Siemens Ag because of U.S. export
control regulations. U.S. software companies estimate they have lost millions of po-
tential users of their software due to the encryption regulations. It is naive to be-
lieve these foreign customers and entities are forgoing strong encryption to protect
their proprietary information because it is not available from U.S. manufacturers,
rather than purchasing strong, non-American encryption.

Further, foreign encryption manufacturers are marketing their products by using
U.S. encryption regulations against American companies. For example, Baltimore
Technologies, an Irish encryption manufacturer that President Clinton visited dur-
ing his trip to Europe last year, specifically points out the shortcomings of U.S.
encryption products in their marketing of their product, WebSecure. Their opening
paragraph of their website states that the export versions of U.S. browsers “are lim-
ited to 40 bits of encryption, which is not secure enough for most applications.” In
contrast, WebSecure provides 128-bit encryption for “real security.” !

Strong encryption is also available for sale and for free on the Internet to anybedy
in the world with a computer. Here is just one example of the ease with which a
person outside the United States can obtain strong encryption with a few clicks on
their computer. One, they can visit the international Pretty Good Privacy site:
www.pgpi.com. From that URL, anybody in the world can download strong, 128-bit

1Located at the following URL:
www.baltimore.com/products/secure__web/mn__secure__web.html
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encryption within 47 seconds. And because any citizen in the U.S. can download
encryption legally from the Intermet, and anyone in the world has access to those
same web sites, the Internet makes controlling encryption exports a very difficult
proposition.

ACP also believes it is vital to our national interests that our critical infrastruc-
ture is secure and we praise President Clinton for recognizing this vulnerability in
his speech earlier this year. We wish, however, that the President recognized the
importance of the role of strong encryption produced by U.S. high technology compa-
nies.

‘We do not believe we have all the answers to questions about national security,
but ACP strongly believes based on our knowledge of the technology and global mar-
kets that our long term national security objectives can only be achieved if the
United States realistically acknowledges the inevitability of a world of ubiquitous,
strong encryption. Trying to control the proliferation of encryption is like trying to
control the proliferation of mathematics. For that is what we are talking about here.
Encryption algorithms are nothing but sophisticated mathematics. And while the
United States may realistically hope to remain the leader in such a field, it cannot
realistically expect to monopolize it.

We are joined in this view by the Center for Strategic and International Studies
(“CSIS”). CSIS recently conducted a study of our nation’s technical vulnerabilities;
the study was chaired by William Webster, the former director of the FBI and Cen-
tral Intelligence and former U.S. Circuit Judge. The subsequent report, entitled
Cybercrime . . . Cyberterrorism . . . Cyberwarfare . . . Averting an Electronic Wa-
terloo, calls for the “intelligence gathering communities—law enforcement and for-
eign intelligence—to examine the implications of the emerging environment and
alter their traditional sources and means to address the SIW needs of the twenty-
first century. Continued reliance on limited availability of strong encryption without
the development of alternative sources and means will seriously harm law enforce-
ment and national security.”

For instance, ACP proposed last year the creation of a “NET Center” (and, since
then, “Tech Center” has been created) to help law enforcement officials understand
how to deal with encryption and other technological advances when encountered in
a criminal setting. We have been cooperating on these projects, and we are pleased
with the development of this forward-thinking strategy.

On the national security side, Senator Bob Kerrey recently suggested that (1) the
President should convene a public-private panel to examine the implications of this
new technological age for our national security, and (2) the creation of a new na-
tional laboratory for information technology to perform research and to act as a
forum for further discussions on technological breakthroughs. These views may de-
serve further exploration, and ACP wants to play a leading role in crafting industry
cooperation.

ACP wishes to emphasize that it recognizes a legitimate governmental need to ob-
tain access to the plain text of communications when authorized by proper legal au-
thority. ACP and its members are responsible citizens of the nation and the globe
and have no wish to facilitate the commission of crime, the spread of terrorism or
the acquisition and delivery of weapons of mass destruction. Similarly, we are com-
mitted to strengthening the nation’s infrastructure, enhancing the privacy of Amer-
ican citizens and ensuring the security of electronic commerce. We believe that these
sometimes competing objectives can be met, but only if government does not seek
to force solutions on the industry that are not compatible with the development of
technology and market demands.

ACP has advocated that the U.S. Government should work cooperatively with our
nation’s hardware and software manufacturers to develop the technical tools and
know-how to achieve a policy that effectively responds to society’s needs for law en-
forcement, national security, critical infrastructure protection, privacy preservation,
and economic well-being.

In closing, Secretary of Defense William Cohen gave a speech at Microsoft two
weeks ago in which he stated: “To maintain peace and stability in this uncertain
world, we have mapped out a strategy defined by three words: Shape, Respond, Pre-
pare.” ACP and its member companies are willing to do our part in helping the Gov-
ernment prepare for an uncertain 21st century, and we look forward to working
with the Government on these projects. But Congress needs to pass the SAFE Act
and establish a clear and realistic national policy on encryption. That is the best
way to preserve U.S. leadership in encryption technology, upon which the successful
protection of our critical infrastructure and achievement of our national security ob-
jectives certainly and inevitably depend.
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Mr. GOODLATTE. And a special welcome to our former colleague,
Congressman McCurdy.

Mr. McCurDpY. Thank you, Mr. Chairman. I have a written state-
ment that I would like to submit for the record, but for the sake
of time, I will just make a couple of quick comments, if I could. It
is a pleasure being on this side of the table, by the way, and espe-
cially appearing before such a distinguished group of former col-
leagues and friends.

Mr. Goodlatte, I want to commend you and Congresswoman
Lofgren for your leadership on this bill. EIA is very pleased and ex-
cited to be part of the coalition that supports the SAFE Act. We
represent over 2,100 manufacturers in the electronics sector, but
rather than give a commercial—that is not our purpose—I want to
explain my personal view that I think it has taken a lot of courage
on your part to step forward and provide leadership when those on
the other side often claim national security or law enforcement in-
terests, but do so oftentimes under the cloak of confidentiality or
classification.

As you know, I served in this body for 14 years, and at one point
was chairman of the House Intelligence Committee, so I am very
familiar with the arguments that are raised. It is clear that during
the Cold War, when Howard Berman and I first came to this body,
there were very legitimate national security interests involved, and
there was a real need for some of the technology that our agencies
needed to employ. But what you have done, I think very
articulately, is demonstrate that this is no longer the Cold War era.

We had a policy during the Cold War of containment. In the In-
formation Age, it appears that the Administration is trying to de-
velop a poliey of restrainment or slowing or just trying to stop the
spread of technology, as opposed to really having a policy that is
effective to accomplish their desired ends. In the Information Age,
in the digital economy, I believe it is time for a realistic policy and
I think you are trying to advance that.

It was stated today, and I think very clearly, that the Adminis-
tration can act without congressional action. There may be need for
a legislative solution, but in fact the Administration, I believe,
should consider moving toward a much more current and updated
encryption policy.

We will soon be proposing to the Administration four basic points
which we think they should consider in addition to the SAFE Act.
In brief, first, the Government needs to significantly ease the re-
strictions on low-level and mass market encryption software. The
chairman has talked about hardware being included, and we appre-
ciate the inclusion of both the telecommunications wireless provi-
sions that he has included, as well as the consumer electronics con-
cerns.

Secondly, law enforcement and national security agencies should
better define their access requirements-—that is an important
point—thereby allowing the industry to develop a variety of mar-
ketable solutions. Ms. Lofgren asked Mr. Lee for some specifics on
i:hat, and we would like to work with them as they develop that

ist.

Third, a new policy needs to differentiate between the increasing
new uses for the technology such as voice communications, data
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transmission and consumer electronics, with appropriate controls
on those applications which clearly present problems for Govern-
ment and decontrolling the rest.

Finally, U.S. policymakers need to recognize the futility of unilat-
eral export restrictions which serve only to damage our domestic
industries while doing little to protect our national security. The
bottom line is that we in the high tech industry believe that this
is a controversy which has dragged on for too long and that a rea-
sonable solution is possible if all sides are willing to work together.

Our industry is willing to accept restrictions on the exports if the
controls are reasenable, if they are effective in addressing the prob-
lem that they are meant to solve, and if they do not impose unnec-
essary, overly burdensome requirements. We believe that by imple-
menting these basic proposals, the Administration’s legitimate con-
cerns can be addressed; the U.S. high tech industry will be allowed
to ((:i)mpete globally, and users will have the security that they
need.

I would be happy to take your questions.

Mr. GOODLATTE. Thank you, Congressman McCurdy.

[The information referred to follows:]

PREPARED STATEMENT OF DAVE MCCURDY, PRESIDENT, ELECTRONIC INDUSTRIES
CE

Thank you, Mr. Chairman for the opportunity to testify today on U.S. encryption
policy for the Information Age. With over 2000 member companies, EIA is the pre-
mier alliance of trade associations for the high-technology industry. Our mission is
to promote an economic and political environment, in this country and around the
world, in which our industry can thrive.

I am also a former member of Congress from Oklahoma. During my 14 year ten-
ure in this body, I served as Chairman of the House Intelligence Committee, as well
as subcommittee chairman on the Armed Services Committee and the Science Com-
mittee. I continue to serve as a member of the Weapons of Mass Destruction Com-
mission, a group of exierts investigating how this country can combat proliferation.
So I am well aware of how dual-use civilian technologies like encryption can be used
for illicit lpurposes, and the important role of export controls to our national secu-
rity. But I also recognize the severely limited effectiveness of export controls, as well
as the vital importance of a strong and innovative high-technology sector to keep
our armed forces a step ahead of any adversary.

Mr. Chairman, it is now clear that 1998 was the year the Internet became main-
stream, with more than 100 million people worldwide using the network, up from
only three million just four years earlier. Furthermore, shoppers are likely to spend
upwards of $10 billion online this year, and the figure could quadruple by 2002, But
as the Net proves itself to be a powerful means for commerce, with potentially hun-
dreds of billions of dollars moving across the network, it also becomes a tempting
target for criminals seeking to steal consumers’ credit card data or eavesdrop on
their online communications. Similarly, as large and small companies turn to the
Net to exchange information with their various divisions, or communicate with their
suppliers and customers around the world, those electronic transmissions become
targets for hackers or business rivals. Other examBles of electronic information
needing protection are the intellectual property on DVD’s or posted on websites;
voice conversations moving across wireless networks; or product designs, employee
records, and other sensitive data stored on companies’ internal computers.

In each of these cases, individuals and companies need encryption to protect
themselves. Additionally, with the exponential advances in computing power avail-
able to ordinary people and criminals alike, ever stronger encryption 1s needed to
defend against illegal attempts to unscramble sensitive electronic information. Yet,
the Administration continues to impose regulations which threaten the security and
privacy of millions of Internet users.

The net effect of this policy is to damage the global competitiveness of the U.S.
high-tech industry, as well as to jeopardize the security of individuals and compa-
nies which operate internationally. Meanwhile, if the so-called “bad actors” want to
use encryption, they have the choice of buying it off the shelf of any software store
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in America, or downloading it from the Internet, or buying it from a producer over-
seas no questions asked. Because of these overly strict and burdensome, yet futile
export controls, one of this country’s most dynamic and competitive industries is
ceding marketshare to foreign competitors. Even the Commerce Department, which
administers the encryption rules, has acknowledged that there are over 600
encryption products being produced in 29 countries outside the United States, and
they are competitive with anything the U.S. produces. It would be tragic if these
export rules forced U.S. high-tech companies, and the high-paying jobs associated
with them, to move offshore. Such a development would also have the ironic effect
of compelling our law enforcement and national security officers to confront
encryption made by more non-U.S. companies, with which they have no cooperative
relationships.

Mr. Chairman, I have the privilege of representing the most dynamic and com-
petitive industry in the U.S. economy today—actually, I should say, in the world
economy today. The companies we represent operate globally, they think and plan
in global terms, and they face intense international competition. The fact is, the
days when U.S. companies dominated the high-technology industry are over. Simi-
larly, the days when the domestic U.S. market could sustain the industry are also
over. It has become almost cliche, but the global economy is a fact of doing business
for us, and is a critically important concept to keep in mind as we formulate public
policy in this area.

As any successful CEQO will tell you, competing—indeed, surviving—in the global
economy means exporting. The phenomenal success of the U.S. technology industry
comes from its entreprenurialism, its aggressiveness, its willingness to compete—all
those free market forces that drive innovation. In this kind of business environment,
tapping new markets before the competition does is the key to success. In 1997,
more than one-third of what the U.S. electronics industry produced was exported
overseas, over $150 billion in goods. That means more than a third of the 1.8 million
em&)loyees who work for U.S. electronics companies depend on exports for their jobs,
and the percentage goes up every year.

We must also recognize that our high-tech companies are the engine for techno-
logical innovation and economic growth in the world today. The U.S. economy is the
most competitive in the world due in no small part to the amazing advancements
our companies have achieved. Technologies which, not long ago, had only military
or limited civilian applications are now pervasive in our society, and the greater eco-
nomic efficiency stemming from this diffusion of technology has been the driving
force for the remarkable prosperity so many Americans are experiencing.

The impact of export controls on how this industry competes in the global econ-
omy can hardly be overstated. They hold us back from competing. Unilateral export
controls essentially force us to cede the playing field to our overseas competitors,
or at least burden us to the point that we cannot compete effectively. The case of
export controls on encryption is perhaps the best example. No amount of Govern-
ment subsidies could do more to develop the European encryption industry than
U.S. export controls have.

We assert that a more balanced policy is needed—one which recognizes the inter-
ests of Government, the high-tech industry, and corporate and individual users.
While we in the business community recognize the importance of keeping potentially
dangerous technologies out of the wrong hands, the Government must similarly rec-
ognize the importance of a dynamic and innovative high-tech industry to our econ-
omy, and not incidentally, to our national security. We believe that the national se-
curity vs. economic arguments present a false choice, and that a well-balanced and
realistic compromise is within reach.

The Security and Freedom Through Encryption Act (SAFE) is a vital aspect of the
strategy to develog1 a meaningful Information Age encryption policy, and we sin-
cerely appreciate the tremendous efforts of Congressmen Goodlatte and Lofgren as
leaders of effort. Among other things, this bill would reaffirm the right of all Ameri-
cans to use whatever encryption they choose to protect themselves, their digital
property, and their electronic communications. Furthermore, it would prevent the
Government from requiring businesses to use only certain types of encryption in
their global operations. EIA is excited to be part of the coalition working to enact
this important legislation, and we look forward to working with this committee to-
wards that end.

EIA has also put forward a proposal which we urge the Administration to con-
sider, and which is attached to my written testimony. In brief, our compromise pro-
posal has four basic elements. First, the Government needs to significantly ease the
restrictions on low-level and mass market encryption software. It was not very long
ago that encryption was a solely military application, and therefore easily con-
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trolled, but to continue imposing onerous confrols on software which anyone can
purchase at the local shopping mall just does not make sense.

Second, the law enforcement and national security agencies could better define
their access requirements, thereby allowing industry to develop a variety of market-
able solutions, as well as enabling the Clinton Administration to finally abandon its
key recovery policy.

ird, our new policy needs to differentiate between the increasingly numerous
uses for the technology, such as for voice communications, data transmission, and
in consumer electronics, with appropriate controls on those applications that clearly
present problems for Government, and decontrolling the rest.

Finally, U.S. policymakers need to recognize the futility of unilateral export re-
strictions, which serve only to damage our domestic industries while doing little to
protect our national security. Only when we encourage our allies to develop mearn-
ingful multilateral controls can we hope to prevent the bad actors from acquiring
these technologies.

The bottom line is, we in the high-tech industry believe this is a controversy
which has dragged on for too long, and that a reasonable solution is possible if all
sides are willing to compromise. Qur industry is willing to accept restrictions on ex-
ports if the controls are reasonable, if they are effective at addressing the problem
they are meant to solve, and if they do not impose unnecessary, overly burdensome
requirements. We believe that by implementing these basic proposals, the Adminis-
tration’s legitimate concerns can be addressed, the U.S. high-tech industry will be
allowed to compete globally, and users will have the security they need.

1 would be happy to take your questions.

Mr. GOODLATTE. Before we take questions, if there are no objec-
tions, I would like to put two items in the record:

One is a National Journal’s Technology Daily, March 1, 1999,
p.m. edition, an article on encryption, entitled “Relaxing in Eu-
rope,” and let me just read briefly from it. “The EU has always
taken a liberal approach on encryption, said DeGraaf—referring to
Gerard DeGraaf, First Secretary of the European Union’s Washing-
ton delegation. “We feel that in many instances restrictions are not
always the best way of protecting national security. “The European
Union has resisted U.S. efforts to gain international support for
key recovery,” DeGraaf said. He noted that an announcement ear-
lier this year by France that it plans to ease controls on encryption
within that country brings the French more in line with the rest
of Europe.”

Secondly, an article prepared by the Business Software Alliance,
a study entitled, “The Cost of Government-Driven Key Escrow
Encryption,” which concludes that the cost per key request for key
recovery will average $12 million, an estimate of over $7 billion as
an annual cost and an estimate of about 640 requests from law en-
forcement agencies for what I think is a staggering $12 million for
each wiretap, which involves getting a key to decrypt somebody’s
communication.

At this time, we will turn to questions.

Professor Denning, we appreciate your testimony.

[The information referred to follows:]
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Ydaily
03-01-1999
Relaxing In Europe

European Union officlals are examining whether to relax controls
on the. export of encryption products within the borders of its
member states, an EU official said.

#While discussions are in the early stages, officials are considering
some liberalization of encryption export rules as part of a review
of policies on dual-use products, those that have both military

and commercial value, according to Gerard de Graaf, first secretary
to the European Union's Washington delegation. A proposal could

pe made before the summer, he said.

"The EU has always taken a liberal approach on encryption,™ de
Graaf told National Journal‘s Technology Daily. "We feel in many
instances, restrictions are not always the best way of protecting
naticonal security.”

The Clinton Administration is concerned that increasing the
availability of encryption technology, which scrambles data or
comrunications for privacy, will lead to its broader use, hampering
law enforcement and intelligence gathering.

A significant liberalization in EU encryption rules could undermine
U.8. efforts to create an international regime in the more restrictive
U.S. mold. It would bolster industry's argument that the United

States cannot control the spread of xobust encryption, and that
controls on the export of U.S. products will only lead to a loss

1n market share for American companies.

"To the extent that they lessen restrictions on exports and adept
standards that were seeking to adopt here in the U.S. that would
be helpful," said Rep. Rick Boucher D-VA, co-chairman of the
Congressional Internet Caucus. He introduced ¥.R. 850 last week
with Rep. Bob Goodlatte R-VA, legislation to ease U.5. coatrols
on encryption exports.

The European Union has resisted U.S. efforts to gain international
support for key-recovery, de Graaf said. He noted that an announcement
earlier this year by France that it plans to ease controls on
encryption within that country brings the French more in line with
the rest of Europe.

One notable exception is Great Britain, which has floated a proposal
for establishment of a voluntary third-party key escrow sysiem.

The proposal calls for licensing key-escrow agents who would hold

a "key" needed to unscramble encrypted data or communications.

National Journal's Technology Daily
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Executive Summary

1. Introductory Background

11 Purpose

1.2  Assumptions and Limitations

1.3 Summary Findings

Sl 2.  TheIncreasing Use of Encryption

3. Costs of Third-Party Key Escrow

3.1 Based on Conservative Estimates, On Average,

89.2 Million People Will Escrow Encryption

Keys Each Year

Keys Held by Employees and Business 8

Establishments

3.12 Keys Held by Home Users 8

3.2 Users’ Cost Will Average $1.7 Billion Per Year 9

N 3.3  Payments to Escrow Agents Will Average $6.0 10

N Billion Per Year

3.3.1 Escrow Services for Businesses Will Cost $4.2 Billion 10
Per Year

3.3.2 Escrow Services for Households Will Cost $1.8 11
Billion Per Year

3.3.3 Anmual Cost of Key Recovery Requests Will 11
Average $12 Million Per Request

Appendix 12

Sk wn

Wt e
N U U e W W R s

tl
w
s
[
-

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 141 2002



142

Despite the almost decadeJong national The main findings of the scudy are high-
debateabout US. encrypion policy andthe FBL's iohted ek
repeated calls for back-door access to encrypted 'I?xemuldzmmstofthekmdofkeym
information, there hasbeen no czreful analysisof the eaery by the U'S. govern-
cost of a government-inspired key escrow eneryp- mm:gﬂ]bﬂlwnperyarmdﬁ&Sbﬂlnn
tion system. In this report, Nathan Associates Inc., avecfiveyears.
issioned by the Basi " '-"""Am mmﬁrmwwmﬂywﬁzwd;akcy
provid Asaresultof tt lysis, we now escrow systern is at Jeast $1.7 billion per year.
know thata government-driven key escrowencryp- ‘The payments that veers would have to make to
umsymuzverywvepmponmnﬁor escrow agents to comply with thissystem is$6.0
A mputerusers, This hillioeperyear.
upwmnbe"ﬂsbﬂdmthmﬂnrofwﬂ +  Theaverageannual cost of each court-approved
system in the deliberations abouc US. encryptica *wiretap™ under thissystem s $120 million.
poiy. Asanyone who follows this issue knows,
US. encryption policyis very ial, This
smdydocsnotzii‘esd:edaﬁa‘mcsofopmm
about whether £ P ‘lmyscmw
L L. A PRI, | I 4 1.1

343 L e

‘whether criminals who want to avoid law exfoece-
mentwill useit. The BSA continues tohave reserva-
.' y hal ‘Ln'n'] 1oules, :ldﬂ*'
asystem. The high cost documented inthis study
oalyaddsto their concerns.

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National

Commerce Act, Public Law No. 106-229 (2000) 142 2002



143

In this digital age of encrypted electronic
BN communications and stored data, govcmmmts

mental properties of 2 variety of proposed encryption
key excrow requirements, inchuding 2 government-
dated key escrow system.? Thereport addresses

are seeking ways to preserve a “wir
capability” (remote anonymous access) for law
enforcement purposcs. Encryption is based on
| mathemarical procedures to scramble data so

(4 ]

that it is extremely difficult - if not impossible
- for anyone other than the authorized recipi-
ents to recover the original “plaintext.” Encryp-
tion is used to protect datz and prevent crimes.
Governments also are concerned that criminals
will use encryption to conceal their communi-
cations and llicit datz. Therefore, 2 govern-
ment-inspired “key escrow” proposal floated
among palicymakers in the United States
aitempts to address the issue — encrypted data
and communications. The proposal requires
computer users to keep the keys to their en-
crypted electronically-stored data and their
encrypted communications with a government-
approved third party (escrow agent).! When
appropriately requested by an suthorized law
enforcement official, the escrow agent would be
required o reveal the key without notifying the
encryption user, thereby preserving the abilicy
of governments to secretly monitor electroni-
cally-communicated and stored information.
Although it is argued that revealed keys wcmld
only be used in appropriate judicially-app:
circumstances,? for the system 1o be functional,
all computer users that employ security systems
based on encryption technologies will be
subjecttothe requirement.

InaMay 1997 report, the Center for Democ-
racy and Technology (GD'T) examined the funda-

- 2K) 1t

system 4 For exarnple; the most secure third party ke
escrow system will impose the highest costson
encryption usersand the greatcst inceative not 1o
comply. But,asimpleand relativet
ulfkdytobexm:qre,md,mtheend,mmwdym

WhﬂetheCDTmtdyidentiﬁescon
categories of anry key escrow system, it did not
quantify cost. The four categories of costs identi-
fied in the report were:

L
Costs of maintaining and controlling
keys, and responding to Law enforcement
requests for keys.

2. Usercngs Expenseof choosing, using, and

] l(zym 7 a3

well as the cost of losses from lessened
security and mistaken or fraudulent
disclosures of seasitive data,

3. Product design and engineering coss: New
. o

products that conform to the key excrow

requirements.

4. Govemnmentoversight cags: New budgeeary
requirements for government, Lw
enforcement, and private certification
bodies to testand approve key escrow
products, cestify and audit approved
escrow agents, and support law enforce-
ment requests for and use of recovered key
information.
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escrow services demanded and provided in the
Ubpited States. To be effective, government law

ofayavunman-appmved.thud-pmyhymw
syacm. W'n!nndxesymmwﬂ]bexmpoudm

Tt

mmsandmmckn,andmbmnd;ddsthu
access the Internet and have a need to use eacryption.

fc gencies will need to require access
10 encrypted cc fcations and el i
cally-stored data worldwide, a factor not ac-
countedfor here.

mny, ’I"

encryption

i When

1aenth
q p.m.uax:'. paty

Miedical records, dextronic commerce, home key escrow services, the pattern of spending on all
bmhng.zndelccu-omcmaﬂmpammbrly goodsand servicesin the U'S. economy will be
important and rapidly growing app distupted. Salesin industries will decline and,
requiring encryption. zumk,m—cmngmwﬂlbeukm,
including laying T', Thaea.ndodxr
The Nathan A study consid indirect fmg i

only the first two cost categories identified in
the CDT report: the operational costs of key
recovery escrow agents {which users will be
required to pay to the escrow agent) and user
costs. Escrow agents’ costs, passcd on to the
uvser, will include escrow account ser-up and
maintenance costs, s well as the cost of recover-
ing keys. User costs are the monetary valueof
time spent complying with the mandate, and
the cost of unauthorized use of sensitive data,
lhehnuafwhxdxunotaml'yzedhetc-
‘r— A \} p J 4. EAIL
three-step process:
 Estimate the number of encryption users
required to comply with the mandate and
the number of keysto be heldin excrow.
* Estitmate the user costsof time spent
complying with the mandate.
» Egtimatethe operational costsof key
TECOVESY EXCTOW ARents.

o 1

The cost estimates are based only on

1.2

The approachto key recovery analyzed inthis
study differs from the carrent marker-driven ap-
proach. Busi dermanding key recovery
monlyford:qrmcrypmddmnl}y-mn‘]

cbu,nmﬁmhu'. 4

1. 1. 1. L 2
keys,oﬁmdxmingms:ﬂmowk:ys.m
\i 1. J'“_’ N wmm
buunascsandhomemmofmypumwkup
keysin escrow for communications, as well as stored
dara, M it will h escrowto be
withag approved third party. Whilethe
proposal will allow selfescrow toz limited extent
and‘uhn’(non-speuﬁmbmmymchmmns,

1
& 2pp aved third-

party exaw.
Theacalyss wepresotisbasedomtwoley
o

ip 3 First, hat 5y
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Tared] 16 rechral

T The
G)Treponqzmommfas‘bﬂnyandﬁndstbtmy

[+]

difference js significant. The fec for a safe deposit
boxuappmxmmdym‘wrymr Thefecfor:

(%

‘A‘zylwﬂy fi Inerabilitiess
By entrusting keys with 2 third party, the third party
itself becomesapoint of vulnerability. Inaddition,
thekey repositoriesbecome high-value targets for
thosewehngmwmypmdmnmmmons
and dara. Second, 1, Tl

iargtom

bo

} 0_3'“ PP

$40 permonth. Our thurd assumption tsthat user
costs are measured by the opportunity cost of time
spert complying withthe mandate.

‘The costs estimated here represent only 2

£,

mmmakwhowmtmmdhwmiommr,wiﬂ
comply with the mandate, Thisassumption also has

t

of all costs that will beimposed on the US.
economy by the government mandate, First, we
consider only the first two cost categories identified

afeefor the escrow service that does not vary with
the number of keys held by theuscr. Giveathe

b oflrr'v\an' e . thisisz
significant assumption, Certainly the cost of the
system will vary with the number of keysheldin
escrow, butdetermining the number of keysand
howthemmberofkey:wﬂhﬁeath:mofthe

7 deval eould
B

il besnwidely questioned inthe CDT repore: the operational costs of key
= Few companiesenrrently offerencryptionkey  recovery escrow agents and user costs. More
Bl recovery sexvices. Those thatdo serve the busi imgp , curuser imate does noe inchade
e ity by escrowingkeys tostored daiab cosscfcompronised nsiivedats. Noproduc
Bl not encrypted communications, Akhoughtheissue  design, dg ight coxs
Bl ofkey recoveryis glohal, the analysisand estimates muﬂlﬂdhm&mnd,tbemmmmad
N prmcnta:lhm:arerekvmtmﬁ:cUS matkaon]y areonly thedirecti fthe mandate. Indirect
; mm S B N § Mm S T 1, " ﬁ" 1 GL '}‘
+h EXCHNK ] D - an’ kethe s q untifed here.
R —
set-up and aintzin an escrow account with a key 1 _3
escrow service provider, and, more importandy, pay

The cost of the mandate will total a least $7.7
billion per year during itsfirs five years. Inthe ininal
yar,upmcnxof:hsmountwillbcmmmdby
USL - AR A} £
encryption, By the fifth year, however, increasing

FR

system thatcurrently isoot demand for]; .
available. Second, fo the purpose of stimating the by of persosal computers willshif the
msufprondmgk:ymmmwus ity of the US. bouseholds. There-
households h ; ructure foxt,onlySépumtohhemoftbemndatcwﬂ.l
weill be similarto th fomnrr forsafe 1ot 1by US. busi 1301, b
deposit box services at commercial banks. How- ﬁfthyarofrhemmdaxz. ‘The annual cost of the
ever, another 1d bhave ch isthe quivalent t0$12 million per court-
monthly fes paidfor s homesecurity slarmmoni-  3pproved “wiretap™ order and $6,000 per * wiretap-
toring service. Whea you comparesafe depositbox  order-allowed listening opportunity,”

feesto home security alarm monitoring fees, the Although the extimate detailed bere is a very

conscrvative accounting of all costs, itis significant.
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An average annual cost of §7.7 billion represents
morethan seven percent of sales of all products and
services by the software industry inthe 1JS.
econaety?

‘The remainder of this report describes these
and other estimatesin more detail. All costestimates
aredetailed in Section 3. Dataand calculztionsare

presentedin tha Appendix.

2.

SEOF FRERYPITOR

THEIRCREASING

The use of sophisticated encryption products
isonthe rise. Arthe end of 1997, 1,619 hardware
and software encryption products were produced
and distributed by 949 companiesinat least 68
countries$ More than half (56 percent) of these
products were produced inthe United States. Based
onasurvey of 1,600 U.S, businesses, the US.
Chamber of Coramerce estimated that, in 1995, 17
percent of U.S. businesses used encryptionto
peotect confidentiality.? Another surveyof 1,300
information-security managers conducted in 1996 by
Emst & Young and Fyformatior. Wask found that 26
percent used encryption to protect data files, and 17
percent used encryptionto peotect telecommunica-
tions. ¥ The Chamber of Commerce estimates the
use of encryption by U'S. businesses 1s growing 29
percent per year.}! By 2000, 60 percent of USS.

A v VY REY sk

'I'hekzymverypmposalamlyzedmt.hs
study is one requiring the escrow of encryption keys
m:mquppxuvedthxrdpmy Keysw
encrypted elecronic i
deummallystoreddamwﬂlbemowad. Inthe
cvolvmgmkaformcxypuonmdkeyreeomy

key recovery servi
forax:ypwdsmreddm.bmnotfordmrdmmc
communications. 'I'h:mfore,datazvzﬂzblefor
mmanngthcoostofr.hemqnmmtmlmtcd.

Diﬂuluxuu A Y N |
ing specificassumptions:

* Thekey recovery systemistechnologically

feasible and sscure.

® Encryptionusers will comply with the

mandate,

® Users of encryption will pay key escrow

service providersto set up and maintaina

key escrow account, the fee for which does
not vary withthenumber of keys heldin
escrowintheaccount.

We consider two sources of dermand forkey
escrow services. U.S, business establishments em-
ploymgworkersusmgenaypnonwiﬂbemqmedw

d Ser IZTCCITCAIL us.
hasebolckusngmypumahowmbereqmedm
escrow theirencryption keys.

‘Thetoeal cost estimated here includes only the
following two cost categoricsrepresenting part of
four cost categories identified in the CDT report.

& Operational costs of key recovery agents.
& User costs.

Businessesand bouscholds will pay the opera-
tional costs of key recovery agents. Theageneswill
charge encryption nsers fees to cover the costs of
mngun:nd intain; Thgy
Mwmwsmmhmmmdhmmaboldslhe

|

q
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cost of requests by the government for key recovery.
(Althoughbusi: blish emgployees, and
homeusers could conceivably request recovery of
theirkeys, we do not include theagents’ costs of
complying withsuch requests)) User costs are

= mmdbyth.eumcspuzwmplymgwthtbe
—: (“ 1 ‘-\:"‘| B g m Aw
El escrow service provid iewing offer- T Amsad Cont
Bl ings, choosing from among competing service i
e providers, and entering into 2 written service con- o by el 1120
E tract Complaance by households 1,577.16
= The period of our analysisis the first five years TOTAL Lew.s
Bl ofth fate. The fiveyear time frame allows for USERFEESTOCOVERESCROW
g growthinthedemand for encryption baedon :dwﬂm
ER recenttrends. Morei ly, it eliminates the Scrop 171239
z ¥ Accovot maintenance 2473.68
B distortion of the high cost that will occur during the Subeotal 18607
E ﬁmyarofthemzmh!e‘ whenall businessesand Pridperamployse
= houschold: gencryption will be Accouss saateaence 2144
. dto emterimo servi Key recovery snodents 21.2
Toul 4,207.53
Thcgmenlma.hodologycomofthmc Pudperhoemser 1207,
majorsteps. First, we estimate the numberof Setupacd maiatensnce 177909
pmpleintlthnitniSimsﬁngmy}:ﬂ'n.pS. Keyromveyinddests, -
. derive an estimate of the ot TOTAL 5.916.64
of US.bust hlish that must -uPaxﬂ GRANDTOTAL 7,675.53

prmdexs. Fachhomeusu'ofmuypnonwiﬂbe

inakey escrow
T P
account. Next, we estimate the costs of ﬁ"l 1
with the mandate. Compli Tviti the
ponsibility ofeach e lovine

workcrswhousecncrypnouandmhhomcuxfof

encryption. [n thethird step, we estimate escrow

accouat sct-up and annual maintenaacefecs, and the

costincurred to comply withakey recovery request

&omguvunnmtkwmﬁomcmenug:mcs. The
g imated costs by major catsgory

and marker seg ized asfollows.

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 147 2002



148

LS e
FORLLN R oy

NI A AW SN

o
PSR B

Inthisacalysis, an encryption user isanyone
'whoat any time during the year seat or received an
encrypeed communication or worked with encrypted
dlectronicallystored data. Peoplese encryption,
oftea without knowing that they 2re doing s0. For
mmpk,mypuonnmndwhmsomeonemb-

Tishes!: ghan Interaet

mpmﬂd«mdmapag:ontheWodd
‘Wide Web. Anyonewhoengagesin el
io0s yprion, asdopeople
who eogageined icbarking .
other slectronic financial jons. Empl
whommmadmlmmwnrkrdyonan
encrypeed toprovid passage-
wiy tothe network. Wbmempbyescoumm
their office comp 2 s
away from the office, their connection is encrypred.
The cost of requiring encryptionusers to hold
keysin escrow will depend first on the number of
usersandthen onthe rumber of encryption keys
ussd by each. Beamcofthcwmyla&tyoft}zis
s,
achmypuonmsbd&onlyonekey Tlm
.‘_J P A bf ' 1. £ ote \H

mﬂrsmm:nrmdylawmmohbember
osz}sbeldmescmw Eua—ypmnmsan

tromc

otherwise

deth ey COaSeT don that

moreitislikely that they will use different keys for
different applications. Forexample, users might
chooss one key for personal use and another for
might choose onekey for their electronic communi-
cationsand another for their clectronically-stored
mlghtcboosetomyptdﬂermtapphmom
.y _!. Fot .LT
omhranampmvud«mglrbcencrypeed
one w4y; transacions using another provider might
beencxypted:mtha'my “The database created
usingonedevelop sonsaftware mightbe
mcrypceddﬂumlyfmmﬂndmbuemeduang
another developer’sapplication.
Onaverage, 89.2 million people will use
encryptionatleast onceand hold 2t least one key in
escrow during each year of qur analysis. Ofthese
totalusers, 44.8 million will be using encryption at
work (35 percent of the 129.6 million employed
civiliansinthe U.S, econony in 1997) and 44.5
mﬂlmwiﬂbelnngmypuouatbmr.
Hiddeninth Jjﬁiug
patternofuse. Intheﬁmw_ﬂ_’:miﬂionpeoph
use encryption at work, and only 19.5 million people
useencryprion athome. By thefifth year, Internet

1t
iy every uu:uz]ug

onm:ncwlmanuwbaue(md,mfza.dosownh

1 P
apopuk Y, oo uwSL),
1 3 »
i 4 T cd
. 1 . ER TR IR T
z newkey forthe highest

levels of sccurity - to provect againstcrime. Further-
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b will have g bstantially, Asaresalt,
€7 6million people will beusing encryption at home
inthefifthyear. Only 46.3 million people will be
using encryption at work.
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Aoenrdmgtoar:ponbytbeUS.Cms

Bureau, 51.1 millioa aduk
in1993.12 Approximately 41 mﬂhoa,or&yauﬂ:
oftheUsS. ziﬂtpopn]anm,wmrepoﬁedtow

work.

i lﬂulymmvo}vethcuseofmypmdwmmunr
e:nonsofdau. Such occupat

3 - 1 r 1

spec:alnu;s:lcgmﬂ:dmmmmddemal

+1 o}

Even wit that
theproportionofthe US. ad.\kpop!.damumg
computers at work in these occupations in 1997 is
nodifferenc from the proportionin 1993, we still
concluded that atotal of 433 million people used
encryption at least once at work during 1957.
Searting with this estimate forthe firt year of our
analysis, we projectuseto grow 17 percent per year
duringthe succeeding fouryears.d Inthe fifth year,
463 million employees will beusing encryptionat
wxxka:leastom Overthefiveyearsofour
g umber of employecs using
maypoonp«ymabumduungdnyars
44.8 million, approzimately 35 percent of the 129.6
miftioaciviliansemployedin 1997.

Based on thedistriboti &——r' i 17
esuablishment size in the US. econorny in 1995, we

Y +h

33.1 million U5, estabiist ployed
workers who used encryptionat leastonce in 1997,
Th blish were mostly small: 89 percent

employed fewer than 25 people. Ohﬂmczypuon
usersat work, 29 p
small establishments, I.Eadnrd-pmykeym

1ic ack 1}

dupm&wdmm,bydrﬁfdryuﬂ&er
adoption, 3,270,000 establishments will require
escrow services for the encryprion keys used by their
employess.

3.1.2

Internet users accessing the Workd Wide Web
via Netscape's Navigator Browser, Microsoft’s
Internet Explorer, or by mowt other means, will be
using encryprion {SSL) probably withowt realizing it.
‘Thus, based on hovsehold Internet access, the 19.5
mm‘th = dehats 1, U-“?JI
encryption at home at Jeast once in 1997, Reported
demand for Internet access ranges from 16 million to
23million.* Althongh Internet home use hasbeen
reportedly growing 75 percent per year, our projec-
tion of household demand for encryptionis based on
successive yearly increases of 60 percen, 45 peccenc,
30percent, and 15 percent, respectively. By the fifih

yarofourpemdofam}ym,a.émm:onpeople
will be usingencrypticn at during
theyear.
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LLAVTRAGE $4.7
AR

Tommthcmmofwmplymgmth

Wemzkethe further conser

thtcomplmawmswmbethemponﬁbnnyo{

e indivichal at all bush bt
S

employees using encryption. Each homeuser of

with

the mand wenc?dto—- h of encryption also will spendime on compliance
year

Mﬁcmﬂmd‘bﬂ‘m Compliance The remaining piece of information required
acuvmmnchdexdaﬁymgmmprtmdem 0 1otal compl 2US.b

et n—nnmm-s mm 1901, dar IS E holdsisthe vilueaf
mﬁmmo&mmmplmngm the time of the individual d in compl
9 itting alstobeesqowed,  yrivities, In thisanalysis, we do not distingnish
and updating and moniroring the agreement as bexweeaﬂ:enmcva]moﬁhecmployu:nhe
my' 112, w!-xu LAY

Thetotal time spent oa i B it ..thrmrrvzlucothcbmc
blﬂdlwdmmﬂ'mb%”*ﬂw ususofenuypuon.Amnewyvalneofume

imue, threch hyear. Kentifying spentontheseactividiesis conservatively measured
service providers can involveaslits i3y theaveragrantud wagrsofallUS. employees.
dephone directory or going to th Im:n:et.We Th yvalueof ti compli-
mmacbmavﬂlmduh:lsmxmon mmnamsxmpmﬂnm
theinitial activities of iderifying providers, hmdymmngscfmpbyesmpnvmnomyml-

Teast ders, and i tural industriesin 1996.15 Studies have shown that

inforsmation oatheir service offerings and fees. Itis

employees who use computersat work carn wages

ot bk that an indivackal will thatare 10percent to 15 percent higher thanthe

take 20 mi fully 2nesroWSCTVice  wages carned by those who donos se computersat
and itsfee structure. Acarchul reviewof  york % Therefore, the value of time spent on

:hewmsohgeemcumﬁmdbya:lumwo compliznce activitiesis kely tobe grester than

mmpmmmwdﬂsvﬂlmam“ $11.82perhour.

minutes. Choosinga provi pletingan “Thetotal eost of complisnce peryear will be
and n-d-e wbecs $17billion. On average, morethan 3 million US.

mndulikdytouhatlmtmaddmouléo business establishments will spend 9.5 million hours

imaces, And, in thy ‘l“‘-""mﬁh‘ or$112million per year on compliance activities.
users will & Jeast another hour Us.h

!hanckomhpsmdnharmwmpmvxd-
ers, Hence, intotal, during s year, each user willlikely
spend a minimum of 2 hours and 55 mimstes in

" ...

holds will spend 133.4 million hoursor
S1L6hillion per year an compliance.
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o e i

L

At b Lo

service providers. The providers of escrow services
will charge customers for the costs of setting up
cscrow accounts. Escrow agentsalso will incur costs
associated with government requests for key recov-
ay.

Ouresti 10 eXTOW
agents to comply withthe government mandate is

(XN
thepay

mce,thcdau:nﬂablcwusmno:adequmfor
r 1.1 g | m
limiuxionsofdachnmperhapsmobvimin
the home segmeat of the market, where weestumate
thefeeperaccount 1o be $40, based on a typical
annua] feefor safe-deposit box reatal at commercial
banks. Even box rentals vary with the size of the
box, Butfora giver box size, therentercan hold
one ormore valoables without paying a higher fee.

3.3.1

«

Tn the bush £

ulcum.ss,d!fw

mwwldﬂs‘:hﬁ!’"“f*f""“m" mn‘eofmwmmpmdumwﬂlmmof
Forbusi whose ase:-upfecandmanmnlmunmnm:fee. Business
tion, th isop ed and held by the busi 1301, whose work —n‘,mwnlbe
esablishment. The fee varies with the sumber of Wmmkgﬂpfgmwmt&
unplt. h Llichment wh 7P°°“1 “(ﬂ' Y the establishment. I“F

but not with the numberof keys used by each
emplayze. The fes charged home users likewise
does not vary with the number of keysusedand
aaowedbythehomeuserofmywon.
.pD‘”vl 'N A% 13 | N
mpxmdmrrmthmhemoixhemﬁmuc-
ture tequired by the government mandate will not be
sensitiveto themimber of keys held in escrow.
Indeed, as caplained earlier insection. 3.1, it islikely
dmmypuonuuswiﬂmqundﬁumkzy:h
1 3 d, hence haveto
holdnnmmkcysmm‘aw lmmd.t.bcfu:

1% Jemeslibeath L."fﬂ the
mdpmdmgkeyamwumwﬁ:etypﬁl
encryp on:kzypa'
user peryear.

Although one would expect tofind some
econommies of scale in the provision of key escrow

mﬂuhmmtspcy:h:durm—upﬁa ‘Theanoual

[RTR1

mp d 2 comp based on tt b
of employees with keys held in escrow. The per
employee maintenance fee varies with the number of
eoployessatthy Scnaller establieh-
mentspay a higher per employee maintenance kee.

D«.mn;t.heﬁmﬁveymc&hcucraw
19:¢ wmw“-z
biﬂmp«ymmmﬂpandmmnm
agreements with service providers. The setup fee
will range from §2,500 for the smallest establish-
mentsto $25,000for the kargest. Annusl mainte-
foes will beapp 1y $783 per year,
gardless of the size of the establish ¥ Annual
permployecfeswﬂlnngcfmmﬂwathe
blist 10 $0.05 at the Largest estab-

1153

lishmenes®
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Forthepmpmcofm:ung:hcwstof
providing key escrow services to .S, households,
weassume that the basic fee structure will be similar
to the current fee structure for safe deposit box
sa'rice:tmmcddbmh. Abcnmiv&y,theﬁ:e

fonfreh

L ke ¥ 3

alarm moaitoring scrvices. Thedxﬁctmc::ss-plﬁ-
cant. The fec for 2 safe deposit box is spproxi-
melymperyw Tbeiee{ouhonmeumy
ftoring ser &icpermond:.
'Ih:onlieebnllhomemwﬂl:veragc
$1.8 billion per year during the first five yearsof the
mqmune.ut. Agmn,&nﬁgu:enswdonlbc

yP-
tionkeys behddmuu—uwsmmnmmhc govem-
nn:’nlihynomnd.tawvmmnﬂhncemdn

(el i 3

estimate is basedon the incidence of coust-ap-
proved wiretap orders in 1996 -7.076 per million
adults between the ages of 18 20d 64, In 1996, the
courtsapproved 1,149 orders that allowed federal,
state, and Iocal law enforcement officialsto listen to
pprozimanely 2 3million telephone call The
adult population between the ages of 18 and 64
totaled 162.4 million in 1596, Our estimateof key
recovery requests isthe product of the incidence rate
and the number of encryption users.

mmstperkeymmyreqummﬂbem
a tharisan _O'_,Am:cponedby
tw 21 Combiningthemumberofkey
R dihe cost per request yicld:
estimate of escrow agents’ cost of key recovery
requeststhat averages $44,200 per year. Although
this amount seerns small, it is oaly one cost compo-
pee,

‘The entire cost of the government mandare can
beamibma:lwr.hcpv:rmmt’ pv.npomedncedto

0ns

recovery

Ww]
and electronically-stored datz. Tlu'cfoxt,thecostof
key recovery is more appropriately measured on the
basisof thetotal cost of themandate. When

. i the cost averages $12
million perrequest (§7.7 billiondivided by 640

1 lage. Therefore, an additional requesty). Onthebasisof the number of welephone
! of :" jonstha will be monitoredasaresultof
brthewo;c} g with requests these requests, the cost will be $6,000 per call (§7.7
fockey ‘,’ d: f billion divided by £ 3 monitored cally).
Individals, 2s well a1 could Prmngdnpnvacyofmmmtbcdxgul
mhmqumforkgyrwovcr] Inthisreport,we 4P .. . ¥
ncidentsof request by the govern- uuzuswhop:mdnrpnvxyusngmypmn
ment oaly, Costs will depend on the mumber of watrequedmkeepmmwthekcymdeoodmg
dvh Mm]( d = j’!*US'
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You state in your testimony that amendments such as those in-
troduced in the last Congress to impose domestic regulations could
upset the delicate balances among our national interests.

Would you please specifically describe the amendments to which
you are referring? Are you talking about the Oxley-Manton amend-
ment at the Commerce Committee and the domestic provisions of
the substitute amendment adopted by the Intelligence Committee?

Ms. DENNING. Yes, I guess that was maybe 2 years ago. I was
not in favor of those.

Mr. GOODLATTE. You also argue that the SAFE Act would re-
move industry incentives to accommodate law enforcement and na-
tional defense interests. Is it your position that industry will not
cooperate with Government in addressing its law enforcement and
security needs unless coerced by export controls?

Ms. DENNING. It was more just as I see it over the years because
of the export controls. I think it was an incentive for industry to
look at recovery, look at different ways of doing it, addressing it,
coming together to try to develop standards for it, looking at what
the cost of it would be; and so I think that a lot of that activity
might not have taken place if there hadn’t been export controls.

Mr. GOODLATTE. Mr. Parenty, you are here on behalf of some of
America’s largest software manufacturers, and Mr. McCurdy on be-
half of almost all of America’s largest hardware manufacturers,
who make a whole host of products that rely upon the use of
encryption to protect copyrighted materials. I know that one of Mr.
McCurdy’s members is located in my State, Circuit City, which has
developed a machine called DIVX, dealing with DVD technology
and using encryption on a per-use basis to protect motion pictures
that are—basically, it is a new way of being able to rent movies
without going to the rental store.

Would you comment on, one, the need for relaxed controls to deal
with these literally thousands of hardware and software applica-
tions that we want to be able to export and, in many instances,
cannot now; and two, your willingness to cooperate with law en-
forcement and national defense folks in the future if this legislation
were passed?

Mr. PARENTY. I can start.

With respect to your second question, that regarding cooperation
on the part of the U.S. computer industry with national security
and law enforcement interests if one talked genuinely to reps of
NSA and the Justice Department, they have no real problems deal-
ing with U.S. companies. U.S. companies have a long history of co-
operation with the Federal Government to try to aid our national
security. In point of fact, many of the people in industry who are
involved in security are like myself, products of the National Secu-
rity Agency as well as other agencies.

And so I think that in terms of the means of motivating compa-
nies to cooperate with our Federal Government, the best motivation
is that we are loyal Americans. It is nothing more complex than
that. Attempts through export provisions such as what Ilzxappened
for key recovery products a few years ago is a bludgeon that does
not effectively work.

As Professor Denning mentioned, there has been an effort on the
part of industry to look at key recovery and that was in part
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prompted by a carrot with respect to export controls. However, the
essential lesson that came from that is key recovery, as espoused
by the Administration, would never sell. It would never be used,
and so it was never produced on a wide scale.

What American industry does do is provide products which sat-
isfy customers’ needs and insofar as that does, with the encryption
of stored data, provide for some kind of recoverable mechanism, we
Vilrlill do that and we welcome law enforcement to take advantage of
that.

Mr. McCurDY. Mr. Chairman, I think you raised a very good
point. Let me take the second question first.

U.S. manufacturers of computers and electronic systems have
long been not only close supporters of U.S. law enforcement and
national security agencies; in most instances, we are the ones that
actually produce the capability they have to conduct their activi-
ties. Recently we saw the passage of CALEA, and the telecommuni-
cations industry was extremely cooperative with the FBI in trying
to develop proper implementation of that act. What we have seen
is that they have overreached again in frying to have requirements
that far outstripped the capability of industries, so I think there
has to be balance on both sides.

I think there has been a reasonable debate. That is why I again
commend you for trying to place pressure on the Administration to
come forward with an updated policy.

You are correct in saying that manufacturers of consumer elec-
tronics, all kinds of systems that now are facts of life in the digital
age, are very concerned about privacy. They are concerned about
their intellectual property. They are cognizant that this is an ex-
tremely competitive era and that they need encryption capability to
protect the valuable investment that they have made in order to
illlolpro(\ire the quality of life of not only U.S. citizens, but citizens
abroad.

Mr. GOODLATTE. Thank you.

The gentleman from California, Mr. Berman.

Mr. BErRMAN. Thank you, Mr. Chairman.

Mr. McCurdy, Mr. Norquist, before he left, could not resist the
temptation to at least subtly paint this a little bit in partisan
terms—the revered and great President Reagan on the one hand
and King Newt’s emissaries in this Administration.

Actually though, I think you and I both recommend a Reagan
Administration with a Richard Pearl in charge of export controls
who for availability and issues like that, and spreads of technology,
were not very compelling arguments against massive efforts to reg-
ulate—that terrible word—regulate the flow of technology to other
countries.

alSo it may be more of a governmental tendency than an ideologi-
cal one.

Mr. GOODLATTE. I agree.

Ms. LOFGREN. And I agree.

Mr, BERMAN. But the Cold War is over, and you said something
that is very interesting, this issue of slowing down, I think in the
context of trying to stop proliferation of nuclear technology or mis-
sile technology. Slowing down may just be the best we can get in
this very imperfect world.
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If we can find one Russian company that has been selling the
kind of steel that is necessary for a long-range ballistic missile that
is—that Iraq or Iran is seeking to produce, it might delay by a year
or two or four their ability to have that independent production ca-
pability. They are going to get it in the end, or they are going to
get it with a less perfect kind of steel; and therefore it is not going
to be quite as operational for them as they might want, but there
is some inherent value in slowing it down. And when I hear the
talk, I am curious, the talk of the good Americans cooperating with
the Government.

Mr. Davidson, just from the point of view of your center or of the
civil libertarian or privacy concern, the notion of American compa-
nies cooperating with any of the variety of local, State or Federal
law enforcement agencies on how to decrypt things which perhaps
those—where the people sending and receiving the messages have
no knowledge that that cooperation has taken place and that im-
proper, noncourt-ordered, far beyond the legitimate interests of
those agencies where decryption is taking place, that itself raises
serious kinds of concerns.

I am not sure that is the total—maybe Americans are both—I
guess I would be interested in Mr. Parenty’s response, but maybe
Americans are both patriots and, in terms of this industry, per-
fectly understanding of what is appropriate to pass on and what
isn’t, but that is a pretty wise person in every single situation. I
am interested in both of your reactions.

Mzr. PARENTY. For a small bit of clarification, the kind of coopera-
tion that I was talking about is when national security or law en-
forcement agencies would come to companies with specific problems
for specific issues they were dealing with, and the companies would
help explain how their products actually worked, would explain
technology.

I did not mean to imply that U.S. companies would explicitly put
back doors into our products that would allow U.S. Government ac-
cess.

Mr. BERMAN. Haven’t you in the past?

Mr. PARENTY. There are many products throughout the country.
I have never been involved with any companies who deliberately
put a back door in. If U.S. companies were to do that and it were
found out—and things like this are always found out—it would ab-
solutely ruin whatever credibility we would have, both domestically
and overseas; it makes no business sense to do that.

One of the needs or the goals of the tech center was to have in-
dustry help law enforcement understand technology. It is a much
bigger problem than how do you decrypt a particular message. And
as Professor Denning pointed ouf, security is a lot more than
encryption, and law enforcement has a much bigger problem in
dealing with technology as a whole than they do with decrypting
any particular message.

Mr. BERMAN. Mr. Davidson.

Mr. DAVIDSON. Yes, thank you. I think that the Congressman
makes several excellent points. One, on the question of cooperation,
I think civil libertarians and privacy advocates are, of course, con-
cerned about back doors being built that people don’t know about
and what the rules are for access. That is really what it comes
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down to, the question that we need to set ground rules for that
kind of assistance.

Mr. BERMAN. Can you privatize that decision?

Mr. DAVIDSON. I don’t know that contract law is going to be
enough. I think where we are going with all of this is a much
broader question. There is going to be a lot of plaintext out there.
It is not just all about encryption keys; it is also about all of the
other data. Encryption keys are just an example of a much broader
category and the fact that a lot of data about individuals is held
by third parties and by companies and is available by on-line serv-
ice providers, by Yahoo, amazon.com and other people. And the
question is, what are the rules?

We want good ground rules. If we can come up with ground rules
that are consistent with our Fourth Amendment constitutional lib-
erties, that will satisfy privacy advocates. But the danger of what
is happening right now is that this is all being done behind closed
doors. Right now, keys don’t have those kinds of strong legal pro-
tections. A key can be gotten with a mere request to somebody.
What we are very worried about is a situation where companies
don’t have ground rules that they can fall back on.

If I might just add one quick comment, because I think your com-
ment about the goal is maybe just to slow it down is an excellent
question. Let us assume for a second that that has been the goal
and we have been successful. We have slowed the spread of
encryption up until now. There is going to be a point at which the
cost of doing that outweighs the benefits, and I think we have got-
ten past that point.

Mr. BERMAN. Thank you.

Mr. GILLESPIE. Just in terms of the export policy aspect, the
analogy that you mentioned in terms of the Russian steel firm and
the manufacture of a missile and, I think, terms of export policy.
I think it is important to distinguish where you have with
encryption, as Mr. Reinsch noted today, 656 products on the mar-
ket today from 29 different countries; and it is hard to imagine a
happy outcome from the use of a missile by any stretch of the
imagination, but clearly, in terms of encryption, the use of that in
the marketplace has many happy outcomes that are much more
positive than some of the negative outcomes that are a potential.

Mr. McCurpy. Congressman Berman, if I could, in my experi-
ence in this body, there has never been anyone as balanced and
fair as you, and you bring a great deal of intelligence and integrity
to the process, and I always commend you and admire you for it.

I think the point that you raise is a very good one. The point you
raise is that this should not be an ideological debate. I think what
you have seen is the bipartisanship that has actually developed
around this proposal. It is those who are often fearful of not being
able to defend their position who have taken the highly ideological
line, and I think that is regrettable. What we have is a need for
a new paradigm, if you will, a new way to look at some of these
problems.

In addition to my day job, which seems to be all day, I am also
a commissioner on the congressionally mandated commission ap-
pointed by this Administration to assess the organization of the
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Federal Government to combat the proliferation of weapons of
mass destruction. That is the name of the commission.

What we are finding is that—and what we have seen for over a
year, and a number of years before that in some other work that
we are looking at, trying to contain something that has already
gone so far—that it is very difficult to pull it back. I am not talking
about nuclear threats, we are talking about other kinds of weapons
of mass destruction capability.

Our reaction to the problem, I think, was misguided. Rather than
address the real problem, which was the brain drain flowing from.
the former Soviet Union to Iran, Iraq, and places like that, where
the knowledge was actually flowing as opposed to the substance
itself, whether it is plutonium or some of the other problems——

Mr. BERMAN. I will pay the Iranis not to develop.

Mr. McCurDY. The fact is that it has already been done.

Mr. BERMAN. I know.

Mr. McCURDY. As Mr. Delahunt said before about fingers in the
dike and he said there is no dike, the only dike that is being built
is after the flood has occurred.

I don’t fault the NSA for their position. They are trying to do
their job and they are trying to do it professionally. The fact of the
matter is that the world has changed, and it makes it more dif-
ficult for them; and we are all sorry that it makes it more difficult
for them, but I believe that there is a higher need now and there
is a greater balance. It is now weighted in the other direction, and
that is that privacy and protection of individual rights and intellec-
tual property in a highly competitive global economy outweighs the
particular concerns that they have now because they cannot effec-
tively control what they say they need to.

Mr. GOODLATTE. In the category of analogies, Congressman Saw-
yer in the Commerce Committee said it is not like letting the genie
out of the bottle; the bottle doesn’t exist anymore either.

Congresswoman Lofgren.

Ms. LOFGREN. Thank you very much.

I think this has been a very interesting panel and actually a very
interesting day. I think we are all probably weary of sitting at the
table, so I will be brief.

I really have just two questions. My first question follows upon
Ms. McNamara’s testimony this morning that, in her judgment,
there were really three elements required for encryption to be
broadly dispersed within the marketplace and these had to do with
cost, ease of use and infrastructure support. She acknowledged that
cost is no longer an issue; acknowledged that ease can still be a
problem, although I would note that there are a lot of great prod-
ucts out there that are really easy to use; but she suggested that
the third, the infrastructure issue, had not been met and therefore
would defer to a later time the broad use of encryption.

To be honest, I didn’t understand that point at all, and I am
wondering if there is anyone here who can help me understand
}:jllllat point. Tom, we will start with you and just move down the

e.
Mr. PARENTY. What the deputy director was referring to has
gone by various terms as PKI.
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Ms. LOFGREN. Do you think that she meant public key infra-
structure?

Mr. PARENTY. She said key management infrastructure, which in
the past has been what the Administration has referred to when
they are talking about a certificate authority structure that also
had some key recovery component involved.

Now, the comment about one of the factors that are delaying the
deployment of encryption and its broad use comes from a historical
perspective that the way that we would have sirong encryption
throughout was essentially top down. There would be a small num-
ber of, if you will, authorities in the sky that would be the ones re-
sponsible for issuing our digital ID and distributing keys and stuff
like that. That is not the way that the——

Ms. LOFGREN. It doesn’t seem to me that this is the way that this
is developing. It is becoming decentralized and it is not govern-
mentally run for the most part and if it works, I think——

Mr. PARENTY. Precisely. It is essentially developing bottom up,
where small organizations and companies are building the infra-
structures up over time. Those link together, and so while it is true
that there is not a global infrastructure or even a national infra-
structure, there are countless numbers of individual infrastructures
that are being built and will eventually be linked together.

Ms. LOFGREN. Professor Denning is eager to say something.

Ms. DENNING. I was going to say that PKI is, I think, something
bigger. It is mainly about interoperability. There is all of this stuff
that you can download and use, but suppose I want to send a se-
cure mail electronic message to you. It has got to be compatible,
and that is the part that is hard. There are a lot of people I would
really like to send a secure e-mail to, and it is complicated. The
complication has not very much to do with export controls, but an
agreement on standards and then getting that integrated into the
e-mail package and other things that we use.

Ms. LOFGREN. Mr. McLaughlin, you have been remarkably silent
following your statement. This is your business. Would you like to
comment on this?

Mr. McLAUGHLIN. I would agree and disagree with just about ev-
eryone who has already spoken today. It tends to be actually part
of my nature to be that way. Sorry.

With regards to is there an infrastructure in place today that
will support strong crypto across the Net, the answer is really yes.
Mr. Parenty hit it right on the head in that it was originally de-
signed to be a top-down approach, but in reality it has been a bot-
tom-up approach.

Earlier this week there was, in fact, a conference in San Jose,
and one of the organizations or associations of individuals got to-
gether for a key trading party. Essentially this was a party where
they could meet, verify that, yes, this is a warm, living, breathing
person who really is this individual. I will now validate that this
is you. Let’s build something that is called the web of trust.

This has been a process which has been around for actually a
number of years and is now beginning to do less around certain
standards, such as open PGP X-509, which is a digital certificate
standard and is being incorporated as companies.
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So I would have to say that it has been—there is an infrastrue-
ture in place and rapidly growing, and I would disagree that it is
not being effective.

Ms. LOFGREN. Unless someone has something that is different
than what has been said so far, I would now like to move to my
second question.

This really gets into the issue of industry cooperation with gov-
ernmental entities. I am aware in Silicon Valley that there are
many, many companies who have spent considerable time and
money providing very talented people that the Government can’t
afford to hire made them available to Federal agencies as re-
sources. This is not to inform policy but just as technology resource.
I think this is a good thing.

But with that I think it has led to, in some segments, a sus-
picion, that I think is unfounded, that there is something out there
that, if these companies would just reveal it, that it would solve
this problem. I don’t think that is true. I am eagerly awaiting,
therefore, Mr. Lee’s report. I am wondering if anybody here can
think of a generics other than the so-called “clear zone,” which is
really nothing new anyhow, that we went through last year with
Cisco and some others, whether there is actually some technology
out there that would be the rabbit we could pull out of the hat?

Mr. DavipsoN. I would like to take a shot and say what CDT has
seen as part of these discussions about what industry has been
able to do and has been most helpful in doing. Something that we
have been saying for awhile is that people ultimately have to
decrypt the things that they encrypt to make them usable, and
there may be a lot of different ways for law enforcement and na-
tional security to be able to get at the things that they need to see
once they are decrypted.

Ms. LOFGREN. That is not necessarily new technology.

Mr. DAVIDSON. It is not necessarily new technology. To the ex-
tent that it is new technology, Congressman Berman’s point comes
into play, which is that before we go out there deploying all sorts
of new surveillance technology, CDT is very concerned that we set
the ground rules about their use.

Really, I think industry’s best role is to try to help law enforce-
ment use the tools out there and see that there are a lot of ways
in which surveillance cna be conducted without expanding current
law enforcement technology.

Mr. McCurDY. I, too, look forward to seeing his response, and
ila]ll{l glad to provide the industry support to your analysis if you

e

But if I could leave just one thought with you: The software busi-
ness is for many people—and for years before I took this position
I represented a number of software companies—software is difficult
for people to visualize and understand. One of the challenges you
have is explaining to your colleagues the relevancy of this issue or
that;or why it is a difficult problem. Explaining the Is and Os is
tough.

Just a quick demonstration of how technology has accelerated
and is moving so rapidly, this little chip—it is actually a micro
storage device, and I think Howard and I, when we came to Con-
gress, we were the ones trying to get computers into the Congress.
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This represents 340 megabytes of storage, 246 floppy disks on that
little disk, and these are now commercial. That is where the indus-
try is moving and going.

When we talk about Moore’s law and the incredible pace of
change, I believe in the software world you are seeing comparable
clljllax.]nges. It is an explosion. But this doesn’t have to be a negative
thing.

Those of us who are more optimistic believe that this techno-
logical revolution is going to improve the quality of work and life
for millions, if not billions, of people. And as you are trying to ex-
plain to people that you can’t apply the old concrete solution or
thinking to this modern-day problem—the paradigm has totally
shifted; this is a new and totally different day—it is perplexing.

But for those who come up and just reflexively give an argument,
tnést me or whatever, I think there is a higher burden of proof
today.

Ms. LOFGREN. I know that I am over my time, and this will be
my last comment——

Mr. GOODLATTE. We are going to have some more, so go ahead.

Ms. LOFGREN. I think Mr. Parenty said that he does not oppose
export controls in appropriate circumstances, and actually I put
myself in that category. The question is, what is appropriate, which
always comes down to what is effective; and in this case, we have
had a substantial dialogue about whether this accomplishes any-
thing of value, and I think not.

I think that there are—I am glad you showed us the chip be-
cause the next thing we are going to be dealing with here are Pen-
tium IIls, where we have now downgraded the power of what we
are going to preclude from export fo a point where—if you go to the
store and buy a few things—it is not going to work. If we think
that our rules are going to prevent the export of the Pentium IIT
chips to people who want them, it is just not going to happen.

I am hopeful, as we proceed on this issue and others, we can look
to all of you to help us discuss these matters here in the Congress.
There are some of my colleagues who are whizzes technologically
and some colleagues who are whizzes in other areas. I hope you
can help us appreciate where we are and how fast we are moving,
g0 we can make sound decisions based on the facts, rather than
speculative what-ifs and we-wish-if-onlys.

Thank you all for being here.

Mr. GOODIATTE. Thank you. Congressman McCurdy, as former
chairman of the House Intelligence Committee, do you believe that
our national security is helped, not hindered, by a marketplace
dominated by U.S. rather than foreign encryption products?

Mr. McCURDY. Absolutely. There is no question.

Yesterday I testified on reauthorization of the Export Adminis-
tration Act, and there was an interesting debate that occurred
about whether the technology or the spread of techmnology was
weakening our ability to defend ourselves vis-a-vis China and else-
where; and your colleague from California was very vociferous in
his position that—he predicted that in 10 years, we will be at war
with China.

Mr. BERMAN. He is referring to Congressman Rohrabacher.
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Mr. McCurDY. My statement is, if you treat someone like an
enemy, they will become an enemy.

For years—and, again, I think this is one of the frustrations that
we now experience if you are in a Government agency—the Depart-
ment of Defense, when as a member of the Armed Services Com-
mittee in addition to Intelligence—the Federal Government was
the developer of the high-end technology. The research and devel-
opment budget led the industry and led the world in development.

In 1999 that is no longer the case. The private sector actually
has a faster cycle time, time to market, development cycle and ac-
tivity, which is leading the world. It is frustrating for those in Gov-
ernment to realize that they are trying to take a policy and catch
up with technology.

When you started this debate 2 years ago—and quite frankly,
their position probably had a little bit more merit 2 years ago than
it does today—you were talking about 40 bit. Then they said, let’s
go t((i) 56. They are now talking 64; industry is going to 128 and be-
yond.

So it is moving at such a rapid pace that there is no way that
the policy can catch up. That is why it is very difficult to put it
in rigid statutory form. That is why, quite frankly, if I had my
druthers, I would say to the Administration—whether it is a Demo-
cratic Administration or a Republican Administration—you all
have the obligation to have a flexible policy that fits the times rath-
er than have Congress impose a standard, because you can't pick
that data point out there that you have opened up. They would be
better off if they compromised foday and said, let’s look at some of
these technologies, look at some of these other issues and come up
with a realistic policy.

That is going to be a continuous cycle and one that, unfortu-
nately, they will probably be on the lagging side of. Technology out-
paces policy 7, 8, 10 times to 1.

Mr. GOODLATTE. Let me ask you about a practical problem that
they are going to have even with doing that.

That is, there is an absolute explosion in the number of different
types of consumer electronic products that you are familiar with,
but also thousands of different software programs. Virtually any
kind of software that involves communications or data storage is
going to use encryption in the future. How are they ever going to
be able to, in a licensing scheme, be able to process those applica-
tions one at a time in a market where the product becomes obsolete
in 6 months, a year, 18 months in many instances; and you are
talking about literally tens of thousands of different applications,
different products that have to be cleared?

Mr. McCurDY. The license process is not keeping pace, and it
certainly won't if they shift it back to the State Department or put
even more restrictions on it. It is bad enough when you have a bi-
furcated policy which—agencies, in effect, can slow it, but if you
give them the veto power, then you really do have problems. And
then our policy is not only futile, but it becomes counterproductive;
and that is what we want to avoid.

One last thing, Mr. Chairman. There is a demand—you have to
realize that there is a supply side and a demand side. Some of the
manufacturers actually represent the supply, but in fact they are
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responding to the demand. There is an absolute critical need to be
able to protect in this Information Age, Digital Age, your product
and the content of that product. That now has intrinsic value.
Years ago Is and Os didn’t mean that much. Today they are the
substance of this economy. They are the value of this economy, and
that is why it is so critical that we have a means of protecting it.

Mr. GOODLATTE. One of our colleagues, who is not a member of
this committee, has argued that foreign encryption products may
be widespread, but they are not secure because they have holes,
and the intelligence agencies of the manufacturing countries ecan
access the holes.

I wonder if you, Congressman McCurdy, or Mr. Parenty as a
former employee of the NSA, would comment on that argument?

Mr. BERMAN. You had better not.

Mr. PARENTY. First off, to comment on that argument, as a
gn'mer employee of NSA, would not be a prudent thing for me to

o.

Mr. GOODLATTE. Since it has been stated publicly by one of our
colleagues, comment on his comment.

Mr. PARENTY. That list that gets bandied around of over 600 for-
eign encryption products is interesting, but not particularly rel-
evant from my perspective, because the number of vendors that my
customers deal with is much smaller. It is a smaller number of es-
tablished companies who have built a reputation for having prod-
ucts that work and have stood the test of time. So it is clearly pos-
siblg that there are products in the world out there with back doors
in them.

The market does have a way of weeding out products that have
vulnerabilities. There have been numerous instances where
Netscape browsers, not just for the 40-bit problems but because of
problems in the security design, could be compromised. They got
fixed; Netscape is a responsible company.

Similar things happen with companies overseas. I would say as
advice to the consumers of security products that since it is impos-
sible for you to understand how something was implemented your-
self, that you should look at products that have been on the mar-
ket, that have received peer review, that have stood the test of
time.

Mr. MCLAUGHLIN. If I could add a comment?

Mr. GOODLATTE. Sure.

Mr. McLAUGHLIN. In short, the answer is, are products out
there—the question is, are there products out there of foreign ori-
gin that have back doors in them? The answer is, yes. The next
question is, do these products last more than 5 minutes in the mar-
ketplace; and the answer is, not a chance.

Cryptography, in particular, is a very, very interesting industry
in that so-called “Cyberpunks” demand peer review. Because some-
thing is new and announced as being stronger and unbreakable
does not drive droves of people to try it out; in fact, it drives droves
of eritics to argue with it and demand access to information so they
can prove it. Nothing is considered secure unless it has been
through extensive peer review.
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The actual source that makes up the applications is available for
review, and so, essentially, everyone who wants to can guarantee
that there are no back doors in there.

Mr. GOODLATTE. Would each of you comment on the extent to
which you are encountering foreign encryption products in the mar-
ketplace and losing prospective clients because your companies can-
not export strong encryption?

Mr. McCLAUGHLIN. Privada personally is experiencing a situation
where we are in discussions with several foreign telephone compa-
nies and network service providers all from a—who—all of whom
are very interested in our products, but regrettably have told us,
and we have told them, this is good for nothing more than dialogue
because we cannot ship a product to them.

Mr. McCurDpY. Mr. Chair, actually I inquired of some of our
member companies—hardware companies—on the same point. In
fact one very prominent industry representative indicated that they
lost a recent government contract overseas not because of the tech-
nology—it is clear that the technology was superior. But the one
aspect that they had no credibility on, that they could not prove,
was the security aspect, because some of the limitations and the re-
quirements of that government were much higher.

Again, it becomes an issue of credibility. It is not just what is in
the hardware and what is in the software. There is a broader issue
of, can you be trusted and are we limiting the ability of those to
use the latest tools to protect them?

Mr. GOODLATTE. Mr. Parenty?

Mr. PARENTY. As sort of a corollary note, a government organiza-
tion in India, just in the last month or so, actually issued a warn-
ing not to use any American encryption products because of the
fear of back doors being put in for American intelligence use. There
is sort of an entire market where because of the question of wheth-
er or not American companies were compromised, by our Govern-
ment—just a wholesale rejection of an entire market.

Mr. BERMAN. It is too late to help this legislation?

Mr. PARENTY. Fortunately, India is not the entire world.

Mr. BERMAN. But that kind of thinking is contagious.

Mr. PAReNTY. That is true. It is something where actually the
comments from Alan Davidson are very important.

Mr. BERMAN. Let me ask just a couple—two questions. One of
them is explain to me why it is in America’s security interest for
it to be American-made encryption software. We know we have a
high interest in the security of the communications, and we know
we have an interest from an economic and technological develop-
ment point of view in America’s dominance, and everything costs.
It is the way we are. But why is it in our security interest that it
be an American-produced software rather than Irish-produced soft-
ware or a Canadian-produced software or one of the other coun-
tries? Why is that—in other words, in response to the chairman’s
question, why isn’t it in our security interest?

Mr. PARENTY. In our security interest it actually goes to a com-
ment which was just made before with respect to are there holes
in foreign products to allow foreign companies to have access to
them. It goes back to when I used to work with the Department
of Defense, we were very concerned about building a defense sys-
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tem based on products that were produced outside of this country
because of the inherent unreliability of the source and the inability
to know exactly what it was we were getting.

Mr. BERMAN. To the extent that that is true, and taking just
what you said so far about that stuff last 5 minutes, and, by the
way, here is what the Indians are saying, by definition then our
present policies aren’t going to destroy our dominance of the mar-
ket because everybody is so focused on the holes or potential holes
in other countries’ software. In other words, why isn’t it about
whether the software has a hole in it and not whether it is made
by an American or made by an Irish company?

Mr. McCurDY. Well, Congressman, first of all, this country has
been the primary beneficiary of the technological revolution in the
world, and we have—sure, there is an issue of dominance. We no
longer have the dominance.

Mr. BERMAN. I think it is real important in the broader sense of
economic strength. The security interest point of view, that is what
1 thought you were asking about. There is a security interest in the
DOD being able to send its message with American encryption
rather than foreign encryption.

Mr. GOODLATTE. If I can jump in here. Wouldn’t it be true that
if you have a U.S.-made product that doesn’t have such a hole in
it, you don’t want as an alternative a U.S. company dealing with
its manufacturing plant and its engineering office sending commu-
nications back and forth using a Russian-made encryption product
that does have a hole in it that results in industrial espionage tak-
ing place.

Ms. LOFGREN. Can I interrupt on this same point since we are
talking about this now? I don’t think anyone has mentioned this,
and maybe you don’t want to discuss it, which is okay, too, but
there are different ways to break code. In public sessions usually
the defense establishment will refer to just group force breaking,
but there are more sophisticated ways to do that. There are angles
that you can have on how to do that. If you are the author of the
code, you have some ideas on angles to approach it that might not
be available if you were not the author. You don’t have a company,
Mzr. Davidson, so maybe you can answer that.

Mr. DAVIDSON. I think that is right from a consumer’s point of
view. There are a couple of answers to this question. The U.S. soft-
ware dominates the market, especially the consumer market. We
have a great interest in making sure that U.S. software has good
encryption in it from the consumer’s point of view.

The second is that I think this last comment gets to the point
that U.S. consumers ought to be able to find U.S. products that we
can trust. It probably doesn’t just take 5 minutes for the market-
place to kick out flawed products. It may actually take a little
while, because some of these things are very subtle from a con-
sumer point of view. We should be looking for the U.S. Government
to help us figure out what products to trust. Right now we can’t
because people don’t trust the Government. Right now the consum-
ers have a big problem.

What products do I trust? I have to listen to the Cyberpunks. Ul-
timately in the long run it is an open question of whether the

HeinOnline -- 2 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 166 2002



167

Cyberpunks should be where most consumers are going to look to
see if they can trust things.

Mr. BERMAN. You talked about the availability of plaintext. Then
I was sort of thinking just in the context of Monica’s e-mails and
other stories which go around about people being able—you have
deleted from your computer the e-mails, but somehow they grab
ahold of the computer, and they do something with some part of
the computer that I am afraid to mention because I am sure I will
be wrong that ends up revealing the message. By the way, is it re-
vealing in the encrypted form or plaintext form?

Mr. DAVIDSON. It depends, but a Iot of situations it probably is
the plaintext form.

b Mr. BERMAN. But it wouldn’t have to be the plaintext. It could
e—-——.

Mr. DAvIDSON. If you stored it, encrypt it——

Mr. BERMAN. You decrypted to read it. You then deleted it, but
you can’t find it in its decrypted form.

Mr. MCLAUGHLIN. The short answer is you might be able to. My
background is in systems administration and security. I don’t think
you want me to get into the technical details of how it is possible,
but in short, when you decrypt something for reading on your
screen, that decrypted form is existing in the computer’s memory.
All modern computer operating systems have a function today, be-
cause they are running multiple tasks, to, at times transparent to
you, put that memory onto the hard drive. In a well-designed sys-
tem, that is—that memory is cleared off after the fact. It is, how-
ever, possible that your message, the component part of memory
holding your message, is stored on the hard drive and thus visible
even when you don’t think it is.

Mr. BERMAN. But that does get a little bit back to the third point
that the NSA had and that Professor Denning was commenting
about, interoperability; things getting screwed up so that we can
decrypt things that people think are being encrypted.

Mr. PARENTY. A nontechnical analogy for the instance with re-
spect to e-mail you thought was deleted but is actually around is
if imagine you have a book and you want to delete a chapter, you
rip the page out of the table of contents. So it is hard for somebody
just looking at the front of the book to know that it is there. How-
ever, with a little bit of energy, if you flip through, you find that
th:il data is still there. Ollie North had the same problem with e-
mail.

Mr. GOODLATTE. Anybody else?

Ms. LoFGREN. I think we have pretty thoroughly explored this,
and I think you have been a terrific panel.

Mr. BERMAN. The computer hardware issue, part of this is decon-
trolling not encryption software, but some kind of computer—em-
bedded—but you are decontrolling this. Your legislation will not
allow a technology which is otherwise controlled to be decontrolled
simply because it has embedded eneryption technology.

Mr. GOODLATTE. No.

]i\ll[r. BERMAN. A supercomputer is not going to go simply because
it has——

Mr. GOODIATTE. Exactly right, and it shouldn’t, unless there

15—
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Ms. LOFGREN. It shouldn’t, but we will want to argue that Pen-
tium III is not a supercomputer.

Mr. McCuURDY. It is going to be a definitional issue. But super-
computers will probably be a category unto themselves at some
point, and there will be an interesting debate on that issue.

Mr. GILLESPIE. In terms of—Congresswoman Lofgren mentioned
a couple of things in terms of Ms. McNamara’s point, and I was
confused by that, too. I was interested to hear some of the answers,
but this notion there was a subtle but significant shift in the Ad-
ministration’s posture this morning which was that they no longer
argue availability and that they are trying to—what they are now
saying is, oh, it is widely available, but no one is using it. And I
think what we are seeing, and on terms of your rabbit also, it may
not have to be mandatory key recovery. That may not be the tech-
nology, but you have to get something out there, and there is, as
you said, no rabbit.

I think what you saw again this morning is that this is a policy
in desperate search of rationale, and all of the things that have
happened and been talked about here today demonstrated that the
;urrent policy has been rendered completely inadequate and inef-
ective.

Ms. LOFGREN. Along that point I think we have made progress
because I think there has been an admission such as you said and
we have actually discussed here. I think it is good to discuss what
the real issue is, that the current policy will have the effect of slow-
ing the movement info the mass market of easily used encryption.
I think that is probably true. It has already happened. The ques-
tion is for how much longer. None of us know the answer to that
and at what price, and whether the price is worth it, because once
that price is paid, if it is paid in terms of American dominance of
this technology, that in the end will be a very high priced, indeed,
not only economically, but also regarding our national security in-
terest.

So that is really the question that faces us, and I suppose reason-
able people can reach different conclusions, but that is, in fact, the
issue, and I think it is good to have it out in the open.

Mr. GOODLATTE. It is. But I also think—I don’t agree with the
Administration’s assessment that encryption isn’t already being
widely implemented in a whole host of different technologies. Hard-
ware——

Ms. LOFGREN. Yes, it is, you are right.

Mr. GOODLATTE [continuing]. Software on the Internet, and wire-
less communications, and a whole host of consumer entertainment-
type products, and in addition, it is on the verge of the kind of ab-
solutely prolific use that she still seems to think she can hold back.

Ms. LOFGREN. If I may, Mr. Goodlatte, I agree with you, which
is why I am cosponsoring the bill with you——

Mr. GOODLATTE. Finally figured that one out.

Ms. LOFGREN. Finally figured that one out, but I guess the issue
is to the extent that there are, as I said this morning, maybe the
dumb criminals aren’t encrypting their messages, but certainly the
smart ones are.

Mr. GOODLATTE. That is right. Without key recovery.
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I would like to thank these witnesses for their testimony. The
subcommittee appreciates your contribution very much. This has
been a very helpful hearing. This concludes the legislative hearing
on H.R. 850, the Security and Freedom through Encryption Act,
and the record will remain open for 1 week.

I thank you all for your cooperation and participation, and the
subcommittee stands adjourned.

[Whereupon, at 1:55 p.m., the subcommittee was adjourned.]
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