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Calendar No. 684
103D CONGRESS S A REPOpLT

2d Session j SENATE 103-402

THE DIGITAL TELEPHONY BILL OF 1994

OcTOBER 6 (legislative day, SEPTEMBER 12), 1994.-Ordered to be printed

Mr. BIDEN, from the Committee on the Jadiciary,
submitted the following

REPORT

[To -ccompany S. 2375. as amended]

The Committee on the Judliciary, to which was referred the bill
(S. 2375) to make clear a telecommunications carrier's duty to co-
operate in the interception of communications for law enforcement
purposes, and for other purposes, having considered the same, re-
ports favorably thereon with an amendment and recommends that
the bill, as amended, do pass.
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The amendment is as follows:
Strike out all after the enacting clause and insert in lieu thereof

the following:
SECION 1. INTERCEPTION GF DIGITAL AND OTHER COMMUNICATIONS.

(a) IN GENERAL.-Part I of title 18, United States Code, is amended by inserting
after chapter 119 the fbllowing new chapter:

"CHAPTER 120-TELECOMMUNICATIONS CARRIER ASSISTANCE TO
THE GOVERNMENT

_.c.-2601. Definitions.

'2602. Assirtance capablity requirements.

99-010
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-2603. Notices o capacity reuirements.
2604. Systems secunty and integrity.
"2605. Cooperation of equipment manuadurers and providers o tclcommunicaLvns support urfle.
-2606. Tec nical requirement% and standards; eaten ic ofcotplianc date.
2607. Enforcement orders.
2608. Payment of cmts of telecommunicattons carriers.

" 2601. Definitions
"(a) DEFINITIONS.-In this chapter-

"the terms defined in section 2510 have, respecteely, the meanings stated in
that section.

'call-identifying information'--
"(A) mearns all dialing or signalling information that dentifies the origin.

direction, destination, or termination of each commumcation generated or
received by the subscriber equipment, facility, or serviai of a telecommuni-
cations carrier that is the subject of a court order or lawful authorization;
but

"(B) does not include any information that may disclose the physical loca-
tion of the subscriber (except to the extent that the location iay be deter-
mined from the telephone number).

"'Commission' means the Federal Communications Commission.
"'government' means the government of the United Stste* and any agency or

instrumentality thereof, the District of Columbia, any commonwealth. territory.
or possession of the United States, and any State or political subdivision thereof
authorized by law to conduct electronic surveillance.

"'information services'--
"(A) means the offering of a capability for generating, acquiring, storing,

transforming, processing, retrieving, utilizing, or making available informa-
tion via telecommunications; and

"(B) includes electroric publishing and electronic messaging services; but
"(C) does not ir.z'ude any capability for a telecommunications carrier's in-

ternal management, control, or operation of its telecommunications net-
. irk.

t" lecommunications support services' means a product, software, or service
used by a telecommunications carrier for the internal signaling or switching
functions of its telecommunications network.

"'telecommunications carrier'-
"(A) means a person or entity engaged in the transmission or switching

of wire or electronic communications as a common carrier for hire (within
the meaning of section 3(h) of the Communications Act of 1934 (47 U.S.C.
153(h)));

"(B) includes-
"M a person or entity engaged in providing commercial mobile service

(as defined in section 332(d) of the Communications Act of 1934 (47
U.S.C. 332(d))); or

"(ii) a person or entity engaged in providing wire or electronic com-
munication switching or transmission service to the extent that the
Commission finds that such service is a replacement for a substantial
portion of the local telephone exchange service and that it is in the pub-
ic interest tn deem such a person or entity to be a telecommunications
carrier for purposes of this chapter;, but

"(C) doca not include persons or entities insofar as they are engaged in
providing information services.

"§ 2602. Assistance capability requirements
"(a) CAPABILrry REQuinMENTS.-Except as provided in subsections (b), (c), and

(d) of this section, and subject to section 2607(c), a telecommunications carrier shall
ensure that its services or facilities tha. provide a customer or subscriber with the
ability to originate, terminate, or direct communications ere capable of-

"(1) exveditiously isolating and enabling the government to intercept, to the
exclusion of any other communications, all wire and electronic communications
carried by the carrier within a service area to or from equipment, facilities, or
services of a subscriber of such carrier concurrently with their transmission to
or from the subscriber's service, facility, or equipment or at such later time as
may be acceptable to the government;

"(2) expeditiously isolating and enabling the government to access call-identi-
fying information that is reasonably available to the carrier-

"(A) before, during. or immediately after the transmission of a wire or
electronic communication (or at such later time as may be acceptable to the
government); and
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"(B) in a manner that allow- it to be associated with the communication
to which it pertains,

except that, with regard to information acquired solely pursuant to the author-
ity for pen registers and trap and trace devices (as defined in section 3127),
such call-identifying information shall not include any information that may
disclose the physical location of the subscriber (except to the extent that the lo-cation my be determined from the telephone number);

"(3) delivering intercepted communications and call-identifying information to
the government in a format such that they may be transmitted by means of fa-cilities or services procured by the government to a location other than the
premises of the carrier; and

"(4) facilitating authorized communications interceptions and access to call-
identifying information unobtrusively and with a minimum of interference with
any subscriber's telecommunications service and in a manner that protects-

"(A) the privacy and security of communications and call-identifying in-
formation not authorized to be intcrcepted; and

"(B) information regarding the government's interception of communica-
tions and access to call-identifying information.

"(b) LIMITATIONS.-
"(1) DESIGN OF FEATURES AND SYSTEMS CONFIGURATIONS.-This chapter does

not authorize any law enforcement agency or officer-
"(A) to require any specific design of features or system configurations to

be adopted by providers of wire or electronic communication service, manu-
facturers of telecommunications equipment, or providers of telecommuni-
cation3 support services; or

"(B) to prohibit the adoption of any feature or service by providers of wire
or elec'.onic communication service, manufacturers of telecommunications
equipment, or providers of telecommunications support services.

"(2) INFORMATION SERVICES; PRIVATE NETWORKS AND INTERCONNECTION SERV-
ICFS AND FACILITIEs.-The requirements of subsection (a) do not apply to-

"(A) information services; or
"(B) services or facilities that support the transport or switching of com-

munications for private networks or for the sole purpose of interconnecting
telecommunications carriers.

"(3) ENCRYPTION.-A telecommunications carrier shall not be responsible for
,'ecrypting, or ensuring the government's ability to decrypt, any communication
encrypted by a subscriber or customer, unless the encryption was provided by
the carrier and the carrier possesses the information ne-:sar-y to decrypt the
communication.

"(c) EMERGENCY OR EXIGENT CIRCUMSTANCES.-In emergency or exigent cir-
cumstances (including those described in sections 2518 (7) er 'lXb, md 3125 of this
title and section 1805(e) of title 50), a carrier at its discretion may ftlfill its respon-
sibilities under subsection (aX3) by allowing monitoring at its premise i if that is the
,ily means of accomplishing the interception or access.

"(d) MOBILE SERVICE ASSISTANCE REQUIREMENT.-A telecouimunics.ions carrier
offering a feature or service that allows subscribers to redirect, hand e ,t, or assign
their wire or electronic communications tW another service area or anc :her service
provider or to utilize facilities in another service area or of another service provider
shall ensure that, when the carrier that had been providing assistance for the inter-
ception of wire or electronic communications or access to call-identifying information
pursuant to a court order or lawful authorization no longer has access to the content
of such communications or call-identifying information within the service area in
which interception has been occurring as a result of the subscriber's use of such a
feature or service, information is made available to the government (before, during,
or immediately after the transfer of such communications) identifying the provider
of wire or electronic communication service that has acquired access to the commu-
nications.

"§ 2603. Noticrs of capacity requirements
"(a) NOTICES oF MAXIMUM AND ACTUAL CAPACITY REQUIREMENTS.-

"(1) IN GENERAL.-Not later than I year after the date of enactment of this
chapter, after consulting with State and local law enforcement agencies, tele-
communications carriers, providers of telecommunications support services, and
manufacturers of telecommunications equipment and after notice and comment,
the Attorney General shall publish in the Federal Register and provide to ap-
propriate telecommunications carrier associations, standard-setting organiza-
tions, and for a-
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"(A) notice of the maximum capacity required to accommodate all of the
communication interceptions, pen registers, and trap and trace devices that
the Attorney General estimates that government agencies authorized to
conduct electronic surveillance may conduct and use .zimultaneously; and

"(B) notice of the number of communication interceptions, pen registers,
and trap and trace devices, representing a portion of the maximum capacity
set forth under subparagraph (A), that the Attorney General estimates that
government agencies authorized to conduct electronic surveillance may con-
duct and use simultaneously after the date that is 4 years after the date
of enactment of this chapter.

"(2) BASIS OF NOTCEs.-The notices issued under paragraph (1) may be based
upon the type of equipment, type of service, number of subscribers, geographic
location, or other measure.

"(b) COMPLIANCE WITH CAPACITY No=cEs-
"(1) INITIAL CAPAC TY.-Within 3 years after the publication by the Attorney

General of a notice of capacity requirements or within 4 years after the date
of enactment of this chapter, whichever is longer, a telecommunications carrier
shall ensure that its systems are capable of-

"(A) expanding to the maximum capacity set forth in the notice under
subsection (aXIXA); and

"(B) accommodating simultaneously the number of interceptions, pen reg-
isters, and trap and trace devices set forth in the notice under subsection(a)X1)B).

"(2) EXPANSION TO MAXIMUM CAPACrr.-After the date described in para-
graph (1), a telecommunications carrier shall ensure that it can accommodate
expeditiously any increase in the number of communication interceptions, pen
registers, and trap and .race devices that authorized agencies may seek to con-
duct and use, up to the maximum capacity requirement set forth in the notice
under subsection (aXIXA).

"(c) NOTIcEs OF INCREASED M.AXIimUM CAPACITY REQUIREMENTS-
"(1) The Attorney General shall periodically provide to telecommunications

carriers written notice of any necessary increases in the maximum capacity re-
quirement set forth in the notice under subsection (aXIXA).

"(2) Within 3 years after receiving written notice "f increased capacity re-
qui-ments under paragraph (I), or within such longer time period as the Attor-
ney General may specify, a telecommunications carrier shall ensure that its sys-
tems are capable of expanding to the increased maximum capacity set forth in
the notice.

"* 2604. Systems security and integrity
"A telecomunications carrier shall ensure that any court ordered or lawfully au-

thorized interception of communications or access to call-identifying information ef-
fected within its switching premiss can be activated only with the affirmative inter-
vention of an individual officer or employee of the carrier.

"§2605. Cooperation of equipment manufacturers and providers of tele-
communications support services

"(a) CONSULTAI1ON.-A telecommunications carrier shall consult, as necessary, in
a timely fashion with manufacturers of its telecommunications transmission and
switch:ng equipment and its providers of telecommunications support services for
the purpose of identifying any service or eqipment, including hardware and soft-
ware, thet may require if so as to permit ompliane with this chapter.

"(b) MODIFICATION OF EQUIPMENT AND SERICE.--Subject to section 2607(c), a
manufacturer of telecommunications transmission or switching equipment and a
provider of telecommunications support services shall, on a reasonably timely basis
and at a reasonable charge, make available to the telecommunications carriers
using its equipment or services such modifications as are necessary to permit such
carriers to comply with this chapter.
"§2606. Technical requirements and standards; extension of compliance

date
"(a) SAFE HARBOR.-

"(1) CONSULTATIO.-To ensure the efficient and industry-wide implementa-
tion of the assistance capability requirements under section 2602, the Attorney
General, in coordination with other Federal, State, and local law enforcement
agencies, shall consult with appropriate associations and standard-setting orga-
nizations of the telecommunications industry and with representatives of users
of telecommunications services and facilities.
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"(2) COMPLIANCE UNDER ACCEPTED STANDARDS.-A telecommunications carrier
shall be found to be in compliance with the assistance capability requirements
under section 2602, and a manufacturer of telecommunications transmission or
switching equipment or a provider of telecommunications support services shall
be found to be in corpliance with section 2605, if the carrier, manufacturer, or
support service provider is in compliance with publicly available technical re-
quirements or standards adopted by an industry association or standard-setting
orgarjzation or by the Cormmission under subsection (b) to meet the require-
ments of section 2602.

"(3) ABSENCE OF STANDARDS.-The absence of technical requirements or
standards for implementing the assistance capability requirements of section
2602 shall not-

"fA) preclude a carrier, manufacturer, or services provider from deploying
a technology or service; or

"(B) relieve a carrier, manufacturer, or service provider of the obligations
imposed by section 2602 or 2605, as applicable.

"(b) FCC AUTHoRrrY.-
"(1) IN GENERAL.-If industry associations or standard-setting organizations

fail to issue technical requirements or standards or if a government agency or
any other person believes that such requirements or standards are deficient, the
agency or person may petition the Commission to establish, by notice and com-
ment rulemaking or such other proceedings as the Commission may be author-
ized to conduct, technical requirements or standards that-

"(A) meet the assistance capability requirements of section 2602;
"(B) protect the pnvacy and security of communications not authorized to

be intercepted; and
"(C) serve the policy of the United States to encourage the provision of

new technologies and services to the public.
"(2) TRANSITION PERIOD.-If an industry technical requirement or standard is

set aside or supplanted as a result of Commission action under this section, the
Commission, after consultation with the Attorney General, shall establish a rea-
sonable time and conditions for compliance with and the transition to any new
standard, including defining the obligations of telecommunications carriers
under section 2602 during any transition period.

"(c) EXTENSION OF COMPLIANCE DATE FOR FEATURES AND SERVICES.-
"(1) PETITION.-A telecommunications carrier proposing to deploy, or having

deployed, a feature or service within 4 ycars after the date of enactment of this
chapter may petition the Commission for 1 or more extensions of the deadline
for complying with the assistance capability requirements under section 2602.

"(2) GROUND FOR EXTZNSION.-The Commission may, after affording a full op-
portunity for hearing and after consultation with the Attorney General, grant
an extension under this paragraph, if the Commission determines that compli-
ance with the assistance capability requirements under section 2602 is not rea-
sonably achievable through application of technology available within the com-
pliance period.

"(3) LENGTH OF EXTENSION.-An extension under this paragraph shall extend
for no longer than the earlier of-

"(A) the date determined by the Comnission as necessary for the carrier
to comply with the assistance capability requirements under section 2602;
or

"(B) the date that is 2 years after the date on which the extension is
granted.

"(4) APPLICABILITY OF EXTENSION.-An extension under this subsection shall
apply to only that part of the carrier's business on which the new feature or
service is used.

"§ 2607. Enforcement orders
"(a) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER.-If a court authoriz-

ing an interception under chapter 119, a State statute, or the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or authorizing use of a pen register
or a trap and trace device under chapter 206 or a State statute finds that a tele-
communications carrier has failed to comply with the requirements in this chapter,
the court may direct that the carrier comply forthwith and may direct that a pro-
-ider of support services to the carrier or the manufacturer of the carrier's trans-
.- ssion or switching equipment furnish forthwith modifications necessary for the
carrier to comply.

"(b) ENFORCEMENT UPON APPLICATION BY ATTORNEY GENERAL.-The Attorney
General may apply to the appropriate United States district court for, and the Unit-
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ed States district courts shall have jurisdiction to issue, an order directing that a
telecommunications carrier, a manulacturer of telecommunications transmission or
switching equipment, or a provider of telecommunications support services comply
with this chapter.

"(c) GROUNDs FOR lSSUANcE.-A court shall issue an order under subsection (a)
or (b) only if the court finds that-

"(1) alternative technologies or capabilities or the facilities of another carrier
are not reasonably available to law enforcement for implementing the intercep-
tion of communications or access to call-identifying information; and

"(2) compliance with the requirements ',f this chapter is reasonably achievable
through the application of available technology to the feature or service at issue
or would have been reasonably achievabl^ if timely action had been taken.

"(d) TIME FOR COMPLIANCE.-Upon issuance of an enforcement order under this
section, the court shall specify a reasonable time and conditions for complying with
its order, considering the gooa faith efforts to comply in a timely manner, any effect
on the carrier's, manufacturer's, or service providers ability to continue to do busi-
ness, the degree of culpability or delay in undertaking efforts to comply, and such
other matters as justice may require.

"(e) LIMITATION.-fAn order under this section may not require a telecommuni-
cations carrier to meet the government's demand for interception of communications
and acquisition of call-identifying information to any extent in excess of the capacity
for which notice has been provided under section 2603.

"(f) CIVIL PENALTY-
"(i) IN GENERAL.-A. court issuing an order under this section against a tele-

communications carrier, a manufacturer of telecommunications transmission or
switching equipment, or a provider of telecommunications support services may
impose a civil penalty of up to $10,000 per day for each day in violation after
the issuance of the order or after such future date as the court may specify.

"(2) CONSIDERATIONS.-In determining whether to impose a fine and in deter-
mining its amount, the court shall take into account-

"(A) the nature, circumstances, and extent of the violation;
"(B) the violator's ability te pay, the violator's good faith efforts to comply

in a timely manner, any effect on the violator's ability to continue to do
business, the degree of culpability, and the length of any delay in undertak-
ing efforts to comply; and

"(C) such other matters as justice may require.
"(3) CIVIL ACTION.-The Attorney General may file a civil action in the appro-

priate United States district court to collect, and the United States district
courts shall have jurisdiction to impose, such fines.

"§ 2608. Payment of costs of telecommunications carriers
"(a) EQUIPMENT, FEATURES, AND SERvICES DEPLOYED BEFOW.:. DATE OF ENACT-

MENT; CAPACITY COST.-The Attorney General shall, subject to the availability of
appropriations, pay telecommunications carriers for all reasonable costs directly as-
sociated with-

"(1) the modifications performed by carriers prior to the effective date of sec-
tion 2602 or prior to the expiration of any extension granted under section
2606(c) to establish, with respect to equipment, features, and services deployed
before the date of enactment of this chapter, the capabilities necessary to com-
ply with section 2602;

"(2) meeting the maximum capacity requirements seL forth in the notice
under section 2603(aX1XA); and

"(3) expanding existing facilities to accommodate simultaneously the number
of interceptions, pen registers and trap and trace devices for which notice has
been provided under section 2603(aXlhB).

"(b) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED ON OR ArFTER DATE OF EN-
ACTMENT.-

"(1) IN GENERAL-If compliance with the assistance capability requirements
of section 2602 is not reasonably achievable with respect to equipment, features,
or services deployed on or after the date of enactment of this chapter, the Attor-
ney General, on application of a telecommunications carrier, may pay the tele-
communications canier reasonable costs directly associated wit. acheving com-
pliance.

"(2) CONSIDERATION.-In determining whether compliance with the assistance
capability requirements of section 2602 is reasonably achievable with respect to
any equipment, feature, or service deployed the date of enactment of this chap-
ter, consideration shall be given to the time when the equipment, feature, or
service was deployed.
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"(c) ALLOCATION OF FUNDS FOR PAYMENT.-The Attorney General shall allocate
funds appropriated to carry out this chapter in accordance with law enforcement
priorities determined by the Attorney General.

"(d) FAILURE To MAAKE PAYMENT WITH RESPECT To EQUIPMENT, FEATURES, AND
SERVICES DEPLOYED BEFORE DATE OF ENACTMENT.-

"(1) CONSIDERED TO BE IN COMPLIANCE.-Unless the Attorney General has
agreed to pay the telecommunications carrier for all reasonable costs directly
associated with modifications necessary to bring the equipment, feature, or
service into actual compliance with those requirements, provided the carrier has
requested payment in accordance with procedures promulgated pursuant to sub-
section (e), any equipment, feature, or service of a telecommunications carrier
deployed before the date of enactment of this chapter shall be considered to be
in compliance with the assistance capability requirements of section 2602 unless
the equipment, feature, or service is replaced or significantly upgraded or other-
wise undergoes major modification.

"(2) LIMITATION ON ORDER.-An order under section 2607 shall not require a
telecommunications carrier to modify, for the purpose of complying with the as-
sistance capbility requirements of section 2602, any equipment, feature, or
service dep toyed before the date of enactment of this chapter unless the Attor-
ney General has agreed to pay the telecommunications carrier for all reasonable
costs directly associated with modifications necessary to bring the equipment,
feature, or service into actual compliance with those requirements.

"(e) PROCEDURES AND REGULATIONS.-Notwithstanding any other law, the Attor-
ney General shall, after notice and comment, establish any procedures and regula-
tions deemed necessary to effectuate timely and cost-efficient payment to tele-
communications carriers for compensable costs incurred under this chapter, under
chapters 119 and 121, and under the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. lq01 et seq.).

"(f) DISPUTE RESOLUTION.-If there is a dispute between the Attorney General
and a telecommunications carrier regarding the amount of reasonable costs to be
paid under subsection (a). the dispute shall be resolved and the amount determined
in a proceeding initiated at the Commission or by the court from which an enforce-
ment order is sought under section 2607.".

(b) TECHNICAL AMENDMENT.-The part analysis for part I of title 18, United
States Code, is amended by inserting after the item relating to chapter 119 the fol-
lowing new item:
"120. Telecommunications carrier assistance to the Government ................................................ 2601'%

SEC. 2. AUTHORIZATION OF APPROPRIATIONS.
There are authorized to be appropriated to carry out section 2608 of title 18, Unit-

ed States Code, as added by section 1-
(1) a total of $500,000,000 for fiscal years 1995, 1996, and 1997; and
t2) such sums as are necessary for each fiscal year thereafter,

such sums to remain available until expended.
cTEC. 3. EFFECTIVE DATE.

(a) IN GENERAL.-Except as provided in paragraph (2). chapter 120 of title 18,
United States Code, as added by section 1, shall take effect on the date of enactment
of this Act.

(b) ASSISTANCE CAPABILITY AND SYSTEMS SECURITY AND INTEGRITY REQUIRE-
MENTs.--Sections 2602 and 2604 of title 18, United States Code, as added by section
1, shall take effect on the date that is 4 years after the date of enactment of this
Act.
SEC. 4. REPORTS.

(a) REPORTS BY THE ATTORNEY GENERAL.-
(1) IN GENERAL.-On or before November 30, 1995, and on or before Novem-

ber 30 of each year for 5 years thereafter, the Attorney General shall submit
to Congress and make available to the public a report on the amounts paid dur-
ing the preceding fiscal year in payment to telecommunications carriers under
section 2608 of title 18, United States Code, as added by section 1.

(2) CONTENTS.-A report under paragraph (1) shall include-
(A) a detailed accounting of the amounts paid to each carrier and the

technology, equipment, feature or service for which the amounts were paid;
and

(B) projections of the amounts expected to be paid in the current fiscal
year, the carriers to which payment is expected to be made, and the tech-
nologies, equipment, features or services or which payment is expected to
be made.
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(b) REPORTS BY rIm COMPTROLLER GENERAL.-
(1) PAYMENTS FOR MODIFICATIONS.-On or before April 1, 1996, and April 1,1998, the Comptroller General of the United States, after consultation with theAttorney General and the telecommunications industry, shall submit to theCongress a report reflecting its analysis of the reasonableness and cost-effective-ness of the payments made by the Attorney General to telecommunications car-riers for modifications necessary to ensure compliance with chapter 120 of title18, United States Code, as added by section 1.

(2) COMPLIANCE coSr ESTIM TEs.-A report under paragraph (1) shall includethe findings and conclusions of the Comptroller General on the costs to be in-curred after the compliance date, including projections of the amounts experedtn be incurred and the technologies, equipment, features or services for whichexpenses are expected co be incurred by telecommunications carriers to complywith the assistance capability requirements in the first 5 years after the effec-
tive date of section 2602.

SEC. S. CORDLS ELXPsIs ON'ES
(a) DEFINITIONS.-Section 2510 of title 18, United States Code, is amended-

fl) inaragraph (1) by striking "but such term does not include" and all thatfollows trugh lbase unit"; and
(2) in paragraph (12) by striking subparagraph (A) and redesignating sub-paragraphs (B),(C), and(D).as subpaagraps (A), (B), and (C), respectively.(b) PENALTY.-Sction 2511 of title 18, United States Cede, is amended-(1) in subsection (4XbXi) by inserting "a cordless telephone communicationthat is transmitted between the cordless telephone handset and the base unit,"

after "cellular telephone communication,"; and(2) in subsection (4XbXii) by inserting "a cordless telephone communicationthat is transmitted between the cordless telephone handset and the base un;t,"
after "cellular telephone communication,".

SEC. 6. RADIO-BASED DATA COMMUNICATIONS.
Section 2510(16) of title 18, United States Code, is amended-

(1) by striking "or" at the end of subparagraph (D);
(2) by inserting "or" at the end of subparagraph (E); and(3) b~y inserting after subparagraph (E) the following new subparagraph:

"(F) an electronic communication;"
SEC. 7. PENALTIFq FOR MONITORING RADIO CO)VUNIATIONS THAT ARE TRANS ITrED

USING MODULATION TECHNIQUES WITh NONPUBLIC PARAMETER.
Section 2511(4Xb) of title 18, United States Code, is amended by striking "orencrypted, then" and inserting ", encrypted, or transmitted using modulation tech-niques the essential parameters of which have been withheld from the public withe intention of preserving the privacy of such communication".

SEC. & TECI-HNICAL CORRECTION.
Section 2511(2XaXi) of title 18, United States Code, is amended by striking "usedin the transmission of a wire communication" and inserting 'used in the trans-

mission of a wire or electronic communication".
SEC. 9. FRAUDULENT ALTERATION OF COMMERCIAL MOBILE RADIO INSTRU)MEN'r.

(a) OFFENSE.--Section 1029(a) of title 18, United States Code, is amended-
(1) by striking "or" at the end of paragraph (3); and
(2) by inserting after paragraph (4) the following new paragraphs:
"(5) knowingly and with intent to defraud uses, produces, traffics in, has con-trol or custody of, or possesses a telecommunications instrument that has beenmodified or altered to obtain unauthorized use of telecommunications services;

or '(6) knowingly and with intent to defraud uses, produces, traffics in, has con-
trol or custody of, or possesses-

"(A) a scannng receiver, or
"(B) hardware or software used for altering or modifying telecommuni-

cations instruments to obtain unauthorized access to telecommunications
services,".

(b) PENALTY.-Section 1029(cX2) of title 18, United States Code, is amended by
striking "(aX1) or (a4)" and inserting "(a) (1), (4), (5), or (6)".(c) DEFINITIONS.---Section 1029(e) of title 18, United States Code, is amended--(1) in paragraph (1) by inserting "electronic serial number, mobile identifica-tion number, personal identification number, or other telecommunications serv-

ie, equipment, or instrument identifier," after "account number,";(2) by striking "and" at the end ofparagraph (5);
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(3) by striking the p.riod at the end of paragraph (6) and inserting "; and";
rnd

(4) by adding at the end the following new paragraph:
"(7) the term 'scanning receiver' means a device or apparatus that can be used

to intercept a wire or electronic communication in violation of chapter 119.".
SEC. 10. TRANSACTIONAL DATA.

(a) DisLosuRE, OF RECORDS.-Section 2703 of title 18, United States Code, is
amended-

(1) in subsection (c) 1)-
(A) in subparagraph (B)-

(i) by striking clause (i); and
(ii) by redesignating clauses (ii), (iii), and (iv) as clauses (i), (ii), and

(iii), respectively; and
(B) by adding at the end the following new subparagraph:
"(C) A provider of electronic communication service or remote computing

service shall disclose to a governmental entity the name, address, telephone
toll billing records, and length of service of a subscriber to or customer of
such service and the types of services the subscriber or customer utilized,
when the governmental entity uses an administrative subpoena authorized
by a Federal or State statute or a Federal or State grand jury or trial sub-
poena or any means available under subparagraph (B)."; and

(2) by amending the first sentence of subsection (d) to read as follows: "A
court order for disclosure under subsection (b) or (c) may be issued by any court
that is a court of competent jurisdiction described in section 3126(2XA) and
shall issue only if the governmental entity offers specific and articulable facts
showing that there are reasonable grounds to believe that the contents of a wire
or electronic communication, or the records or other information sought, are rel-
evant and material to an ongoing criminal investigation.".

(b) PEN REGISTERS AND TRAP AND TRACE DEVICES.-Section 3121 of title 18, Unit-
ed State- Code, is amended-

(1) by redesignating subsection (c) as subsection (d); and
(2) by inserting after subsection (b) the following new subsection:

"(c) LimrrATON.- government agency authorized to install and use a pen reg-
ister under this chapter or under State law, shall use technology reasonably avail-
able to it that restricts the recording or decoding of electronic or other impulses to
the dialing and signalling information utilized in call processing.".

I. SUMMARY AND PURPOSE

The purpose of S. 2375 is to preserve the Government's ability,
pursuant to court order or other lawful authorization, to intercept
communications involving advanced technologies such as digital or
wireless transmission modes, or features and services such as call
forwarding, speed dialing and conference calling, while protecting
the privacy of communications and without impeding the introduc-
tion of new technologies, features, and services.

To ensure that law enforcement can continue to conduct author-
ized wiretaps in the future, the bill requires telecommunications
carriers to ensure their systems have the capability to: (1) isolate
expeditiously the content of targeted communications transmitted
by the carrier within the carrier's service area; (2) isolate expedi-
tiously information identifying the origin and destination of tar-
geted communications; (3) provide intercepted communications and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leased by law enforcement to a
location away from the carrier's premises; and (4) carry out intr-
cepts unobtrusively, so targets are not made aware of the intercep-
tion, and in a manner that does not compromise the privacy and
security of other communications. The bill allows industry to de-
velop standards to implement these requirements. It establishes a
process for the Attorney General to identify capacity requirements.
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In recognition of the fact that some existing equipment, services
or features will have to be retrofitted, the legislation provides that
the Federal Government will pay carriers for just and reasonable
costs incurred in modifying existing equipment, services or features
to comply with the capability requirements. The legislation also
provides that the Government will pay for expansions in capacity
to accommodate law enforcement needs.

S. 2375 also expands privacy and security protection for tele-
phone and computer communications. The protections of the Elec-
tronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data communications transmitted by
radio. In addition, the bil increases the protection for transactional
data on electronic communications services by requiring law en-
forcement to get a court order for access to electronic mail address-
ing information.

The bill further protects privacy by requiring telecommunications
systems to protect communications not authori7ed to be intercepted
and by restricting the ability of law enforcemc- . to use pen register
devices for tracking purposes or for obtaining transactional infor-
mation. Finally, the bill improves the privacy of mobile phones by
expanding criminal penalties for stealing the service froni legiti-
mate users.

II. HEARINGS

In the 103d Congress, the Senate Judiciary Subcommittee on
Technology and the Law held two joint hearings with the House
Judiciary Subcommittee on Civil and Constitutional Rights on
March 18 and August 11, 1994. These hearings addressed the im-
pact of advanced telecommunications services and technologies on
the ability of law enforement to conduct court-ordered electronic
surveillance.

At the first hearing, held before legislation was introduced, the
witnesses were Louis J. Freeh, Director of the Federal Bureau of
Investigation; William C. O'Malley, district attorney for Plymouth
County, MA, and president of the National District Attorneys Asso-
ciation; Roy Neel, President of the United States Telephone Asso-
ciation, which represents local telephone companies ranging in size
from the Regional Bell Operating Companies ("RBOC's") to small
companies with fewer than 100 subscrib.rs; and Jerry Berman, ex-
ecutive director of the Electronic Frontier Foumdation("EFF"), on
behalf of EFF and the Digital Privacy and Security Working Group,
a coalition of computer and communications companies, as well as
public interest organizations and associations.

The second hearing was held after the introduction of S. 2375.
Again, Director Freeh, Mr. Neel, and Mr. Berman appeared and
presented testimony. Also appearing as witnesses were Hazel Ed-
wards, Director, Information Resources Management/General Gov-
ernment, Accounting and Information Management Division, U.S.
General Accounting Office; and Thomas E. Wheeler, president and
CEO of the Cellular Telecommunications Industry Association,
which represents providers of two-way wireless telecommunications
services, including licensed cellular, personal communications serv-
ices, and enhanced specialized mobile radio.
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Written submissions for the record were received from AT&T
Corp., MCI Communications Corp., the Telecommunications Indus-
try Association, which represents U.S. manufacturers of tele-
communicatoms equipment, the American Privacy Foundation, the
National Shexiffs' Association, the National Association of Attor-
neys General, and the Major Cities Chiefs, an organization of police
executives representing the 49 largest metropolitan areas in the
United States and Canada.

III. SUBCOMMITTEE ACTION

On September 23, 1994, the Subcommittee on Technology and
the Law approved S. 2375, with an amendment in the nature of a
substitute.

IV. COMMITTEE ACTION

On September 28, 1994, with a quorum present, by recorded
vote, the Committee on the Judiciary unanimously ordered the sub-
committee substitute to S. 2375, with technical amendments, to be
favorably reported.

V. BACKGROUND AND DISCUSSION

For the past quarter century, the law of this Nation regarding
electronic surveillance has sought to balance the interests of pri-
vacy and law enforcement. In 1968, the enactment of title III of the
Omnibus Crime Control and Safe Streets Act of 1968 simulta-
neously outlawed the use of electronic surveillance by private par-
ties and authorized its use pursuant to a court order by law en-
forcement officials engaged in the investigation of specified types of
major crimes. The Senate report on title III stated explicitly that
the legislation "has as its dual purpose (1) protecting the privacy
of wire and oral communications and (2) delineating on a uniform
basis the circumstances and conditions under which the intercep-
tion of wire and oral communications may be authorized." Senate
Committee on the Judiciary, Omnibus Crime Control and Safe
Streets Act of 1967, S. Rept. No. 1097, 90th Cong., 2d sess. (1968)
at 66.

Congress was prompted to act in 1968 in part by advancements
in technology, which posed a threat to privacy. According to the
1968 committee report:

[t]he tremendous scientific and technological develop-
ments that have taken place in the last century have made
possible today the widespread use and abuse of electronic
surveillance techniques. As a result of these developments,
privacy of communication is seriously jeopardized by these
techniques of surveillance.

Id. at b7.
After 1968, telecommunications technology continued to change,

and again Congress was required to respond legislatively to pre-
serve the balance between privacy and law enforcement. In the
Electronic Communications Privacy Act of 1986 ("ECPA"), Congress
extended the privacy protections and the iaw enforcement intercept
authority of title III to a new set of technologies and services such
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as electronic mail, cellular telephones and paging devices. Again,
the goal of the legislation was to prserve "a fair balance between
the privacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com-
munications Privacy Act of 1986, H. Rept. 99-647, 99th Cong. 2d
sess. 2 (1986) at 19.

Law enforcement officials have consistently testified, as Director
Freeh did at the hearings on the bill, that court-authorized elec-
tronic surveillance is a critical law enforcement and public safety
tool.

CONGRESS MUST RESPOND TO THE "DIGITAL TELEPHONY" REVOLUTION

Telecommunications, of course, did not stand still after 1986. In-
deed, the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler-
ate. The resulting challenges for law enforcement and privacy pro-
tection have sometimes been encapsulated under the rubric digital
telephony," but the issues go far beyond the distinction between
analog and digital transmission modes. Some of the problems en-
countered by law enforcement relate to the explosive growth of cel-
lular and other wireless services, which operate in both analog and
digital modes. Other impediments to authorized wiretaps, like call
forwarding, have long existed in the analog environment. Other
considerations, such as the increasing amount of transactional data
generated by the millions of users of on-line services, highlight the
ever increasing o- ortunities for loss of privacy.

In August 19-. , enator Patrick Leahy chaired a hearing of 'he
Senate Judiciary Subcommittee on Technology and the Law to
focus on Caller I.D. technology and ECPA. At that hearing, Chair-
man Leahy became convinced that developments in the area of
communications teehnology required a review of ECPA to ensure
that the privacy protections within the statute had not been out-
dated by new technology. Senator Leahy then assembled a Privacy
and Technology Task Force with experts from business, consumer
advocacy, the law, and civil liberties, to examine current develop-
ments in communications technology and the extent to which the
law in general, and ECPA, specifically, protects, or fails adequately
to protect, personal and corporate privacy.

After examining a wide array of newer communication media, in-
cluding cellular phones, personal communications networks, the
newer generation of cordless phones, wireless modems, wireless
local area networks (LAN's), and electronic mail and messaging,
the task force issued a final report on May 28, 1991, recommend-
ing, inter alia, that the legal protections of ECPA be extended to
cover new wireless data communications, such as those occurring
over cellular laptop computers and wireless local area networks
(LAN's), and cord'ess phones. In addition, the task force acknowl-
edged that ECPA was serving well its purpose of protecting the pri-
vacy of the contents of electronic mail, but questioned whether cur-
rent restrictions on government access to transactional records gen-
erated in the course of electronic communications were adequate.

Consistent with the task force's conclusions and in view of the in-
creasing impediments to the execution of lawful court orders for
electronic surveillance, the committee has concluded that continucd
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change in the telecommunications industry deserve legislative at-
tention to preserve the balar.-e sought in 1968 and 1986. However,
it became clear to the committee early in its study of the "digital
telephony" issue that a third concern row explicitly had to b
added to the balance, namely, the goal of ensuring that the tele-
communications industry was not hindered in the rapid develop-
ment and deployment of the new services and technologies that
continue to benefit and revolutionize society.

Therefore, the bill seeks to balance three key policies: (1) to pre-
serve a narrowly focused capability for law enforcement agencies to
carry out properly authorized intercepis; k2) to protect privacy in
the face of increasingly powerful and personally revealing tech-
nologies; and (3) to avoid impeding the development of new commu-
nications services and technologies.

THE PROBLEM: LEGISLATION NEEDED TO CLARIFY CARRIEPS' DUTY TO
COOPERATE

When originally enacted, title III contained no provision specifi-
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au-
thorized interceptions. Shortly after the statute became effective,
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the Federal
Court of Appeals for the Ninth Circuit held that, absent specific
statutory authority, Federal courts could not require carriers to as-
sist lawful wiretaps. Application of the United States, 427 F. 2d 639
(9th Cir. 1970). Two months after the Ninth Circuit decision and
with little debate, Congress added to 1S U.S.C. 2518(4) a provision
that now reads:

An order authorizing the interception of a wire, oral, or
electronic communication under this chapter shall, upon
request of the applicant, direct that a provider of wire or
electronic communication service, landlord, custodian or
other person shall furnish the applicant forthwith all infor-
mation, facilities, and technical assistance necessary to ac-
complish the interception unobtrusively and with a mini-
mum of interference with the services that such service
provider, landlord custodian, or person is according the
person whose communications are to be intercepted. Any
provider of ire or electronic communication service, land-
lord, custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as requiring
the Federal courts to compel, upon request of the Government,
"any assistance necessary to accomplish an electronic interception,"
United States v. New York Telephone, 434 U.S. 159, 177 (1977), the
question of whether companies have any obligation to design their
systems such that they do not impede law enforcement interception
has never been adjudicated.
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Indeed, until recently, the question of system design was never
an issue for authorized surveillance, since intrinsic elements of
wired-lined networks presented access points where law enforce-
ment, with minimum assistance from telephone companies, could
isolate the communications associated with a particular surveil-
lance target and effectuate an intercept. Where problems did arise,
they -could be addressed on a case-by-case basis in negotiations be-.
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The breakup of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com-
plicated law enforcement's task. The goal of legislation, however, is
not to reverse those industry trends. Indeed, it is natio ial policy
to promote competition in the telecommunications industry and to
support the development and widespread availability of advanced
technolcgles, features and services. The purpose of the legislation
is to further define the industry duty to cooperate and to establish
procedures based on public accountability and industry standards
setting.

The committee has concluded that there is sufficient evidence
justifying legislative action that new and emerging telecommuni-
cations technologies pose problems for law enforcement. The evi-
dence comes from three sources: the General Accounting Office, the
FBI, and the telecommunications industry itself,

GAO findings
In 1992, analysts from the GAO's Information Management and

Technology Division interviewed technical representatives from
local telephone companies, switch manufacturers, and cellular pro-
viders, as well as the FBI. The GAO found that the FBI had not
adequately defined its electronic surveillance requirements for in-
dustry, but the GAO concluded that law enforcement agencies did
have technical problems tapping a variety of services or tech-
nologies, including call forwarding, fiber, and ISDN. The GAO also
concluded that cellular systems could be tapped but that capacity
was limited.

The GAO recently conducted further work and testified at the
hearing on August 11, 1994. The GAO reconfirmed its earlier con-
clusion that there are legitimate impediments posed by new and
emerging technologies. The GAO also concluded that the FBI had
made progress in defining law enforcement's needs in terms of ca-
pability and capacity.

FBI survey
FBI Director Freeh testified at the March 18, 1994, hearing that

the FBI had identified specilic instances in which law enforcement
agencies were precluded due to technological impediments from
fully implementing authorized electronic surveillance (wiretaps,
pen registers, and trap and traces). The Director testified in March
that an informal FBI survey of Federal, State and local law en-
forcement agencies had identified 91 such incidents, 33 percent of
which involved cellular systems (11 percent were related to the lim-
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ited capacity of cellular systems to accommodate a large number of
intercepts simultaneously), and 32 percent of which involved cus-
tom calling features such as call forwarding, call waiting and speed
dialing.

Because the existence of a problem continued to be questioned by
some, the FBI recontacted law enforcement agencies after the
March hearing and identified further examples. In April 1994. the
FBI presented to the House and Senate Judiciary Subcommittees
details of 183 instances (including the original 91) where the FBI,
State or local agencies encountered problems. This evidence was
presented to the subcommittee on the understanding that the de-
tails would not be publicly disseminated. However, the following
chart summarizes the FBI's findings:

Technology-based probl.ms encountered by Federal, State, and local law enforcement
agencies

Total problem s ........................................................................................................ 183
Cellular port capacity ........................................... 54
Inability to capture dialed digits contemporaneous with audio ............. 33
Cellular provider could not intercept long-distance calls (or provide call setup

information) to or from a targeted phone ......................................................... 4
Speed dialinivoice dialing/call waiting ............................... 20
Call forwanling ..................................................................................................... 10
Direct inward dial trunk rup (provider unable to isolate target's commu-

nicaions or provide call set-up information to the exclusion of all other
custom ers) .......................................................................................................... 4

Voice mail (provider unable to provide access to the subject's audio when for-
warded to voice mail or retrieve messages) ..................................................... 12

Digital Centrex (provider unable to isolate all communications associated
with the target to the exclusion of all others) ............................................... 4

Other (including other calling features such as Call Back; and provider un-
able to provide trap & trace information; to isolate the digital tr, ns-
missions associated with a target to the exclusion of all other communica-
tions; comprehensively to intercept communications and provide call set-
up inform ation) ................................................................................................... 42

Industry acknowledges the problems

Representatives of the telecommunications industry now ac-
knowledge that there will be increasingly serious problems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11, Roy Neel, president of the United States Telephone Association
and the chief spokesperson for the telephone industry on this issue,
was asked by Senator Leahy if the time was fast approaching when
a great deal of the ability of law enforcement to carry out wiretaps
will be lost. Mr. Neel answered, "In a number of cases with new
enhanced services, that is probably true."

The industry maintains that its companies have a long tradition
of working with law enforcement under current law to resolve tech-
nical issues. However, with the proliferation of services and service
providers, such a company-by-company approach is becoming in-
creasingly untenable.

In response, the phone companies and the FBI have created an
Electronic Communications Service Provider Committee, through
which representatives of all the RBOC's have been meeting with
law enforcement on a regular basis to develop solutions to a range
of problems. The committee has created "Action Teams" on per-
sonal communications services, wireless cellular, the "advanced in-
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telligence network," and switch-based solutions, among others. The
chairman of the committee, a vice president of one of the RBOCs,
stated in a letter, dated March 1, 1994, and submitted by the FBI
Director during his testimony in March:

If meaningful solutions are to result, all participants
must first understand that there is in fact a problem, not
that one participant, or one group of participants, says so.
Now that the Committee recognizes the problems, it can
proceed to identify and develop appropriate solutions.

However, participation in the Service Provider Committee is vol-
untary and its recommendations are unenforceable. As a result, the
Judiciary Committee has concluded that legislation is necessary.

LAW ENFORCEMENT REQUIREMENTS

The legislation requires telecommunications common carriers to
ensure that new technologies and services do not hinder law en-
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the Government's ability, pursuant to court order, to
intercept communications that utilize advanced technologies such
as digital or wireless transmission.

To ensure that law enforcement can continue to conduct wire-
taps, the bill requires telecommunications carriers to ensure their
systems have the capability to:

(1) Isolate expeditiously the content of targeted communica-
tions transmitted within the carrier's service area;

(2) Isolate expeditiously information identifying the originat-
ing and destination numbers of targeted communications, but
not the physical location of targets;

(3) Provide intercepted communications and call identifying
information to law enforcement in a format such that they may
be transmitted over lines or facilities leased by law enforce-
ment to a location away from the carrier's premises; and

(4) Carry out intercepts unobtrusively, so targets of elec-
tronic surveillance are not made aware of the interception, and
in a manner that does not compromise the privacy and security
of other communications.

Cost
The GAO testified at the August 11, 1994, hearing that the costs

of compliance with the foregoing will depend largely on the details
of standards and technical specifications, which, under the bill, will
be developed by industry associations and standard-setting organi-
zations in consultation with law enforcement.

The bill requires the Federal Government, with appropriated
funds, to pay all reasonable costs incurred by industry over the
next 4 years to rerofit existing facilities to bring them into compli-
ance with the interception requirements. The bill authorizes $500
million for this purpose. In the event that the $500 million is not
enough or is not appropriated, the legislation provides that any
equipment, features or services deployed on the date of enactment,
which government does not pay to retrofit shall be considered to be
in compliance until the equipment, feature, or service is replaced
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or significantly upgraded or otherwise undergoes major modifica-
tion.

After the 4-year transition period, which may be extended an ad-
ditional 2 years by order of the FCC, industry will bear the cost
of ensuring that new equipment and services meet the legislated
requirements, as defined by standards and specifications promul-
gated by the industry itself.

However, to the extent that industry must install additional ca-
pacity to meet law enforcement needs, the bill requires the govern-
ment to pay all capacity costs from date of enactment, including all
capacity costs incurred after the 4-year transition period. The Fed-
eral Government, in its role of providing technical support to State
and local law enforcement, will pay the costs incurred in meeting
the initial capacity needs and future maximum capacity needs for
electronic surveillance at all levels of government.

RELATIONSHIP WITH EXISTING ASSISTANCE REQUIREMENTS

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805(b) of title 50, United
States Code. The committee intends that sections 2518(4), 3124
and 1805(b) will continue to be applied as they have in the past
to government assistance requests related to specific orders, includ-
ing, for example, the expenses of leased lines.

THE LEGISLATION ADDRESSES PRIVACY CONCERNS

Since 1968, the law of this Nation has authorized law enforce-
ment agencies to conduct wiretaps pursuant to court order. 'Inat
authority extends to voice, data, fax, E-mail and any other form of
electronic communication. The bill will not expand that authority.
However, as the potential intrusiveness of technology increases, it
is necessary to ensure that government surveillance authority is
clearly defined and appropriately limited.

In the 8 years since the enactment of ECPA, society's patterns
cf using electronic communications technology have changed dra-
matically. Millions of people now have electronic mail addresses.
Business, nonprofit organizations and political groups conduct their
work over the Internet. Individuals maintain a wide range of rela-
tionships on-line. Transactional records documenting these activi-
ties and associations are generated by service providers. For those
who increasingly use these services, this transactional data reveals
a great deal about their private lives, all of it compiled in one
place.

In addition, at the time ECPA was enacted, the portion of the
communications occurring between the handset and base unit of
cordless telephones was excluded from its privacy protections. The
1991 Privacy and Technology Task Force found that:

[t]he cordless phone, far from being a novelty item used
only at "poolside," has become ubiquitous. * * * More and
more communications are being carried out by people
[using cordless phones] in private, in their homes and of-
fices, with an expectation that such calls are just like any
other phone call.
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Therefore, S. 2375 includes provisions, which FBI Director Freeh
supported in his testimony, that add protections to the exercise of
the Government's current surveillance authority. Specifically, the
bill:

1. Eliminates the use of subpoenas to obtain E-ma;i address-
es and other similar transactional data from electronic commu-
nications service providers. Currently, the Government can ob-
tain transactional logs containing a person's entire on-line pro-
file merely upon presentation of an administrative subpoena is-
sued by an inve3tigator without any judicial intervention.
Under S. 2375, a court order would be required.

2. Expressly provides that the authority under pen register
and trap and trace orders cannot be used to obtain tracking or
location information, other than that which can be determined
from the phone number. Currently, in some cellular systems,
transactional data that could be obtained by a pen register
may include location information. Further, the bill requires law
enforcement to use reasonably available technology to mini-
mize information obtained through pen registers.

3. Explicitly states that it does not limit the rights of sub-
scribers to use encryption.

4. Allows any person, including public interest groups, to pe-
tition the FCC for review of standards implementing wiretap
capability requirements, and provides that one factor for judg-
ing those standards is whether they protect the privacy of com-
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur-
ring outside a carrier's service area.

6. Extends privacy protections of the Electronic Communica-
tions Privacy Act to cordless phones and certain data commu-
nications transmitted by radio.

7. Requires affirmative intervention of common carriers' per-
sonnel for switch-based interceptions-this means law enforce-
ment cannot remotely or independently activate interceptions
within the switching premises of a telecommunications carrier.

Narrow scope
It is also important, from a privacy standpoint, to recognize that

the scope of the legislation has been greatly narrowed. The only en-
tities required to comply with the functional requirements are tele-
communications common carriers, the components of the public-
switched network where law enforcement agencies have always
served most of their surveillance orders. Further, such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate, ter-
minate or direct communications.

The bill is clear that telecommunications services that support
the transport-or switehing of communications-for private networks
or for the sole purpose of interconnecting telecommunications car-
riers (these would include long-distance carriage) need not meet
any wiretap standards. PBX's are excluded. So are automated teller
machine (ATM) networks and other closed networks. Also excluded
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from coverage are all information services, such as Internet service
providers or services such as Prodigy and America-On-Line.

All of these information services or private network systems can
be wiretapped pursuant to court order, and their owners must co-
operate when presented with a wiretap order, but these systems do
not have to be designed so as to accommodate wiretap needs. Only
telecommunication carriers are required to design and build their
systems to comply with the legislated requirements. Earlier digital
telephony proposals covered all providers of electronic communica-
tions services, which meant every business and institution in the
country. That approach was not practical. Nor was it required to
meet an important law enforcement objective.

S. 2375 RESPONDS TO INDUSTRY CONCERNS

S. 2375 includes several provisions intended to ease the burden
on industry. The bill grants telephone companies and 9ther covered
entities a 4-year transition period in which to make any necessary
changes in their facilities. In addition, it allows any company to
seek up to a 2-year extension of the compliance date from the Fed-
eral Communications Commission if it turns out that retrofitting a
particular system will take longer than 4 years.

The Federal Government will pay all reasonable costs incurred
by ihdustry in retrofitting facilities to correct existing problems.

The bill requires the Attorney General to estimate the capacity
needs of law enforcement for electronic surveillance, so that car-
riers will have notice of what the Government is likely to requesc.
The bill requires Government to reimburse carriers for reasonable
costs of expanding capacity to meet law enforcement needs.

No impediment to technological innovation
The committee's intent is that compliance with the requirements

in the bill will not impede the development and deployment of new
technologies. The bill expressly provides that law enforcement may
not dictate specific system design features and may not ba- intro-
duction of new features and technologies. The bill establishes a rea-
sonableness standard for compliance of carriers and manufacturers.
Courts may order compliance and may bar the introduction of tech-
nology, but only if law enforcement has no other means reasonably
available to conduct interception and if compliance with the stand-
ards is reasonably achievable through application of available tech-
nology. This means that if a service or technology cannot reason-
ably be brought into compliance with the interception require-
ments, then the service or technology can be deployed. This is the
exact opposite of the original versions of the legislation, which
would have barred introduction of services or features that could
not be tapped. One factor to be considered when determining
whether compliance is reasonable is the cost to the carrier of com-
pliance compared to the carrier's overall cost of developing or ac-
quiring and deploying the feature or service in question.

The legislation provides that carriers shall decide how to imple-
ment law enforcement's requirements. The bill allows industry as-
sociations and standard-setting bodies, in consultation with law en-
forcement, to establish publicly available specifications creating
"safe harbors" for carriers. This means that those whose competi-
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tive future depends on innovation will have a key role in interpret-
ing the legislated requirements and finding ways to meet them
without impeding the deployment of new services. If industry asso-
ciations or standard-setting organizations fail to issue standards to
implement the capability requirements, or if a government agency
or any person, including a carrier, believes that such requirements
or standards are deficient, the agency or person may petition the
FCC to establish technical requirements or standards.

Accountability
Finally, the bill has a number of mechanisms that will allow for

congressional and public oversight. The bill requires the Govern-
ment to estimate its capacity needs and publish them in the Fed.
eral Register. The bill requires the Government, with funds appro-
priated by Congress through the normal appropriations process, to
pay all reasonable costs incurred by industry in retrofitting facili-
ties to correct existing problems. It requires the Attorney General
to file yearly reports on these expenditures for the first 6 years
after date of enactment, and requires reports from the General Ac-
counting Office in 1996 and 1998 estimating future costs of compli-
ance. It requires the Government to reimburse carriers, with pub-
licly appropriated funds, in perpetuity for the costs of expanding
maximum capacity to meet law enforcement needs. Furthermore,
all proceedings before the FCC will be subject to public scrutiny,
as well as congressional oversight and judicial review.

VI. SECTION-BY-SECTION ANALYSIS

SECTION 1. INTERCEPTION OF DIGITAL AND OTHER COMMUNICATIONS

This section adds a new chapter 120 to title 18, United States
Code, to define more precisely the assistance that telecommuni-
cations carriers are required to provide in connection with court or-
ders for wire and electronic interceptions, pen registers and trap
and trace devices. This new chapter contains eight sections num-
bered 2601 through 2608.

Section 2601 provides definitions for "call-identifying informa-
tion," "information services," "government," "telecommunications
support services," and "telecommunications carrier."

A "telecommunications carrier" is defined as any person or entity
engaged in the transmission or switching of wire or electronic com-
munications as a common c!,rrier for hire, as defined by section
3(h) of the Communications Act of 1934, and includes a commercial
mobile service, as defined in section 332(d) of the Communications
Act, as amended. This definition encompasses such service provid-
ers as local exchange carriers, interexchange carriers, competitive
access providers (CAPS), cellular carriers, providers of personal
communications services (PCS), satellite-based service providers,
cable operators and electric or other utilities that provide tele-
communications services for hire to the public, and any other com-
mon carrier that offers wireline or wireless service for hire to the
public. The definition of telecommunications carrier does not in-
clude persons or entities to the extent they are engaged in provid-
ing information services, such as electronic mail providers, on-line
services providers, such as CompuServe, Prodigy, America-On-Line
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or Mead Data, or Internet service providers. Call forwarding, speed
dialing, and the call redirection portion of a voice-mail service are
covered by this bill.

In addition, for purposes of this bill, the FCC is authorized to
deem other persons and entities to be telecommunications carriers
subject to the capability and capacity requirements in the bill to
the extent that such person or entity serves as a replacement for
the local telephone service to a substantial portion of the public
within a State. As part of its determination whether the public in-
terest is served by deeming a person or entity a telecommiini-
cations carrier for the purposes of this bill, the Commission shall
consider whether such determination would promote competition,
encourage the development of new technologies, and protect public
safety and national security.

The term "call-identifying information" means the dialing or sig-
naling information generated that identifies the origin and destina-
tion or a wire or electronic communication placed to, or received by,
the facility or service that is the subject of the court order or lawful
authorization. For voice communications, this information is typi-
cally the electronic pulses, audio tones, or signaling messages that
identify the numbers dialed or otherwise transmitted for the pur-
pose of routing calls through the telecommunications carrier's net-
work. In pen register investigations, these pulses, tones, or mes-
sages identify the numbers dialed from the facility that is the sub-
ject of the court order or other lawful authorization. In trap and
trace investigations, these are the incoming pulses, tones, or mes-
sages which identify the originating number of the facility from
which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authorization.
Other dialing tones that may be generated by the sender that are
used to signal customer premises equipment of the recipient are
not to be treated as call-identifying information.

The term "government" means the Government of the United
States and any agency or instrumentality thereof, the District of
Columbia, any commonwealth, territory, or possession of the Unit-
ed States, and any State or political subdivision thereof authorized
by law to conduct electronic surveillance.

The term "telecommunications support services" means a prod-
uct, software or service used by a telecommunications carrier for
the internal signaling or switching functions of its telecommuni-
cations network. The committee understands there are currently
over 100 entities that provide common carriers with specialized
support services. The definition of "telecommunications support
services" excludes "information services," as defined in the bill.

The term "information services" includes services offered through
software such as groupware and enterprise or personal messaging
software, that is, services based on products (including but not lim-
ited to multimedia software) of which Lotus Notes, Microsoft Ex-
change Server, and Novell Netware (and their associated services)
are both examples and precursors. It is the committee's intention
not to limit the definition of "information services" to current prod-
ucts, but rather to anticipate the rapid development of advanced
software and to include such software services in the definition of
"information services." By including such software services within
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the definition of information services, it is excluded from compli-
ance with the requirements of the bill.

Section 2602, entitled "Assistance capability requirements," con-
sists of four subsections. Subsection (a) sets forth four "Capability
Requirements," which every telecommunications carrier is required
to meet in connection with those services or facilities that allow
customers to originate, terminate or direct communications.

The first requirement is expeditiously to isolate and enable the
Government to intercept all communications in the carrier's control
to or from the equipment, facilities or services of a subscriber, con-
currently with the communication's transmission, or at any later
time acceptable to the Government. The bill is not intended to
guarantee "one-stop shopping" for law enforcement. The question of
which communications are in a carrier's control will depend on the
design of the service or feature at issue, which this legislation does
not purport to dictate. If, for example, a forwarded call reaches the
system of the subscriber's carrier, that carrier is responsible for iso-
lating the communication for interception purposes. However, if an
advanced intelligent network directs the communication to a dif-
ferent carrier, the subscriber's carrier only has the responsibility,
under subsection (d), to ensure that law enforcement can identify
the new service provider bandling the communication.

The second requirement is expeditiousl, to isolate and enable the
Government to access reasonably available call identifying informa-
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication to which it pertains and is pro-
vided to the Government before, during or immediately after the
message's transmission to or from the subscriber, or at any later
time acceptable to the Government. Call identifying information ob-
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub-
scriber sending or receiving the message, except to the extent that
location is indicated by the phone number. However, if such infor-
mation is not reasonably available, the carrier does not have to
modify its system to make it available.

The third requirement is to make intercepted messages and call
identifying information available to government in a format avail-
able to the carrier so they may be transmitted over lines or facili-
ties leased or procured by law enforcement to a location away from
the carrier's premises. If the communication at the point it is inter-
cepted is digital, the carrier may provide the communication to law
enforcement in digital form. Law enforcement is resp-!nsible for de-
termining if a communication is voice, fax or data and for translat-
ing it into useable form.

The final requirement is to meet these requirements with a mini-
mum of interference with the subscriber's service and in such a
way that protects the privacy of messages and call identifying in-
formation that are not targeted by electronic surveillance orders,
and that maintains the confideniiality of the government's wire-
taps.

The committee intends the assistance requirements in section
2602 to be both a floor and a ceiling. The FBI Director testified
that the legislation was intended to preserve the status quo, that
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t was intended to provide law enforcement no more and no less ac-
cess to information than it had in the past. The committee urges
against overbroad interpretation of the requirements. The legisla-
tion gives industry, in consultation with law enforcement and sub-
ject to review by the FCC, a key role in developing the technical
requirements and standards that will allow implementation of the
requirements. The committee expects industry, law enforcement
and the FCC to narrowly interpret the requirements.

Subsection (b) limits 'the scope of the assistance requirements in
several important ways. First, law enforcement agencies are not
permitted to require the specific design of systems or features, nor
prohibit adoption of any such design, by wire or electronic commu-
nicatiua service providers or equipment manufacturers. The legisla-
tion leaves it to each carrier to decide how to comply. A carrier
need not insure that each individual component of its network or
system complies with the requirements so long as each communica-
tion can be intercepted at some point that meets the legislated re-
quirements.

Second, the capability requirements only apply to those services
or facilities that enable a subscriber to make, receive or direct calls.
They do not apply to information services, such as electronic mail
services, on-line services, such as CompuServe, Prodigy, America-
On-Line or Mead Data, or Internet service providers. (The storage
of a message in a voice mail or E-mail "box" is not covered by the
bill. The redirection of the voice mail message to the "box" and the
transmission of an E-mail message to an enhanced service provider
that maintains the E-mail service are covered.) Nor does the bill
apply to services or facilities that support the transport or switch-
ing of communications for private networks or for the sole purpose
of interconnecting telecommunications carriers.

Because financial institutions have major concerns about security
and reliability, they have established private communications net-
works for payment system data transmission traffic such as auto-
mated teller machines (ATM), point of sale (credit card) verification
systems, and bank wires. Some of these networks are point to
point, although many utilized the public network at various points.
ATM networks, bankcard processing networks, automated check
clearinghouse networks, stock exchange trading networks, point of
sale systems, bank wire and funds transfer systems are all ex-
cluded. from the coverage of the bill, whether or not they involve
services obtained from telecommunications carriers. Private net-
works such as those used for banking and financial transactions
have not posed a problem to law enforcement; and there are good
reasons for keeping them as closed as possible. These networks are
not the usual focus of court authorized electronic surveillance, and
the financial information travelling on these networks is already
available to law enforcement agencies under the banking laws.

Thus, a carrier providing a customer with a service or facility
that allows the customer to obtain access to a publicly switched
network is responsible for complying with the capability require-
ments. On the other hand, for communications handled by multiple
carriers, a carrier that does not originate or terminate the message,
but merely interconnects two other carriers, is not subject to the
requirements for the interconnection part of its facilities.

HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 23 2002



While the bill does not require reengineering of the Internet, nor
does it impose prospectively functional requirements on the
Internet, this does not mean that communications carried over the
Internet are immune from interc-ption or that the Internet offers
a safe haven for illegal activity. Communications carried over the
Internet are subject to interception under title III just like other
electronic communications. That issue was settled in 1986 with
ECPA. The bill recognizes, however, that law enforcement will
most likely intercept communications over the Internet at the same
place it intercepts other electronic communications: at the carrier
that provides access the public-switched network.

The bill does not cover private branch exchanges (PBX's) This
means that there will be times when the telecommunications car-
rier will be unable to isolate the communications of a specific indi-
vidual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies,
courts, and carriers should be sensitive. The committee does not in-
tend that the exclusion of PBX's is to be read as approval for trunk
line intercepts. Given the minimization requirement of current law,
courts should scrutinize very carefully requests to intercept trunk
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especially true of intercepts of
E-Mail and fax transmissions. In addition, carriers presented with
an order for interception of a trunk line also have the option to
seek modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or-
dered wiretaps, unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur-
nish all necessary assistance under 18 U.S.C. 2518(4). Nothing in
this paragraph would prohibit a carrier from deploying an
encryption service for which it does not retain the ability to decrypt
communications for law enforcement access. The bill does not ad-
dress key escrow encryption, or the "Clipper Chip" issue. Nothing
in the bill is intended to limit or otherwise prevent the use of any
type of encryption within the United States. Nor does the commit-
tee intend this bill to be in any way a precursor to any kind of ban
or limitatir i on encryption technology. To the contrary, section
2602 protects the right to use encryption.

Subsection (c) allows a carrier, in emergency or exigent cir-
cumstances, at the sole discretion of the carrier, to fulfill its obliga-
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carrier's
premises.

Subsection (d), entitled "Mobile Service Assistance Requirement,"
addresses the responsibility of the carrier who can no longer de-
liver a message or call identifying information to law enforcement
because the subscriber, the communication and the call identifying
information have left the carrier's service area. In such a case, the
carrier that had the assistance responsibility is not required to con-
tinue providing the government with the communication content or
call identifying intbrmation, but must insure that the Government
can determine which carrier or service provider has subsequently
picked up the communication or call identifying information and
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begun serving the subscriber, subject to limitations on disclosing lo-
catioik information as described in section 2602(a).

Section 2603, entitled "Notices of capacity requirements," places
the burden on the Government to estimate its capacity needs and
to do so in a cost-conscious manner, while also providing carriers
with a "safe harbor" for capacity. Subsection (a) requires the Attor-
ney General, within 1 year of enactment, to publish in the Federal
Register and provide to appropriate industry associations andstandards bodies notices of both the maximum capacity and the ini-tial capacity required to accommodate all intercepts, pen registers,
and trap and trace devices the Government (including Federal,
State and local law enforcement) expects to operate simultaneously.The maximum capacity relates to the greatest number of inter-
cepts a particular switch or system must be capable of implement-ng simultaneously. The initial capacity relates to the number of
intercepts the government will need to operate upon the date that
is 4 years after enactment.The Attorney General is directed to develop the notices after con-
sultation with local and State law enforcement authorities and the
carriers, equipment manufacturers and providers 3f telecommuni-cations support services. The Attorney General is given flexibility
in determining the form of the notice. For example, the notice may
be in the form of a specific number for a particular geographic
area, or a generally applicable formula based on the number of sub-scribers served by a carrier.

Subsection (b) provides that teleconmmunications carriers mustensure that, within 3 years after publication of the notices, or with-
in 4 years after enactment, whichever is longer, they have the max-
imum capacity and the initial capacity to execute all electronic sur-
veillance orders. If the Attorney General publishes the first capac-
ity notices before the statutoy time of one year has elapsed, com-
pliance by carriers must be achieved at the same time as the effec-
tive date in section 2 of tis bill. In the event the Attorney General
publishes the notices after the statutory time limit, carriers WIll
ave 3 years thereafter to comply, which time period will fall aftr

the effective date in section 2 of this bill.
Subsection (c) requires the Attorney General periodically to give

telecommunications carriers notice of any necessary increases in
maximum capacity. Carriers will have at least 3 years, and up to
any amount of time beyond 3 years agreed to by the Attorney Gen-
eral, to comply with the increased maximum capacity require-
menits.Section 2604 protects systems security and integrity by requiring
that any electronic surveillance effected within a carriers switching
premises be activated only with intervention by an employee of the
carrier. The switching premises include central offices and mobile
telephone switching offices (MTSO's).

This makes clear that government agencies do not have the au-thority to activate remotely interceptions within the premises of a
telecommunications carrier. Nor may law enforcement enter onto a
telecommunications carrier's premises to effect an interception
without the carrier's prior knowledge and consent when executing
a wiretap under exigent or emergency circumstances under section
2602(c). All executions oct orers or authorizations requiring
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access to the switching facilities will be made through individuals
authorized and designated by the telecommunications carrier. Acti-
vation of interception orders or authorizations originating in local
loop wiring or cabling can be effected by government personnel or
by individuals designated by the telecommunications carrier, de-
pending upon the amount of assistance the government requires.

Section 2605 requires a telecommunicatins carrier to consult
with its own equipment manufacturers and support service provid-
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services providers are
required to make available to their telecommunications carrier cus-
tomers the necessary features or modifications on a reasonably
timely basis and at a reasonable charge. Subsection 2605(b) clearly
means that when a manufacturer makes available features or
modifications to permit its customer to comply with the require-
ments of the bill, the manufacturer is to be paid by the carrier in
accordance with normal and accepted business practices.

These responsibilities of the manufacturers and support services
providers make clear that they have a critical role in ensuring that
lawful interceptions are not thwarted. Without their assistance,
telecommunications carriers likely could not comply with the capa-
bility requirements.

Section 2606 establishes a mechanism for implementation of the
capability requirements that defers, in the first instance, to indus-
try standards organizations. Subsection (a) directs the Attorney
General and other law enforcement agencies to consult with asso-
ciations and standard-setting bodies of the telecommunications in-
dustry. Carriers, manufacturers and support service providers will
have a "safe harbor" and be considered in compliance with the ca-
pability requirements if they comply with publicly available tech-
nical requirements or standards designed in good faith to imple-
ment the assistance requirements.

This section provides carriers the certainty of "safe harbors,"
found in standards to be issued under a process set up in the bill.
The use of standards to implement legislative requirements is, of
course, appropriate so long as Congress delineates the policy that
the guidelines must meet. Skinner v. Mid-America Pipeline Co.,
490 U.S. 212, 220 (1989) ("It is constitutionally sufficient if Con-
gress clearly delineates the general policy.").

This bill, in fact, provides through the four factors in section
2602 much greater specificity than found in many delegations
upheld by the courts. See, e.g., Yakus v. U.S., 321 U.S. 414, 420
(1944) (upholding delegation of authority to fix prices that "will be
generally fair and equitable and will effectuate the purposes" of the
statute); FPC v. Hope Natural Gas Co., 320 U.S. 591, 600 (1944)
(delegation to determine "just and reasonable" rates upheld).

The authority to issue standards to implement legislation dele-
gated here to private parties is well within what has been upheld
in numerous precedents. In St. Louis, Iron Mt. & Southern Ry. Co.
v. Taylor, 210 U.S. 281 (1908), the Supreme Court. upheld the dele-
gation of authority to the American Railway Association to estab-
lish the standard height of draw bars for freight cars. In Noblecraft
Industries v. Secretary of Labor, 614 F.2d 199 (9th Cir. 1980), the
ninth circuit sustained Congress's delegation to private organiza-
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tions of the authority to develop health and safety standards. See
also U.S. v. Frame, 885 F.2d 1119, 1122 (3rd Cir. 1989) (upholding
delegation to the beef industry to devise its own strategies to im-
plement the Government's policy).

The appropriateness of the delegation here is furthered by two
factors: (1) Compliance with the industry standards is voluntary,
not compulsory. Carriers can adopt other solutions for complying
with the capability requirements. (2) The FCC retains control over
the standards. Under section 2602(b), any carrier, any law enforce-
ment agency or any other interested party can petition the FCC,
which has the authority to reject the standards developed by indus-
try and substitute its own. See Sunshine Anthracite Coat Co. v.
Adkins, 310 U.S. 381 (1940); St. Louis, Iron Mt. & Southern Ry. Co.
v. Taylor, supra; Frame, supra, 885 F.2d at 1128 (delegation valid
where discretion of private bodies is subject to the Government's
authority to disapprove or modify the standards).

This section states affirmatively that the absence of standards
will not preclude carriers, manufacturers or support service provid-
ers from deploying a technology or service, but they must still com-
ply with the capability assistance requirements.

Subsection /b) provides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re-
quirements or standards. Anyone can petition the FCC to establish
technical requirements or standards, f none exist, or challenge anysuch requirements or standards issued by industry associations orbodies under this section. In taking any action under this section,

the FCC is directed to protect privacy and security of communica-
tions that are not the targets of court-ordered electronic surveil-
lance and to serve the policy of the Unied States to encourage the
provision of new tecnologies and services to the public.

If an industry technical requirement or standard is set aside orsupplanted by the FCC, the FCC is required to consult with the At-
torney General and establish a reasonable time and conditions forcompliance with and the transition to any new standard. The FCC
may also define the assistance obligations of the telecommuni-cations carriers during this transition period.

This section is also intended to add openness and accountabilityto the process of finding solutions to intercept problems. Any FCC
decision on a standard for compliance with this bill must be made

Subsection (c) gives telecommunications carriers an additional 2years to achieve compliance with the capability assistance require-
ments beyond the 4 years provided in section 2 of the act, if they
petition for, and the F'CC grants, an extension. The FCC may granta petition for relief from compliance with the capability assistance
requirements for up to 2 years in circumstances where the carriercan show that compliance with those requirements is not reason-
ably achievable through application of technology available withinthe 4-year compliance period. The Attorney General will reimburse
the carrier for any necessary modifications made during the exten-

Any extension granted under this subsection applies only to thatpart of the carrier's business on which the feature or service at
issue is used.
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Section 2607 provides for enforcement of the bill by the courts.
Subsection (a) provides that a court may order telecommunications
carriers, equipment manufacturers and support service providers to
comply forthwith with the requirements of the bill in circumstances
where an electronic surveillance order or authorization has been is-
sued but cannot be effected because a carrier has failed to comply
with the requirements of the bill. This provision compliments the
existing requirement in 18 U.S.C. 2518(4) that an order authoriz-
ing electronic surveillance may direct that providers of wire or elec-
tronic communications services or any "other person * * * furnish
* * * forthwith all information, facilities, and technical assistance
necessary to accomplish the interception."

Subsection (b) authorizes the Attorney General, in the absence of
a particular electronic surveillance order or authorization, to apply
to an appropriate U.S. district court for an enforcement order di-
recting a telecommunications carrier, equipment manufacturer and
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers, this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various U.S. attor-
neys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First, the court must find that law enforce-
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentially, the court must
find that law enforcement is seeking to conduct its interception at
the best, or most reasonable, place for such interception.

Second, the court must find that compliance with the require-
ments of the bill are reasonably achievable through application of
available technology, or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of "rea-
sonably achievable" will i.volve a consideration of economic factors.
This limitation is intended C excuse a failure to comply with the
capability assistance requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful-
ness of achieving compliance for a particular type or category of
services or features. This subsection recognizes that, in certain cir-
cumstances. telecommunications carriers may deploy features or
services even though they are not in compliance with the require-
ments of this bill.

In the event that either of these standards is not met, the court
may not issue an enforcement order and the carrier may proceed
with deployment, or with continued offering to the public, of the
feature or service at issue.

Subsection (d) requires a court upon issuance of an enforcement
order to set a reasonable time and conditions for complying with
the order. In determining what is reasonable, the court may con-
sider as to each party before it a number of enumerated factors.

Subsection (e) provides that an order may not be issued requiring
a carrier to exceed the capacity set forth in the Attorney General's
notices under section 2603.
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Subsection (9 provides for a civil penalty up to $10,000 per day,
from the date of the order, or such later date as a court may de-
cree, for any carrier, equipment manufacturer or support service
provider that violates the section. In setting the appropriate
amount of the fine, a court may consider a number of enumerated
factors, including the nature, circumstances, and extent of the vio-
lation, and, with respect to the violator, ability to pay, good-faith
efforts to comply in a timely manner, effect on ability to continue
to do business, the degree of culpability or delay in undertaking ef-
forts to comply, and such other matters as justice may require.

While subsection 2607(f) weuld subject to civil penalties a manu-
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex-
pects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha-
nisms, as carriers, in their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the exist-
ing marketplace (i.e., contractual) mechanisms fail to ensure manu-
facturer compliance, just as the imposition of civil penalties would
normally be appropriate on carriers when, for example, they fail to
seek through contractual mechanisms such features or modifica-
tions.

Section 2608, entitled "Payment of costs of telecommunications
carriers" provides, in subsection (a), that the Attorney General is
required to pay all reasonable costs directly associited with modi-
fications required to comply with the capability assistance require-
ments, either during the period of 4 years after enactment or dur-
ing any extension period granted by the FCC. In addition, the At-
torney General is required to pay such costs for expanding the car-
rier's facilities in the event such expansion is necessary to comply
with the notices issued under section 2603 of maximum and initial
capacity needed by law enforcement.

Subsection (b) provides that the Attorney General is authorized
to pay reasonable costs directly associated with achieving compli-
ance with the assistance capability requirements for equipment,
features or services deployed on or after the date of enactment if
such compliance would otherwise not be reasonably achievable. In
determining whether compliance is reasonably achievable, consid-
eration must be given to when the deployment occurred.

Subsection (c) directs the Attorney General to allocate appro-
priated funds to carry out the purposes of the bill in accordance
with law enforcement's priorities.

Subsection (d) provides that if a telecommunications carrier re-
quests payment for modifications to existing equipment, features or
services to achieve compliance with the assistance capability re-
quirements under section 2602, and the Attorney General does not
pay as required under subsection (a), the equipment, feature or
service in question will be considered to be in compliance, until the
equipment, feature or service is replaced or significantly upgraded
or otherwise undergoes major modifications.

Subsection (e) authorizes the Attorney General to establish nec-
essary regulations and procedures to reimburse carriers.
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Subsection (t9 provides that any dispute over costs is to be re-
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the parties
to the FCC, it is not the committee's intent for the FCC or any
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup-
port services. The committee regards such regulation as unneces-
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and their
customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTION 2. AUTHORIZATION OF APPROPRIATIONS

This section authorizes $500 million to be appropriated for 1995
through 1997, which encompass the 3 years after enactment, and
thereafter any additional amounts that may be necessary to carry
out the purposes of the bill, which sums shall be available until ex-
pended.

SECTION 3. EFFECTIVE DATE

This section sets the effective date for compliance with the capa-
bility assistance requirements in section 2602 and the Systems Se-
curity and Integrity requirement in section 2604 as 4 years after
enactment. All other provisions take effect upon date of enactment.

SECTION 4. REPORTS

The Attorney General is required to report annually to Congress
periodically for the 6 years after enactment on the moneys ex-
pended under the bill. In addition, the General Accounting Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION 5. CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA), which
amended the wiretap statute in 1986, exempted from the protection
of the act "the radio portion of a cordless telephone that is trans-
mitted between the cordless telephone handset and the base tirit."
18 U.S.C. 2510 (1) and (12). The bill would delete the exception for
cordless telephones and impose a penalty of up to $500 for inten-
tionally intercepting such communications.

SECTIONS 6 AND 7. RADIO-BASED COMMUNICATIONS

ECPA does not protect communications that are "readily acces-
sible to the general public," which includes radio communications,
unless they fit into one of five specified categories. These excepted
categories enjoy protection because they usually are not susceptible
to interception by the general public.

The bill would add "electronic communication" as a category of
radio communication covered by the wiretap statute. This would
provide protection for all forms of electronic communications, in-
cluding data, even when they may be transmitted by radio.
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The bill also amends the penalty provision to treat communica-
tions using modulation techniques in the same fashion as those
where encryption has been employed to secure communications pri-
vacy. This paragraph refers to spread spectrum radio communica-
tions, which usually involve the transmission of a signal on dif-
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SECTION 8. TECHNICAL CORRECTION

The wiretap law permits interception of wire communications by
a wire or electronic service provider in the normal course of busi-
ness to render services or protect rights or property. The bill would
make a technical correction and expand the exception to include
electronic communications.

SECTION 9. CLONE PHONES

This section amends the Counterfeit Access Device law to
criminalize the use of cellular phones that are altered, or "cloned,"
to allow free riding on the cellular phone system. Specifically, this
section prohibits the use of an altered telecommunications instru-
ment, or a scanning receiver, hardware or software, to obtain unau-
thorized access to telecommunications services. A scanning receiver
is defined as a device used to intercept illegally wire, oral or elec-
tronic communications. The penalty for violating this new section
is imprisonment for up to 15 years and a fine of the greater of
$50,000 or twice the value obtained by the offense.

SECTION 10. TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica-
tion systems reveal more than telephone toll records or mail covers,
subsection (a) eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services the
addresses on electronic messages. In order for law enforcement to
obtain such information, a court order is required.

This section imposes an intermediate standard to protect on-line
transactional records. It is a standard higher than a subpoena, but
not a probable-cause warrant. The intent of raising the standard
for access to transactional data is to guard against "fishing expedi-
tions" by law enforcement. Under the intermediate standard, the
court must find, based on law enforcements showing of facts, that
there are specific and articulable grounds to believe that the
records are relevant and material to an ongoing criminal investiga-
tion.

Law enforcement could still use a subpoena to obtain the name,
address, telephone toll billing records, and length of service of a
subscriber to or customer of such service and the types of services
the subscriber or customer utilized.

Subsection (b) requires government agencies installing and using
pen register devices to use, when reasonably available, technology
that restricts the information captured by such device to the dial-ing or signaling information necessary to direct or process a call,
excluding any further communication conducted through the use of
dialed digits that would otherwise be captured.
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VII. REGULATORY IMPACT STATEMENT

In compliance with paragraph 11(b), rule XXVI of the Standing
Rules of the Senate, the committee, after due consideration, con-
cludes that no significant additional regulatory impact or impact on
personal privacy would be incurred in carrying out the provisions
of this legislation.

VIII. COST ESTIMATE

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, September 30, 1994.

Hon. JOSEPH R. BIDEN, Jr.,
Chairman, Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for S. 2375, a bill to amend title
18, United States Code, to make clear a telecommunications car-
tier's duty to cooperate in the interception of communications for
law enforcement purposes, and for other purposes.

Enac tment of S. 2375 would affect direct spending and receipts.
Therefore, pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate, we will be pleased
to pro-,ide them.

Sincerely,
JAMES L. BLUM

(For Robert D. Reischauer, Director).
Enclosure.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

1. Bill number: S. 2375.
2. Bill title: A bill to amend title 18, United States Code, to make

clear a telecommunications carrier's duty to cooperate in the inter-
ception of communications for law enforcement purposes, and for
other purposes.

3. Bill status: As ordered reported by the Senate Committee on
the Judiciary on September 28, 1994.

4. Bill purpose: S. 2375 would direct telecommunications carriers
to attain certain technical capabilities to assist law enforcement
agencies with wire and electronic interceptions, pen registers, and
trap and trace devices. These companies generally would have four
years to comply with the bill's requirements. However, tele-
communications carriers would not have to meet the requirements
with respect to existing equipment and services unless they are re-
imbursed by the Federal Government. Additionally, the Attorney
General may agree to reimburse carriers for other reasonable costs
in complying with the bill. This legislation would authorize appro-
priations totaling $500 million for the fiscal years 1995 through
1997, plus such sums as are necessary for fiscal years thereafter.
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This legislation would make several minor changes to the current
laws relating to the telecommunicaiMs industry. S. 2375 also
would establish both civil and criminal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:
[B1y hsW yes.U mi es of |

199 199$ 1997 1998 1999

Revenues.
Estimated receipts from fines .................... .... (s pz (i) ('3 (I)

Direct spending!
Crime Victims Fund:

Estimated budget authority .................................. 0 (1) (1) () (1)
Estimated outlays ..................................... 0 () (1) (1) (1)

Authorizations:
Specified authorizations ................... 5.... 00o ........ .....I... ........ .......
Estimated authorizations . ............... . . ................. . . 001..... .. ... 00

Total authorizations ................ 500 ....... .............. 100 100

Estimated outlays ............................. . 25 1001 :375 100 100

'Less thari $500.000.

The costs of this bill fall within budget function 750.
Basis of estimate: The estimate assumes that the Congress will

appropriate the full amounts authorized. The costs of the bill in fis-
cal years 1998 and 1999 are very uncertain because the precise
technical solutions to the bill's requirements are unknown at this
time. Based on information from the Federal Bureau of Investiga-
tion (FBI) and the telecommunications industry, CBO estimates
that these costs would be roughly $100 million annually. Costs of
this order of magnitude could continue in later years. The outlay
estimates are based on information from the FBI regarding imple-
mentation of the new capabilities by the telecommunications car-
riers.

S. 2375 would impose civil and/or criminal flneG for violations of
the bill's provisions. Both criminal and civil fines increases receipts
to the Federal Government. Criminal fines would be deposited in
the Crime Victims Fund and would be spent in the following year.
CBO does not expect this additional revenue or direct spending, to
be significant.

6. Pay-as-you-go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act of 1985 sets up pay-as-
you-go procedures for legislation affecting direct spending or re-
ceipts through 1998. Enactment of S. 2375 would affect both re-
ceipts and direct spending, however, CBO estimates that any
changes in spending and receipts would be insignificant. The fol-
lowing table summarizes the estimated pay-as-you-go impact of
this bill.

199 196 1997 1998

Change in otlays ........ .................................... 0 0 0 0
Change in receipts ......................................... .. 0 0 0 0

7. Estimated cost to State and local governments: None.
8. Estimate comparison: None.
9. Previous CBO estimate: None.
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10. Estimate prepared by: Mark Grabowicz, John Webb, and Me-
lissa Sampson.

11. Estimate approved by: Paul Van de Water, for C.G. Nuckols,
Assistant Director for Budget Analysis.

IX. CHANGES IN EXISTING LAW

In compliance with paragraph 12, rule XXVI of the Standing
Rules of the Senate, changes in existing law made by the bill as
reported, are shown as follows (existing law proposed to be omitted
is enclosed in black brackets, new matter is printed in italic, exist-
ing law in which no change is proposed is shown in roman):

TITLE 18-UNITED STATES CODE

CRIMES AND CRIMINAL PROCEDURE

PART I-CRIMES
Chapter Sec.
1. General provisions ............................................................................................ 1

419. Wire interception and interception of oral communications ..................... 2510
120. Telecommunications carrier assistance to the Government ........................ 2601

§ 1029. Fraud and related activity in connection with access
devices

(a) Whoever-
(1) knowingly and with intent to defraud produces, uses, or

traffics in one or more counterfeit access devices;
(2) knowingly and with intent to defraud traffics in or uses

one or more unauthorized access devices during any one-year
period, and by such conduct obtains anything of value aggre-
gating $1,000 or more during that period;

(3) knowingly and with intent to defraud possesses fifteen or
more devices which are counterfeit or unauthorized access de-
vices; [or]

(4) knowingly, and with intent to defraud, produces, traffics
in, has control or custody of, or possesses device-making equip-
ment;

(5) knowingly and with intent to defraud uses, produces, traf-
fics in, has control or custody of, or possesses a telecommuni-
cations, instrument that has been modified or altered to obtain
unauthorized use of telecommunications services; or

(6) knowingly and with intent to defraud uses, produces, traf-
fics in, has control or custody of, or possesses-

(A) a scanning receiver; or
(B) hardware or software used for altering or modifying

telecommunications instruments to obtain unauthorized ac-
cess to telecommunications services,
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shall, if the offense affects interstate or foreign commerce, be
punished as provided in subsection (c) of this section.

* * * * * * *

(c) The punishment for an offense under subsection (a) or (b)(1)
of this section is-

(1) * * *
(2) a fine of not more than the greater of $50,000 or twice

the value obtained by the offense or imprisonment for not more
than fifteen years, or both, in the case of an offense under sub-
section [(aXi) or (aX4)] (a) (1), (4), (5), or (6) of this section
which does not occur after a conviction for another offense
under either such subsection, or an attempt to commit an of-
fense punishable under this paragraph; and

* * * * * * *

(e) As used in this section-
(1) the term "access device" means any card, plate, code, ac-

count number, electronic serial number, mobile identification
number, personal identification number, or other telecommuni-
cations service, equipment, or instrument identifier, or other
means of account access that can be used, alone or in conjunc-
tion with another access device, to obtain money, goods, serv-
ices, or any other thing of value, or that can be used to initiate
a transfer of funds (other than a transfer originated solely by
paper instrument);

* * * * * * *

(5) the term "traffic7 means transfer, or otherwise dispose of,
to another, or obtain control of with intent to transfer or dis-
pose of; [and]

(6) the term "device-making equipment" means any equip-
ment, mechanism, or impression designed or primarily used for
making an access device or a counterfeit access device[.J; and

(7) the term "scanning receiver" means a device or apparatus
that can be used to intercept a wire or electronic communication
in violation of chapter 119.

§ 2510. Definitions

As used in this chapter-
(1) "wire communication" means any aural transfer made in

whole or in part through the use of facilities for the trans-
mission of communications by the aid of wire, cable, or other
like connection between the point of origin and the point of re-
ception -(including the use of such connection in a switching
station) furnished or operated by any person engaged in pro-
viding or operating such facilities for the transmission of inter-
state or foreign communications for communications affecting
interstate or foreign commerce and such term includes any
electronic storage of such communication[, but such term does
not include the radio portion of a cordless telephone commu-
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nication that is transmitted between the cordless telephone
handset and the base unit];

(12) "electronic communication" means any transfer of signs,
signals, writing, images, sounds, data, or intelligence of any
nature transmitted in whole or in part by a wire, radio, elec-
tronic, photoelectronic or photooptical system that affects inter-
state or foreign commerce, but does not include-

[(A) the radio portion of a cordless telephone commu-
nication that is transmitted between the cordless tele-
phone handset and the base unit;j

[(B)] (A) any wire or oral communication;
[(C)] (B) any communication made through a tone-only

paging device; or
[(D ) (C) any communication from a tracking device (as

defined in section 3117 of this title);

(16) "readily accessible to the general public" means, with re-
spect to a radio communication, that such communication is
not-

(A) scrambled or encrypted:

(D) transmitted over a communication system provided
by a commo" carrier, unless the communication is a tone
only paging system communication; [or]

(E) transmitted on frequencies allocated under part 25,
subpart D, E, or F of part 74, or part 94 of the Rules of
the Federal Communications Commission, unless, in the
case of a communication transmitted on a frequency allo-
cated under part 74 that is not exclusively allocated to
broadcast auxiliary services, the commuuication is a two-
way voice communication by radio; or

(F) an electronic communication;

§2511. Interception and disclosure of wire, oral, or elec-
tronic communications prohibited

(1) Except as otherwise specifically provided in this chapter any
person who-

(a) * * *

(2)(a)(i) It shall not be unlawful under this chapter for an opera-
tor of a switchboard, or on officer, employee, or agent of a provider
of wire or electronic communication service, whose facilities are
[used in the transmission of a wire communication], used in the
transmission of a wire or electronic communication to intercept, dis-
close, or use that communication in the normal course of his em-
ployment while engaged in any activity which is a necessary inci-
dent to the rendition of his service or to the protection of the rights
or property of the provider of that service, except that a provider
of wire communication service to the public shall not utilize service
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observing or random monitoring except for mechanical or service
quality control checks.

(4Xa) Except as provided in paragraph (b) of this subsection or
in subsection (5), whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than five
years, or both.

(b) If the offense is a first offense under paragraph (a) of this
subsection and is not for a tortious or illegal purpose or for pur-
poses of direct or indirect commercial advantage or private com-
mercial gain, and the wire or electronic communication with re-
spect to which the offense under paragraph (a) is a radio commu-
nication that is not scrambled [or encrypted, then], encrypted, or
transmitted using modulation techniques the essential parameters
of which have been withheld from the public with the intention of
preserving the privacy of such communication-

(i) if the communication is not the radio portion of a cellular
telephone communication, a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication, and the conduct is not that
de.,cribed in subsection (5), the offender shall be fined under
this title or imprisoned not more than one year, or both; and

(ii) if the communication is the radio portion of a cellular
telephone communication, a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication, the offender shall be fined
not more than $500.

"CIL4PTER 120-TELECOMMUNICATIONS CARRIER
ASSISTANCE TO THE GOVERNMENT

See.
2601. Definitions.
2602. Assistance capability requirements.
2603. Notices of capacity requirements.
2604. Systems security and integrity.
2605. Cooperation of equipment manufacturers and providers of telecommunications

support services.
2606. Technical requirements and standards; extension of compliance date.
2607. Enforcement orders.
2608. Reimbursement of telecommunications carriers.

"§2601. Definitions
(a) DEFINITIONS.-In this chapter-

the terms defined in section 2510 have, respectively, the
meanings stated in that section.

"call-identifying information"--
(A) means all dialing or signalling information associ-

ated with the origin, direction, destination, or termination
of each communication generated or received by the sub-
scriber equipment, facility, or service of a telecommuni-
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cations carrier that is the subject of a court order or lawful
authorization; but

(B) does not include any information that may disclose
the physical location of the subscriber (except to the extent
that the location may be determined from the telephone
number).

"Commission" means the Federal Communications Commis-
sion.

"government" means the government of the United States and
any agency or instrumentality thereof, the District of Columbia,
any commonwealth, territory, or possession of the United
States, and any State or political subdivision thereof authorized
by law to conduct electronic surveillance.

"information services"-
(A) means the offering of a capability for generating, ac-

quiring, storing, transforming, processing, retrieving, utiliz-
ing, or making available information via telecommuni-
cations; and

B) includes electronic publishing and messaging serv-
ices; but

(C) does not include any capability for a telecommuni-
cations carrier's i-2ternal management, control, or operation
of its telecommunications network.

"telecommunications carrier"--
(A) means a person or entity engaged in the transmission

or switching of wire or electronic communications as a com-
mon carrier for hire (within the meaning of section 3(h) of
the Communications Act of 1934 (47 U.S.C. 153(h)));

(B) includes-
(i) a person or entity engaged in providing commer-

cial mobile service (as defined in section 332(d) of the
Communications Act of 1934 (47 U.S.C. 332(d))); or

(ii) a person or entity engaged in providing wire or
electronic communication switching or transmission
service to the extent that the Commission finds that
such service is a replacement for a substantial portion
of the local telephone exchange service and that it is in
the public interest to deem such a person or entity to
be a telecommunications carrier for purposes of this
chapter; but

(C) does not include persons or entities insofar as they
are engaged in providing information services.

"telecommunications support services" means a product, soft-
ware, or service used by a telecommunications carrier for the in-
ternal signaling or switching functions of its telecommuni-
cations network.

§2602. Assistance capability requirements

(a) CAPABILITY REQUIREMENTS -xcept as provided in sub-
sections (b), (c), and (d) of this section, and subject to section
2607(c), a telecommunications carrier shall ensure that its services
or facilities that provide a customer or subscriber with the ability
to originate, terminate, or direct communications are capable of-
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(1) expeditiously isolating and enabling the government to
intercept, to the exclusion of any other communications, all wire
and electronic communications carried by the carrier within a
service area to or from equipment, facilities, or services of a
subscriber of such carrier concurrently with their transmission
to or from the subscriber's service, facility, or equipment or at
such later time as may be acceptable to the government;

(2) expeditiously isolating and enabling the government to ac-
cess call-identifying information that is reasonably available to
the carrier-

(A) before, during, or immediately afte;, the transmission
of a wire or electronic communication (or at such later time
as may be acceptable to the government); and

(B) in a manner that allows it to be associated with the
communication to which it pertains,

except that, with regard to information acquirs.1 solely pursu-
ant to the authority for pen registers and trap ard trace devices
(as defined in section 3127), such call-identifying information
shall not include any information that may disclose the phys-
ical location of the subscriber (except to the extent that the loca-
tion may be determined from the telephone number);

(3) delivering intercepted communications and call-identify-
;ng information to the government in a format such that they
may be transmitted by means of facilities or services procured
by the government to a location other than the premises of the
carrier; and

(4) facilitating authorized communications interceptions and
access to call-identifying information unobtrusively and with a
minimum of interference with any subscriber's telecommuni-
cations service and in a manner that protects-

(A) the privacy and security of communications and call-
identifying information not authorized to be intercepted,
and

(B) information regarding the government's interception
of communications and access to call-identifying informa-
tion.

(b) LIMITATIoNs.-
(1) DESIGN OF FEATURES AND SYSTEMS CONFIGURATIONS.-

This chapter does not authorize any law enforcement agency or
officer-

(A) to require any specific design of features or system
configurations to be adopted by providers of wire or elec-
tronic communication service, manufacturers of tele-
cormunications equipment, or providers of telecommuni-
cations support services; or

(B) to prohibit the adoption of any feature or service by
providers of wire or electronic communication service, man-
ufacturers of telecommunications equipment, or providers of
telecommunications support services.

(2) INFORMATION SERwCES; PRIVATE NETWORKS AND INTER-
CONNECTION SERVICES AND FACILITIES.-The requirements of
subsection (a) do not apply to--

(A) information services; or
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(B) services or facilities that support the transport or
switching of communications for private networks or for the
sole purpose of interconnecting telecommunications car-
riers.

(3) ENCRYPTIVn.-A telecommunications carrier shall not be
responsible for decrypting, or ensuring the government's ability
to decrypt, any communication encrypted by a subscriber or cus-
tomer, unless the encryption was provided by the carrier and
the carrier possesses the information necessary to decrypt the
communication.

(c) EMERGENCY OR EXIGENT CIRCUMSTANCES.-In emergency or
exigent circumstances (including those described in sections 2518 (7)
or (11)(b) and 3125 of this title and section 1805(e) of title 50), a
carrier at its discretion may fulfill its responsibilities under sub-
section (a)(3) by allowing monitoring at its premises if that is the
only means of accomplishing the interception or access.

(d) MOBILE SERVICE ASSISTANCE REQUIREMENTS.-A tele-
communications carrier offering a feature or service that allows sub-
scribers to redirect, hand off, or assign their wire or electronic com-
munications to another service area or another service provider or
to utilize facilities in another service area or of another service pro-
vider shall ensure that, when the carrier that had been providing
assistance for the interception of wire or electronic communications
or access to call-identifying information pursuant to a court order
or lawful authorization no longer has access to the content of such
communications or call-identifying information within the service
area in which interception has been occurring as a result of the sub-
scriber's use of such a feature or service, information is made avail-
able to the government (before, during, or immediately after the
transfer of such communications) identifying the provider of wire or
electronic communication service that has acquired access to the
communications.

§2603. Notices of capacity requiremen ts
(a) NOTICES OF MAXIMUM .I'D ACTuAL CAPACITY REQUIRE-

MENTS.-
(1) IN GENERAL.-Not later than 1 year after the date of en-

actment of this chapter, after consulting with State and local
law enforcement agencies, telecommunications carriers, provid-
ers of telecommunications support services, and manufacturers
of telecommunications equipment and after notice and com-
ment, the Attorney General shall publish in the Federal Reg-
ister and provide to appropiate telecomm unications3 carrier as-
sociations, standard-setting organizations, and for a-

(A) notice of the maximum capacity required to accommo-
date all of the communication interceptions, pen registers,
and trap and trace devices that the Attorney General esti-
mates that government agencies authorized to conduct elec-
tronic surveillance may conduct and use simultaneously;
and

(B) notice of the number of communication interceptions,
pen registers, and trap and trace devices, representing a
portion of the maximum capacity set forth under subpara-
graph (A), that the A'corney General estimates that govern-
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ment agencies authorized to conduct electronic surveillance
may conduct and use simultaneously after the date that is
4 years after the date of enactment of this chapter.

(2) BASIS OF NOTICES.-The notices issued under paragraph
(1) may be based upon the type of equipment, type of service,
number of subscribers, geographic location, or other measure.

(b) COMPLIANCE WITH CAPAcIrTY NOTICES.-
(1) INITIAL CAPACITY.-Within 3 years after the publication by

the Attorney General of a notice of capacity requirements or
within 4 years after the date of enactment of this chapter,
whichever is longer, a telecommunications carrier shall ensure
that its systems are capable of-

(A) expanding to the maximum capacity set forth in the
notice under subsection (a)(1)(A); and

(B) accommodating simultaneously the number of inter-
ceptions, pen registers, and trap and trace devices set forth
in the notice subsection (1)(B).

(2) EXPANsION TO MAIMUM CAPACITY.-After the date de-
scribed in paragraph (1), a telecommunications carrier shall en-
sure that it can accommodate expeditiously any increase in the
number of communication interceptions, pen registers, and trap
and trace devices that authorized agencies may seek to conduct
and use, up to the maximum capacity requirement set forth in
the notice under subsection (a)(1)(A).

(c) NOTICES OF INCREASED MAXIMUM CAPACITY REQUIREMENTS.-
(1) The Attorney General shall periodically provide to tele-

communications carriers written notice of any neces.ary in-
creases in the maximum capacity requirement set fortn in the
notice under subsection (a)(1)(A).

(2) Within 3 years after receiving written notice of increased
capacity requirements under paragraph (1), or within such
longer time period as the Attorney General may specify, a tele-
communications carrier shall ensure that its systems are capa-
ble of expanding to the increased maximum capacity set forth
in the notice.

§2604. Systems security and integrity
A telecommunications carrier shall ensure that any court ordered

or lawfully authorized interception of communications or access to
call-identifying information effected within its switching premises
can be activated only with the affirmative intervention of an indi-
vidual officer or employee of the carrier.

§2605. Cooperation of equipment manufacturers and provid-
ers of telecommunications support services

(a) CONSULTATION.-A telecommunications carrier shall consult,
as necessary, in a timely fashion with manufacturers of its tele-
communications transmission and switching equipment and its pro-
viders of telecommunications suppor! services for the purpose of
identifying any service or equipmen, including hardware and soft-
ware, that may require modification so as to permit compliance
with this chapter.

(b) MODIFICATION OF EQUIPMENT AND SERVICES.-Subject to sec-
tion 2607(c), a manufacturer of telecommunications transmission or
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switching equipment and a provider of telecommunications support
services shall, on a reasonably timely basis anzii at a reasonable
charge, make available to the telecommunications carriers using its
equipment or services such modifications as are necessary to permit
such carriers to comply with this chapter.

§2606. Technical requirements and standards; extension of
compliance date

(a) SAFE HARBOR.-
(1) CONSULTATION.-To ensure the efficient and industry-

wide implementation of the assistance capability requirements
under section 2602, the Attorney General, in coordination with
other Federal, State, and local law enforcement agencies, shall
consult with appropriate associations and standard-setting or-
ganizations of the telecommunications industry and with rep-
resentaiives of users of telecommunications services and facili-
ties.

(2) COMPLIANCE UNDER ACCEPTED STANDARDS.-A tele-
communications carrier shall be found to be in compliance with
the assistance capability requirements under section 2602, and
a manufacturer of telecommunications transmission or switch-
ing equipment or a provider of telecommunications support
services shall be found to be in compliance with section 2605,
if the carrier, manufacturer, or support service provider is in
compliance with publicly available technical requirements or
standards are adopted by an industry association or standard-
setting organization or by the Commission under subsection (b)
to meet the requirements of section 2602.

(3) ABSENCE OF STANDARDS.-The absence of technical re-
quirements or standards for implementing the assistance capa-
bility requirements of section 2602 shall not-

(A) preclude a carrier, manufacturer, or services provider
from deploying a technology or service; or

(B) relieve a carrier, manufacturer, or service provider of
the obligations imposed by section 2602 or 2605, as appli-
cable.

(b) FCC AuTHORI.-
(1) IN GENERAL.-If industry associations or standard-setting

organizations fail to issue technical requirements or standards
or if a government agency or any other person believes that such
requirements or standards are deficient, the agency or person
may petition the Commission to establish, by notice and com-
ment rulemaking or such other proceedings as the Commission
may be authorized to conduct, technical requirements or stand-
ards that-

(A) meet the assistance capability requirements of section
2602;

(B) protect the privacy and security of communications
not authorized to be intercepted; and

(C) serve the policy of the United States to encourage the
provision of new technologies and services to the public.

(2) TRANSITION PERIOD.-If an industry technical require-
ment or standard is set aside or supplanted as a result of Com-
mission action under this section, th? Commission, after con-
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sultation with the Attorney General, shall establish a reason-
able time and conditions for compliance with and the transition
to any new standard, including defining the obligations of tele-
communications carriers under section 2602 during any transi-
tion period.

(c) EXTENSION OF COMPLIANCE DATE FOR FEATURES AND SERV-
ICES.-

(1) PETITION.-A telecommunications carrier proposing to de-
ploy, or having deployed, a feature or service within 4 years
after the date of enactment of this chapter may petition the
Commission for 1 or more extensions of the deadline for comply-
ing with the assistance capability requirements under section
2602.

(2) GROuw!D FOR EXTENSION.-The Commission may, after af-
fording a full opportunity for hearing and after consultation
with the Attorney General, grant an extension under this para-
graph, if the Commission determines that compliance with the
assistance capability requirements under section 2602 is not
reasonably achievable through application of technology avail-
able within the compliance period.

(3) LENGTH OF EXTENSION.--An extension under this para-
graph shall extend for no longer than the earlier of-

(A) the date determined by the Commission as necessary
for the carrier to comply with the assistance "apability re-
quirements under section 2602; or

(B) the date that is 2 years after the date on which the
extension is granted.

(4) APPLICABILITY OF E=TENSION.-An extension under this
subsection shall apply to only that part of the carrier's business
on which the new feature or servit e is used.

§2607. Enforcement orders
(a) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER.-If

a court authorizing an interception under chapter 119, a State stat-
ute, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.) or authorizing use of a pen register or a trap and trace
device under chapter 206 or a State statute finds that a tele-
communications carrier has failed to comply with the requirements
in this chapter, the court may direct that the carrier comply forth-
with and may direct that a provider of support services to the car-
rier or the manufacturer of the carrier's transmission or switching
equipment furnish forthwith modifications necessary for the carrier
to comply.

(b) ENFORCEMENT UPON APPLICATION BY ATTORNEY GENERAL.-
The Attorney General may apply to the appropriate United States
district court for, and the United States district courts shall have
jurisdiction to issue, an order directing that a telecommunications
carrier, a manufacturer of telecommunications transmission or
switching equipment, or a provider of telecommunications support
services comply with this chapter.

(c) GROUNDS FOR ISsUANCE.-A court shall issue an order under
subsection (a) or (b) only if the court finds that-

(1) alternative technologies or capabilities or the facilities of
another carrier are not reasonably available to law enforcement
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for implementing the interception of communications or access
to call-identifying information; and

(2) compliance with the requirements of this chapter is rea-
sonably achievable through the application of available tech-
nology to the feature or service at issue or would have been rea-
sonably achievable if timely action had been taken.

(d) TIME FOR COMPLIANCE.-Upon issuance of an enforcement
order under this section, the court shall specify a reasonable time
and conditions for complying with its order, considering the good
faith efforts to comply in a timely manner, any effect on the car-
rier's, manufacturer's, or service provider's ability to continue to do
business, the degree of culpability or delay in undertaking efforts to
comply, and such other matters as justice may require.

(e) LIMITATION.-An order under this section may not require a
telecommunications carrier to meet the government's demand for
interception of communications and acquisition of call-identifying
information to any extent in excess of the capacity for which notice
has been provided under section 2603.

(f) CIVIL PENALTY.-
(1) IN GENERAL.-A court issuing an order under this section

against a telecommunications carrier, a manufacturer of tele-
communications transmission or switching equipment, or a pro-
vider of telecommunications support services may impose a civil
penalty of up to $10,000 per day for each day in violation after
the issuance of the order or after such future date as the court
may specify.

(2) CONSIDERATIONS.-In determining whether to impose a
fine and in determining its amount, the court shall take into ac-
count-

(A) the nature, circumstances, and extent of the violation;
(B) the violator's ability to pay, the violator's good faith

efforts to comply in a timely manner, any effect on the vio-
lator's ability to continue to do business, the degree of cul-
pability, and the length of any delay in undertaking efforts
to comply; and

(C) such other matters as justice may require.
(3) CIVIL ACTION.-The Attorney General may file a civil ac-

tion in the appropriate United States district court to collect,
and the United States district courts shall have jurisdiction to
impose, such fines.

§2608. Payment of costs of telecommunications carriers
(a) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED BEFORE

DATE OF ENACTMENT, CAPACIY COSTs.-The Attorney General
shall, subject to the availability of appropriations, pay telecommuni-
cations carriers for all reasonable costs directly associated with-

(1) the modifications per/brmed by carriers prior to the effec-
tive date of section 2602 or prior to the expiration of any exten-
sion granted under section 2606(c) to establish, with respect to
equipment, features, and services deployed before the date of en-
actment of this chapter, the capabilities necessary to comply
with section 2602;

(2) meeting the maximum capacity requirements set forth in
the notice under section 2603(a)(1)(A); and
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(3) expanding existing facilities to accommodate simulta-
neously the number of interceptions, pen registers and trap and
trace devices for which notice has been provided under section
2603(a)(1)(B).

(b) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED ON OR
AFTER DATE OF ENACTMENT.-

(1) IN GENERAL.-If compliance with the assistance capability
requirements of section 2602 is not reasonably achievable with
respect to equipment, features, or services deployed on or after
the date of enactment of this chapter, the Attorney General, on
application of a telecommunications carrier, may pay the tele-
communications carrier reasonable costs directly associated
with achieving compliance.

(2) CONSIDERATION.-In determining whether compliance
with the assistance capability requirements of section 2602 is
reasonably achievable with respect to any equipment, feature, or
service deployed after the date of enactment of this chapter, con-
sideration shall be given to the time when the equipment, fea-
ture, or service was deployed.

(c) ALLOCATION OF FUNDS FOR PAYMENT.-The Attorney General
shall allocate funds appropriated to carry out this chapter in ac-
cordance with law enforcement priorities determined by the Attorney
General.

(d) FALURE To MAKE PAYMENT WITH RESPECT TO EQUIPMENT,
FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENACT-
MENT.-

(1) CONSIDERED TO BE IN COMPLANCE.-Unless the Attorney
General has agreed to pay the telecommunications carrier for
all reasonable costs directly associated with modifications nec-
essary to bring the equipment, feature, or service into actual
compliance with those requirements, provided the carrier has
requested payment in accordance with procedures promulgated
pursuant to subsection (e), any equipment, feature, or service of
a telecommunications carrier deployed before the date of enact-
ment of this chapter shall be considered to be in compliance
with the assistance capability requirements of section 2602 until
the equipment, feature, or service is replaced or significantly
upgraded or otherwise undergoes major modification.

(2) LIMITATION ON ORDER.-An order under section 2607
shall not require a telecommunications carrier to modify, for the
purpose of complying with the assistance capability require-
ments of section 2602, any equipment, feature, or service de-
ployed before the date of enactment of this chapter unless the
Attorney General has agreed to pay the telecommunications car-
rier for all reasonable costs directly associated with modifica-
tions necessary to bring the equipment, feature, or service into
actual compliance with those requirements.

(e) PROCEDURES AND REGULATIONS.-Notwithstanding any other
law, the Attorney General shall, after notice and comment, establish
any procedures and regulations deemed necessary to effectuate time-
ly and cost-efficient payment to telecommunications carriers for
compensable costs incurred under this chapter, under chapters 119
and 121, and under the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.).
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(f9 DISPUTE RESOLUTION.-If there is a dispute between the Attor-
ney General and a telecommunications carrier regarding the
amount of reasonable costs to be paid under subsection (a), the dis-
pute shall be resolved and the amount determined in a proceeding
initiated at the Commission or by the court from which an enforce-
ment order is sought under section 2607.

§ 2703. Requirements for governmental access
(a) * * *

* * * * * * *

(c) RECORDS CONCERNING ELECTRONIC COMMUNICATION SERVICE
OR REMOTE COMPUTING SERVICE.-(1XA) Except as provided in
subparagraph (B), a provider of electronic communication service or
remote computing service may disclose a record or other informa-
tion pertaining to a subscriber to or customer of such service (not
including the contents of communications covered by subsection (a)
or (b) of this section) to any person other than a governmental en-
tity.

(B) A provider of electronic communication service or remote
computing service shall disclose a record or other information per-
taining to a subscriber to or customer or such service (not including
the contents of communications covered by subsection (a) or (b) of
this section) to a governmental entity only when the governmental
entity-

[(i) uses an administrative supoena authorized by a Federal
or State statute, or a Federal or State grand jury or trail sub-
poena:]

[(ii)] i) obtains a warrant issued under the Federal Rules
of Criminal Procedure or equivalent State warrant;

F(iii)J (ii) obtains a court order for such disclosure under
subsection (d) of this section; or

[(iv)] (iii) has the consent of the subscriber or customer to
such disclosure.

(C) A provider of electronic communication service or remote com-
puting service shall disclose to a governmental entity the name, ad-
dress, telephone toll billing records, and length of service of a sub-
scriber to or customer of such service and the types of services the
subscriber or customer utilized, when the governmental entity uses
an administrative subpoena authorized by a Federal or State stat-
ute or a Federal or State grand jury or trial subpoena or any means
available under subparagraph (B).

• * * * * * *

(d) REQUIREMENTS FOR COURT ORDER.-[A court order for disclo-
sure under subsection (b) or (c) of this section may be issued by any
court that is a court of competent jurisdiction set forth in section
3126(2)(A) of this title and shall issue only if the governmental en-
tity shows that there is reason to believe the contents of a wire or
electronic communication, or the records or other informatin
sought, are relevant to a legitimate law enforcement inquiry.] A
court order for disclosure under subsection (b) or (c) may be issued
by any court that is a court of competent jurisdiction described in

HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 46 2002



section 3126(2)(A) and shall issue only if the governmental entity of-
fers specific and articulable facts showing that there are reasonable
grounds to believe that tMe contents of a wire or electronic commu-
nication, or the records or other information sought, are relevant
and material to an ongoing criminal investigation. In the case of
a State governmental authority, such a court order shall not issue
if prohibited by ta law of such State. A court issuing an order pur-
suant to this section, on a motion made promptly by the service
provider, may quash or modify such order, if the information or
records requested are unusually voluminous in nature or compli-
ance with such order otherwise would cause an undue burden on
such provider.

§ 3121. General prohibition on pen register and trap and
trace device use; exception

(a)* * *
* * * * * * *

(c) LIMITATION.-A government agency authorized to install and
use a pen register under this chapter or under State law, shall use
technology reasonably available to it that restricts the recording or
decoding of electronic or other impulses to the cJ:J=ng and signal-
ling information utilized in call processing.

L(c)] (d) PENALY.-Whoever knowingly violates subsection (a)
shall be fined under this title or imprisoned not more than one
year, or both

• * * * * * :*

HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 47 2002



HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 48 2002


