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April 1, 1998 CO]
been complied with at any time, the Attor-
ney General shallpring a civil action in
United States distoict court for a judgment
against the party states (as defined in the
compact) and Commission-

(A) declaring that the consent of Congress
to the compact is of no further effect by rea-
son of the failure to meet the condition;

(B) enjoining any further failure of compli-
ance; and

(C) in any second or subsequent civil ac-
tion under this subsection in which the court
finds that a second or subsequent failure to
comply with the condition stated in sub-
section (a)(3)(B) has occurred, ordering that
the compact facility be closed.

(2) BY A MEMBER OF THE COMMUNITY IN
WHICH A COMPACT FACILITY IS LOCATED.-If
any person that resides or has a principal
place of business in the community in which
a compact facility is located obtains evi-
dence that the condition stated in subsection
(a)(3)(B) has not been complied with at any
time, the person may bring a civil action in
United States district court for a judgment
against the party states and Commission-

(A) declaring that the consent of Congress
to the compact is of no further effect by rea-
son of the failure to meet the condition:

(B) enjoining any further failure of compli-
ance; and

(C) in any second or subsequent civil ac-
tion under this subsection in which the court
finds that a second or subsequent failure to
comply with the condition stated in sub-
section (a)(3)(B) has occurred, ordering that
the compact facility be closed.

Mr. DOMENICI. I ask unanimous
consent that the amendments be

agreed to, the substitute amendment,
as amended, be agreed to, the bill be
considered read a third time and passed
as anmended, the motion to reconsider
be laid upon the table, and that any
statement relating to the bill appear at

this point in the RECORD.
The PRESIDING OFFICER. Without

objection, it is so ordered.
The bill (H.R. 629), as amended, was

considered read the third time, and
passed.

UNANIMOUS CONSENT
AGREEMENT-H.R. 629

Mr. DOMENICI. Mr. President, I ask
unanimous consent that, notwithstand-
ing adoption of the Wellstone amend-

ments and subsequent passage of H.R.
629, it be in order for Senator
WELLSTONE on Thursday to modify

those amendments only to allow them
to conform to the substitute.

The PRESIDING OFFICER. Without
objection, it is so ordered.

VISA WAIVER PILOT PROGRAM
REAUTHORIZATION ACT OF 1998

Mr. DOMENICI. Mr. President, I ask

the Chair lay before the Senate a mes-
sage from the House of Representatives
on the bill (S. 1178) to amend the Imnii-
gration and Nationality Act to extend
the visa waiver pilot program, and for

other purposes.
The PRESIDING OFFICER laid be-

fore the Senate the following message
from the House of Representatives:

Resolved. That the bill from the Senate (S.
1178) entitled "An Act to amend the Imimi-

NGRESSIONAL RECORD- SENATE
gration and Natiqnality Act to extend the
visa waiver pilot jp-ogram, and for other pur-
poses", do pass with the following amend-
ments:

Strike out all after the enacting clause and
insert:

SECTION 1. EXTENSION OF VISA WAIVER PILOT
PROGRAM.

Section 217(f) of the Immigration and Nation-
ality Act is amended by striking "1998. " and in-
serting "2000. ".

SEC. 2. DATA ON NONIMMIGRANT OVERSTAY
RATES.

(a) COLLECTION OF DATA. -Not later than the
date that is 180 days after the date of the enact-
ment of this Act, the Attorney General shall im-
plement a program to collect data, for each fis-
cal year, regarding the total number of aliens
within each of the classes of nonimmigrant
aliens described in section 101(a)(15) of the Im-
migration and Nationality Act (8 U.S.C.
1101(a)(15)) whose authorized period of stay in
the United States terminated during the pre-
vious fiscal year, but who remained in the
United States notwithstanding such termi-
nation.

(b) ANNUAL REPORT. -Not later than June 30,
1999, and not later than June 30 of each year
thereafter, the Attorney General shall submit an
annual report to the Congress providing numeri-
cal estimates, for each country for the preceding
fiscal year, of the number of aliens from the
country who are described in subsection (a).

SEC. 3. QUALIFICATIONS FOR DESIGNATION AS
PILOT PROGRAM COUNTRY.

Section 217(c)(2) of the Immigration and Na-
tionality Act (8 U.S.C. 1187(c) (2)), is amended to
read as follows:

"(2) QUALIFICATIONS. -Except as provided in
subsection (g), a country may not be designated
as a pilot program country unless the following
requirements are met:

"(A) Low NONIMA4IGRANT VISA REFUSAL
RATE.-Either-

"(i) the average number of refusals of non-
immigrant visitor visas for nationals of that
country during-

"'(I) the two previous full fiscal years was less
than 2.0 percent of the total number of non-
immigrant visitor visas for nationals of that
country which were granted or refused during
those years; and

"(II) either of such two previous full fiscal
years was less than 2.5 percent of the total num-
ber of nonimmigrant visitor visas for nationals
of that country which were granted or refused
during that year; or

"'(ii) such refusal rate for nationals of that
country during the previous full fiscal year was
less than 3.0 percent.

"'(B) MACHINE READABLE PASSPORT PRO-
GRAM.-The government of the country certifies
that it has or is in the process of developing a
program to issue machine-readable passports to
its citizens.

"(C) LAW ENFORCEMENT INTEREST.-The At-
torney General determines that the United
States law enforcement interests would not be
compromised by the designation of the coun-
try. ".

Amend the title so as to read "An Act to
amend the Immigration and Nationality Act
to modify and extend the visa waiver pilot
program, and to provide for the collection of
data with respect to the number of non-
immigrants who remain in the United States
after the expiration of the period of stay au-
thorized by the Attorney General.".

Mr. DOMENICI. Mr. President, I ask
unanimous consent that the Senate

concur in the amendments of the
House.

The PRESIDING OFFICER. Without
objection, it is so ordered.

S3019
WIRELESS TELEPHONE

PROTECTION ACT

Mr. DOMENICI. Mr. President, I ask
the Chair lay before the Senate a mes-
sage from the House of Representatives
on the bill (S. 493) to amend section
1029 of title 18, United States Code,
with respect to cellular telephone
cloning paraphernalia,

The PRESIDING OFFICER laid be-
fore the Senate the following message
from the House of Representatives:

Resolved, That the bill from the Senate (S.
493) entitled "An Act to amend section 1029
of title 18. United States Code. with respect
to cellular telephone cloning paraphernalia".
do pass with the following amendments:

Strike out all after the enacting clause and
insert:
SECTION 1. SHORT TITLE

This Act may be cited as the "Wireless Tele-
phone Protection Act".
SEC. 2. FRAUD AND RELATED ACTIVITY IN CON-

NECTION WITH COUNTERFEIT AC-
CESS DEVICES.

(a) UNLAWFUL ACTS-Section 1029(a) of title
18, United States Code, is amended-
(l) by redesignating paragraph (9) as para-

graph (10); and
(2) by striking paragraph (8) and inserting the

following:
"(8) knowingly and with intent to defraud

uses, produces, traffics in, has control or cus-
tody of or possesses a scanning receiver;

"(9) knowingly uses, produces, traffics in, has
control or custody of, or possesses hardware or
software, knowing it has been configured to in-
sert or modify telecommunication identifying in-
formation associated with or contained in a tele-
communications instrument so that such instru-
ment may be used to obtain telecommunications
service without authorization; or".

(b) PEIVALTES.-
(1) GENERALLY. -Section 1029(c) of title 18,

United States Code, is amended to read as fol-
lows:

"'(c) PENALTIES.-
"(1) GENERALLY.-The punishment for an of-

fense under subsection (a) of this section is-
"(A) in the case of an offense that does not

occur after a conviction for another offense
wider this section-

"(i) if the offense is under paragraph (1), (2),

(3), (6), (7), or (10) of subsection (a), a fine
under this title or imprisonment for not more
than 10 years, or both; and

"(ii) if the offense is under paragraph (4), (5),
(8), or (9), of subsection (a), a fine under this
title or imprisonment for not more than 15 years,
or both;

"(B) in the case of an offense that occurs
after a conviction for another offense under this
section, a fine under this title or imprisonment
for not more than 20 years, or both; and

"(C) in either case, forfeiture to the United
States of any personal property used or in-
tended to be used to commit the offense.

"(2) FORFEITURE PROCEDURE.-The forfeiture
of property under this section, including any
seizure and disposition of the property and any
related administrative and judicial proceeding,
shall be governed by section 413 of the Con-
trolled Substances Act, except for subsection (d)
of that section. ".

(2) ATTEMPTS. -Section 1029(b)(1) of title 18,
United States Code, is amended by striking
"'punished as provided in subsection (c) of this
section" and inserting "'subject to the same pen-
alties as those prescribed for the offense at-
tempted".

(c) DEFINmTONS. -Section 1029(e)(8) of title 18,
United States Code, is amended by inserting be-
fore the period "or to intercept an electronic se-
rial number, mobile identification number, or
other identifier of any telecommunications serv-
ice, equipment, or instrument".
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(d) APPLICABILT-Y OF NEW SECTION

1029(a)(9).-
(1) IN GENERAL-Section 1029 of title 18.

United States Code, is amended by adding at the
end the following:

" (g) (I) It is not a violation of subsection (a) (9)
for an officer, employee, or agent of, or a person
engaged in business with, a facilities-based car-
tier, to engage in conduct (other than traffick-
ing) otherwise prohibited by that subsection for
the purpose of protecting the property or legal
rights of that carrier, unless such conduct is for
the purpose of obtaining telecommunications
service provided by another facilities-based car-
rier without the authorization of such carrier.

"(2) In a prosecution for a violation of sub-
section (a)(9), (other than a violation consisting
of producing or trafficking) it is an affirmative
defense (which the defendant must establish by
a preponderance of the evidence) that the con-
duct charged was engaged in for research or de-
velopment in connection with a lawful pur-
pose. .

(2) DEFINITIONS. -Section 1029(e) of title 18,
United States Code is amended-

(A) by striking "and" at the end of paragraph
(6);

(13) by striking the period at the end of para-
graph (7) and inserting a semicolon; and

(C) by striking the period at the end of para-
graph (8); and

(D) by adding at the end the following:
" (9) the term 'telecommunications service' has

the meaning given such term in section 3 of title
I of the Communications Act of 1934 (47 U.S.C.
153)):

"(10) the term 'facilities-based carrier' means
an entity that owns communications trans-
mission facilities, is responsible for the operation
and maintenance of those facilities, and holds
an operating license issued by the Federal Com-
munications Commission under the authority of
title III of the Communications Act of 1934; and

"(11) the term 'telecommunication identifying
information' means electronic serial number or
any other number or signal that identifies a spe-
cific telecommunications instrument or account,
or a specific communication transmitted from a
telecommunications instrument. ".

(e) AMENDMENT OF FEDERAL SENTENCING
GUIDELINES FOR WIRELESS TELEPHONE

CLONING.-
(1) IN GENERAL. -Pursuant to its authority

under section 994 of title 28, United States Code,
the United States Sentencing Commission shall
review and amend the Federal sentencing guide-
lines and the policy statements of the Commis-
sion, if appropriate, to provide an appropriate
penalty for offenses involving the cloning of
wireless telephones (including offenses involving
an attempt or conspiracy to clone a wireless
telephone).

(2) FAcTORS FOR CONSIDERATION. -In carrying
out this subsection, the Commission shall con-
sider, with respect to the offenses described in
paragraph (I)-

(A) the range of conduct covered by the of-
fenses;

(B) the existing sentences for the offenses;
(C) the extent to which the value of the loss

caused by the offenses (as defined in the Fed-
eral sentencing guidelines) is an adequate meas-
ure for establishing penalties under the Federal
sentencing guidelines;

(D) the extent to which sentencing enhance-
ments within the Federal sentencing guidelines
and the court's authority to sentence above the
applicable guideline range are adequate to en-
sure punishment at or near the maximum pen-
alty for the most egregious conduct covered by
the offenses;

(E) the extent to which the Federal sentencing
guideline sentences for the offenses have been
constrained by statutory maximum penalties;
(G) the extent to which Federal sentencing

guidelines for the offenses adequately achieve
the purposes of sentencing set forth in section
3553(a)(2) of title 18, United States Code;

(H) the relationship of Federal sentencing
guidelines for the offenses to the Federal sen-
tencing guidelines for other offenses of com-
parable seriousness, and

(I) any other factor that the Commission con-
siders to be appropriate.

Amend the title so as to read "An Act to
amend title 18, United States Code, with re-
spect to scanning receivers and similar de-
vices.".

Mr. KYL. Mr. President, I rise today
in support of S. 493, the Cellular Tele-
phone Protection Act, and urge the
President to sign this important piece
of legislation without delay. This bill
makes it easier for federal law enforce-
ment to stop cell phone cloning by tar-
geting cloning at its source-the equip-
ment ("black boxes") used to alter or
modify the ESN (electronic serial num-
ber) of a cellular phone.

I am particularly pleased that this
bill has the support of the U.S. Secret
Service, the Department of Justice, the
wireless phone industry, and Congress.

This bill is not only a victory for law
enforcement, but also for the 56 million
Americans who currently use wireless/
cellular service. According to the cel-
lular telecommunications industry,
consumers lose in excess of $650 million
a year due to fraud, much of it as a re-
sult of cloning. This results in in-
creased costs to cellular customers.

S. 493 is the first in a series of anti-
crime initiatives I introduced that are
aimed at modernizing U.S. law to re-
flect changes in technology. It is an-
other step to assure that law-abiding
citizens don't inadvertently become
part of a criminal activity.

Wireless fraud is not a victimless
crime. It strikes at the heart of tech-
nology that is improving the safety, se-
curity and business productivity of the
entire Nation. This bill will help stop
the criminal cloning of wireless phones
by giving law enforcement the tools
they need to combat wireless fraud.

The Secret Secret-the Federal agen-
cy charged with investigating cloning
offenses-has doubled the number of ar-
rests in the area of wireless tele-
communications fraud every year since
1991, with 800 individuals charged for
their part in the cloning of cellular
phones in 1996.

At a House Subcommittee on Crime
hearing law year, the Secret Service
conducted a demonstration in which a
phone was cloned in approximately 30
seconds. At that hearing, law enforce-
ment officials testified at how cloning
technology is increasingly being used
in various types of criminal activity-
especially in drug crimes.

On February 24, 1998, I chaired a
hearing of the Senate Subcommittee
on Terrorism, Technology, and Govern-
ment Information in which the Secret
Service testified that foreign terrorists
were financing their operations in the
U.S. with the aid of "cloned" cellular
telephones. Deputy Assistant Director
Richard Rohde testified that foreign
terrorists often make money by run-
ning illegal "cell-sell" rings. These
rings involve the illegal sale of long-
distance telephone access using fraudu-

lently-obtained service. One common
method is "renting" the use of a cel-
lular phone which has been "cloned,"
or modified to direct billing identifica-
tion to the user of a different phone.

While the current cell phone law (18
U.S.C. 1029) has been useful in pros-
ecuting some cloners, the statute has
not functioned well in stopping those
who manufacture and distribute
cloning devices. In testimony before
the House Subcommittee on Crime, Mi-
chael C. Stenger of the Secret Service
stressed the need to revise our current
cell phone statute:

Due to the fact that the statute presently
requires the proof of "intent to defraud" to
charge the violation, the distributors of the
cloning equipment have become elusive tar-
gets. These distributors utilize disclaimers
in their advertising mechanisms aimed at
avoiding a finding of fraudulent intent. This
allows for the continued distribution of the
equipment permitting all elements of the
criminal arena to equip themselves with
free, anonymous phone service.

Under S. 493, a prosecutor would need
to prove that an individual

knowingly uses, produces, traffics in, has
control or custody of, or possesses hardware
or software, knowing it has been configured
to insert or modify telecommunications
identifying information associated with or
contained in a telecommunications instru-
ment so that such instrument may be used
to obtain telecommunications service with-
out authorization.

The removal of the "intent to de-
fraud" language in 18 U.S.C. 1029 only
applies to the possession and use of the
hardware and software configured to
alter telecommunications instruments.
It does not apply to those who are in
the possession of cloned phones. Nor
does it apply to those in the possession
of scanning receivers (which do have
some legitimate uses). Someone who
does not know that a teleconmmni-
cations device has been altered to mod-
ify a telecommunications instrument
would not be criminally liable under
this section.

I am very proud of this important
crime-fighting legislation and look for-
ward to its prompt signature by the
President.

Mr. LEAHY. Mr. President, in 1994, I
authored the first law to provide spe-
cific protection against "clone" tele-
phones. While the main focus of the
Communications Assistance for Law
Enforcement Act, or CALEA, was to
help our law enforcement agencies deal
with the challenge of new digital tele-
communications equipment and serv-
ices, the law also contained important
bans on the use and trafficking of clone
phones, scanning receivers, and hard-
ware and software used to steal cel-
lular service.

Specifically, in CALEA, we amended
the Counterfeit Access Device law, 18
U.S.C. §1029, by adding a provision to
criminalize the use and possession,
with intent to defraud, of altered tele-
communications instruments, or scan-
ning receivers, hardware or software,
to obtain unauthorized access to tele-
communications services. This law also
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added to the federal criminal code a
definition of scanning receivers to
mean devices used to intercept ille-
gally wire or electronic conmmunica-
tions.

"Clone" telephones are used illegally
to allow free riding on the cellular
phone system and result in theft of
that service. The cellular telephone in-
dustry estimates that it loses $650 mil-
lion per year due to clone phones. I re-
call testimony at hearings I chaired
jointly with Representative Don Ed-
wards on CALEA about the need to ad-
dress this problem in CALEA. Tom
Wheeler, President of the Cellular
Telecommunications Industry Associa-
tion, testified in 1994 about:

• . . people being surprised by
'humongous" cellular bills because some-

body had snatched their electronic code out
of the air, cloned that into another phone.
and was charging phone calls to Colombia or
wherever onto their phone.
S. Hrg. 103-1022, at p. 148 (August 11,
1994).

In short, the theft of cellular tele-
phone services amounts to millions of
dollars of losses to wireless service pro-
viders and to consumers.

Just as disturbing, clone phones are
used by drug dealers and other crimi-
nals trying to evade police surveillance
of their phone conversations. The
fraudulent use of electronic serial
numbers, which are critical in identify-
ing the cellular phone subject to wire-
tap orders, represented a real threat to
privacy. Mr. Wheeler explained in 1994,
"If you have a situation where there is
floating around out there multiple
users of the same electronic serial
numbers, you don't know who you are
tapping." S. Hrg. 103-1022, at p. 148 (Au-
gust 11, 1994).

Given the financial losses and the
threats to privacy posed by clone
phones, I urge the cellular telephone
industry to consider the technical
means available to better protect cel-
lular phone service. In particular, if
strong encryption were used to encrypt
the radio waves transmitted from cel-
lular phones to the nearest cell tower,
stealing those signals for use in a clone
phone would be much more difficult, if
not impossible.

I have long been a proponent of more
widespread use of strong encryption.
Clone phones are a perfect example of
where the use of strong encryption
would be far more effective to prevent
this crime from occurring than all the
criminal laws we could consider pass-
ing.

This bill, as modified by the House,
builds upon the work we accomplished
in CALEA.

Current law contains an "intent to
defraud" requirement that has appar-
ently posed a stumbling block for law
enforcement to crack down on the
cloning of cellular phones. This bill
would remove this intent requirement
and make it illegal to use, sell or pos-
sess hardware or software knowing it
has been configured for the purpose of
altering a telephone to steal service.

NGRESSIONAL RECORD - SEN?
The House of Representatives made a

number of significant improvements to
S. 493 to ensure that, upon removal of
the "intent to defraud" requirement,
the bill did not sweep too broadly. In-
deed, I understand that even some cel-
lular companies were concerned that
the original bill introduced by Senator
KYL might inadvertently have applied
to machinery used by legitimate com-
panies to test or reprogram their
equipment.

Removal of the "intent to defraud"
scienter requirement may still pose
problems for those legitimate compa-
nies that with to offer "extension"
telephones for cellular telephones. In
fact, the Federal Communications
Commission has a proceeding underway
to determine whether companies may
be allowed to alter the electronic serial
number of a cellular telephone to allow
more than one phone to have the same
contact number.

Passage of this law may be inter-
preted as prejudging the outcome of
that proceeding by making illegal the
use of clone phones, even by legitimate
subscribers who pay their bills. That
would be regrettable. This bill should
not affect the outcome of the FCC pro-
ceeding, since the public interest may
be well served by allowing competition
into the extension cellular telephone
business. Depending on the outcome of
the FCC proceeding, we may be revisit-
ing this legislation.

This bill, as modified by the House, is
supported by the FBI, Secret Service
and the Cellular Telephone Industry
Association (CTIA). We made impor-
tant progress in this area when we
passed CALEA, and I am glad to sup-
port legislation that will further help
law enforcement combat cellular tele-
phone fraud by those who steal cellular
service.

Mr. DOMENICI. Mr. President, I ask
unanimous consent that the Senate
concur in the amendments of the
House.

The PRESIDING OFFICER. Without
objection, it is so ordered.

LAND CON\I'EYANCE ACT

Mr. DOMENICI. Mr. President, I ask
unanimous consent that the Senate
proceed to the consideration of Cal-
endar No. 321, H.R. 1116.

The PRESIDING OFFICER. The
clerk will report.

The legislative clerk read as follows:
A bill (H.R. 1116) to provide for the convey-

ance of the reversionary interest of the
United States in certain lands to the Clint
Independent School District and the Fabens
Independent School District.

There being no objections, the Senate
proceeded to consider the bill.

Mr. DOMENICI. Mr. President, I ask
unanimous consent that the bill be
considered read a third time, passed,
the motion to reconsider be laid upon
the table, and any statements relating
to the bill appear at the appropriate
place in the RECORD."

The PRESIDING OFFICER. Without
objection, it is so ordered.

TE S3021
The bill (H.R. 1116)was considered

read the third time and passed.

MEASURE PLACED ON THE
CALENDAR-S. 1889

Mr. DOMENICI. Mr. President, I un-
derstand that there is a bill at the desk
that is due for a second reading.

The PRESIDING OFFICER. The
clerk will report.

The legislative clerk read as follows:
A bill (S. 1889 ) to reduce tobacco use by

children and others through an increase in
the cost of tobacco products, the imposition
of advertising and marketing limitations, as-
suring appropriate tobacco industry over-
sight, expanding the availability of tobacco
use cessation programs, and implementing a
strong public health prevention and edu-
cation strategy that involves the private sec-
tor, schools, States and local communities.

Mr. DOMENICI. Mr. President, I ob-
ject to further proceedings on this mat-
ter at this time.

The PRESIDING OFFICER. The bill
will be placed on the calendar.

ORDERS FOR THURSDAY, APRIL 2,
1998

Mr. DOMENICI. Mr. President, on be-
half of the leader, I ask unanimous
consent that when the Senate com-
pletes its business today, it stand in
adjournment until 8:30 a.m. on Thurs-
day, April 2; that immediately follow-
ing the prayer, the routine requests
through the morning hour be granted
and the Senate resume consideration of
S. Con. Res. 86, with the pending busi-
ness being the Bumpers amendment
No. 2228.

The PRESIDING OFFICER. Without
objection, it is so ordered.

Mr. DOMENICI. I further ask unani-
mous consent that immediately follow-
ing the previously ordered two votes
which will occur at 9 a.m., the Senate
then proceed to consecutive votes on or
in relation to the following amend-
ments in the following order:

Dorgan amendment No. 2218, relating
to the Tax Code;

Allard amendment No. 2170, regard-
ing the Federal debt;

Lautenberg amendment No. 2195, en-
vironment programs;

Bond amendment No. 2213, income
housing;

Bumpers amendment No. 2228, relat-
ing to mines.

The PRESIDING OFFICER. Without
objection, it is so ordered.

PROGRAM

Mr. DOMENICI. Mr. President, to-
morrow the Senate will resume consid-
eration of the budget resolution. At 9
a.m., the Senate will proceed to a se-
ries of consecutive rollcall votes, with
the first two votes in relation to two
judicial nominations and the remain-
ing votes in relation to pending amend-
ments to the budget resolution.

It is hoped that during these votes,
all Senators will contact the managers

HeinOnline  -- 1 Wireless Telephone Protection Act: P.L. 105-172: 112 Stat. 53: April 24, 1998 S3021 1998


