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COPYRIGHT PIRACY, AND H.R. 2265, THE NO
ELECTRONIC THEFT (NET) ACT

THURSDAY, SEPTEMBER 11, 1997

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COURTS AND
INTELLECTUAL PROPERTY,
COMMITTEE ON JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:03 am. in
Room 2237, Rayburn House Office Building, Hon. Howard Coble
(Chairman of the Subcommittee) presiding.

Present: Representatives Howard Coble, Bob Goodlatte, Sunny
Bono, Edward A. Pease, Christopher B. Cannon, Barney Frank,
Howard L. Berman, Zoe Lofgren, William D. Delahunt.

Also present: Mitch Glazer, chief counsel; Blaine Merritt, coun-
sel; Vince Garlock, counsel; Debbie Laman, counsel; Robert Baben,
minority counsel, and Eunice Goldring, staff assistant.

OPENING STATEMENT OF CHATRMAN COBLE

Mr. COBLE. Good morning, ladies and gentlemen. As you all
know, we try to be timely here. You all have gone through the ef-
fort to be here at 10:00, so I believe in starting it when you are
ready to go.

Unlikely enough, I just came from the Crime Subcommittee
where a hearing is being conducted on the subject of cellular tele-
phone fraud. Today we are going to be discussing electronic copy-
right policy.

1 guess the lesson we would learn from this, folks, is that there
are a good number of Americans who enjoy stealing. Thievery, lar-
ceny, fraud, piracy, call it what you will. It is in their blood, and
even in some instances, even when they do not realize remunera-
tion or gain from it. Just the thrill of stealing.

You hear some people ask, well, in the Congress, how long are
they going to be up here, and many of them will respond, “Well,
I am too old to work and too nervous to steal,” so “I am going to
stay here for a while is the answer.”

Many people are not too nervous to steal. In fact, they enjoy it.
They enjoy the thrill of it.

So that is going to be the purport of our hearing today. We will
hear testimony about electronic piracy of copyrighted works, a
growing problem that startles individual and corporate creativity,
thereby compromising the economic health of our country.

(1)
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In addition to exploring the extent to which copyright infringe-
ment flourishes over the Internet, we hope to evaluate ongoing Ex-
ecutive Branch and private industry responses to electronic piracy.

Most importantly, and if possible, we need to identify other ways
the Subcommittee can assist in those efforts.

Along these lines, we will also examine a legislative proposal de-
veloped by our Subcommittee member, Bob Goodlatte of Virginia.
His Bill, H.R. 2265, the No Electronic Theft or Net Act, represents
an important legislative response to those persons who cavalierly
alg)lpropriate copyrighted works and share them with other Internet
thieves.

Industry groups estimate that counterfeiting and piracy of intel-
lectual property, especially computer software, compact discs and
movies, cost the effective copyright holders more than $11 billion
last year. Some claim the actual figure is closer to $20 billion.

Regrettably, the problem has great potential to worsen. The ad-
vent of digital video discs and the development of new audio com-
pression techniques, to cite two prominent examples, will only cre-
ate 1gasdditional Incentive for copyright thieves to steal protected
works. - :

While our hearing is not restricted to the merits of 2265, I want
to emphasize that this is not a forum to air complaints about other
bills addressing extraneous issues that will be evaluated by the
Subcommittee on other days. s

More specifically, I want all of our witnesses to understand that
we are not here this morning to discuss the on-line service copy-
right liability of the WIPO Treaty Bill. Now will be for another day,
and we will indeed have hearings on that.

I want to—that said, I want to direct the balance of my com-
ments to Mr. Goodlatte’s bill, which will deter copyright piracy by
further criminalizing the act in a firm, fair manner.

The NET Act constitutes a legislative response to the so-called
LaMacchia case, a 1994 decision, altered by a Massachusetts Fed-
eral Court. The style of that case is LaMacchia. OK. I was close.

In LaMacchia, the defendant encouraged lawful purchases of
copyrighted software and computer gauged to upload these works
by a special password to an electronic bulletin board on the
Internet.

The defendant then transferred the works to another electronic
address and encouraged others with access to a second password to
download the materials for personal use without authorization by
or compensation to the copyright owners.

While critical of the defendant’s behavior, the court precluded his
prosecution under a Federal wiretap statute stating that this area
of the law was never intended to cover copyright infringement.

The court’s dictated that Congress has treaded cautiously and de-
liberately in amending the copyright Act, especially when devising
criminal penalties for infringement. ' -

It is self-evident that this transgression, that is, the unauthor-
ized access to a company’s products, has even greater potential to
ruin small start-up companies.

Let us not forget that small businesses still comprise that sector
of our national economy which provides the most employment op-
portunities for American citizens.
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Thousands of independent hackers, motivated like LaMacchia,
will cause harm to our nation’s workers and the small businesses
which employ them.

LaMacchia’s behavior was mnot trivial. It deserves to be
criminalized.

Accordingly, the NET Act would proscribe the willful act of copy-
right infringement either for commercial advantage or for profit for
natural gain, all by reproducing or distributing one or more copies
of copyright works which have a retail value of $5,000 or more.

In direct response to LaMacchia, the legislation specifically en-
compasses acts of reproduction or distribution that cover via trans-
mission or computer theft.

In additien, financial gain is defined as receiving anything of
value, including the receipt of other copyrighted works.

This change would enable the Department of Justice to pursue
a LaMacchia like defendant who steals copyrighted works, but
gives them away in lieu of selling them to others.

The legislation includes stiff penalties and prison terms for in-
fringers. ,

The bottom line is that the public must come to understand that
intellectual property rights, while abstract and arcane in many in-
stances, probably in most instances, are no less deserving of protec-
tion than personal or real property rights.

The intellectual property community will continue its work in
educating the public about these concerns, but we, in the Congress,
must do our job, as well, by ensuring that piracy of copyrighted
works will be treated with the appropriate level of fair, but serious,
disapproval.

Again, I commend Representative Goodlatte for his leadership in
this regard and look forward to working with him, as well as the
other members of the Subcommitftee, and our witnesses today as
we consider the NET Act and other tools to combat electronic pi-
racy.

T am now pleased to recognize the ranking member of the Sub-
committee, the gentleman from Massachusetts, Mr. Frank.

Mr. Frank. Thank you, Mr. Chairman. I will talk about as an
example of the bipartisan nature of this, that you will note that the
Chairman has selected me as his enunciation tutor, which is not
a choice everybody would make, Mr. Chairman. I do have to say
up there in Massachusetts, we would disclaim responsibility ulti-
mately for the name, “LaMacchia.” It does have other ethnic ori-
gins. Adams, we would be the experts on. LaMacchia probably goes
elsewhere, but it is LaMacchia, as I understand it.

T am not really going to try to instruct you in the pronunciation
of the acronym, .

What the Chairman said is my point. We are about to enter a
phase in the deliberations of this Subcommittee and ultimately, I
hope in the full House of the Congress, of a very important, intel-
lectual challenging, wholly non-partisan set of issues, and a wholly
non-ideological sef of issues. And I will look forward to a series of
hearings where we learn from the people who are here, and I con-
gratulate the Chairman for the tone he set. We have a very impor-
tant set of issues to deal with here.
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In general, the issue that we are dealing with today will be a
very important one. How do we protect the very important values
of copyright?

How do we protect creative people because it is morally right to
do that, and to make sure that we encourage continued creativity,
from which we all benefit, while at the same time making sure that
the public has the full benefit of the new technology and informa-
tion that is available.

In particular, I am especially concerned that we not act in ways
that would require additional censorship in any way, shape or
form, by the providers, and balancing that with the importance of
protecting creativity which at times is difficult.

I do not think it is difficult today. I think the Bill that our col-
league from Virginia, who has been a leader in this field, brings
forward is a very simple one, and I. just want to address what
seems to me a disturbing tendency in some parts of the country to
think that talent justifies abuse of others’ rights.

The fact that it may require some special skills to deprive other
people of their intellectual property rights does not in any way,
shape or form mitigate the viciousness of the offense.

And the fact that people are doing this as a hobby, the fact that
they are doing it just to show off to other people that they are
doing it and may not be directly or even directly benefitting finan-
cially is irrelevant. I say, “indirectly,” because I would say that in
many cases where this sort of abuse goes forward, as in the case
that we’re talking about, even where there is no direct financial
benefit, the people who are showing off their ability to manipulate
the technology, to abuse the rights of others, probably figure that
they will be able to make that payoff at some point. But whether
they do or do not is irrelevant. :

There simply is no right, just because people are skillful, to take
other people’s property. Hacker should not be a way of converting
the meaning of the word, “thief,” into something that is socially ac-
ceptable, and that is what we do here today. We make sure that
thieves of other people’s intellectual property do not get away with
it.

And to be very clear, too, for many of us, I will say this, and T
wish I could write more formidably. T wish writing came easily to
me.

But what if T have written something and witnessed, having that
stolen from me, having that abuse would bother me more than los-

" ing a few hundred bucks. And so the notion that somehow this is
not real theft, when we are talking about the appropriation of other
people’s intellectual property, is simply wrong. :

This is a very important first step. As I said, it is an easier one.
We will get into more difficult issues as we do the balancing.

But I appreciate the Chairman’s bringing this forward and the
last point I want to make is this:

We will be told by some people, “Well, we shouldn’t legislate. Let
this all be worked out.

I want to make my position on this very clear.

I have never been particularly impressed with guilt socialism.
The notion that you let people in particular employment groups
work these things out among themselves seems to me a terrible

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 4 1999



5

idea, and I think we have as the responsibility to make good public
policy here.

Some people who come before us and tell us, “Well, yeah. You are
right, but” what is that move—what is that worker will move me
at the beginning.

I am prepared to listen to people’s comments about this, but I
think that it is important that we move forward, and I thank you,
1\{Ir(.1 Chairman, for initiating. I think it can be a very fruitful pe-
riod.

Mr. CoBLE. I thank the gentleman, and what I am about to say,
folks, has nothing to do with the hearing at hand.

What the gentleman from Massachusetts regarded by the pro-
nunciation of a word, I recall—I am going to revert ten years now.
Mr. Frank was chairing, I think the administrative law, and I was
a member of that Committee. And at the conclusion of the hearing,
as 1 was departing the room, I heard one of the—it was either a
witness or a reporter. He said to a bystander: “The trouble with
this hearing was that Coble talks too slow and Frank talks too
fast.” So, that probably has not changed too much.

Folks, as you all know, we normally restrict opening statements
to the Chairman and the ranking member, but I think I would be
remiss if I did not recognize the gentleman from the Roanoke Val-
ley who authored this very important piece of information. The
gentleman from Roanoke Valley, Mr. Goodlatte.

STATEMENT OF BOB GOODLETTE, A CONGRESSMAN FROM
THE STATE OF VIRGINIA

Mr. GOODLATTE. Well, thank you, Mr. Chairman. And first I
would like to say that I would be willing to pay more than a few
hundred bucks to get something that Barney put down in writing,
because I could then study it carefully rather than try to follow it
when he speaks.

Mr. Chairman, I would like to thank you for holding today’s im-
portant hearing, not only on legislation I have introduced, H.R.
2265, the Electronic Theft Act, but also on the larger issue of elec-
tronic copyright piracy.

Additionally, I would like to thank you, Ranking Member Frank,
and our friend and colleague from Utah, Mr. Cannon, for co-spon-
soring this legislation.

The NET Act closes a loophole in our nation’s criminal copyright
law and gives law enforcement the tools it needs to bring to justice
individuals who steal the Eroducts of America’s authors, musicians,
software producers and others.

Additionally, the Bill will promote the dissemination of creative
works online and help consumers realize the promise and potential
of the Internet.

The Internet is a tremendous opportunity. Its true potential,
however, lies in the future when students and teachers can access
a wealth of high-quality information through the click of a com-
puter mouse, and businesses can bring the benefits of electronic
commerce to consumers.

Before this can happen, the creators must feel secure that when
they use this new medium, they are protected by laws that are as
effective in cyberspace as they are on Main Street.
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The NET Act clarifies that when individuals sell pirated copies
of software, recordings, movies or other creative works, or inten-
tionally take part in works and distribute them to others, even if
they do not intend to profit personally, such individuals are steal-
ing.
The legislation affirms the belief that intellectual property is no
less valuable than real property. .

The Internet allows a single computer program or other copy-
righted work to be illegally distributed to millions of users virtually
without cost if an individual intentionally makes it available on a
server and points others to the location. It is unacceptable that this
activity can be carried out by individuals without fear of criminal
prosecution.

Pirating works online is the same as shoplifting a videotape,
book or computer program from a department store. Through a
loophole in the law, however, copyright infringers who intentionally
pirate works, as long as they do not do so for profit, are outside
the reach of our nation’s law enforcement officials. .

This bizarre situation has developed because the authors of our
copyright laws did not and could not have anticipated the nature
of the Internet which has made the theft of all sorts of copyrighted
works virtually cost-free and anonymous.

Imagine the same situation occurring with tangible goods that
could not be transmitted over the Internet, such as an individual
copying popular movies onto hundreds of blank tapes and passing
them out on every street corner, or copying personal software onto
blank disks and freely distributing them throughout the world.

Few would disagree that such activities amount to theft and
should be prosecuted. We should be no less vigilant when such ac-
tivities accur on the Internet.

The NET Act of 1997 makes it a felony to willfully infringe a
copyright by reproducing or distributing ten or more copyrighted
works with a value of at least $5,000 within a 180-day period, re-
gardless of whether the infringing individual realized any commer-
cial advantage or private financial gain. ‘

It also clarifies an existing portion of the law that makes it a
crime fo willfully infringe a copyright for profit or personal finan-
cial gain. It does so by specifying that receiving other copyrighted
works in exchange for pirated copies, bartering, is as unlawful as
simply selling pirated works for cash.

Initially, the NET Act calls for victim impact statements during
sentencing and directs the sentencing commission to determine a
sentence strong enough to deter these crimes.

The United States is the world leader in intellectual property.
We export billions of dollars’ worth of creative works every year in
the form of software, movies, recordings and other products.

By closing this loophole in our copyright law, the NET Act sends
the strong message that we value the creations of our citizens and
will not tolerate the theft of our intellectual property.

Mr. Chairman, thank you for holding this hearing today on what
I feel is a very important issue for Congress to address.

I look forward to hearing from each of the witnesses who will be
testifying before us today. , -

[The Statement of Mr. Goodlatte: follows.]
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PREPARED STATEMENT OF BOB Goo%mm, A CONGRESSMAN FROM THE STATE OF
IRGINIA

The House Judiciary Subcommittee on Courts and Intellectual Property held a
hearinghtnday on legislation introduced by Congressman Bob Goodlatte, (R—VA)
called the No Electronic Theft (NET) Act of 1997, H.R. 2265.

The following is Goodlatte’s official statement:

Mr. Chairman, I would like to thank you for holding today’s important hearing
not only on legislation I have introduced—H.R. 2265, the No Electronic Theft (NET)
Act—but also on the larger issue of electronic copyright piracy. Additionally, I would
like to thank Iyou, Ranking Member Frank, and our friend and colleague from Utah,
Mr. Cannon, for cosponsoring this legislation,

The NET Act closes a loophole in our nation’s criminal cogim'ght law, and gives
law enforcement the tools it needs to bring to justice individuals who steal the prod-
ucts of America’s authors, musicians, software producers, and others. Additionally,
the bill will promete the dissemination of creative works online and help consumers
realize the promise and potential of the Internet.

The Internet is a tremendous opportunity. Its true potential, however, lies in the
future, when students and teachers can access a wealth of high quality information
through the click of a computer mouse, and businesses can bring the benefits of
electronic commerce to consumers. Before this can happen, creators must feel secure
that when they use this new medium, they are protected by laws that are as effec-
tive in ;{é)ersgace as they are on main street.

The NET Act clarifies that when individuals sell pirated copies of software, re-
cordings, movies, or other creative works, or intentionally take pirated works and
distribute them to others even if they do not intend to profit personaléir, such indi-
viduals are stealing. The legislation affirms the belief that intellectual property is
no less valuable than real proPerty.

The Internet allows a single computer program or other copyrighted work to be
illegally distributed to millions of users, virtually without cost, if an individual in-
tentionally. makes it available on a server and points others to the location. It is
unacceptable that this activity can be carried out by individuals without fear of
criminal prosecution.

Pirating works online is the same as shoplifting a video tape, book, or computer
program from a department store. Through a looi)hole in the law, however, copy-
right infringers who intentionally pirate works, as long as they do not do so for prof-
it, are outside the reach of our nation’s law enforcement officials. This bizarre situa-
tion has developed because the authors of our copyright laws did not and could not
have anticipated the nature of the Internet, which has made the theft of all sorts
of copyrighted works virtually cost-free and anonymous.

Imagine the same situation occurring with tangible goods that could not be trans-
mitted over the Internet, such as an individual copying popular movies onto hun-
dreds of blank tapes and passing them out on every street corner, or copying per-
sonal software onto blank disks and freely distributing them throughout the world.
Few would disagree that such activities amount to theft and should be prosecuted.
We should be no less vigilant when such activities occur on the Internet.

The NET Act of 1997 makes it a felony to willfully infringe a copyright by repro-
ducing or distributing ten or more copyrighted works, with a value of at least
$5,000, within a 180-day period, regardless of whether the infringing individual re-
alized any commercial advantage or private financial gain, It also clarifies an exist-
ing portion of the law that makes it a crime to willfully infringe a copyright for prof-
it or personal financial gain. It does so by specifying that receiving other cop{-
righted works in exchange for pirated copies—bartering—is as unlawful as simply
selling pirated works for cash. Additionally, the NET Act calls for victim impact
statements during sentencing and directs the sentencing commission to determine
a sentence strong enough to deter these crimes.

The United States is the world leader in intellectual property. We export billions
of dollars worth of creative works every year in the form of software, movies, record-
ings, and other products. By closing this loophole in our copyright law, the NET Act
sends the strong message that we value the creations of our citizens and will not
tolerate the theft of our intellectual ‘ﬁ;operty.

Mr. Chairman, thank you for holding this hearing on what I feel is a very impor-
tant issue for Congress to address. I look forward to hearing from each of the wit-
nesses who will be testifying before us today.

Mr. CoBLE. I thank the gentleman.
The other members have opening statements they wish to make?
(No response.)
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Very well. The first witness this morning is—one of them is un-
known to none in the room, the Honorable Marybeth Peters, who
is the registrants of copyrights for the United States.

Ms. Peters’ has also served as Acting General Counsel to the
Copyright Office as Chief of both the Examining and Information
and Reference Divisions. , ‘

She has served as consultant on copyright law in the World In-
tellectual Property Organization, and authored the general guide
for Copyright Act of 1976.

Our next witness is Kevin Di Gregory, a Deputy Assistant Attor-
ney General in the Criminal Division of the United States Depart-
ment of Justice. He has spent his entire legal career as a trial pros-
ecutor, beginning in 1979 in the District Attorney’s office in his na-
tive Pittsburgh, Pennsylvania. Prior to coming to the Justice De-
partment, he served as Janet Reno’s Chief Assistant for Major
Crimes in Miami, Florida. His current responsibilities serving as a
department representative on the Executive Working Group for
Federal, State and Local Prosecutors.

This group was established in 1980 to promote cooperation
among all law enforcement agencies.

Mr. Di Gregory supervises two of the Criminal Division’s litigat-
ing sections, the Computer Crime and Intellectual Property Sec-
tion, and the Child Exploitation and Obscenity Section.

In addition, he has worked closely with the Terrorism and Vio-
lent Crime Section in the development and implementation of the
Attorney General’s National Anti-Violent Crime Initiative.

Because of his expertise in capital litigation, Mr. Di Gregory,
along with three other senior Justice Department lawyers, served
as a member of the Attorney General’s Capital Case Review Com-
mittee. This Committee reviews every indictment charging a cap-
ital offense brought by the United States and advises the Attorney
General on whether the death penalty should be sought.

We have written statements from both the witnesses on this
panel, which I ask unanimous consent to submit into the record in
their entirety. :

I ask both witnesses if you will, not only you, Ms. Peters and Mr.
Di Gregory, but all subsequent witnesses, if you will all try to con-
fine your statements to the five minute rule.

We have a red light that will illuminate ominously in your face
at the completion of five minutes.

We will not cane haul anyone who violates it, but if you will ex-
tend that courtesy because we have many balls in the air today,
and if we can do that, we can move along at a more rapid pace.

Ms. Peters.

STATEMENT OF MARYBETH PETERS, REGISTER OF
COPYRIGHTS, COPYRIGHT OFFICE OF THE UNITED STATES

Ms. PETERS. Thank you. Mr. Chairman, members of the Sub-
committee, I appreciate the opportunity to testify on the No Elec-
tronic Theft Act of 1997. -

The Copyright Office supports the purpose and approach of the
Bill which would amend the law regarding criminal copyright in-
fringement, to cover willful piracy that may cause serious commer-
cial harm, despite the infringer’s lack of a profit motive.
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We agree with the sponsors of the Bill that a significant loophole
exists. Deliberate and destructive piracy escapes criminal penalties
when done for motives other than financial gain.

In order to preserve legitimate markets for copyrighted works, it
is critical, especially in the era of digital transmission, to close this
loophole quickly.

While we have a few concerns about some of the specific lan-
guage of the Bill, we are confident that these concerns can be ad-
dressed.

Today, copyright owners lose an enormous sums of money to pi-
racy. Digital technology has the potential to greatly exacerbate the
problem. It allows users to make multiple copies in an instant
without requiring a major investment in physical manufacturing
and distribution facilities.

It has become easy for those without a commercial stake or profit
motive, for example, a disgruntled former employee, a dissatisfied
customer, an Internet user opposed to the fundamental concepts of
copyright law, to do tremendous damage to the market for copy-
righted work.

In contrast to the traditional analog world, substantial commer-
cial harm may easily be caused by the act of a single person with-
out any commercial aspect to the piracy itself.

Moreover, for such infringers, civil remedies are less likely to
serve as an effective deterrent. Therefore, criminal sanctions are
needed to deter these individuals from causing serious harm to the
value of copyright works.

Currently, infringement is a crime only when it is done willfully
for purposes of commercial advantage or private financial gain. As
Mr. Coble noted, the LaMacchia case drew attention to the current
law’s shortcomings.

Because LaMacchia lacked a commercial motive, the government
charged him with wire fraud rather than criminal copyright in-
fringement. The court, in dismissing the indictment, noted that
i:opyright infringement can be prosecuted only under the copyright
aw.

LaMacchia demonstrates that in a digital environment, the lack
of criminal penalties for willful, non-commercial infringement is a
loophole.

The court, itself, decried this loophole or concluded that
LaMacchia’s conduct could be a crime only if Congress acted.

H.R. 2265 responds to the court’s call for a legislative solution to
this dilemma. It closes the loophole by making two main changes.

First, it clarifies that private financial gain does include barter;
that is, it does include sitnations where illegal copies are traded for
items of value such as other copyrighted works.

Second, it redefines criminal infringement to include willful in-
fringement by reproduction or distribution, including by electronic
means that lacks a commercial motive, but does have substantial
commercial effect.

The Copyright Office supports the proposed clarification of finan-
cial gain where definition is important because it has become com-
mon, for example, for electronic bulletin boards to employ bartering
systems where users contribute pirated copies of computer software
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in exchange for the ability to download illegal copies or the ability
to get illegal copies of other software.

The Office also supports the goal of the provisions which address
damaging piracy motivated by non-commercial purposes.

While the existing commercial purpose requirement in a world of
physical copies has served to limit criminal liability to piracy on a
commercial scale, a new standard definitely is needed in the digital
environment where significant economic damage can be ecaused
without commercial purpose.

We are concerned, however, that certain aspects of the Bill could
cause unintended negative consequences. In our view, it would be
preferable to limit criminal- liability for infringement without a
profit motive to cases of willful infringement that threaten to cause
substantial economic harm.

This result could be accomplished by incorporating the limits cur-
rently found in the proposed penalty provisions regarding time pe-
riod, number of copies and retail values directly into the redefini-
tion of criminal infringement. This would leave no doubt that
minor, isolated instances of willful infringement would not inappro-
priately be subject to criminal liability.

Concern has also been expressed about the impact on libraries,
universities and other non-profit organizations. Some have sug-
gested that the proposed language, even as limited as we suggest,
might expose these organizations inappropriately to the risk of
crimiréal liability since the retail value limits could easily be sur-
passed. -

Much of this concern, however, should be allayed by the require-
ment that infringement be willful. The courts have consistently
held that it is not enough for the defendant in a criminal case to
have had an intent to copy the work. He must have acted with
knowledge that his actions constituted copyright infringement.

That is the reason non-profit organizations that implement a con-
scientious copyright policy should not be subject to the threat of
criminal sanctions. In particular, if such an organization believes
in good faith that its copying is permissible, as a fair use or under
Section 108 or any other provision of the copyright law, it would
not be acting willfully. ‘

Congress may wish to consider putting—or you may wish to con-
sider confirming this interpretation in the legislative history. How-
ever, if these institutions can identify specific situations where the
Bill could create an inappropriate risk of criminal liability, the
Copyright Office would be pleased to addressing your concerns.

And so we support the enactment of H.R. 2265 with minor revi-
sions. It will close the gap in the existing legal shields against pi-
racy, particularly as piracy has evolved on the Internet.

I thank you for the opportunity to testify, and I would be pleased
to answer any questions. - ‘

[The Statement of Ms. Peters follows.]

PREPARED STATEMENT OF MARYBETH PETERS, REGISTER OF COPYRIGHTS

H.R. 2265 would amend current law governing criminal copyright infringement to
cover willful piracy that may cause serious commercial harm despite the infringer's
lack of a profit motive. The Copyright Office supports the bill's purpose and ap-
proach, which will close a significant loophole that exists in current law. Although
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we have some concerns with respect to specific language in the bill, we are confident
that they can be resolved.

Existing law provides that copyright infringement can be prosecuted criminalldv
only where the infringement is done “willfully and for purposes of commercial ad-
vantage or private financial gain.” 17 U.S.C. §506(a). Advances in technology have
increased the potential for damage from copyright piracy, as it becomes easier and
easier to make and distribute high quality copies without a major investment in
equipment and facilities. In particular, the ease with which copyrighted works can
be transmitted via the Internet makes it more likely that damaging copyright piracy
will occur without a commercial motive on the part of the infringer.

The recent case of United States v. LaMacchia provides a clear example of the
current law’s shortcomings in the new digital environment, and the enforcement and
deterrence problems caused by the lack of criminal penalties for deliberate and dam-
aging noncommercial copyright piracy.

H.R. 2265 would also improve the existing criminal provisions for commercial pi-
racy. The Copyright Office supports the proposed definition of “financial gain,”
which encompasses bartering systems and other nonmonetary compensation
schemes commonly used by infringers on the Internet.

In addition, the Copyright Office supports the bill’s goal of amending section 506
to make serious copyrifht piracy that lacks a profit motive subject to criminal pen-
alties. A new standard is necessary to account for the damaging copyright piracy
that can take place on the Internet without any commercial motive or profit. How-
ever, we have some concerns that the language as drafted might cause unintended
negative consequences. We suggest incorporating the specific }i'um itations regarding
time period, number of copies and retail value, which the bill includes in the penalty
provisions, directly into section 506 to make clear that criminal penalties apply to
infringement without a commercial motive only where the infringement causes sig-
nificant commercial harm. This should eliminate concerns that the legislation would
criminalize minor, isolated instances of willful infringement.

We are confident that H.R. 2265, with the minor revisions suggested, will close
the major loophole in current law and help to prevent copyright piracy, particularly
as it has developed in the Internet context.

Mr. Chairman, members of the Subcommittee, thank you for the opportunity to
testify on this important piece of legislation, the “No Electronic Theft (NET) Act of
1997.” The bill would amend the provisions of current law dealing with criminal li-
ability for copyright infringement to cover willful piracy that may cause serious com-
mercial harm desgite the infringer’s lack of a profit motive.

The Copyright Office supports the purpose and approach of the proposed changes.
We agree with the sponsors of the bill that a significant loophole exists in current
law, which permits deliberate and destructive piracy to escape criminal penalties
where it is done for motives other than financial gain. In order to preserve legiti-
mate markets for copyrighted works, it is critical, especially in the era of digital
transmission, to close this loophole quickly. While we have some concerns with re-
spect to specific language of the proposed changes, we are confident that these con-
cerns can be resolved.

INTRODUCTION AND BACKGROUND

The Copyright Act provides for both civil and criminal liability for acts of copy-
right infringement. 17 U.S.C., Chapter 5. Infringement is a crime only where it is
done “willfully and for purposes of commercial advantage or private financial gain.”
17 U.S.C. §506(a). The penalties for criminal infringement, set forth in Title 18 of
the U.S. Code, are determined by its extent: if the inﬁ'inger has made, in any 180-
day period, ten or more copies of one or more copyrighted works with a total retail
value of $2,500, the crime is a felony entailing up to five years imprisonment and/
or a fine of up to $250,000 for individuals and $500,000 for organizations. 18 U.S.C.
§§2319(a), 3571(b). For cases not meeting this threshold, the crime is a mis-
demeanor, with the maximum penalty of imprisonment for up to one year and/or
a fine of uﬂ to $25,000 for individuals and $100,000 for organizations. Id. §§2319(c),
8571(b). There is also an increased penalty for repeat offenders, authorizing a sen-
tence of up to 10 years. Id. § 2319(b).

This general approach to criminal liability dates back to the first criminal in-
fringement provision in the copyright law, which required the infringement to be
"vul%ﬁll' and for profit.” Act of January 6, 1897, 54th Cong., 2d Sess., 29 Stat. 481.
The profit element was maintained in the 1909 Copyright Act, but was elaborated
in 1976 to read “for purposes of commercial advantage or private financial gain.”
17 U.S.C. §506(a). Although Congress did not explain the change, see H.R. Rep.
1476, 94th Cong., 2d. Sess. 163 (1976), courts have pointed out that the current lan-
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guage conforms to judicial interpretation of the prior law’s “for profit” requirement
as covering infringers who intended to make a profit but did not actually do so. See
United States v. Cross, 816 F.2d 297, 301 (7th Cir. 1987); United States v. Moore,
604 F.2d 1228, 1235 (8th Cir. 1979).

The damage from piracy has grown over the years as technology has developed,
making it easier and easier to produce higher quality copies of copyrighted works
in various formats. Copyright owners today lose substantial sums of money to pi-
racy. The advent of digital technology has the potential to exacerbate greatly the
impact of piracy, as it allows users to make multiple perfect capies in an instant,
without requiring a major investment in physical manufacturing and distribution
facilities. As it becomes easier to transmit large amounts of information quickly over
the NII, it becomes easier for those without a commercial stake or profit motive—
a disgruntled former employee, a dissatisfied customer, an Internet user opposed to
the fundamental concept of copyright law—to inflict tremendous damage to the mar-
ket for a copyrighted work. In contrast to the traditional analog world, substantial
commercial harm may easily be caused by the act of a single person without a com-
mercial aspect to the piracy itself. Moreover, for such infringers, civil remedies are
less likely to serve as an effective deterrent and criminal sanctions may be needed
to dlfster these individuals from causing serious harm to the value of copyrighted
works.

The case of United States v. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994), has
drawn attention to current law’s shortcomings. David LaMacchia, a student at the
Massachusetts Institute of Technolegy described by the court as a “computer hack-
er,” id. at 536, created and operated electronic bulletin boards on the Internet and
encouraged users to upload and download copies of popular copyrighted commercial
software. The illegal copying that took place on the bulletin boards resulted in al-
leged losses to the copyright owners of over one million dollars. Because LaMacchia
lacked a commercial motive, however, the government charged him with wire fraud
rather than criminal copyright infringement. Id. at 541-42. The court dismissed the
indictment, holding that copyright infringement can only be prosecuted under the
Copyright Act. Id. at 545 (relying on Dowling v. United States, 473 U.S. 207 (1985)).

acchic demonstrates that the lack of criminal penalties for willful, non-

commercial infringement has become a significant loophole in the digital environ-
ment. The court itself decried this loophole, expressing frustration with the confines
of section 506(a):

[OIne might at best describe [the defendant’s] actions as heedlessly irrespon-
sible, and at worst as nihilistic, self-indulgent, and lacking in any fundamental
sense of values. Criminal as well as civil penalties should probably attach to
willful, multiple infringements of copyrighted software even absent a commer-
cial motive on the part of the infringer. . . . But, it is the legislature, not the
Court which is to define a crime, and ordain its punishment.

Id. af 545 (quotations omitted). .

H.R. 2265 responds to the court’s call for a legislative solution to its dilemma. The
bill would close the loophole in current law by making two main changes. First, it
clarifies that the “private financial gain” element of criminal infringement includes
barter—that is, situations where the illegal copies are traded for items of value such
as other copyrighted works, not only where they are sold for money. Second, it rede-
fines criminal infringement to include willful infringement by reproduction or dis-
tribution, including by electronic means, that lacks a commercial motive but has a
substantial commercial effect. - -

ANALYSIS

A. Definition of “Financial Gain”

Section 2(a) of the bill would introduce a new definition in section 101 of the
Copyright Act for the term “financial gain.” Under the current section 506(a), the
standard for eriminal Hability is that the infringer acted “willfully and for purposes
of commercial advantage or private financial gain.” The new definition of “financial
gain” would clarify that the term “includes receipt of anything of value, including
the receipt of other copyrighted works.” This language ensures that criminal liabil-
ity will not turn on the technicality of whether the infringing copies were sold for
money, as opposed to other valuable benefits.

The Copyright Office believes that the preposed clarification is desirable. The new
definition will be particularly important in protecting copyright owners from piracy
on the Internet, where a multitude of economic models have developed to com-
pensate infringers for their illegal copies. It has become common, for example, for
electronic bulletin boards to facilitate barterin% systems where users contribute cop-
ies of infringing software in exchange for the ability to download copies of other soft-
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ware. See, e.g., Sega Enters. Ltd. v. MAPHIA, 948 F. Supp. 923, 927-28 (N.D. Cal.
1996); LaMacchia, 871 F. Supp. at 536.

B. Substitution of Commercial Impact for Commercial Purpose

Other sections of the bill allow criminal liability for willful infringement to be
based on the commercial impact on the copyright owner rather than the commercial
purpose of the infringer.

Section 2(b) of the bill renumbers the existing criminal infringement provision in
section 506(a) as subsection 506(a)(1), and adds a new subsection 506(a)(2). Under
the new subsection, any person who infringes a copyright “willfully . . . by the re-
production or distribution, including by electronic means, of 1 or more copies, of 1
or more coFyrighbed works” is subject to the criminal penalties set forth in Title 18.
The core of this subsection is its omission of any requirement of commercial purpose
or financial motive. In addition, it makes explicit that reproduction and distribution
of electronic copies via the Internet can qualify for criminal sanctions.

The bill also revises section 2319 of Title 18 to set forth the penalties for violation
of the proposed new subsection. Under the revisions, the criminal infringement
would be a felony if the offense involves the copying or distribution, in any 180-day
period, of ten or more copies of one or more copyrighted works with a total retail
value of $5,000. See H.R. 2265, § 2(d) (adding new section 2319(c) to Title 18). The
maximum sentence is up to 3 years in prison and/or a fine of up to $250,000 for
individuals and $500,000 for organizations (the bill does not amend the existing fine
amounts found in 18 U.S.C. §3571). Repeat felony offenders could receive a sentence
of up to 6 years. A less extensive violation of section 506(a)(2) would be a mis-
demeanor, with the maximum sentence of up to one year in prison and/or a fine of
up to $25,000 for individuals and $100,000 for organizations. See IL.R. 2265, §2(d)
and 18 U.S.C. §3571.

As discussed above, the Copyright Office supports the goal of the proposed revi-
sions in addressing damaging piracy that is motivated by non-commerci Purposes.
While the existing “commercial purpose” requirement, in the the world of physical
copies, has served to limit criminal liability to piracy on a commercial scale, a new
standard is needed in the'digital environment, where significant economic damage
can be caused without a commercial purpose.

‘We are concerned, however, that certain aspects of the language of H.R. 2265 as
drafted could cause unintended negative consequences. Because of the placement of
all the factors delineating the extent of the infringement in the penalties section in
Title 18, the structure of the bill indicates that willful infringement through repro-
duction or distribution of a single copy of a copyn"ﬁhted work could lead to criminal
liability. While the more serious cases listed in Title 18 would constitute felonies,
cases of less severity appear to qualify as misdemeanors.

In our view, it would be preferable to limit criminal liability for infringement
without a profit motive to cases of willful infringement that threaten to cause sub-
stantial economic harm. When Congress last revised criminal penalties for copyright
infringement, the legislative reports made clear that de minimis copying wouﬁ—‘ not
be subject to the new criminal penalties. See H.R. Rep. No. 102-997, 102d Cong.,
2d Sess. 6 (1992). At that time, the House Judiciary Committee stated that the new
felony provisions would not apply to “children making copies for friends as well as
other incidental copying of copyrighted works having a relatively low retail value.”
Id. We believe a similar distinetion is appropriate here.

This result could be accomplished by a change in drafting technique. We would
suggest incorporating directly into section 506(a)(2) the limits currently found in the
proposed penalty provisions regarding fime period, number of copies and retail
value. This approach would make clear that the new criminal provisions are limited
to situations like LaMacchia, where the infringer’s conduct substantially damages
the market for the copyrighted works. The definition of the criminal conduct itself
would then contain limitations—requiring the conduct te take place within a 180-
day period and involve 10 or more copies of works worth $5,000 or more—that
would leave no doubt that minor, isolated instances of willful infringement would
not inappropriately be subject to criminal liability. The bill already takes similar
precautions in this area by increasing the current felony “retail value” threshold for
commercial piracy from $2,500 to $5,000. See section 2(d)(1).

Concern has also been expressed about the impact of the bill on libraries, univer-
sities and other nonprofit organizations. Some have suggested that the proposed
language, even if limited as proposed above, might expose these organizations ina)i)-
gropriately to the risk of criminal liability, since the retail value limits could easily

e surpassed, particularly by large nonprofits.

Much of this concern should be allayed by the requirement that the infringement

be “willful,” given the interpretation that courts have given this term in the crimi-
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nal context. The courts have held that it is not enough for the defendant in a crimi-
nal case to have had an intent to copy the work; he must have acted with knowledge
that his conduct constituted copyright infringement. See, e.g.,United States v. Cross,
816 F.2d 297, 300 (7th Cir. 1987) and United States v. Moran, 757 F. Supp. 1046
(D. Neb, 1991). In Cross, the Seventh Circuit upheld the following jury instruction
for detenmnmg willfulness under the criminal provision of the Copyright Act:
Wlillfully’ as used in the statute means the act was committed by a defend-
ant voluntarily, with knowledge that it was prohibited by law, and with the
purpose of violating the law, and not by mistake, accident or in good faith.
816 F.2d at 300.

In Moran, the defendant was charged with eriminal infringement for his practice
of making backup copies of the videotapes he purchased for his video rental store.
The court held that the “willful” element of criminal copyright infringement was
similar to that in federal criminal tax statutes, and thus requires a “voluntary, in-
tentional violation of a known legal duty.” Id. at 1049 (citing U.S. v. Cheek, 111
S.Ct. 604, 610 (1991)). The court therefore held that because the defendant beheved
albeit mcorrectly, that he had a right to make such copies, he could not be conwcted
of criminal infringement. Id. at 1051-52.

Thus, libraries and other nonprofit orgamzat:ons that implement a conscientious
copyn'ght policy should not be subject to the threat of criminal sanctions under H.R.
2265. In particular, if such an organization believes in good faith that its copying
is permissible as fair use or under section 108 or another provision of the Copyright
Act, it would not be acting willfully. In order to confirm this interpretation, the leg-
islative history could refer to the case law described above. To the extent that non-
profits may identify specific situations where the bill could create an inappropriate
risk of criminal liability, the Copyright Office would be pleased to assist in develop-
%ng lianguage to meet their concerns while maintaining the intended purpose of the

islation.
egIl‘he Copyright Office has one additional technical suggestion about the language
of the bill. We recommend that the phrase “copies” that appears both in section
506(a)(2) and in section 2319(c) of Title 18 be expanded to read “copies or
phonorecords,” in order to cover all forms of material objects in which copyrighted
gvoa%s may be embodied. See definitions of “copies” and “phonorecords” in 17 U.S.C.
101.

CONCLUSION

The Copyright Office supports enactment of H.R. 2265, with the minor revisions

suggested The bill would close a gap in existing legal shields against the piracy of

yrighted works, particularly as piracy has evelved into different forms in the
Internet context.

Mr. CoBLE. Thank you, Ms. Peters. I failed to mention earlier
when I asked you all to try to confine your comments to five min-
utes, be assured—I say to the witnesses, your written testimony
will not casually be discarded and tossed away. It will be carefully
and thoroughly and deliberately examined.

So just because we are holding you to five minutes, do not think
that your written testimony is going to be cast aside.

Mr. Di Gregory.

STATEMENT OF KEVIN V. DI GREGORY, DEPUTY ATTORNEY
GENERAL, U.S. DEPARTMENT OF JUSTICE

Mr. D1 GREGORY. Good morning, Mr. Chairman and members of
the Subcommittee. Thank you for this opportunity to describe the
Department of Justice’s enforcement of the criminal laws protecting
copyright and to express the Department’s strong support for the
goals of H.R. 2265, the No Electronic Theft Act.

Intellectual property is one of this nation’s most meortant re-
sources, and with the help of Congress, the Department will ensure
that the theft of copyright is vigorously prosecuted as we move fur-
ther into the digital age.

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 14 1999



15

Copyrighted goods, as has been already noted, can be illegally
distributed, either physically or electronically. When distributed
physically, copyrighted works are illegally reproduced here or
abroad in a factory, and the pirated goods are sold to wholesalers,
and then, in turn, to retailers, who sell the goods on the street.

One feature of this model of distribution is that the sale of goods
on the streets is highly visible, making it more likely to attract the
attention of law enforcement. Once the crime problem is targeted,
the nature of the .distribution scheme permits law enforcement to
infiltrate the organization by obtaining the cooperation of the re-
tailer to make a case against the wholesaler, and then use the co-
operation, perhaps, of the wholesaler to make a case against the
factory owner.

Through this process, an entire distribution scheme can be shut
down, resulting in the seizures of a substantial number of illegally
copied works.

To an ever-increasing extent, however, copyrighted works are
being distributed electronically. This is a significant problem be-
cause computers that can easily copy and transmit digital informa-
tion are relatively inexpensive.

Moreover, with digital copies, there is no deterioration in quality’
when second and third generation copies are made.

Accordingly, computers can illegally distribute copyrighted prod-
ucts around the world in the space of a few minutes.

At present, computer software companies are suffering the most
at the hands of these copyright pirates, but as technology is permit-
ting different types of work to be easily digitized and copied, other
industries are being affected.

For example, the music industry is now beginning to suffer seri-
ous losses, and within a few years, the movie industry will find its
products vulnerable to computer theft.

Pirates who operate electronically are often organized in gangs.
Many pirate organizations operate through bulletin board services,
or BBS's; that is, a computer or several computers often located in
someone’s home and reachable by customers or subscribers through
telephone lines or computer modems.

Some of these BBS’s operate by selling membership. Others oper-
ate on a trade or barter basis, requiring prospective members to
contribute valuable software to the BBS.

These BBS’s offer their membership hundreds of different pro-
grams, including expensive software from both large and small
companies, and may even include software in versions not yet
available to the general public.

Technology is also offering many new methods for distributing
copyrighted works online.

Pursuing copyright pirates who operate in cyberspace presents
different challenges for law enforcement than does combatting the
illegal, physical distribution of copyright goods.

lectronic copyright violations are easy to overlook because rath-
er than taking place openly on the streets, they take place hidden
in cyberspace. Even when computer copyright violations are tar-
geted, the lack of a vertical distribution scheme makes it difficult
for a single case to noticeably impact the amount of copyrighted
material available through illegal channels.
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Finally, it is important to note that while a tangible distribution
of copyrighted goods can be mvestlgated by any law enforcement
agent, computer violations require techmcally adept agents, who
are in short supply.

Despite these formidable problems, the Department of Justice
has made great strides for addressing the difficulties associated
with electronic theft of copyrighted products.

We hope that by bringing the criminal laws to bear on some of
the worst offenders, we will deter others.

One of the most important initiatives that we have taken is cre-
ating, in 1996, the computer crime Intellectual Property section
within the Criminal Division, and one of the section’s top priorities
has been training Federal investigators and prosecutors.

We have recently published in May of this year, 175 page man-
ual entitled, “Federal Prosecution of Violations of Intellectual Prop-
erty Rights, Copyrights, Trademarks and Trade Secrefs.” This
manual has been distributed to each of the 93 United States Attor-
ney’s offices and is available online.

The Computer Crime and Intellectual Property Section and U.S.
Attorney’s Offices around the nation have also been investigating
and prosecuting copyright cases with increasing frequency. The
FBI has made intellectual property protection one of its national
crime priorities.

The Department strongly supports the goals of H.R. 2265. The
LaMacchia decision holding that criminal statutes do not reach
not-for-profit illegal distribution of copyrighted goods has impeded
the Department’s ability to prosecute copyright pirates in instances
where clear proof of motive has been lacking.

NET would fix this statutory hole by creating a new provision
that would criminalize willful infr.ingement even where there is no
profit motive.,

We do have some concerns about H R. 2265 in that it may sweep
too broadly. These concerns, we believe, are easily remedied, and
we are confident that we will be able to work with the Subcommit-
tee to fine tune this particular provision.

In short, NET would give law enforcement the statutory tools we
need to combat copyright crime. We look forward to working with
the Subcommittee on this important matter.

And as a final note, Mr. Chairman, if I may say both you and
Mr. Frank noted this in your opening statements. I think it is im-
portant that, as we proceed through this hearing, that we focus on
the fact that we are talking about criminal activity and that we are
talking about stealing, and we are talking about the impact of that
theft on the victim and also the impact of that theft on the prosecu-
tor; that is to say that we should also focus on the prosecutor’s de-
cision-making process with respect to these thefts, recognizing that
these kind of thefts, in many ways, are no different than other
thefts in that the prosecutor’s job is simply to decide whether or
not someone either intended to steal or someone wanted to aid
someone who was intending to steal.

[The Statement of Mr. Di Gregory follows:]
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PREPARED STATEMENT OF KEVIN V. DI GREGORY, DEPUTY ASSISTANT ATTORNEY
GENERAL, U.S. DEPARTMENT OF JUSTICE

Mr. Chairman and members of the Subcommittee: Thank you for this opportunity
to describe the Department of Justice’s enforcement of the criminal laws protecting
copyright, and to express the Dﬁ%arhnent’s strong support for the goals of H.R.
2265, the “No Electronic Theft (NET) Act.” Intellectual property is one of this na-
tion’s most important resources, and with the help of Congress, the Department will
gxils_xtxraf that theft of copyright is vigorously prosecuted as we move further into the

gital age.

A. Copyright Protection in the Digital Landscape

The advent of powerful and inexpensive computing is bringing manﬁ changes to
the way that copyrighted works are being illegally distributed, and hence to the
methods that law enforcement uses to combat copyright piracy. Traditienally, copy-
righted works—including books, records, and audiotapes—have been illegally repro-
duced here or abroad in a factory. The pirated goods are sold to wholesalers, and
then in turn to retailers, who sell the goods on the street. In this type of distribution
scheme, the damage to copyright owners, while substantial, is subject to certain
technological limits. That is because the e%uipment necessary to reproduce the
works in bulk is relatively expensive to purchase, and second generation products
(i.e., copies of copies) are either impossible for the customer to make (for records and
compact disks), or else suffer in quality (for audio and video cassettes).

Another feature of this model of distribution is that the sale of goods on the street
is highly visible, making it likely to attract the attention of law enforcement. Once
the crime problem is targeted, the nature of the distribution scheme permits law
enforcement to infiltrate the organization by obtaining the cooperation of the re-
tailer to make a case against the wholesaler, and then use the cooperation of the
wholesaler to make a case against the factory owner. By this process, an entire dis-
tribution scheme can be shut down, resulting in the seizure of a substantial number
of illegally copied works.

This illegal distribution of copyrighted goods through tangible means continues to
present a pressing problem for copyright owners, particularly for producers of books,
movies, music, and con;imter software.! Accordingly, law enforcement continues to
concentrate a great deal of attention on investigating and prosecuting these copy-
right pirates. To an ever-increasing extent, however, copyright piracy is being car-
ried out through computers. Anything capable of being digitized—that is, reduced
to a series of zeros and ones—is capable of being transmitted easily from one com-
puter to another. Pirates have used this capability of the computer to steal vast
amounts of copyrighted material, and illegally transfer it to others.

Igﬁ to now, it has been computer software companies who have suffered the most
at the hands of the pirates. As technology is permitting different types of works to
be easily digitized and copied, other industries are being affected. For example, the
music industry is now beginning to suffer serious losses from computer pirates. And
zgﬂém a few years, the movie industry will find its products vulnerable to computer

eft.

Pirates who operate electronically are often organized in gangs. Many pirate orga-
nizations operate through “Bulletin Board Services,” or BBS's: a computer or several
computers often located in someone’s home, and reachable by customers or subscrib-
ers through telephone lines and computer modems. Some of the BBS’s offer pirated
software—called “warez"—exclusively. Others offer legitimate services, such as dis-
cussion groups, or a platform for trading “shareware” (software not covered }éﬁrcopy-
right), amf1 contain pirated material on parts of their BBS’s accessible only through
a password.

Some of these BBS’s operate by selling memberships. Others operate on a trade
or barter basis, requiring prospective members to contribute valuable software to
the BBS. In either event, the member is permitted to access and copy copyrighted
software from the BBS. These BBS's often offer hundreds of different programs, in-
cluding expensive software from large and small companies, and may even include
software in versions not yet available to the general public. The unauthorized dis-
tribution of valuable works by pirates has ost destroyed some software devel-
opers and seriously injured countless others.

Although distributing software through BBS's is the method of choice for present-
day computer pirates, other computer network services are providing new means for

1Machines capable of copying software onto compact discs now retail for approximately $600;
these machines are often used to transfer thousands of dollars of illegally copied software pro-
grams onto a single disk, which is sold to the user for about $20.
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copyright crime to occur. For example, there are certain electronic “chatrooms” de-
voted to the discussion of the availability of illegally copied programs. Programs can
be sent through e-mail or, more typically, through World Wide Web sites or other
programs that allow for the rapid exchange of digital information.

Pursuing copyright pirates who operate in cyberspace presents different chal-
lenges for. copyright owners and for law enforcement than does combating the illegal
physical distribution of copyrighted goods. First, unlike the equipment necessary to
make large-scale physical copies of tapes and disks, computers than can easily copy
digital information are relatively inexgensive. Second, with digital copies, there is
no deterioration in quality when second or third generation copies are made. Accord-
ingly, a copyrighted product can be placed on a BBS or website and copied by hun-
dreds of people. Those people can then redistribute the copy to others, illegally
spreading the product around the world in the space of a few minutes.

For law enforcement, electronic copyright violations are easy to overlook, because,
rather than taking place openly in physical space, they take place hidden in
cyberspace. Even when computer copyright violations are targeted, the lack of a
hierarchical distribution scheme makes it difficult for a single case to make a notice-
able impact on the amount of copgrighted material available through illegal chan-
nels: the software no longer available from one BBS can simply be found elsewhere.
Finally, it is important to note that while the tangible distribution of copyrighted
goods can be investigated by any law enforcement agent, computer violations re-
quire technically adept agents. These ail;xts are in short supply, despite the efforts
of federal law enforcement agencies to hire and train agents to deal with computer
crime. Even when investigative agencies have such resources, they are often needed
to investigate other computer crimes, such as attacks on the confidentiality, integ-
rity and availability of computer systems and data.

B. Law Enforcement’s Approach to Computer Copyright Theft

Despite these formidable problems, the Department of Justice has made great
strides toward addressing the difficulties associated with electronic theft of copy-
righted products. We hope that by bringing the criminal laws to bear on some of
the worst offenders, we will deter others froin engaging in these illegal activities.

One of the most important initiatives that the Department has undertaken in this
area is creating, in 1996, the Computer Crime and Intellectual Property Section
(CCIPS) within the Criminal Division, As its name indicates, CCIPS 1s responsible
for coordinating both the Department’s policies regarding computer crime and the
enforcement of criminal laws protecting intellectual groperty. CCIPS is headed by
Scott Charney, a highly-regar ed expert in these fields. The Section has particular
egcplirttiﬁe&in the area this Subcommittee is considering today: computer-based copy-
rig] eft.

One of the Section's top priorities has been training federal investigators and
E}f“’semt"’s‘ In May of this year, CCIPS published a 175-page manual entitled,

ederal Prosecution of Violations of Intellectual Property Rights: Cop;yrights,
Trademarks and Trade Secrets.” The Manual has been provided to each of the 93
U.S. Attorney’s Offices and is available on line.2 The Manual provides agents and
prosecutors with a detailed resource for undertaking prosecutions in the law.

In addition, CCIPS works with a “Computer and Telecommunication Coordinator”
(CTC) in each U.S. Attorney’s Office. The CTC is a prosecutor specially designated
by the U.S. Attorney as the expert in that district on high-tech crime, and is given
specialized training in both computer crime and intellectual property protection.

CCIPS also provides training to state and local agents and prosecutors in a vari-
ety of settings. Finally, CCIPS is active in training law enforcement officials from
other npations. Section attorneys have traveled to Russia, Egypt, and many other
countries to give guidance to our counterparts there, and regularly instruct foreign
officials visiting the United States on U.S. laws and techniques for combating copy-
right piracy. These efforts are particularly important to the United States because
many of the products beir;iﬂ]egally copied abroad are produced by U.S. companies,
and because computers make it easy to send such pirated works across international
boundaries.

CCIPS and U.S. Attorneys’ Offices around the nation have also been investigating
and prosecuting copyright cases with increasing frequency. The Department’s en-'
larged focus on the issue has been matched by the investiéative agencies assigned
to this area: the Federal Bureau of Investigation and the U.S. Customs Service.

The FBI has made intellectual property protection one of its national crime prior-
ities. Two of the notable operations that have recently arisen from the FBIs

2The Manual can be found on the Computer Crime Section’s Web page, http/www.usdoj.gov/
criminal/cybererime.
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stepped-up enforcement efforts are “Operation Cyber Strike” and “Operation
Counter Copy.”

Operation Cyber Strike was an eight-month undercover investigation of pirate
BBS’s, run out of the FBI's International Computer Crime Squad in San Francisco.
Earlier this year, search warrants were executed on ten large pirate BBS’s around
the country, receiving publicity from both the mainstream press and (perhaps more
important for deterrence purposes) the pirate community. That investigation is con-
tinuing. Operation Counter Copy, while not focused exclusively on computer piracy,
brought together a number of the FBI's cases involving criminal copyright and
trademark cases. The operation resulted in thirty-five indictments in April, as well
as eight guilty pleas.

The U.S. Customs Service is also actively involved in protecting against the illegal
importation of infringing products, and seizes $45 million in such products annually.
Recently, an undercover effort aimed at the importation of “bootleg” compact disks—
recorded without the permission of the recording artist—resulted in a 39-count in-
dictment and subsequent guilty pleas by fifteen defendants, as well as the seizure
of 800,000 CD’s worth over-$20 million.

C. The No Electronic Theft (NET) Act

As we look toward the future, it is clear that the effort to deter electronic theft
would be greatly aided by new legislation. The Department believes that H.R. 2265,
the No Electronic Theft (NET) Act, contains a number of important provisions that
will help the Department protect copyright in the digital age. We commend the
sponsors of the bill,® and strongly support legislation on this subject.

One of the key provisions of NET is the creation of a new criminal offense to cover
the unauthorized distribution or reproduction of copyrighted materials, regardless of
whether the distributor was trying to profit from the activity. The provision would
cover a gap in the current criminal statute that was exposed by the District Court's
dismissal of an indictment in United States v. LaMacchia, 871 F. Supp. 535 (D.
Mass. 1994).

In LaMacchia, an MIT student operated a computer bulletin board system over
the Internet that allowed anyone with a computer and modem to send to the board
or acquire from the board copyrighted software programs. His actions caused an es-
timated loss to copyright holders of over $1 million during the six-week period the
system was in operation. The student could not be charged with violation of the
criminal law protecting copyright, 17 U.S.C. §506, because he was not acting “for
commercial purpose or private financial gain,” an element of the criminal copyright
offense. Instead, he was charged with conspiracy to commit wire fraud, 18 U.S.C.
§1343.

The district court dismissed the indictment, because it viewed the copyright law
as the exclusive remedy for protecting intellectual property rights from this kind of
theft, even while recognizing that the current copyright law fails o cover this con-
duct. The Court explicitly invited Congress to remedy this gap in the law:

This is not, of course, to suggest that there is anything edifying about
what LaMacchia is alleged to have done. If the indictment is to be believed,
one might at best describe his actions as heedlessly irresponsible, and at
worst as nihilistic, self-indulgent, and lacking in any fundamental sense of
values. Criminal as well as civil penalties should probably attach to willful,
multiple infringements of copyrighted software even absent a commercial
motive on the part of the infringer. One can envision ways that the copy-
right law could be modified to permit such prosecution. But, “[ilt is the leg-
islature, not the Court which is to define a crime, and ordain its punish-
ment.” [citation omitted].

871 F. Supp. at 545.

The LaMacchia decision has impeded the Department’s ability to prosecute copy-
right pirates in instances where clear proof of a profit motive has been lacking. NET
would fix this statutory hole by creating a new provision, to be codified at 17 U.S.C.
§506(a)(2), which would criminalize willful infringement, even when there is no
profit motive, and establish a three-year felony for reproducing or distributing, dur-
ing any 180-day period, ten or more copies of one or more copyrighted works which
have a total retail value of more than $5,000.

3We similarly commend Senators Leahy and Kyl, the sponsors of a similar bill in the Senate.
That bill is S. 1044, and is called the Criminal Copyright Improvement Act of 1997.
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We do have some concerns that H.R. 2265 may sweep too broadly.4 These con-
cerns are easily remedied, however, and we are confident that we will be able to
work with the Subcommittee to fine tune this particular provision.

Filling the gap caused by the LaMacchia decision is only one of the benefits that
this bill brings to criminal enforcement of the copyright laws. The bill has a number
of other important provisions. They include:

Establishing a recidivist provision, which raises penalties for second or
subsequent felony criminal copyright offenses;

Extending the statute of limitations from three to five years, bringing it
in line with most other criminal statutes;'

Clarifying that the term “financial gain” includes the receipt of anything
of value, including the receipt of other copyrighted works, to ensure that
pirate operations that reguire barter rather than cash are covered;?

Clarifying that “reproduction or distribution” includes electronic as well
as tangible means;

Extending victims’ rights by allowing the producers of pirated works to
provide a victim impact statement to the sentencing court; and

Directing the Sentencing Commission to amend the Sentencing Guideline
for cogyright and trademark infringement to allow courts to impose sen-
tence based on the retail value of the good infringed upon, rather than the
often lower value of the infringing good.

In short, NET would give law enforcement the statutory tools we need to combat
copyright crime. We look forward to working with the Subcommittee on this impor-
tant matter.

I would be pleased at this time to answer any questions you may have.

SUMMARY

The increasing prevalence of copyright theft through electronic means is creating
new challenges for law enforcement, Computer pirates organized in gangs illegally
distribute copyrighted software and other works at rapid speed, causing untold
harm to the producers of such works. :

The Department of Justice has responded to this challenge by creating a new Sec-
tion in its Criminal Division devoted to protecting against computer crime and intel-
lectual property theft. That Section is training federal and state prosecutors and
agents on the techniques of combating this type of crime, and training foreign offi-
cials to help ensure that copyright is protected world-wide. The Department and the
law enforcement agencies that protect copyright—the Federal Bureau of Investiga-
tion and the U.S. Customs Service—are placing increasing emphasis on investigat-
ing and prosecuting thefts of intellectual property, whether by physical or electronic
means. '

The Department is highly supportive of the goals of H.R. 2265. The bill would
allow the Department to prosecute large-scale theft of copyright, even when the per-
getrator was not acting out of a profit motive. The bill would also accomplish 2 num-

er of other important objectives, including establishing a recidivist provision; ex-
tending the statute of limitations; clarifying that “financial gain” includes the re-
ceipt of other copyright works; clarifying that “reproduction or distribution” includes
electronic as well as tangible means; extending victims’ rights by permitting victim
impact statements in intellectnal property cases; and directing the Sentencing Com-
mission to reflect more accurately the harms caused by copyright piracy by imposing
sentence based on the retail value of the good infringed upon, rather than the value
of the infringing product. :

1:‘;Ve look forward to working with the Subcommittee on this important piece of leg-
islation.

<H.R. 2265 permits misdemeanor penalties to be imposed for willful infringement by ri.gm
ducing or distributing one or more copies of one or more co?yrighted works, regardless of their
retail value. The bill prescribes three-year felony penalties for reproducing or distributing, dur-
ing any 180-day period, 10 or more copies of one or more copyrighted works, which have total
retail value of more than $5,000. .

S. 1044, by contrast, imposes a misdemeanor criminal penalty for non-commercial willful in-
fringement only if ten or more copies of one or more copyrighted works are reproduced or dis-
tributed during any 180-day period and if the total retail value of the works or copies is $5,000
or more, Felony penalties would become available in non-commercial cases if the total retail
value of the copied works exceeded $10,065.

5We would be happy to work with the Subcommittee to formulate language to ensure cov-
erage of pirates who provide copyrighted products with the expectation of receiving anything of
value, even if they have not yet received that thing of value. ’
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Mr. COBLE. I thank you, and your wriften testimony, as sup-
ported your oral testimony today, indicates to me that each of you
is supportive of Mr. Goodlatte’s Bill, but you may want it tweaked
maybe here or there.

Ms. Peters, would you recommend defining the term, “willful,” in
the statute, or do you believe that report language and existing
case law on the subject will suffice to protect libraries, universities
and other non-profit organizations?

Ms. PETERS. I would defer to what Congress decided in 1992. In
1992, when Congress amended the law to add additional criminal
penalties to cover all types of works, the question was whether or
not willful should be defined in the statute. And Congress, at that
time, decided not to include that and that the courts would con-
tinue to define it in the way that it had consistently been applying
it in the past.

So I basically think that you could handle it through legislative
history and the courts and not necessarily have to put it in the
statute. And that was the decision that was reached in 1992.

Mr. COBLE. This—let me say it a different way. This might be
difficult to handle precisely, but what percentage of computer users
who infringe actually know what they are doing?

In other words, how many infringers know they are breaking the
law? And the reason I ask this, folks, I have some empathy with
people who break the law, but who do it innocently, who lack in-
tent.

Do you all have a read on that?

Ms. PETERS. I cannot answer that question. Certainly my em-
ployees know about it.

I think maybe there is a significant lack of knowledge, but not
with the people that we are talking about because they are willful
infrigners.

I think that education is a critical part, and I know that there
are a lot of people, including the Copyright Office, whose aim is to
get education at the lowest possible level, so when people sign onto
a computer, they learn the rules of the road and learn about intel-
lectual property.

But hearing you talking about willful, the ones we are talking
about are people who do know they are infringing.

Mr. COBLE. Each of you pretty clearly at least suggests in your
written testimony that you believe the contents of H.R. 2265 may,
at different points, constitute overreach.

How about elaborating a little more in detail how we might im-
prove on that if, in fact, Mr. Goodlatte is overreaching.

Ms. PETERS. We—you can go.

Mr. D1 GREGORY. I was going to actually—I had a chance to look
at Ms. Peters testimony prior to coming here, and I think in her
written testimony, she proposes a rather interesting and probably
useful solution.

Ms. PETERS. What we basically said was that the way that it
reads now, it talks about one or more works and one or more cop-
ies, and that if you take what is in the penalty section, which
makes it clear that you have to have ten or more copies whose
value is $5,000 in the 180-day period, and you put that in the defi-
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nition, you will, in fact, take away the one individual who sends
a song to his friend on e-mail.

Mr. D1 GREGORY. And from our perspective, I am not sure that
we—that we want to be in a position to Federally prosecute that
particular individual who decides to take that one piece of copy-
righted material and send it to a friend or a relative. And I am
not—and I do not know whether or not you all can answer that,
whether or mnot it would be your intent to, again, Federally
criminalize that type of activity when what we really want to deter
clearly are those people who are engaged in willful, knowing viola-
tions of the law, whether for profit or not.

Mr. COBLE. The gentleman from Massachusetts, Mr. Frank.

Mr. FRANK. That seems to me to be a clear example of where we
can get agreement on the concept, but then the implementation
will be an issue. I have to read the testimony of Mr. Nimmer about
the Telephone Association because I am not going to be—sure
about his input.

I mean we would have to ask both of you very well, because both
of you would be involved in the enforcement of this.

Their fear is that the language here—I would assume the word,
“distribution,” say on line 12 of page 2 of the Bill, when it says,
“by the reproduction or distribution, including by electronic means,
of one or more copies,” that a service provider would be criminally
liable simply because some infringer used the service.

Now, obviously, that is not what we would want to see any of
this—when we—I assume that we agree on that, that we do not
want to see that.

So if that is the case, what is your view of the argument and is
there anything that we could do that would make it clear that that
is not what we mean?

Ms. PETERS. Can I just start with saying that I think it has no
impact on online service provider liability. Today, under the copy-
right law, you are only criminally liable for aiding and abetting
only if you willfully associate with the eriminal venture, you will-
ingly participate in it and you willingly seek to make it succeed.
So you have to do something that aids and abets that activity.

Mr. FRaNK. Well, my concern is that someone might interpret
making it physically possible for everybody to read this as aiding
and abetting. And I certainly would not want to think of my service
provider as trying to deter me or retard me.

Ms. PETERS. They can answer how they would do that, but cer-
tainly, there is a knowledge standard, and you cannot be just a
passive carrier. You have to do more.

Mr. CoBLE. What you are saying is if that is the current state
of the law that passive carriers are protected

Ms. PETERS. Absolutely.

Mr. FRANK [continuing]. And that nothing in here changes that?

Mr. Di Gregory.

l\}'lh'. D1 GREGORY. I do not think anything in here changes that,
either.

In fact, I mean going back to the point that I made at the very
end of my statement, I think what—what we are looking to do in
enforcing the law is to decide whether or not somebody had the
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criminal intent to steal or decide whether or not somebody had the
criminal intent to aid or abet that——

Mr. FRANK. Well, I mean, one way we might be—if we agreed
that—if their suggestion—and I will ask Mr. Nimmer when he
comes forward—is that we have somehow here changed the stand-
ard that now obtains for a provider, then obviously, we are going
to reach that later on. But would there be harm in adding a sen-
tence or two that said, “Nothing in this Act is intended to change
the current law regarding the liability of the service provider.”

Ms. PETERS. Mr. Frank, what I was saying is, that is very simi-
lar to the argument that I was raising with regard to libraries and
other institutions who would have computers in their institutions
and a student would come in, and unless they actively aided and
abet—and my suggestion was that, in the legislative history, you
could basically put out the parameters of willful.

Mr. FRANK. Yeah. But you got to remember—I appreciate that
little bit of history, but we do confront, at least in the presence of
Justice Scalia, a man with at least in his capacity as a Supreme
Court Justice, a man with a limited attention span; that is——

Ms. PETERS. Well, he certainly——

Mr. FRANK. He will direct his attention to the words of the stat-
ute and nothing else. .

Ms. PETERS. Exactly. I was just going to say this.

Mr. FRANK. So what about simply trying to find some language
to put into the statute—when we go through this—I have to say
sometimes raise these issues not because they are concerned about
them, but because they do not like the whole Bill and they do not
want to say so. But I do not think that is what the phone company
is doing here.

And when people are not raising an issue like that and you think
that it may not be the real issue, the best way to deal with it is,
i(.ln fact, to concede that point so if they have an underlying agen-

a

And I would say, I want to put a computer key on the keyboard
down in the Legislative Council office that says, in effect, “This Bill
does not do what this Bill does not do.” And I would want to put
a clause like that in here saying, “Nothing in this legislation
changes those things.”

Would there be any reason not to do that, and would that not °
be a shoo in, Mr. Di Gregory?

Mr. D1 GREGORY. I think that I had a very brief opportunity to
look at Professor’'s Nimmer’s testimony. I think that this is cer-
tainly an issue that we would be glad to discuss with the Commit-
tee with respect to when we go from—because I am concerned
about the impact about specifically defining, “willfulness,” for the
purposes of this statute and:

Mr. FRaANK. There are two separate issues here, right, and one
is willfulness, but there was at least, in our—a definable issue
which is they do not want, by this statute—they do not want a
broader definition of willful to somehow change what would be the
liability of the online service provider.

And maybe we should just explicitly say we are not here trying
i‘,o change whatever that is because we are going to deal with it
ater.
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And people sometimes change that unnecessarily. I think there
is one principal, because there is going to be a lot of fears we are
dealing with, and I hope we accept this throughout.

Legislation is not literature. Redundancy is not a problem. The
amount of paper we are using is diminimus. .

And if people are uncertain, there is nothing to be'lost by simply
being explicit.

And the fact that you think it already says that is no reason not
to say it again, because it does not have other negative implica-
tions.

So I would ask you many times to explain—to address that ques-
tion about how do we deal with the feelings that are expressed in
Mr. Nimmer’s testimony that someone might take this beyond
where we intended it to go so we could then limit it to exactly what
we wanted or as close to it? :

Mr. CoBLE. Thank you. -

Mr. FRANK. Thank you.

Mr. COBLE. The gentleman from Virginia, Mr. Goodlatte.

Mr. GOODLATTE. Thank you, Mr. Chairman.

Mr. Di Gregory, how difficult is it to monitor this kind of elec-
tronic piracy?

Mr. D1 GREGORY. I think you can monitor it through various in-
vestigative techniques. It is just—I think the most significant prob-
lem that we have is lack of resources in order to be able to monitor
a great deal of it.

But there are literally hundreds of thousands of web sites, and
it is rising at an enormous rate, so for every one that may be found
in the active—in the act of giving out information that they are not
supposed to, and I am sure that the vast majority of people who
maintain web sites do not intend to infringe people’s copyrights,
but for every one that is, there may be a great many who are not
detected.

Mr. GOODLATTE. What about the rate of recidivism of those who
participate in these types of things?

Mr. D1 GREGORY. I do not have any statistics for you on the rate
of recidivism, but I suppose with respect to many of these pirates
who are operating, when they are found out, it is probably not the
first time they have done—engaged in the particular activity that
they have engaged in.

Mr. GOODLATTE. Is there a problem with this within the Federal
Government agencies themselves? Do you make any effort to deal
with infringement?

Mr. D1 GREGORY. I would have to get back to you on that because
I am unaware of any efforts that we have any specific efforts that
we have undertaken with respect to infringement.

Mr. GoopLaTTE. OK. So you would not know, agency by agency,
whi?ch one may have a serious problem with this, which ones may
not?

Mr. D1 GREGORY. No, I do not. I am sorry, but as I said, I can
check on that for you.

Mr. GOODLATTE. We would welcome any information that you
might have in that regard.

And Ms. Peters, we take note of your concern that we place in
the actual Section 506 criminal offenses, the definition of what con-
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stitutes an offense here, to make that clear. And we will certainly
discuss with the other members of the Committee whether we
think that is necessary to make that clear.

It certainly is not our intent, and I want to make it very clear
that one person sending one item, however, contrary to the concept
of intellectual property that might be, we are not out to create a
law enforcement mechanism to deal with that. We are talking
about people who are giving away wholesale amounts of pirated
software. :

Thank you, Mr. Chairman.

Mr. CoBLE. The gentleman from California. I recognize you for
five minutes.

Mr. BERMAN. Thank you, Mr. Chairman.

I am curious. Civil remedies against copyright infringement, is
the issue of commercial gain an issue there?

I guess for damages, well, I do not know, the loss or the gain,
is there a quick answer to that question?

Ms. PETERS. Well, there is willful infringement that has higher
damages, and certainly, when you are talking about actual dam-
ages, and even with regard to statutory, you take into account com-
mercial harm.

Mr. BERMAN. If someone has——

Ms. PETERS. Yes.

Mr. BERMAN [continuing]. LaMacchia——

Ms. PETERS. Right.

Mr. BERMAN [continuing]. Was there a basis here for holding him
civilly liable for what he did, even though he could not be found
criminally liable——

Ms. PETERS. Absolutely.

Mr. BERMAN. Because——

Ms. PETERS. Because he based it——

Mr. BERMAN [continuing]. He is not a——

Ms. PETERS. Basically he——

Mr. BERMAN [continuing]. Element of the——

Ms. PETERS [continuing]. Infringed the work, he would be subject
to actual damages, and if you can prove the million dollars that
was alleged and he had the money to pay it.

Mr. BERMAN. I am trying to understand Mr. Frank’s issue. There
is a law and now there is a bill dealing with the elimination of the
for profit as the prerequisite to criminal culpability.

How does the issue of innocent reproduction or innocent distribu-
tion change by virtue of anything that Mr. Goodlatte is suggesting
doing? Is distribution a new concept in Mr. Goodlatte’s bill?

It does not exist in the existing law?

Mr. D1 GREGORY. No. It is—I think it is—there is a clarification
in the law to ensure that electronic distribution—electronic repro-
duction is included.

Ms. PETERS. So is the reproduction and distribution includes by
electronic means.

Mr. BERMAN. So the fear that all of a sudden it will be somewhat
easier to convict a willful infringer, because you will not have to
prove commercial gain in some sense has no impact on the issue
of—well, I guess the issue is whether it is a willfully distributes,
and that is the same, and what Mr. Frank is suggesting, is there
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a way of insuring that there is nothing in the elimination of com-
mercial gain standard that now impacts a distributor dlfferently
than he was impacted under—

Ms. PETERS. Right.

. Mr. BERMAN [continuing]. Existing law.

Is that a fair—

My. FRANK. Are you talking now to me?

Mr. BERMAN. Yes.

Mr. FrRANK. He is clarifying for me the fact that with the lan-
guage, even if it does not have anything to do with that, it does
not mean he is making—because you say all they are doing is rely-
ing on the commercial aspect. And I do not know any of the online
service providers that distribute this stuff for free. They may ruin
the commercial business.

So eliminating the commercial motive would not seem to impli-
cate them anymore than they already are .implicated now, but to
say I do not mind a little reassurance, if that calms people down.

Mr. BERMAN. All right. That is what occurred to me. And I had
another question, but I forgot it, so you can get back——

Mr. COBLE. I thank the gentleman from California.

Mzr. Bono, for five minutes.

Mr. BoNO. Thank you, Mr. Chairman. I just actually had the
same concerns that Barney had, and they are kind of rolling out
here. And if that is very clear, I think that that is the big issue.

I am concerned about otherwise protection of copyright. I could
not be more for it. I think that intellectual property and technology
is going to become the product of America, and it is becoming that
way more and more.

And to have any loopholes in the theft of it is a big mistake for
us because I think it takes the world market away from us. And
I think that it is terrible economically.

So I am all for it. I would like to see it protected, and if it needs
a little extra language and you are not concerned with that, maybe
we could look at that so that everybody feels comfortable about it.

But I think that it is great that we are making this effort to pro-
tect intellectual property any way we can and copyrights any way
we can. So [ am——

Mr. COBLE. I thank the gentleman.

The gentlewoman from California is recognized for five minutes.

Ms. LOFGREN. Thank you, Mr. Chairman.

I am interested Ms. Peters, in your judgment that criminal pen-
alties, if we are to attach them, should be reserved for cases where,
on page 7, you say, “in willful infringement that would cause sub-
stantial economic harm”™——

Ms. PETERS. Right.

Ms. LOFGREN. And the issues you have raised about fair use and
libraries and schools.

Do you think that merely defining “willful,” as you expressed in
your testimony, either through legislative history or in the statute
itself, is sufficient to protect non-profits, libraries, and schools in
the fair use arena?

Ms. PETERS. What we said was we felt that that was enough.
However, I do not—I live in a library, but I am not a librarian. And
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if they see specific instances that they think are problems, we
would be glad to try to address those problems.

But, yes. We believe that the way that courts have continuously
interpreted “willful” would end, we said, and if they have a policy
that basically is a good copyright policy and they believe that they
araeil operating under fair use that they cannot be held liable crimi-
nally.

Ms. LOFGREN. At least in my personal experience with schools
and libraries, they are scrupulous. I mean really much more than
ordinary citizens. They take the responsibility pretty seriously,
which is good. They should.

I am wondering, Mr. Di Gregory, do you concur with Ms. Peters?

Mr. D1 GREGORY. I think I would again go back to my earlier
comment that what prosecutors are going to be looking for is
whether or not they can establish that there was an intent to steal
or that someone was aiding or abetting an intent to steal.

Ms. LOFGREN. I agree with that, but copyright law is and always
has been a balance. We want to protect the intellectual property of
the creator, and yet society has an interest in dissemination of
ideas in intellectual property, as well, hence the fair use doctrine.

And so we need a strong right of fair use, even though, in fact,
a prosecutor likely would not go in and prosecute the third grade
teacher for making a back-up copy of the educational software.

So I was intrigued by your idea in terms of should there be—Ms.
Peters’ referenced in a different way the number of copies or—

Ms. PETERS. Well, actually, that is—it is just in the penalty part.
And we just wanted to make it clear in the definition.

But I strongly believe that the willful standard that is there
today would make it so that libraries and educational institutes
who operate in a normal way, unless they actively involve them-
selves in aiding and abetting, would not have any liability. And I
have never, certainly in the Library of Congress, I would never ex-
pect there to be liability because the library would never aid and
abet, to my knowledge.

Ms. LOFGREN. Aiding and abetting is one of the issues that has
been of concern. This is something that in the whole copyright
arena, as we move into the Internet era, there is going to be a lot
of thinking and readjusting. I mean not just in Congress, but in so-
ciety and how we think about our existing laws and how they apply
to this wonderful new world.

In your judgment, if one makes available a search engine or a
browser or a hypertext link, is that aiding and abetting?

Ms. PETERS. That is an interesting question. I do not really have
an answer. I have to go back and think about it. We have looked
at linking in relation to our own site, what should we link to?

And we made a determination that we were going to be very
close in what we link to because we wanted to limit any possible
liability and we did not want anybody saying that we had linked
to a pirated site.

I think that maybe the online service providers could answer how
the links are made, and I think maybe you can answer that more.

Mr. DI GREGORY. I do not think that we are ‘rying to do, nor
does this law try to prevent the dissemination of information. What
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we are looking to try to prevent is people intentionally disseminat-
1ng copyright information.

I do not think this statute requires anything of the service pro-
viders other than to—other than not engaging in intentionally pro-
viding copyrighted information.

Ms. LOFGREN. I think we are of one mind, really. I am just trying
to explore unintended consequences here which is important to do
in the Internet age.

Ms. PETERS. Clearly you would aid and abet if you had a site
that said, “Top ten pirated sites,” and led everybody to them.

Mr. DI GREGORY. I do not know that—yeah. T do not know that
we would necessarily prosecute them because you have got to look
at all the facts and circumstances before you make such a decision.

But I think certainly we are not looking at simply prosecuting
somebody for passing on copyrighted information if they had no in-
tention of passing on copyrighted information. And maybe there is
a more articulate way to say it, but I cannot come up with it right
now.

Ms. LOFGREN. Mr. Chairman, Mr. Delahunt Just asked if I could
yield for a follow-up. I do not have any more time. Perhaps you
would let:

Mr. COBLE. It is going to be all right.

You may—without objection, the lady is asking for an additional
minute.

Ms. LOFGREN. Mr. Delahunt, I will let you take my minute.

Mr. DELAHUNT. Mr. Di Gregory, 1 respect what you say about
prosecutorial discretion. It seems to me that there is a legitimate
concern about, prosecuting schools and librarians. I presume that
it is not the p051t10n of the Department of Justice to initiate a spe-
cial task force on copyright infringement to go around and focus in
on the villages and towns of the United States, chasing librarians
and similarly situated users.

Mr. D1 GREGORY. We are aware of no need to do that. Right.

Mr. DELAHUNT. In fact, how many cases has the D1v1s1on brought
in this area other than the LaMacchia case?

Mr. D1 GREGORY. I do not have an exact number.

Mr. DELAHUNT. Not a lot, though?.

Mr. D1 GREGORY. Not a lot.

Mr. DELAHUNT. OK. We're really talking about a situation, I pre-
sume, where there is a recognition that civil litigation has not been
an effective deterrent in terms of the kind of scenarios that devel-
oped in LaMacchia.

Mr. D1 GREGORY. That’s right.

Mr. DELAHUNT. So now it has come to a situation where it is ap-
propriate for Congress to determine and make a decision as to
whether criminal sanctions will, in fact, deter.

Mr. D1 GREGORY. That’s right.

_ Mr. DELAHUNT. I think that’s where we stand in terms of the pol-
icy.

I happen to have been a prosecutor in a former life, and I hon-
estly believe that if there is such a concept as deterrence, this is
one of those cases in which it can be effective. That is why, maybe
with some tweaking and some amendments, I mtend to support
Representative Goodlatte’s bill.
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But I think the concerns that we have here, in many cases, are
exaggerated. I really honestly believe that we are not going to see
a rash of United States Attorney’s offices sending out hordes of FBI
investigators to track down librarians and teachers in schools. That
is just not going to happen.

In fact, as was mentioned earlier, how do we even discover these
crimes?

Well, the reality is, unless it is brought to you, you are not going
to discover it. So it is going to be somebody who has a concern
about his or her work being pirated who is going to complain to the
United States Government. ’

Is that a fair statement?

Mr. D1 GREGORY. I think in most cases, that is true.

Mr. DELAHUNT. Right. I mean these are not investigations that
are initiated sua sponte?

Mr. D1 GREGORY. In most cases, I think that is true.

Mr. DELAHUNT. Thank you.

Mr. CoBLE. The gentleman’s time has expired.

The gentleman from Utah, Mr. Cannon. Recognize you for five
minutes.

Mr. CANNON. Thank you, Mr. Chairman.

I am intrigued by the idea of the hyperlinks or the hot links. I
think it would be following up on Mr. Delahunt’s question.

I know in my district we have software producers who spend a
great deal of time searching for people who are stealing their soft-
ware through web sites.

It would seem to me that it is fair to say that if you have a
hyperlink or a hot link that it would indicate some awareness, and
therefore, would be an indicator to you, but not dispositive of will-
fulness, Mr. Di Gregory.

Mr. D1 GREGORY. I think so. I mean that is certainly something
that you would consider.

And I want to make the point again, just with respect to the de-
termination of criminal intent, whether it is a violation of copyright
or simply stealing an automobile, we are still talking about crimi-
nal intent to commit the act.

Mr. CANNON. Right. Now when you—in your opening statement,
you pointed out you made your manual available on the Internet.
I take it that is so people who are concerned about Internet theft
of intellectual property will know what your standards are and how
you proceed with those so they can help the accused for you?

Mr. D1 GREGORY. Well, I—that—not necessarily know what our
standards are, but become familiar with—hopefully help them be-
come familiar with the copyright law and become familiar with the
parameters within which we work. .

Mr. CANNON. Thank you very much.

Mr. CoBLE. Thanks, gentlemen.

The gentleman from Indiana, Mr. Pease, is recognized for five
minutes.

Mr. PEASE. Thank you, Mr. Chairman.

Mr. Di Gregory, I wanted to go into the discussion you had with
Mr. Goodlatte on the penalty section of the Bill, and I thought I
heard you say that you would prefer a definition that did not go
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after the one-time offender or the person who occasionally vio-
lated—technically violated the copyright-law.

Can you help me understand where you—what you said and
where you were headed with that?

Mr. D1 GREGORY. I think what we would like to do is work with
the Committee on that because we want to make sure that the
greatest deterrent effect possible occurs, and I think one of the
ways you do that is to punish those persons who are trying to do
more than just copy something for—for grandma, grandpa, brother
or.sister, and who were copying—as I think the Senate will sug-
gest—ten or more copies with a certain value.

Mr. PEASE. The reason I ask is that I am the one who shares a
concern with several members of the Committee on what has some-
times been called a tendency to Federalize crime.

But it appears to me this is an area where there clearly is a Fed-
eral crime. And so not to at least have a violation of that law, even
a one-time violation be a criminal offense seems to me to be wrong.
It should be a criminal offense.

And then we get into the question of ;l)lrosecutorial discretion,
about whether it ought to be prosecuted if there is a one-time viola-
tion.

Mr. D1 GREGORY. Certainly, we do have exclusive responsibility
in this area, but I think it is important also to keep in mind that
there are civil remedies for even that one-time copy that can be
pursued by the holder of the copyright.

And I think when you—when you consider whether or not you
want to Federally criminalize that single copying event, even as a
misdemeanor, you—and consider that we are it in that area, you
also need to consider the resources that we have to devote to the
enforcement—— . !

Mr. PeASE. I understand that, but prosecutors do not prosecute
every violation of the law.

Mr. DI GREGORY. Sure.

Mr. PEASE. They use their discretion, what resources are avail-
able. “How do we make a determination?” :

It seems to me that we ought perhaps to look at a system of
graduated penalties or something else that might reinforce the fact
that you do not have enough resources, but not to say that any one
violation ought not be a criminal offense, even if it is never pros-
ecuted does not track for me. :

Mr. D1 GREGORY. As I said on other—we would certainly be will-
ing to sit down with Committee staff and work that out. .

Mr. PEASE. OK. I appreciate that.

Then related to that, the penalty provision that is included calls
for three years of imprisonment.

Can you tell me how that compares with similar erimes, whether
that penalty is in the same range of expectation for other elec-
tronic—

Mr. D1 GREGORY. Or other kinds of theft?

Mr. PeASE. Yes. .

Mr. D1 GREGORY. I think it is within that range, but I would be
glad to check on that for you with respect to the sentencing guide-
lines and the maximum penalties for those offenses and get back
to you. ; -
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Mr. PEASE. OK. I appreciate it. Thank you.

Thank you, Mr. Chairman.

Mr. COBLE. I think the gentleman has a question.

Mr. DELAHUNT. No. As long as we do not make these mandatory
sentences, Mr. Chairman.

Mr. COBLE. Ms. Peters, Mr. Di Gregory, we thank you for your
testimony today and we will be in touch.

Ms. PETERS. Thank you.

Mr. D1 GREGORY. Thank you, Mr. Chairman.

Mr. CoBLE. The second panel will come forward, if you will. Mr.
Robert Kruger is the Vice President of Enforcement of the Business
Software Alliance, and Mr. Kruger, I will let you introduce your
two witnesses who are with you, one of whom I think is amply rep-
resented in the Congress by the gentleman from California.

I will introduce, meanwhile, Ms. Sandy Sellers, while you all are
preparing to be seated.

Sandy Sellers is the Vice President of Intellectual Property Edu-
cation and Enforcement with the Software Publishers Association
where she manages all intellectual property educational programs
enforcement actions, both domestic and international.

Prior to joining SPA, Ms. Sellers was a partner in the Washing-
ton, D.C. office of William, Briggs, Hoffa, Gilson and Leone where,
for ten years, she specialized intellectual property and litigation.

Prior to entering private practice, she was an attorney advisor to
the Chief Administrative Law Judge of the United States Inter-
national Trade Commission.

Ms. Sellers has served ‘as President of the International Trade
Commission Trial Lawyers Association and is active in the Inter-
national Trademark Association.

She was awarded her Juris Doctor from George Washington Uni-
versity and a Bachelor’s Degree from Dickinson College.

Now, Mr. Kruger, if you would like to introduce your witnesses.

Mr. KRUGER. Sure, Mr. Chairman. Thank you very much.

My name is Bob Kruger. I am Chief Enforcement Officer for the
Business Software Alliance. Prior to joining BSA’s fight against
software piracy, I, too, was a Federal prosecutor fighting crime.

Mr. Chairman, I am not here to testify today. I think it is more
important that the Committee hear directly from representatives of
members of the Business Software Association who are, in fact, vic-
tims of software piracy. So I will allow them to speak to the Com-
mittee.

But I do want to say, Mr. Chairman, that I am available to the
Committee, both now and at any time, to answer questions you
may have and to share experiences that I have had on the front
lines of this fight we are waging against software piracy.

I will say this: From my experience both as a prosecutor and rep-
resentative of the industry, there is a critical need for effective law
enforcement to deter this type of crime.

ffGreg Wrenn and Brad Smith are here, and I will let Brad lead
off.

Mr. CoBLE. Thank you, Mr. Kruger, and, folks, I will again re-
mind you of the ever present red light. If you can comply with that,
we will be appreciative.

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 31 1999



32

It is good to have you all with us, so we will start with Mr. Smith
and work from my left, or Mr. Wrenn, and then Mr. Smith, you
want to follow him, and then Ms. Sellers?

STATEMENT OF GREG WRENN, SENIOR CORPORATE COUNSEL,
ADOBE SOFTWARE

Mr. WRENN. Thank you, Mr. Chairman, Mr. Frank and members
of the Committee. My name is Greg Wrenn. I am Senior Corporate
Counsel with Adobe Systems. We are based in San Jose, California.
Adobe was one of the leaders in providing desktop publishing tech-
nology. It was founded in 1982, and it continues to lead the market
in providing tools for more imaginative and creative communication
in print and electronic media, including the Internet.

I am pleased to testify today on behalf of the Business Software
Alliance, with my colleague, Brad Smith, from Microsoft. We appre-
ciate the time.

Let me begin first, Mr. Chairman, by thanking you for the oppor-
tunity to speak today, for the opportunity to have a hearing on this
issue that is absolutely critical for the software industry.

We are grateful for your leadership, for the support of the Com-
mittee, and the opportunity to come today and address these is-
sues. Mr. Frank, Mr. Cannon, we are grateful for your support of
Mr. Goodlatte’s introduction of H.R. 2265.

And while I am on the thank you’s, I would also like to express
my thanks to the Copyright Office and the Department of Justice
for their support today on these issues and their ongoing support
of some of the difficult industry issues that we face.

What I would like to do today is tell you a little bit about the
software industry, describe a bit of the piracy problem that is eat-
ing away at the industry, and then briefly address some of the
things that we think this Committee may be able to do to help ad-
dress the problem.

The software industry is probably the greatest success story of
American business. From 1980 to 1992, the software industry grew
at an annual rate of 28 percent, compared with about a three per-
cent rate for the domestic economy. :

There really is no sector of the American economy that has not
enjoyed the benefits of the information revolution that the software
industry has brought about. The software industry directly employs
about 620,000 people. That figure does not include upstream and
downstream ripple effect on jobs and economic activity in other sec-
tors by the software industry.

The software industry is, of course, a huge export business and
America is fortunate in having American publishers control about
70 percent of the world market. .

The software industry is also probably one of the best at invest-
ing in the future of this country. In 1995, nearly nine percent of
all U.S. industry research and development investment was made
by the members of the Business Software Alliance. That is not the
software industry as a whole, that is just the few members of the
Business Software Alliance. These details which are included with
my testimony in a report that the BSA commissioned, by Nathan
& Associates, has the statistics and the background information. It
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is very useful in showing the role of the software industry in the
economy.

Let me turn now to the piracy problem. Piracy is probably the
biggest threat to this economic engine. Mr. Chairman, you were
right in first announcing these hearings, to say that piracy is just
a fancy word for theft. And the fact of the matter is, the software
industry is being robbed blind.

People know now, for the most part, that piracy is a problem
around the world. The studies show a 43 percent rate of piracy
worldwide. Roughly one in two copies of software in use is an ille-
gal copy. A lot is heard about problems in China and other regions
throughout the world.

The fact of the matter is, when you look at the statistics, our big-
gest piracy in the world is in the United States. We might have a
relatively low piracy rate, although I hate to call it low, of 27 per-
cent. That is, what, one in four copies in use of an illegal copy.

Although the rate might be lower than 94 and 97 percent piracy
rates we see in some countries, the rate of piracy, times the size
of the market, creates a loss greater in the United States than any-
where else—$2.3 billion in 1996.

This is not just a problem that affects the software industry.
‘What this means for America overall is that in 1996, 130,000 jobs
were lost due to piracy in this country. It meant a billion dollars
in tax revenues to this country. This is a huge problem for all of
us.

The piracy takes many forms. Our biggest problem is with what
we call “end user copying,” businesses that buy one copy and put
it on ten machines, or consumers that buy a copy and share it with
all of their close friends. That is the biggest loss for us.

Internet piracy is a huge problem and that is what we are here
to address today. And if I may finish briefly. I realize the light is
on, Mr. Chairman, but if I can just wrap it up.

Internet piracy is simply out of control. It is basically Dodge City
out there. There is no law.

The Department of Justice and the FBI have been willing to
help, but their hands are clearly tied by a lack of law enforcement
tools, particularly by the loophole created by LaMacchia problem.
Their hands are tied by the lack of jurisdiction to go around and
address these cases. So it is critical that we have this addressed.

So, again, we want to thank you for holding this hearing. This
is an incredibly important first step in addressing the piracy prob-
lem. This has been a great opportunity to address the piracy issues
and H.R. 2265, and to recognize the support that we have seen in
moving it forward.

And then what I would like to do at this point is turn to my col-
league, Brad Smith from Mierosoft, who will detail some more pro-
posals, as well as Sandy Sellers from Software Publishers Associa-
tion, and we look forward to an ongoing dialogue with this Commit-
tee and Congress.

Mr. CoBLE. Thank you, Mr. Wrenn.

Mr. Smith.
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STATEMENT OF BRAD SMITH, ASSOCIATE GENERAL COUNSEL,
INTERNATIONAL LAW AND CORPORATE AFFAIRS,
MICROSOFT CORPORATION : ’

Mr. SmitH. Thank you, Mr. Chairman. My name is Brad Smith.
I am the Associate General Counsel at Microsoft responsible for the
company’s International Law and Corporate Affairs including all of
our anti-piracy and anti-counterfeiting work worldwide, I would
like to second what Mr. Wrenn said in conveying our appreciation
for the opportunity to address this issue today, and certainly for all
of the leadership shown by the members of this Committee and by
the Copyright Office and the Department of Justice.

Mr. Wrenn said, Internet piracy is a real problem for the in-
dustry. It is not the biggest piracy problem today, but it is far and
away the fastest growing problem. Indeed, Internet piracy is grow-
ing at such a fast rate that I find that one of the biggest challenges
that we face in the industry is simply having to reeducate our-
selves every six months about its most recent dimensions.

I thought it might be most useful to give you a sense of our chief
concerns by providing having a brief demonstration of the way that
we now find piracy on the Internet I believe there is a projector
that will show a computer screen to the wall.

The first thing that we are going to do is user browser software
to take you to two sites that are on the Internet. Both of these are
screen shots that were downloaded from the Internet. -

The first thing that, in fact, this demonstrates is the sometimes
somewhat odd vocabulary that people who distribute piracy on the
Internet use. I think we are going to end up having to publish an
Internet piracy dictionary before we are done.

As you see on this site, the first reference is called, “Too Slow’s.
Secret Warez.” That word,  “warez,” w-a-r-e-z, is in fact, a slang
term that refers to pirated . software that is available for
downloading. And, indeed, if you go to one of the text search engine
index services that are now frequently available on the Internet
and do a search for the word, “warez,” you will find that there are
now 17,000 pages on the Internet where that word appears. While
you may not find software for downloading available on each and
every one of those pages, there probably are more than 10,000 sites
on the Internet today where you can download illegal software.

If we go to just one of these, the first one on this page, Radiation
King, at the bottom, this is what you would find. This is the page
that would appear on somebody’s computer screen. Most . of these
folks do a nice creative job of their own logos, but what you really
find is lots and lots of software. While the red letters here are a
little hard to read, each of those lines is a reference to a software
program available for downloading. You will find Microsoft pro-
grams such as Microsoft Plus, and a number of other programs. If
you simply point to the program that you want with your mouse
and click once, this site will download that software onto your com-
puter. It is really as simple as that. Once you find the site, just
scroll down the page, click on the program of your choice and it is
yours. . :

We have really found a situation today where it is extraor-
dinarily easy for people to download this software, and with the
use of the search engines which are well known to many, many
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users of the Internet, it is extremely easy for people to find these
sites.

There is another aspect that I wanted to demonstrate that is also
characteristic. Unfortunately, the Internet piracy that is illustrated
by this second site shows that what you typically find in a lot of
these sites is, unfortunately, a lot more than copied software. A lot
of people who get their thrills out of making this software available
get their thrills out of other things, as well. This particular site,
for example, also has what is called, “cracks.” These are programs
that will break copy protection on software so that more and more
illegal copies can be made.

Another feature that this particular site offers is programs that
enable someone to create what is called an e-bomb or an e-mail
bomb. An e-bomb is, in fact, a device that allows a user of e-mail
to, in effect, bombard someone else’s e-mail address so that a per-
son might receive say a thousand e-mails. And, indeed, when the
Business Software Alliance takes action against somebody who is
running this kind of site, it is not at all uncommon for them to re-
ceive an e-mail bomb that simply consists of a thousand e-mail
messages, that, unfortunately typically consist of the repetitive use
of four-letter words.

But it is just one example of the type of thing that these folks
are engaged in.

That is all I have for the demonstration, so you can turn the
lights back on.

Finally, these sites also are often run by people who get their ex-
citement out of staying up until four in the morning and trying to
crack their way into the Justice Department or somebody else’s
computer system.

They may not be making any money out of it. Typically, in this
type of instance, they do not. But it is a real problem and we do
need to take criminal action against it.

Thank you.

[The Statement of Brad Smith follows:]

PREPARED STATEMENT OF BRAD SMITH, ASSOCIATE GENERAL COUNSEL,
INTERNATIONAL LAW AND CORPORATE AFFAIRS, MICROSOFT CORPORATION

Introduction

Mr. Chairman, members of the Subcommittee, my name is Brad Smith, and I am
Associate General Counsel of International Law & Corporate Affairs at Microsoft
Corporation at its headq}lllarters in Redmond, Washington. Over the past twenty
years, Microsoft has sought to empower personal computer users by developing soft-
Wware that makes it easier for them to use their PCs at home and at work for an
increasing number of purposes. In pursuit of this goal, Microsoft has grown,
changed, adapted and reinvented itself continuously—today we employ nearly
19,000 people, approximately 9,000 of which are located at our headquarters in
Redmond, Washington. We are now one of the leading software publishers with
products ranging from operating systems, to applications software such as word
processing and spreadsheet programs, to software development tools and program-
ming language products that help people develop and write creative software, and
to an Internet on-line service, The Microsoft Network (“MSN”).

I am pleased to testify today, along with my colleague Greg Wrenn of Adobe, on
behalf of the Business Software Alliance (BSA).

The Business Software Alliance promotes the continued growth of the software in-
dustry through its internationa!l'tﬁublic policy, education and enforcement programs
in 65 countries throughout North America, Europe, Asia and Latin America. BSA
worldwide members include the leading publishers of software for personal comput-
ers: Adobe Systems Incorporated, Apple Computer, Inc., Autodesk, Inc., Bentley Sys-
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tems, Inc., Lotus Development Corp., Microsoft Corp., Novell, Inc., Symantec Cor-
poration, and SCO, Inc. BSA’s Policy Council consists of these publishers and other
leadit:f computer technolo%y companies including Comgaq Computer Corporation,
Digital Equipment Corp., IBM, Intel Corporation and Sybase.

I want to start by emphasizing what already has been said this morning—ad-
dressing the software piracy problem requires both better education and stronger
enforcement of our laws. BSA has pursueg such a comprehensive approach for many
years. At BSA, we will be redoubling our education efforts—and we want to thank
this Subcommittee for holding this hearing, which significantly helps in that regard.
But we also believe we need to improve our enforcement tools and increase the laws’
deterring effect.

Therefore, this afternoon, I would like to briefly review what we at BSA are doing
to combat software piracy. Then I would like to turn to discussing the problem
Kasetli{ lﬁy Z%t;cgvare piracy via the Internet and the solutions presented in the NET

ct, H.R. .

BSA’s Education and Enforcement Program

BSA’s education efforts are designed to increase public awareness of the legal pro-
tection of software and encourage voluntary compliance with the copyright laws
through responsible management practices. For example, for executives with respon-
sibility for managing the purchase and use of software—including Directors for gu.r-
chasing, MIS professionals, Chief Financial Officers, Directors of Personnel, Internal
Auditors, and Chief Executive Officers—the BSA offers the Software Management
Kit, which includes information about establishing software management policies for
all aspects of an organizational operation. .

BSA experts speak at major computer trade shows, end-user meetings, govern-
ment seminars, and association conferences—addressing critical issues, including
software piracy as well as copyright protection and software licensing. Anti-piracy
materials are regularly distributed, free of charge, to schools, user groups, govern-
ment agencies and computer consultants.

But with respect to those who choose to violate our copyright laws, the BSA also
undertakes enforcement actions against organizational eng-lt'lxsers, resellers, Internet
pirates, counterfeiters and other entities suspected of making, using or distributing
illegal copies of software. Thesé enforcement actions, which have included BSA pro-
vide the caller with software management materials or pursue the lead of suspected
piracy to determine whether there exists sufficient evidence for an enforcement ac-
tion against the alleged infringer.

Problem Of Piracy Via The Internet—The Need For H.R. 2665

Let me take just a minute to describe the situation posed by piracy via Internet
Bulletin Boards or websites and the gap in the current laws illustrated by the
LaMacchia case.

The Internet has made it virtually cost-free and risk-free for software pirates to
reproduce and distribute copyrighted works on a commercial scale, displacing untold
numbers of sales. In brief, an individual can set up a computer system such that
others can gain access to valuable software programs through an electronic “bulletin
board” and then download those programs onto their own computers free of charge.
Often the individual may do this for commercial gain. But frequently individuals

* may steal software programs to demonstrate their technical prowess (i.e., to show
they can do it), to build their personal collections by bartering with other pirates,
or simply as a form of vandalism. Let me demonstrate for you how easy it is to pi-
rate software on the Internet. -

The problem we face is that if an individual steals thousands of dollars of creative
works, posts them to a “bulletin board,” offers to make such software freely avail-
able, and is prosecuted for these actions, the case will be dismissed—in large fart
because the olzﬂright Act states that software pirates are only criminally liable if
they steal “for the purpose of commercial advantage or private financial gain.” In
U.S. v. LaMacchia, U.S. District Court Judge Richard Stearns noted that such activ-
ity was at best “heedlessly irresponsible, and at worst nihilistic, selfindulgent and
lacking in any fundamental sense of values.” But it was not, the judge found, a vio-
lation of the Copyright Act. However, the judge also stated that he believed “crimi-
nal, as well as civil penalties should probably attach to willful, multiple infrin%‘e-
ments of copyrighted software even absent a commercial motive on the part of the
infringer. One can envision ways that the copyright law could be modified to permit
such prosecution.” Clearly, then the law needs to be changed to cover such commer-
cial-scale piracy.

For this reason, we are extremely pleased that Subcommittee Members Bob
Goodlatte, Chairman Howard Coble,Barney Frank and Chris Cannon have intro-
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duced H.R. 2265, the “No Electronic Theft (NET) Act.” BSA strongly supports this
legislation, and commends these Members for their leadership on this critical issue.

H.R. 2265 is vitally needed to ensure that copyright holders receive adequate pro-
tection in the digital environment. This bill makes it a felony under a new Section
17 U.S.C. §506 (a)(2) to willfully infringe a copyright by reproducing or distributing
10 or more copyrighted works, with a value of at least $5,000, within a 180-day pe-
riod, regardless of whether the infringing individual realized any commercial advan-
tage or private financial gain. The bill also adds a definition of “financial gain” in
Section 17 U.S.C. § 101 to clarify that the term includes bartering for, and the trad-
ing of, pirated software. In other words, if you take a pirated software program and
trade it on the Internet and eventually barter to the point where you have a $5,000
portfolio of software, the bill considers such bartering to be a criminal act—just as
if you had sold the stolen software for $5,000.

In addition, H.R. 2265 ensures that victims of criminal copyright infringement
will have the opportunity to provide victim impact statements to the court about the
impact of the offense and directs the Sentencing Commission to ensure that guide-
line ranges are sufficiently stringent to deter criminal infringement of intellectual
Froperty rights, and provide for consideration of the retail value and quantity of the

egitimate, infringed-upon items, Finally, the bill extends the statute of limitations
for copyright infringement from 3 to 5 years.

I want to be very clear that we are only talking about willful infringement of a
copyright holder’s rights. H.R. 2665 merely strengthens criminal law against un-
serupulous individuals. As this Committee well knows, under criminal law a willful
act requires that it be intentionally done with knowledge that it was prohibited by
law. HR. 2265 does not address the potential liabilities of Internet Service Provid-
ers and other third parties that may innocently provide the means used by others
for, but who themselves do not engage in, willful copyright infringement.

Moreover, we believe that because this is a criminal statute with criminal Habil-
ity, the possibility of longer sentences should be focused on the more serious of-
fenses. Thus, we believe for piracy of copyrighted works which have a total retail
value of more than $10,000, imprisonment of up to three years would be in order.
At the same time, we would like to suggest penalties for repeat copyright offenders
be increased. In those instances where a fine is imposed in lieu of imprisonment,
there should be a significant minimum fine with the possibility of up to double the
otherwise applicable maximum possible fine,

We strongly support the provision extending the statute of limitations for copy-
right infringement from three to five years. Such a five-year statute of limitations
is the norm for criminal violations under Title 18 of the United States Code.

We also support the provisions of the bill directing the Federal Sentencing Com-
mission to comply with the statutory definition of “retail value” to ensure that appli-
cable penalties are based on the retail value of the legitimate items being infringed.
We also believe that the Commission should be required to consider restitution as
an element of sentencing and that statutory damages should be awarded according
to the nature of the offense and without regard to the infringers’ ability to pay.

In addition to the important changes made by H.R. 2265, the Subcommittee also
may wish to consider in the near future other amendments to the Copyright Act
which could help further reduce piracy. For example, we believe the minimum statu-
tory damages for piracy should be increased to have the desired deterrent effect on
piracy. The Subcommittee also might consider the creation of tiers of damages, im-
posing higher levels for categories of willful piracy. Importantly, we believe that
courts should be required to double the amount of damages (whether actual or stat-
utory damages) for repeated piracy violations. Thus, where a recidivist commits pi-
racy the court would be required to double the amount of damages. Finelly, the Sub-
committee might wish to review the procedures available to those seeking to enforce
their intellectual property rights to ensure that they can obtain evidence to prove
piracy.

Conclusion

Mr. Chairman, Members of the Subcommittee, we understand that an unfortunate
but currently inescapable part of our job is to protect our intellectual property from
those who simply would steal it. Certainly BSA members are doing what we can
to educate users about the practical, business and legal consequences of using pirat-
ed software. But we also are committed to pursuing those who willfully choose to
violate our intellectual property rights and pirate our products.

We sincerely hope that the Subcommittee moves forward with H.R. 2665 edi-
tiously. We believe it will prove 1o be of great significance in helping to crack down
on software piracy.

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 37 1999



38

Mr. COBLE. Ms. Sellers?

STATEMENT OF SANDRA A. SELLERS, SOFTWARE PUBLISHERS
ASSOCIATION

Ms. SELLERS. Chairman Coble, Mr. Frank and other distin-
guished members of the Committee, I am Sandra Sellers, Vice
President of Intellectual Property Education and Enforcement for
the Software Publishers Association. I appreciate the opportunity
to testify today and ask that my written testimony also be placed
in the record.

The SPA represents over 1200 companies, including my co-panel-
ists, Adobe and Microsoft. They develop, market and distribute
software for the education, entertainment, business and Internet.

Our mission is to promote and protect the entire software indus-
try and almost 900 of our members have authorized SPA to enforce
their intellectual property rights.

SPA calls upon you today to do three things to help diminish
software piracy.

Number one, lead by example by making the Federal Govern-
ment accountable for using only licensed software, by implementing
software asset management programs.

Number two, enact H.R. 2265, the No Electronic Theft Act, which
would close the loophole and enable law enforcement to prosecute
willful commercial scale Internet piracy, even in the absence of per-
sonal financial gain.

And, three, promptly enact H.R. 2281, the WIPO Copyright Trea-
ty Implementation Act.

As Mr. Wrenn noted, in 1996, the industry lost over $11 billion
worldwide. The most pervasive form of piracy contributing to these
statistics, he referred to it as, “end user piracy.” We sometimes call
it, “softlifting,” but that is the purchase of a license for software
and loading it onto other unlicensed computers, thus exceeding the
license. Softlifting can even be done by well-known, large corpora-
tions, and by government agencies.

Today I will relate two illustrations of why attention must be
given to our government’s software policies and procedures.

The purpose of this testimony, though, is not to accuse. Our pur-
pose is to ask for accountability and to assist those agencies strug-
gling to act responsibly.

In early 1998, the Department of Defense issued an audit report
on controls over copyrighted computer software. The report sam-
pled—did a sample audit of 1,022 computers out of the 377,000
computers then in use by the Department of Defense, and the sam-
ple audit found unauthorized software had been installed on 51
percent of the sample audit for a value of over $225,000 of pirated
software.

The report concluded that the condition existed because controls
to insure compliance with the license agreements and the copyright
laws were either ineffective or nonexistent because management
was indifferent to the problem.

The report, therefore, recommended that a guidance directive be
issued. But despite several due dates over the past few years, that
guidance directive still has not been completed and issued, and no
follow-up reports have been done.
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In July, 1996, SPA received a report that the Department of La-
bor’s Mine, Safety and Health Administration, MSHA, was using il-
legal software at two of its locations.

DOL officials agreed to audit MSHA and to develop and imple-
ment software management and procedures for all of DOL. But the
process has been extremely slow, largely due to bureaucratic red
tape, and in my opinion, due to the need for all the Union review
involved.

Though the DOL has been very cooperative, nearly 18 months
will have passed between the time we first brought this to DOL’s
attention and the time the audit will have been completed. And
during that time, if the status quo has been maintained, that may
mean that illegal software is continuing to be used.

The reason? Lack of preexisting policy, lack of assignment of re-
sponsibility, and lack of procedures for follow through.

It may not be easy to implement these policies, but it is possible,
and the SPA stands ready to help. We have available sample poli-
cies and guidelines, including a software management training
seminar that has been taken by over 5500 people in 30 countries
in the past three years, including government employees.

But neither industry nor well-meaning individual government.
employees can accomplish this task alone. SPA recommends a
House resolution and an Executive Branch directive, that Federal
agencies take the four steps that corporate America has taken, first
step being to adopt a software management policy; two, assign re-
sponsibility for administering the policy; three, conduct regular au-
dits to ensure compliance; and four, take corrective action, if need-

SPA would be pleased to provide information and assistance in
developing and implementing these policies.

I am pleased to report that the Administration has acted expedi-
tiously. Two days ago while addressing SPA’s 13th Annual Con-
ference, Vice President Al Gore charged the Council of Chief Infor-
mation Officers to develop uniform Federal policies for checking
software and responding appropriately if illegal software is found.

He further directed them to work closely with SPA so that the
Government adopts the very best commercial practices to send a
loud and clear anti-piracy message at home and abroad.

Our Government must lead by example, both in the United
States, and as an example to our foreign trading partners. And
what we say here today, though, should not be misconstrued nor
relied upon by foreign governments as an excuse for their own use
of pirated software.

Our call for comprehensive, consistent management practices to
promote accountability, and the Vice President’s directive, re-
enforce our Government’s commitment to respect copyright laws
and to be held accountable under them.

We ask for your reenforcement by issuing House resolution.

Mr. Chairman, if I may make one or two brief remarks about
H.R. 2265 and I will wrap up.

Mr. CoBLE. Without objection.

Ms. SELLERS. The NET Act is essential to the fight against pi-
racy on the Internet. We must close the LaMacchia loophole.
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The people who created the waresites demonstrated by Mr.
Smith often create them only for self-aggrandizement, and they are
not deterred by a possible civil monetary judgment, because it
probably would not be collectible against them. The threat of crimi-
nal prosecution is really the only effective deterrent against these
kind of Internet pirates.

Now addressing Mr. Frank’s question earlier about willfulness, I
have no problem with adding something in the legislative history
that would say the NET Act is not attempting to change the defini-
tion of “willfulness”, or the willfulness standard. But I would put
a period there. I would not then go on to include the different types
of people who may or may not fall into it because the willfulness
standard is a conduct-based activity, and if the conduct is appro-
priate, they will meet the willfulness standard. If they do not, they
will not meet the standard.

We also agree with the Department of Justice’s bill that the
value threshold of $5,000 must include an aggregate, a choice——

Mr. COBLE. I am not sure—I am being very lenient with the wit-
nesses——

Ms. SELLERS. I am sorry.

Mr. COBLE [continuing]. But wrap it up, if you can.

Ms. SELLERS. This is my last point.

The $5,000 threshold is very important because many of our pub-
lishers or entertainment and education publishers whose software
retail for a value of $39 or $49, it is very important with a drop
in software prices that the $5,000 threshold be kept at 5,000 and
that it be an aggregate of either the software posted or the soft-
ware downloaded.

Thank you very much, Mr. Chairman.

[The Statement of Ms. Sellers follows:]

PREPARED STATEMENT OF SANDRA A. SELLERS, SOFTWARE PUBLISHERS ASSOCIATION

SPA commends the subcommittee for holding hearings on these critical issues to
the com]&uter software industry. SPA is the leading trade association of the com-
puter software industry, representing over 1200 companies that develop and market
software for entertainment, business, education, and the Internet.

Our mission is to promote and protect the interests of the entire software indus-
try. Electronic commerce in software promises to improve the odds of success for
companies large and small, but its promise is threatened by the persistent and viru-
lent problem of software piracy——the unauthorized copying and distribution of com-

uter programs. In 1996, piracy cost the software industry over $2 billion in the

.. and over $11 billion around the world. Year after year, software piracy remains
a leading concern for hundreds of CEOQs, one of whom recently calfed piracy “the
sin%e worst problem now facing the industry.”

SPA believes that copyright should protect software on the Internet no less than
software in CD-ROMs and other media. Virtually all software companies rely on
copyright to Erotect their software, and hundreds look to SPA to help them protect
their copyrights. For over a decade, SPA has fought software piracy through three
lines of defense—education, enforcement, and advocacy for adequate laws to protect
valuable copyrights and maintain the incentive to create—and is now active in
about 20 countries. Moreover, one year ago we launched our Internet Anti-Piracy
Campaign, and have learned valuable—and frightening—lessons about the changing
tactics of software pirates.

New forms of software piracy are taking advantage of loopholes in current law.
Under cwrrent law, showing financial gain is required to prove criminal (but not
civil) copyright infringement. Because much software piracy on the Internet appar-
ently occurs without the exchange of money, the so-called “LaMacchia Loophole” dis-
courages law enforcement from taking action against willful, commercial-scale soft-
ware pirates who eschew cash in favor of notoriety or bartering in “hot” software.
One federal court speculated that such piracy could not be prosecuted for criminal

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 40 1999



41

copyright infringement, even though the defendant was alleged to have bartered for
more than $1 million in stolen software. Moreover, it is not clear that current copy-
right law can reliably stop pirates from unauthorized circumvention of technieal pro-
tection—an important supplement to legal protection—that controls access or copy-
ing of computer software. Many Internet sites already offer unauthorized passwords,
serial numbers, and cracker/hacker utilities that permit Internet users to copy pi-
rate software—the equivalent of stealing breaking into a bookstore to steal a book.
Finally, SPA’s indeiendent investigation indicates that some federal agencies them-
selves have fallen short of what we have asked corporate America and other govern-
ments to do—be accountable for using only authorized software in their operations.

The clear message is that the U.S. government and governments everywhere must
do more to combat software piracy at home, around the world, and on the Internet.
SPA calls on Congress to take the following steps: (1) promptly implement the
WIPO Copyright Treaty by enacting the WIPO Co {right Treaty Implementation
Act (H.R. 9281), (2) close the “LaMacchia Loophole” by enacting the No Electronic
Theft (NET) Act (H.R. 2265), and (3) lead by example by making Congress and the
federal government accountable for using only licensed software by implementing a
software asset management program. SPA hopes that this subcommittee and Con-
gress as a whole will take these steps and join the fight against software piracy.

CURRICULUM VITAE OF WITNESS

Sandra A. Sellers is the vice president of intellectual property education and en-
forcement for the Software Publishers Association (SPA), where she manages all in-
tellectual property educational programs enforcement actions, both domestic and
international.

Prior to joining SPA, Sellers was a partner in the Washington, D.C., office of
Willian, Brinks, Hofer, Gilson & Lione, where for 10 years she specialized in intel-
lectual property litigation. Before entering dpri\ratae practice, Sellers was an attorney-
adviser to the chief administrative law judge of the U.S. International Trade Com-
mission.

Sellers has served as president of the International Trade Commission Trial Law-
yers Association and is active in the International Trademark Association. She re-
ceived her Juris Doctor from George Washington University and a bachelor’s degree
from Dickinson College.

DISCLOSURE OF FEDERAL GRANT, CONTRACT OR SUBCQNTRACT RECEIVED

In the current and preceding two fiscal years, the Software Publishers Association
has received the following federal grants, contracts, or subcontracts:

Department of Commerce, International Trade Administration, Award No.
95-3141 Oct. 1. 1995—Dec. 31. 1996 (as extended). SPA received $53,489 to
present CSM software asset management training throughout Latin Amer-
ica.

Department of Commerce, International Trade Administration, Award No.
94-3185 Oct. 1, 1994 through Sept. 30, 1998 (as extended). SPA and its joint
venture partners—the American Electronics Association and the Tele-
communications Industry Association—received $440,000 (as amended) in
matching funds to establish and operate the U.S. Information Technelogy
Office, a trade development organization based in Beijing.

The witness has not personally received any federal grant, contract, or
subscontract in the current and preceding two fiscal years.

Mr. Chairman and Members of the Subcommittee: I am Sandra Sellers, vice presi-
.dent of intellectual property education and enforcement for the Software Publishers
Association (SPA). For over three years, I have been responsible for SPA’s world-
wide programs to aYmtECt computer software from piracy—programs that balance
education with legal enforcement.

SPA commends you for holding these hearings on a grave and chronic problem
facing the software industry—piracy at home, abroad, and on the Internet. We com-
mend you and your co-sponsors for introducing the WIPO Copyright Treaty Imple-
mentation Act and Rep. Goodlatte for introducing the NET Act, two measures that
would close loopholes now used by software pirates.

SPA is the leading trade association of the computer software industry, represent-
ing over 1,200 companies that develop and market software for entertainment, busi-
ness, education, and the Internet. Our mission is to promote and protect the inter-
ests of the entire software industry, and year after year software piracy remains a
leading concern for hundreds of CEOs and senior executives. As a result, hundreds
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of software companies look to SPA to protect and enforce the intellectual property
in their software.

The Threat of Software Piracy

Software piracy, quite simply defined, is the unauthorized use of computer soft-
ware. Software piracy occurs in several forms: (1) softlifiing, which is purchasing a
license for software and loading it onto additional computers, thus exceeding the Ii-
cense. This includes sharing commercial copyrighted software with friends, co-work-
ers and others; (2) counterfeiting, which is the illegal duplication and sale of copy-
righted software; (3) hard disk loading, whereby computer hardware dealers load
unauthorized copies of software onto the computer's hard disk, often as en incentive
for the end user to buy the hardware from that dealer; (4) renting software for tem-
porary use without authorization; and (5) uploading and/or downloading copy-
righted software without authorization via modem to or from the Internet or elec-
tronic bulletin boards. This testimony will focus on two of these types, softlifting,
particularly by government entities, and Internet piracy.

The most pervasive form of piracy continues to be softlifting of entire computer
programs, usually of business application software, for business purposes. In an
independent study done earlier this year, we found that in 1996 piracy of business
applications cost the industry over $11 billion worldwide, and over $2 billion in the

nited States alone. Forty-three percent of software in use worldwide is pirated,
and in the United States 27 percent is pirated. These are conservative numbers for
many reasons, chiefly because they include only business application software, and
do not begin to count the revenue lost to the education, entertainment and other
sectors of the U.S. software industry. Additionally, these numbers do not account
for illegal copies distributed via the Internet, since it is impossible to track the
amount of downloads of pirated software. B .

According to a recent Price Waterhouse survey, CEQs of software companies rank
software piracy in the top 10 of their concerns. As Garry McDaniels, chairman of
Baltimore-based SkillsBank Corporation, a leading educational software company,
said, “To keep up with consumer demand and our competitors, Skills Bank has
spent an average of 25 percent of our revenues in research and development. That
investment could be seriously undermined by losses from software piracy.”

For Todd Hollenshead, CEO of Texas-based id Software, Inc., which developed the
best-selling es “Quake” and “Doom,” the future of entertainment software online
is threatened by piracy. “We believe that half of the full versions of “Quake” being
played are pirate copies,” said Hollenshead. “Software piracy is the single worst
problem now facing the industry.” 3

Indeed, the potential for replicating id Software’s experience is frighteningly real
because of the large number of pirate sites and the extensive listings of software
titles available for free (but unauthorized) download. Anyone using any popular
search engine can find “warez,” the Internet term for pirate software. More experi-
enced Internet users can access “elite” site on the Internet Relay Chat (IRC) or file
transfer protocol (FTP) sites.

Imagine any other industry in which almost 50 percent—or even 27 percent—of
goods produced were stolen; certainly that industry would not survive for long. It
is imperative that everything possible be done to stem the tide of software piracy
in the United States. .

Who are the software pirates? There are even more types of software pirates than
there are types of software piracy. The “sofilifters” are often ordinary persons who
may not realize they are breaking the law—they may believe that because their em-
ployer bought some software licenses, that it is okay to load those licensed copies
onto other, unlicensed machines. Or maybe the “softlifters” do know that they are
exceeding the license agreement and breaking the law, but believe they are “in the
right” to save their employer money. We often hear this excuse from small busi-
nesses and educational institutions. “Softlifters” can include large corporations,
small businesses, educational institutions, and even government agencies, state and
federal. Regardless of who or why, these pirates cause great commercial harm to
software companies.

The Internet has given rise to another type of pirate, the consummate “hacker”
or “warez” aficionado, who copies and distributes computer software simply for self-
aggrandizement—the reputation, the thrill, the “fun” of having the latest programs
or the biggest “library” of “warez” titles. Take Max Butler, the courier for an
Internet gang who hacked into servers operated by ABWAM, a Colorade-based
Internet access frovider, and created an FTP site crammed with dozens of pirated
software titles. It is impossible to know how many illegal copies were downloaded
from Butler’s site before ABWAM, during routine server maintenance, found the
telltale signs of Internet piracy—exceedingly large file transfers, a large number of
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uploads, and filenames representing commercial software titles. ABWAM reported
the matter to SPA, which brought a lawsuit against Butler. With the help of
Internet Service Providers, SPA has been able to identify other of pirate site opera-
tors. SPA has entered into several setlements with Internet pirate site operators,
the terms of which included injunctions and community service.

Next week, SPA will commence a civil action for copyright infringment Fairest an-
other Internet pirate. This suit will allege the posting of hundreds and hundreds
of serial numbers and cracker/hacker utilities on the Internet. The sole purpose of
these utilities is to bypass copy protection imbedded in commercial software. The
availability of these utilities makes any commercial software program available in
full form, for free, on the Internet.

For software companies, the Internet promises to be an alternative computing
platform, which will need computer software to operate. It also promises to be a low-
cost method for distributing software. Electronic commerce in software promises to
improve the odds of success for companies large and small. It will free them from
shrinking retail shelves and help keep the barriers to entry low enough for start-
up companies. It will fulfill these promises only if is not threatened by the persist-
ent and virulent problem of software piracy.

The Ongoing Fight Against Software Piracy

In its mission to promote and protect the interests of the entire software industry,
SPA has fought software piracy through education, enforcement, and public policy.
The first line of attack against software piracy must always be to ensure that ade-
quate laws exist to protect this valuable intellectual property and continue to pro-
vide the incentive to create new products.

Along with appropriate laws, SPA advocates extensive public education about
those laws, license agreements, and how to use software legally. SPA distributes a
wide variety of educational materials, from free pamphlets to videotapes and exten-
sive manuals of software asset management. SPA even teaches two fullday semi-
nars: the Certified Software Manager (CSM) course in software management, which
has been taken by over 5,500 persons in 30 countries in the last three years; and
the Internet in the Workplace course, which guides organizations through the job
of setting up policies for Internet usage by employees.

The third line of defense against software piracy is enforcement. SPA has actively
enforced it’s members copyrights in the United States for many years through law-
suits, cooperative audits and cease and desist letters. It now has enforcement pro-
grams in approximately 20 key countries worldwide. But enforcement can only be
as good as the law upon which the efforts are based. There are actions that Con-
gress needs to take now to fill certain voids.

Copyright Law—The Bulwark Against Piracy

To fight piracy, software companies need adequate and effective laws to provide
legal protection for their works. Copyright law in the United States and other coun-
tries protects computer programs from unauthorized duplication, distribution and
certain other uses. That is why virtually all software companies rely on copyright
to protect their software from piracy, and why SPA believes that co%right should
prodt?ct software on the Internet no less than software in CD-ROMs and other
media,

In this way, copyright law provides software companies with the incentive to cre-
ate new generations of software, and the confidence to experiment with new, more
flexible means of exercising their rights. Nonetheless, changes are needed to close
some loopholes that software pirates are using to upset the balance even more.

Closing the “LaMacchia Loophole” for Software Thieves

Much software piracy on the Internet uncovered by SPA apparently occurs with-
out the exchange of money, even though it threatens large-scale harm to software
companies. Under current law, showing such financial gain currently is required to
prove criminal (but mot civil) copyright infringement. In the 1994 court decision
United States v. LaMacchic a federal court in Massachusetts dismissed wire fraud
charges against a college student. The Court, in dieta further speculated that the
defendant, an operator of a computer bulletin board who allegedly distributed more
than $1 million in girated software, also could not be prosecuted for criminal copy-
right infringement because he had received no payment for the pirate software.

The fact that willful, commercial-scale software pirates eschew cash in favor of
barter or notoriety should not prevent law enforcement from prosecuting them for
criminal codpyright infringement. If one were to walk into a jewelry store, steal some
jewels, and then give them away on the street to passersby without taking com-
pensation for the stolen jewels, the thief would probably be prosecuted, despite the
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fact that he did not gain financially from his actions. The same should be true with
respect to software.

SPA, therefore, strongly supports the “No Electronic Theft Act,” H.R. 2265, intro-
duced in July by Rep. Goodlatte and co-sponsored by Reps. Coble, Cannon and
Frank. This bill woulcf remove the financial gain requirement and make willful soft-
ware piracy a crime if done for barter or causes at least $5000 in harm.

Technical Protection—An Important Supplement to Copyright Law

Another loophole is circumvention of technical protection to control unauthorized
access or copying of computer software, Such technical protection promises to be an
important supplement to the legal Erobecﬁon of copyright. Many software companies
already rely on serial numbers and passwords to control installation of pirate soft-
ware. Others rely on hardware copy dprotection (called “dangles”). Other copy control
mechanisms to prevent unauthorized copying are available. Yet Internet sites which
offer unauthorized serial numbers and cracker/hacker utilities which circumvent
other copy protections are proliferating. Some Internet sites offer pages and pages
of single-spaced material listing serial numbers which permit one to access other-
wise inaccessible copies of commercial copyrighted computer programs. The same
sites often also post many pages of hacker/cracker computer programs which can cir-
cumvent copy protection measures embedded by the copyright owner.

Persons who create and distribute these circumvention devices also have at-
tempted to extort money from our members. Last year, someone attempted to extort
$1 million from Symantec Corp. The blackmailer threatened to post on the Internet
a circumvention program for one of Symantec’s copy-protected programs. Such
would have compounded the piracy of the gfogram. .

California-based SciTech Software, Inc. has a product called “Display Doctor.” As
part of the marketing for Display Doctor, Sci-Tech offers 21-day trial versions. Last
May, Sci-Tech received demands from an online extortionist threatening to make
available on the Internet the means to circumvent the timer software controlling the
21-day evaluation period. The online blackmailer demanded payment of $20,000. Ac-
cording to Kendall Bennett, Sci-Tech’s engineering director, “The scary thing is not
that our protection could be circumvented—dedicated %irafes can always do that.
What'’s scary is that they can get the information on how to circumvent into the
hands of millions of casual users who would normally license our software.”

The immediate threats to SciTech and Symantec have passed, but the black-
mailers are Dill lurking. Unfortunately, it is not clear that current copyright law
can be used to stop this kind of unauthorized circumvention, even thmgh the pur-
pose is software piracy. That loophole would be closed by the new WIPO Copyright
Treaty, which requires the United States and other countries to make sure that soft-
ware companies have effective remedies against circumvention of technical protec-
tion for copyrighted works. SPA has spent months building consensus among indus-
try and government on how to do so, and Congress is now considering legislation.
Another Role for Government—Leading by Example in the Fight Against Softlifting

For nearly three years, SPA has used its “Benchmarks for Intellectual Property
Protection” to assess whether U.S. trading partners are meetinf% their obligations to

rotect and enforce intellectual property rights in computer software. An important
genchmark is a demonstrated commitment by national governments to the protec-
tion and enforcement of intellectual property rights in computer software. One es-
sential way to demonstrate this commitment is for federal and state governments
to cease using illegally copied software.

The U.S. government has been a vigorous advocate for this position in negotia-
tions with our trading partners. For example, the 1995 U.S.-China IPR Agreement
commited China to using only legal software in its government operations. Now, we
issue a challenge to the U.S. government to again demonstrate its leadership by pro-
viding the administrative follow-through necessary to do what SPA has long asked
of corporate America implement a comprehensive and verifiable software asset man-
agement program. .

Some congressional offices and federal agencies have already undertaken this
challenge, but it has not been undertaken by the federal government as a whole.
Rep. Sonny Bono (R-Calif)) has long been interested in taking steps to ensure that
congressional offices use software responsibly, and we applaud and support his ef-
forts. But there has never been a directive from the President or Congress that re-
quires all federal government installations to have a comprehensive software man-
agement policy and to implement procedures to ensure that the policy is heinirfol-
lowed. As our experience with certain government agencies has shown, such a direc-
tive from the top of the various branches of government is necessary to ensure that
the federal government will abide by the copyright laws and to assist those agencies
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struggling to act responsibly. Two examples will demonstrate why such a directive
ismessential. A report attached to my testimony provides further detail of these in-
stances. ‘
In early 1993, the Department of Defense (DOD) issued an audit report on con-
trols over copyrighted computer software. The report found that at the end of 1991,
DQOD had approximately 377,500 computers. The DOD Inspector General's Office
conducted an audit of a sample 1,022 computers at 22 locations and found that un-
authorized software had been installed on 51 percent. The report concluded that the
condition existed because controls to ensure compliance with computer software li-
cense agreements and copyright laws were either ineffective or nonexistent because
management was indifferent to the problem. The draft report recommended that the
Assistant Secretary of Defense for Command, Control, Communications and Intel-
ligence display leadership on the issue of compliance with federal copyright law by
issuing a directive on the subject. SPA has vigilantly followed up on the ree-
ommendations in the DOD report. In June 1994, the Inspector General's Office in-
formed SPA that a formal directive would be issued in July 1994, which was later
ostponed until January 1995, then to December 1995. As of mid-August 1997, the
nspector General’s Office indicated that the guidance directive still has not been
completed and that there have been no follow-up reports. Despite knowledge of ille-
gal use of unauthorized software, it appears to SPA that DOD has not issued a di-
rective, nor followed up to institute appropriate procedures and educate its
workforce in the goper management of commercially available computer software.

In July 1996, SPA received a report that the Department of Labor (DOLYs Mine
Safety and Health Administration (MSHA) was using illegal software at two of its
facilities. SPA sent MSHA an audit letter on Aug, 9, 1996. On Jan. 10, 1997, SPA
met with DOL officials, who agreed to audit MSHA and to develop and implement
software management procedures and policies for the entire Labor Department.
DOL has worked diligently toward developing new policies and a plan for software
management, but the process has been extremely slow. As a result of the need to
promulgate a software policy and then complete the necessary steps to implement
the new policis;, nearly 18 months will have passed from the time SPA notified
MSHA until the audit has been completed. During that time, we assume that the
status quo has been maintained, which may mean that illegal software continues
to be used. It is SPA’s opinion that an executive directive or congressional resolution
would have assisted this situation and perhaps given suggort to well-meaning gov-
ernment empl(:i'ees who are attempting to comply with the copyright laws. If poli-
cies and procedures had been in place, DOL easily could have produced copies of
its policy, the report of most recent audit conducted, and the corresponding proof
of licenses all in response to SPA’s first letter.

As part of a project to monitor compliance by government agencies with software
license agreements, SPA has contacted several others seeking copies of policies and
audit reports. That project is ongoing.

It may not be easy to come into compliance, but it is possible and SPA stands
ready to help. SPA has available sample policies and guidelines, including a training
seminar in software management.

A government success story can be found in the state of Ohio. SPA received a re-
port of illegal software use by the Ohio Lottery Commission and initiated an audit.
As an outgrowth, SPA worked with state officials to design and implement a soft-
ware management policy and procedures for the entire state of Ohio. As a result,
the whole state government now has a verifiable process by which to ensure that
Ohio state agencies are in compliance with U.S. copyright laws.

SPA therefore recommends that strong directives be issued from the highest gov-
ernment leadership to implement a software use policy in order to ensure govern-
ment compliance with federal copyright laws. The U.S. government must declare it-
self a “piracy free zone” for computer software, thereby setting an example for the
rest of the world.

Action Plan to Fight Piracy

The SPA “1997 Global Software Piracy Report,” which is also appended to my tes-
timony, concludes that software piracy impedes the continued growth of the soft-
ware industry and its associated benefits. The clear message is that the U.S. govern-
ment and governments everywhere must do more to combat software piracy at
home, around the world and on the Internet. SPA calls on Congress to take the fol-
lowing steps:

Prom%tly implement the WIPO Copyright Treaty by enacting the WIPQ
Copyright Treaty Implementation Act (H.R. 2281), which would provide ef-
fective legal remedies to prevent unauthorized circumvention of technical
protection for computer software and other copyrighted works.
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Close the “LaMacchia Loophole” by enacting the No Electronic Theft
(NET) Act (H.R. 2265), which would enable law enforcement to prosecute
willful commercial-scale Internet pirates for criminal copyright infringe-
ment, even in the absences of commercial gain; and

Lead by example by making Congress and the federal government ac-
countable for using only licensed software by implementing a software asset
management program.

SPA recommends a House resolution and an Executive Branch directive mandat-
ing that congressional offices and federal agencies take the same four steps that cor-

orate America has taken: (1) adopt a software asset mana%ement policy that pro-

ibits the use of unauthorized software; (2) assign responsibility and authority for
administering this policy; (3) conduct regular audits to ensure compliance; and (4)
take corrective action, if needed. SPA will be pleased to provide information and
training to help the agencies develop, implement and administer such a policy.

Conclusion }

SPA is determined to work with the U.S. government to ensure its leadership in
fighting software piracy, both around the world and on the Internet, and to ensure
that piracy does not impede the rapid development of reliable electronic commerce
in digital products.

APPENDIX

Tab 1: SPA Preliminary Report on Federal Agency Compliance with U.S.
Copyright Law and Computer Sofware Use
Tab 2: Audit Report, Office of the Inspector General, Department of De-
fense, Controls over Copyrighted Computer Software, February 19, 1993

" Tab 3: Correspondence between SPA and Department of Defense, June 20,
1994-July 31, 1995
Tab 4: Correspondence between SPA and Department of Labor, August 9,
1996-May 27, 1997
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SOFTWARE PUBLISHERS ASSOCIATION
PRELIMINARY REPORT ON FEDERAL AGENCY
COMPLIANCE WITH U.S. COPYRIGHT LAW AND
COMPUTER SOFTWARE USE

The United States Government is the largest employer in the country,
and the largest user of information technology. It is by far, the largest
purchaser of personal computer software in the world. Because of its size,
geographical distribution and organizational complexity, the federal
government is probably in a more difficult position than corporate America
when it comes to managing and controlling the use of software by its
employees. - This sizeand bureaucratic nature make it more difficult for
owners of intellectual property rights to monitor the use of software products
by federal customers. Regardless whether it is more difficult to police
unauthorized software use by government agencies, such is no justification
for allowing it.

At a time when the United States is making the protection of
intellectual property the cornerstone of its international trade policy, it is
especially important that it take steps to make sure that its own house is in
order when it comes to software use by its agencies. U.S. trade negotiators
must be able to point to its own government as a model for intellectual
property compliance to buttress demands that other countries pass and
enforce state of the art intellectual property laws. For this reason, the United
States government must take a top down approach to the management of its
software assets.
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As the following report shows, federal agencies have progress to make
in their efforts to ensure that its employees are using software that has been
legally acquired. Indeed, only when stringent policies are institutionalized
and regularized by the federal workforce can the United States be certain that
its agencies are in full compliance with U.S. intellectual property laws.

Software Publishers Association has been aware for years that federal
agencies have difficulty controlling the illegal use of software in their offices.
In two specific instances, SPA has confronted agencies with evidence of
improper software use. However, SPA has been unable to make sure that
such improper use ceased or that such agencies have instituted policies that
prohibit the use of unlawfully copied software. With regard to other agencies,
SPA's preliminary investigation suggests that many have no written,
consistent policy govemning employee use of software. With regard to those
other agencies, SPA’s investigation is continuing.

1. Department of Defense.

In February 1993, the Office of the Inspector General of the Department
of Defense issued an audit report (No. 93-056) on Controls Over Copyrighted
Computer Software. (App. Ex. 1). This report found that at the end of fiscal
year 1991, the Department of Defense "hereinafter “DoD") had approximately
377,500 computers which it assumed were microcomputers. The DoD did not
maintain an overall inventory of computer software and no reliable
estimates were available indicating the cost to purchase software for
microcomputers within the DoD. The report found it reasonable to assume
that millions of commercially developed software programs were installed on
DoD microcomputers.

The DoD report recognized that software vendors attempted to control
the use of their products through license agreements that invoked the
protections against copying found in the federal copyright act. The report also
recognized that the DoD was bound by restrictions on software use found in

SPA Preliminary Report
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the license agreements that accompanied software products in use on DoD
computers.

The DoD Inspector General's office, as part of its audit, conducted a
physical examination of a sample of 1,022 computers at 22 locations within
the military departments. The audit found unauthorized software had been
installed on 51 percent of the 1,022 computers it tested. The report concluded
that the condition existed because controls to ensure compliance with
computer software licensing agreements and copyright laws were either
ineffective or nonexistent and because of management indifference.

The audit showed that unauthorized software had been installed on
computers at each of the 22 military department activities audited.
Unauthorized software remained on the computers despite the fact that prior
notice of the purpose and the date of the audit had been given. The report
noted that each activity had ample opportunity to remove unauthorized
software from their computers; some commands had directed such removal.
The report estimated that the value of the 1,381 copies of unauthorized or
undocumented software found on the computers it inspected was about
$227,000.

The report contained summaries of reports prepared by the Army and
Air Force audit agencies. The Army audit agency conducted three
multilocation audits from 1988 through 1990, covering the acquisition, use,
control, and accountability of commercial software. The Army audit agency
concluded that policies and procedures had not established to prevent, detect,
or control unauthorized copying of commercial software. Based on a
statistical sample, the Army audit agency found that 41 percent of the Army-
owned personal computers had undocumented software valued at §21
million.

The Air Force audit agency issued 33 reports from 1987 through 1991 on
small computer software management and 4 follow-up reports. The reports
included reviews of three major command headquarters and 30 bases or
activities. Unauthorized copyrighted software was found on computers in 28

SPA Preliminary Report
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of the 33 reports. The Air Force audit agency recommended that
unauthorized software be removed from Government owned computers.
Only one of the follow-up reports stated that deficiencies had been corrected.
In the other three follow-up reports, procedures had not been fully
implemented to remove unauthorized software from computers.

The Inspector General's auditors were given various reasons why
undocumented software was installed on the computers tested. The Inspectar
General found that the problem stemmed from ineffective or nonexistent
controls and a lack of management emphasis on compliance with licensing
agreements. The computer security officers who were interviewed during the
audit reported that efforts to control copyrighted computer software were
hampered by a lack of command emphasis on the importance of complying
with copyright laws and licensing agreements.

In one instance, auditors tested 12 of 20 computers of a section of an Air
Force squadron and found 21 unauthorized software programs. The
squadron commander, when interviewed by the auditors, stated that he knew
that unauthorized copies of software in excess of the quantities purchased had
been installed on the squadron computers. He stated that due to insufficient
funds, the required number of copies of the software could not be purchased,
but that the software programs were needed for the squadron’s mission and
the mission came first.

The audit report concluded that the results were sufficient to show that
licensing agreements for copyrighted software were ignored at all levels of
command for each military department. When coupled with the reports of
the Army and Air Force audit agencies, the report found compelling evidence
that abuse of software licensing agreements had been and remained
commonplace throughout the DoD:

Most significantly, the audit showed that leaders and managers
have not only acquiesced in the continuing abuse of software
licensing agreements, but that they have directed actions that
required violation of Federal copyright statute. Disregard of
Federal law under the guise of expediency signals an

SPA Preliminary Report
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unacceptable breakdown in integrity and ethical behavior among
those who are responsible.

The audit report found that formal controls over copyrighted computer
software and formal procedures for implementing the requisite controls were
necessary to ensure that leaders, managers, and computer users know and
apply needed safeguards to preclude copyright infringement. With rare
exceptions, the audit report concluded, existing guidance was generally
ignorad by the activities being audited.

The draft report recommended that the Assistant Secretary of Defense
for Command, Control, Communications and Intelligence display leadership
in the issue of DoD compliance with federal copyright law by issuing a
directive on the subject. The recommendation that a “directive” be issued
was changed in the final report to recommend that further "guidance” be
issued.

Management was given an opportunity to comment on both the
findings and the recommendation contained in the report. The Navy and the
Air Force gave no comments. The Army concurred in both the findings and
in the recommendation. The Assistant Secretary of Defense for Command,
Control, Communications and Intelligence concurred in the findings but
disputed the recommendations. The Assistant Secretary of Defense
contended that existing laws and regulations were already in place. The
Inspector General persisted that:

In view of the pervasion of the condition disclosed by the audit
and for the specific reasons provided in the Audit Response
section in Part II of the report, we request that the Assistant
Secretary of Defense (Command, Control, Communications and
Intelligence) reconsider the need for corrective action in this
matter and provide additional comments in response to this
final report.

SPA has been vigilant in following up on the recommendations set
forth in the audit report. In June 1994, SPA sent a letter asking for an update
on the status of the Inspector General's recommendations. The Inspector

SPA Preliminary Report
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General's Office promptly replied that preliminary guidance in the form of a
memorandum had been issued and that a formal directive was due to be
issued by the Office of the Assistant Secretary of Defense in July 1994.

In August 1994, SPA again wrote asking for a copy of the directive that
was to have been issued in July 1994. The Inspector General's office replied,
again promptly, that the directive had been delayed and was being readied for
release in January 1995.

In May 1995, SPA wrote to the DoD FOIA office asking for a copy of the
directive on computer software management. The Office of the Assistant to
the Secretary of Defense for Public AHairs responded in July 1995 that the
release date for the directive had been pushed to December 1995.

In August 1997, SPA contacted the office of the Director for Audit
Follow-up at the DoD Office of the Inspector General. The information SPA
was given indicated that the guidance directive that should have been issued
in 1995 had not been completed as vet and that there have been no follow-up
reports.

It has been over four years since the Inspector General of the
Department of Defense issued his Audit Report finding that unauthorized
software use by DoD employees was "rampant" throughout the department
and recommending that the Assistant Secretary of Defense take a leadership
role by issuing stronger and more explicit guidance on compliance with
computer software licensing agreements. In the meantime, SPA has
chronicled one delay after another in the issuance of that guidance. It
appears to the SPA that the DoD has not issued any directive nor followed-up
by instituting procedures and educating its workforce in the proper
management of commercially available computer software assets.

2. Dépzrtment of Labor:

In July 1996, SPA received a report that unauthorized computer
software was in use at the Lakewood, Colo. and Arlington, Via. sites of the

SPA Preliminary Report
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Department of Labor’s Mine Safety and Health Administration (MSHA). The
report indicated that 40 percent of the software in use on both servers and
stand-alone machines was unauthorized. On Aug. 9, 1996, SPA sent a

. standard letter requesting permission to audit the MSHA computers in
Lakewood, Colo.

SPA subsequently received a letter dated Aug. 13, 1996, from MSHA in
Colorado challenging the veracity of the report received by SPA. The letter
also denied SPA's request for permission to conduct an audit of the MSHA's
computers. The letter suggested that, with respect to computer software, the
MSHA was in a different position than a private company or organization -
because it was a government agency of the United States Department of Labor.

SPA responded to the letter with a letter dated Aug. 19, 1996, that
named the specific software titles that were being used by MSHA employees
without authorization, and suggested that a cooperative audit be conducted.

By letter dated Sept. 18, 1996, MSHA responded that, after discussing
the matter with counsel, there could be no agreement that an audit could be
conducted or to bind the agency to pay monetary penalties. The response also
claimed that any efforts expended towards ensuring the MSHA computers
contained only authorized software would result in an enormous,
unreasonable, and unjustifiable drain on agency resources, and would
interfere with the agency’s primary mission. In addition, the response
claimed that the magnitude of the alleged problem was insufficient to
warrant the investment of time and resources. The response did state that a
re-examination of the agency's policies and practices would be undertaken
and that a management plan would be developed.

SPA responded on Dec. 10, 1996, with an insistence that federal agencies
were equally subject to the copyright laws and persisted with a request that a
cooperative audit be conducted.

Officials of the SPA and the Department of Labor met on Jan. 10, 1997.
At that time, Department of Labor officials agreed to a software audit of

SPA Preliminary Report
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MSHA over a 10 month time period and that the Department of Labor would
develop and implement procedures and policies to heighten awareness and
maintain compliance.

On Feb. 5, 1997, SPA received a letter from the Department of Labor
forwarding a draft software usage policy. The letter, however, explained that
the Department of Labor could not implement any new policy unless and
until it have been reviewed and approved by the Department’s two labor
unions.

By letter dated May 27, 1997, Department of Labor notified SPA that it
had developed a plan for enhancing software management within MSHA.
The letter also indicated that a new position of software coordinator had been
created which would be filled by July 1, 1997. However, the letter stated that
the audits of the Lakewood, Colo. and Arlington, Va. MSHA sites could not
be completed until Dec. 30, 1997, nearly 18 months from the time SPA first
notified MSHA that there was a problem with unauthorized software use.

3. Other Agencies:

Beginning in July 1997, SPA commenced an investigation, using the
Freedom of Information Act, of several other government agencies to
determine whether they had in place comprehensive policies for the
management and control of the use of computer software and procedures to
ensure that their computers did not contain any unauthorized computer
software. At this time, our investigation of other agencies is not complete

4. Conclusion:

SPA's experiences with the Departments of Defense and Labor leave it
with the impression that the govemment's house is not in complete order
when it comes to making sure that government agencies are in compliance
with federal copyright laws. SPA concurs with the recommendation of the
Defense Department's Inspector General that only a strong message delivered
from the top will operate to encourage all government agencies and their

SPA Preliminary Report
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component parts that only authorized software should be used on
government computers. The U. S. Government must declare itself a "piracy
free zone” for computer software. Only then, can it hold itself out to the rest
of the world as a model abider of intellectual property laws.

SPA Preliminary Report
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The following acronyms are used in this report.

........... Air Force 7th Communications Group
....Automated Data Processing Eguipment
ASD(CJI)........Ass;stant Secretary of Defense (Command, Control,
Communications and Intelligence)
DASD(IS)+vcevcevscesssss....Deputy Assistant Secretary of Defense
(Information Systems)
DTSA...cccveveesveesese.Defense Technology Security Administration
O ....Local Area Network
MDW......oec0nuvevene.e..U.S. Army Military District of Washington
MOU..veiiteeerevaneseavecasenenassess .Memorandum of Understanding
NAVAIR...vvenvveenn ereserecssavesessssssNaval Air Systems Command
......S50ftware Publishers Association
USAISC.ccneecevsanensesess..U.S. Army Information Systems Command
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON. VIRGINIA 22202-2884

February 19, 1092

MEMORANDUM FOR ASSISTANT SECRETARY OF DEFENSE (COMMAND,
CONTROL, COMMUNICATIONS AND INTELLIGENCE)
ASSISTANT SECRETARY OF THE NAVY (FINANCIAL
MANAGEMENT)
ASSISTANT SECRETARY OF THE AIR FORCE
(FINANCIAL MANAGEMENT AND COMPTROLLER)
INSPECTOR GENERAL, DEPARTMENT OF THE ARMY

SUBJECT: Audit Report on Controls Over Copyrighted Computer
Software (Report No. 93-056)

This is our final report on controls over copyrighted
computer software. The report identifies a significant level of
unauthorized use of copyrighted software on computers throughout
the Department of Defense.

A draft of this report was issued to the addressees for
comment on September 30, 1992. Comments from the Assistant
Secretary of Defense (Command, Control, Communications and
Intelligence) were received on November 25, 1992, and from the
Department of the Army on October 19, 1992.

The Assistant Secretary of Defense (Command, Control,
Communications and Intelligence) concurred with the conditions
described in the report but nonconcurred with the recommendations
to alleviate the conditions on the premise that existing laws and
Federal regulations require copyrighted software to be
controlled. 1In view of the pervasion of the condition disclosed
by the audit and for the specific reasons provided in the Audit
Response section in Part II of the report, we request that the
Assistant Secretary of Defense (Command, Control, Communications
and Intelligence) reconsider the need for corrective action in
this matter and provide additional comments in response to this
final report.

The Army concurred with the finding and the recommendations
in the draft report. The Departments of the Navy and Air Force
did not reply to the draft report. While not required, the Navy
and Air Force are invited to comment on the final report.

DoD Directive 7650.3 requires that all audit recommendations
be resolved promptly. Recommendations are subject to resolution
in accordance with the Directive in the event of nonconcurrence
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2

or fajilure to comment. Therefore, the Assistant Secrezary of
Defense (Command, Control, Communications and Intell:gence) rast
provide final comments on the unresolved recommendat:2ons with:n
€0 days of the date of this report.

In view of the potential existence of the conditions
discussed in this report throughout the Department, the
distribution has been expanded, as shown in Appendix F, beyond
that normally afforded our reports. Should recipients desire
additional copies for distribution to subordinate activities,
they can be obtained by contacting the office designated on the
Table of Contents.

The courtesies extended to the audit staff are appreciated.
If you have any guestions on this audit, please contaczt
Mr. Harrell D. Spoons, the Program Director, at (703) €52-2846
(DSN 222-2846) or Mr. Marvin L. Peek, the Project Manager, at

(703) 692-2939 DSN (222-2939).
4455::k£--.\

Robert J. Lieberman
Assistant Inspector General
for Auditing
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Ooffice of the Inspector General, DoD

AUDIT REPORT NO. 93-056 . Fabruary 19, 1993
(Project No. 2RF=-5004)
CONTROLS OVER
G; [oI¢] 0.

EXECUTIVE SUMMARY

Introduction. Copyrighted computer software programs are used on
as many as 377,500 microcomputers throughout the DoD. DoD does
not maintain records on the number of software programs on_hangd,
but the proliferation of computers within DoD suggests that
millions of software programs may be in use. Federal copyrigh:z
law grants copyright owners exclusive rights to duplicate or
distribute the programs. Although software vendors attempt to
control unauthorized use of their products through licensing
agreements that invoke the protection available under copyrighs
statutes, compliance with  licensing agreements relies on the
integrity of the software user.

Objective. The audit objective was to determine whether policies
and procedures for controlling and using computer software
programs within the DoD were adequate to ensure compliance with
licensing agreements and copyrights. We also evaluated
applicable internal controls.

Audit Results. The audit showed that 51 percent of the
1,022 computers tested had copyrighted software programs
installed without documentation to prove that the software had
been legally acquired. Unauthorized use of copyrighted computer
software contravenes Federal laws and denies software vendors
their rightful revenues.

Internal Controls. We found material weaknesses in the internal
controls designed to monitor the installation and accountability
of copyrighted computer software programs. The controls we
assessed are described in Part I of the report, and the finding
praovides details on the weaknesses.

Potential Benefits of Audit. No monetary benefits are associated
with the recommendations in this report. Implementation of the
recommendations will strengthen controls over ' the use of
copyrighted software and reduce the risk of copyright
infringement in the DoD. A summary of benefits resulting from
this audit is in Appendix D.

Recommsndations. We recommended that the Assistant Secretary of
Defense (Command, Control, Communications and Intelligence) issue
better guidance, requiring all DoD Components to establish and
enforce controls over the use and accountabjility of copyrighted
computer software. No recommendations were directed to the
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Military Departments. However, because the conditions discliosed
by the audit were prevalent throughout the DoD, the repori was
addressed to the Military Departments to provide an oppertunity
to comment on the results of the audit.

Manag t ts. The Assistant Secretary of Defense
(Command, Control, Communications and Intelligence) concurred
with the finding, but nonconcurred with the recommendations,
stating that existing laws and regulations are already in place.
We believe the Assistant Secretary needs to provide leadership by
issuing stronger and more explicit guidance on the need for
better internal controls.

The Army concurred with the finding and the recommendations; the
Navy and the Air Force did not provide comments. The complete
texts of managements’ comments are in Part IV. The Assistant
Secretary of Defense (Command, Control, communications and
Intelligence) should provide- comments on the unresolved issues
within 60 days of the date of this report.
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PART I - INTRODUCTION

packground

At the end of FY 1991, DoD activities reported having absut
377,500 automated data processing equipment (ADPE) systems <n
hand that cost less than $15,000 each. Only summary records were
reported for ADPE systems costing less than $50,000; therefore,
the audit assumed that ADPE systems costing less than $15,C57
were primarily microcomputers. DoD does not maintain an overall
inventory of conmputer software, and no reliable estimates were
available indicating <the cost to purchase software for
microcomputers within bobD. However, since microcomputer users
rely almost exclusively on commercially developed, off-the-shelf
software progrars and since multiple software programs are commc:
on each microcomputer, it is reasonable to assume that millions
of commercially developed software programs are installed c=n
microcomputers in DoD. . Because of the wide variance in the cos:
of popular commercial software programs, we could make ro
meaningful estimate concerning the total cost of software
installed on DoD microcomputers.

Software vendors attempt to-control unauthorized use of their
products through license agreements that invoke the protection
available under Federal copyright statutes. The specific license
agreement for each software product is explained in documentation
accompanying the ‘system disks that enable the user to install and
operate “software programs on a computer. . Although the wording
may differ slightly, license agreements specify that each
software progran purchased is-to be used on one computer at a
time. In some instances, an activity may purchase a "site
license" or a license to use a software program on a local area
network (LAN) of corputers. Such licenses permit an activity to
use the covered software program on the number of computers
stated in the agreement. Most vendors have chosen not to
incorporate built-in controls to disable software when it 1s
copied; therefore, compliance with license agreements relies on
the integrity of the software user.

U.S.C., title 17, section 106, gives owners of copyrights the
exclusive rights to reproduce, distribute, or make derivative
works of their material. Section 504 of the statute states that
a copyright infringer is liable for actual damages to a copyright
owner or statutory damages-up to $100,000.- The Defense Federal
Acquisition Regulation Supplement, paragraph 252.227-7013, also
provides provisions for commercial software purchased by DoD
activities. In summary, the provisions state that ownership of
the software remains with the contractor (i.e., copyright
holder), and the Government has the right to use software in the
computer for which the software was acquired.
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organizations within the computer software industry, such as tne
Software Publishers Association (SPA), have heightened publ:-
awareness of software copyright requirements. The SPa& ;s
fighting software piracy through a three-way approach of
litigation, education, and public relations. Settlements reached
with companies accused of software piracy range into the hundreds
of thousands of dollars. The audit did not identify any
litjgation involving misuse of copyrighted software at any of the
activities visited; however, U.S.C., title 28, section 1498,
states that owners of commercial software copyrights- can take
action against the Federal Government for copyright infringement.

O! ves

The overall objective of the audit was to determine whether
policies , and procedures for controlling and using computer
software programs within DoD. were in accordance with licensing
agreements and copyrights. Specifically,. we determined whether
the DoD activities audited were complying with copyright laws and
licensing agreements, and we evaluated internal .controls over
copyrighted software. .

cope

The audit included a review of each Military Department’s
guidance on controls over copyrighted software and the
implementing procedures in use at the subordinate commands and
activities audited. We physically examined a judgmental sample
of computers at .each activity to determine whether the software
installed on microcomputers was supported by documentation
showing that it had been 1legally -acquired. We examined
1,022 computers in 22 activities within the Military Departments.
The sample was limited to IBM'-compatible computers. At the time
of the audit, over 90 percent of the microcomputers within DoD
were IBM-compatible. Records pertaining to software procurenment,
accountability, and inventories were examined when such records
were maintained. We also reviewed audit reports and management
reports related to software management that were issued from
FY 1987 through FY 1991 by the Military Department audit agencies
and other organizations responsible for controls over software.

This program audit was made from December 1991 through June 1992
in accerdance with auditing standards issued by the Comptroller
General of the United States as implemented by the Inspector
General, DoD, and accordingly included such tests of internal
controls as were considered necessary. Activities .visited or
contacted are listed in Appendix E.

1 1IBM is a registered trademark of the International Business
Machines Corporation.
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Interna)l controls

The audit identified material internal control weaknesses as
defined by Public Law 97-255, Office of Management and Budcet
Circular A-123, and DoD Directive 5010.35. Controls either =a:i
not been established or were not adeguate to ensure compliance
with software licensing agreements. Furthermore, some activities
did not maintain records of software procurement cr
accountability that were adequate to verify that computer
software was legally acguired. Details on the internal controls
we reviewed and the weaknesses we found are described in the
Finding. All the recommendations in this report, if implementez,
will correct the weaknesses. No guantifiable monetary benefits
will be realized by . implementing the recommendations; however,
increased emphasis on compliance with software licensing
agreements should help prevent violations of copyright 1laws,
possible litigation against the Government, and resulting fines
and penalties. A copy of this report will be provided to the
senior officials responsible for internal contrels within the
Office of the Secretary of Defense and the Army, Navy, and A:r
Force.

Prior Audits and Other Reviews

Inspector General, DoD, Audit Report No. 92-092, "Alleged Misuse
of ‘SGT Security’ Commercial Software,"” May 15, 1992, evaluated
the merits of an allegation that the Air Force 7th Communications
Group illegally copied and used "SGT Security" socoftware. The
allegation could not be substantiated. The report contained ne
recornmendations.

Inspector General, DoD, Audit Report No. 92-134, "Controls Over
Copyrighted Computer Software at the Defense Technology Security
Administration," (DTSA) September 9, 1992, showed that DTSA had
violated licensing agreements by installing copyrighted computer
software that had not been purchased and had not maintained
adequate documentation for other software installed. The report
recommended that DTSA identify and remove unauthorized software
and establish internal controls over the acquisition and use cof
copyrighted software. Management concurred with the finding and
recommendations and initiated corrective actions.

|
The Army Audit Agency issued five installation reports as a

result of one multilocatibn audit. The audit found that
41 percent of the computers sampled had undocumented commercial
software installed. The audit also found that commercial

software was not properly accounted for or controlled and that
policies governing the control and use of software installed on
Army-owned computers had not been established. Two summary
reports were issued in 1989 as a result of that audit. Two other
audits that included Army activities in Europe and Army Reserve
activities had similar findings. Details on the Army Audit
Agency reports are in Appendix A. We found similar deficiencies

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 67 1999



68 a

at Army organizations we audited. Audit results at one cf the
installations, Headgquarters, Information Systems Command, for
which a report had been issued by the Army Audit Agency, are
shown in the Finding of this reporc.

Although no Air Force-wide audits of controls over computer
software have been conducted, the Air Force Audit Agency issued
33 reports on individual installations from FY. 1987 through
FY 1991.. " Of the 233 reports, 28 showed that software had been
installed without documentation to show that it had been legally
acgquired. The reports recommended removing unauthorized
software, maintaining and reconciling software inventory records,
and performing random reviews to ensure only authorized software
is installed. The Air Force Audit Agency performed follow-up
audits for 4 of the 33 reports. Three of the follow-up reports
showed that corrective actions had not been taken. A summary of
the reports is provided in Appendix B. We audited two activities
at Dover Air Force Base, Delaware, for which the Air Force Audit
Agency had issued reports. The 436th Logistics Support Squadron
had implemented the audit recommendations, and all computers
tested at that activity had documentation supporting the software
that was installed. The 436th Military Airlift Wing had not
implemented the audit recommendations.

Other Matters of Interest
|
Demonstration software. Software manufacturers' sometimes

provide individuals or organizations seftware for use on a trial
basis. The capabilities of the software and the terms and
conditions for use vary. Some demonstration software is fully
functional only for a limited time. Other demonstration software
is fully functional, and software vendors may ask that 1t be
returned if it is not purchased. 1In other cases, the software
may be provided free. Irrespective of the terms or conditions of
use, it is important that the use and particularly the return of
demonstration software is documented. . As part of this audit, we
reviewed allegations by a software manufacturer that the Air
Force 7th Communications Group (7CG) failed to return the
original copy of a demonsttatiog software program and made
illegal copies of the program. The allegation was not
substantiated; however, the 7CG had not implemented procedures to
document the receipt and return of deponstration software.
Although such procedures may not have prevented the allegation,
documentation of the return of the software would have
appreciably reduced the efforts expended in determining the
validity of the allegation.

Sharevare. Shareware is user-supported software or "try
before you buy" software that is normally distributed free of
charge through computer bulletin boards " or advertisements in
computer magazines. Shareware authors encourage users to give

2 Report No. 92-092, "Alleged Misuse of ‘SGT “Security’
Software," May 15, 1992.
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copies to others for evaluation as a way of advertising
product. The language used in shareware copyright notices
caused confusion about the need to pay for such scitware.
example, some copyright notices "encourage" users to register
remit a specific fee, and terms like “"contribution" or "donatizrn"
are used to describe payment. Regardless of the language uses,
Code of Federal Regulations, title 37, states thaz Governre=ss
entities that continue using shareware programs after the tr:al
period must pay for such use. Here again, docurentation :s
important to show the use or disposition of the softwzre to avo:d
perceptions of or actual misuse.
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- NG ONS

CONTROLS OVER CO GHTED SOFTWAR.

Unauthorized software had been installed on 51 percent of
1,022 computers tested. This condition existed because controls
to ensure compliance with computer software licensing agreements
and copyright laws were either ineffective or nonexistent and
because of management indifference. Unauthorized copying,
dissemination, and use of copyrighted computer software in DoD
contravenes Federal law, denies copyright owners their rightful
revenues, and exposes the DoD to potential litigation and public
discredit. .

Scu ON O

Guidance

boD. DoD 1Instruction 7920.5, %“Management of End User
Computing,® March 1, 1989, states that it is DoD policy to
enforce the licensing provisions of commercial software. The
Instruction tasks DoD Component heads with ensuring compliance
with the terms and conditions of copyright and licensing
agreements. Additionally, "Defense Ethics," a guide for DeD
employees published in January 1989 by the Inspector General,
DoD, states:

Vendor software may not be reproduced for
distribution, other than to authorized
Government agencies, according to the
terms and conditions of the contract. If
you violate copyright laws and other
conditions af a software licensing
agreement, you A&re acting OR Yyour own
accord, and disciplinary action may be
taken against you.

. Army Regulation 25-1, “Army Information Resources
Managerent Program," November 18, 1988, states that proprietary
software must be protected by the user/accountable individual
from unauthorized use, abuse, or duplication. Although formal
property book accountability is not required, software is to be
controlled as a durable, receipted item. However, the Regulation
does not specify that software should be traced to a specific
computer, and the audit showed that receipts had been prepared
for multiple copies of software without identification of the
computers on which the software was authorized to be installed.
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Five of the seven Army activities audited had issued local
guidance emphasizing the need to comply with software licensing
agreements and copyright laws. Two major command headquarters
that we audited, U.S. Army Information Systems Command (USAISC)
and U.S. Army Military District of Washington (MDW), 1ssued
regulations requiring that annual inventories of software be made
for accountability and control and that original software
diskettes be maintained by authorized users for auditing
purposes. The regulations also required that each software user
sign a Memorandum of Understanding (MOU) ({(see Appendix C) that
summarized the provisions of the software licensing agreements.
However, the audit showed that the MOUs were not being used by
the organizations audited ‘within those two command headquarters.
To be effective, controls must be implemented and enforced.

Navy and Marjne Corps. At the time of the audit, no
Navy-wide .instructions regarding controls over copyrighted
computer software had been issued. However, a Secretary of the
Navy instruction was being prepared that would address controls
over copyrighted software. Among the Navy'’s major commands, only
the Naval Air Systems Command (NAVAIR) had issued instructions
governing the use of copyrighted software. NAVAIR Instruction
5239.1, "Software Duplication Policy," December 20, 1985, states
that it is NAVAIR pelicy not to make copies of copyrighted
software unless authorized in writing by the copyright owner.
puring the audit, the Naval Facilities Engineering Command
published a similar instruction, but only three of the four Navy
field activities audited had issued guidance that emphasized the
importance of complying with software licensing agreements.
However, none of the instructions addressed how software should
be accounted for or controlled.

The Marine Corps Small Computer Systems Security Manual (the
Manual), May 23, 1990, states that making unauthorized copies of
software is a violatien of copyright laws and that employees are
subject to indictment and conviction if found guilty. Further,
the Manual recommends conducting periodic software inventories
and reguiring users to sign a document acknowledging they are
prohibited from making unauthorized copies. Furthermore, "White
Letter” No. 4-90, “Computer Viruses," June 29, 1990, issued by
the Commandant of the Marine Corps, prohibits the use of copied
or pirated software.

orce. Air Force Regulation 700-26, "Management of
Small Computers," December 15, 1988, summarizes copyright laws,
stating that copying commercially purchased software without a
license agreement is illegal. The Regulation requires that an
inventory of the software installed on each computer be
maintained. Although the Regulation <reguires software
accountability at the user level, the audit showed that the
requirement for inventories was not enforced at the activities
audited. For example, guidance issued by Headquarters, Air Force
Logistics Command, required that a "software control 1log" be
established for each computer system. However, the guidance to
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establish accountability was not followed. Furthermore, only
four of the seven Air Force activities audited had issued
implementing guidance.

view 1] 14

The audit showed that unauthorized software had been installed orn
computers at each of the 22 Military Department activities
audited. This condition existed even though each activity was
given prior notice of the purpose and date of the audit. Eazh
activity had ample opportunity to remove unauthocrized software
from their computers, and some commands had directed such
removal. The results of the audit tests are shown Tables 1., z.,
and 3. below.

Takle 1. Results of conputirs Tested - Army

Computers with Number of
Computers Undocumented Undocumented

Activity Tested Software Software ograss
Headquarters, .

Army Staff . 53 28 78
Headquarters,

Information

Systems Command, . -

Fort Huachuca 45 16" 33
Headguarters, ):

Military District

of Washington, . . .

Fort McNair -30 13 23
Headquarters, Army 7

Depct System

Command 19 "7 ' 12
Fort Belvoir 76 . 61 ’ © 136

. - N a

Fort Bragg 68 46 : 199
Letterkenny Arnmy

Depot §2 24 B4

Totals. 353 205 565 .

* on August 26, 1992, USAISC informed us that documentation had

been located for all but 12 undocumented software prograns we
found during ocur audit. We did not verify the 1nfomatxon since
it vas provided after our visit to USAISC.
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Table 2. Results of Computers Tested - Navy and Marine Corps

computers with Number of
Computers Undocumented Undocumented
Activity Tested Software ware. ogrars

Navy

Headguarters,
Naval Air
Systems Command 3 16 57

Headguarters,
Naval Facilities
Engineering
Command 37 19 58

Headquarters,
Naval Supply
Systems Command 31 9 15

Naval Command,
control, and
Ocean Surveillance
Center; Research,
Development, Test,
and Evaluation
pivision 44 30 79

Naval Supply Center,
San Diego 42 31 85

Norfolk Naval
Shipyard 71 a3 S6

Public Works Center,
San Diego 62 24 47

Marine Corps
Central Design and

Program Activity,
Quantico 48 8

s

Totals

d
(-
(2]
B
(=]
l&
o
3

10
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Table 3. Results of Computers Tested - Air Force

Computers with Number ot
Computers Undocunmented Undocumented

Activity~ e A7 Software Progrars
Headguarters,

Air Starff 60 31 109
Headgquarters,

Air Force -

Logistics Command 42 25 59
Headquarters,

Tactical Air . :

Command 52 14 24
1st Tactical Fighter

Wwing, Langley Air .

Force Base 30 30 116
7th Communications

Group as 4 6
27s50th Airbase Wing,

Wright-Patterson

Air Force Base 41 29 - 64
Dover Air Force Base 43 17 3

Totals 303 150 409

None of the officials at the audited activities could provide
evidence to show that a total of 1,381 copyrighted software
programs installied on 525 (51 percent) of the 1,022 computers
tested had been legally acquired. We estimated the retail value
of the unauthorized software programs at about $227,000.

Onpdocumented software. Computer users offered various
reasons why undocumented software was installed on the computers
tested. From the reasons cited, it was evident that the problenm
stemmed from ineffective or nonexistent controls and a lack of
management emphasis on compliance with licensing agreements. For
example, computer users claimed they were unaware of certain
software programs installed on their computers, that the software
was already installed on computers when they were assigned, that
software documentation had been lost, or that they were unaware
of or did not understand copyright restrictions.

11
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controls. The relatively low cost of software preocras
intended for use on microcomputers, the need to make ba
copies of system disks, and the ease of illegally duplica:
disks create a daunting control challenge. However, effec:
controls are essential to ensure compliance with software
licensing agreements and Federal copyright statutes. The
following examples show that controls ranged from reasonazly
effective to nonexistent among the activities audited.

© The Training Management Section, 4236th Logisz:cs
Support Squadron, Dover Air Force Base, developed effective
procedures to control and account for all software installed oo
its computers. A custodian maintained an inventory of =zall
software installed on the 15 computers within the Training
Section. He also maintained the original diskettes, by computer
serial number, in a central location. No undocumented software
was found on the eight computers tested at the Training Sectien.
The Training Section had been included in a software audit by tne
Air Force Audit Agency in 1990 and had implementes
recommendations resulting from that audit.

o The Resource Management Directorate, Headquarters,
U.S. Army Depot System Command, had developed procedures to
account for software and to inform users of their
responsibilities. An inventory of the software installed on each
computer was maintained with the machines. Additionally,
original diskettes, bar coded to identify the computer on which
.the software was installed, were kept locked in a storage
cabinet. Supervisors, managers, and computer users were required
to attend an annual Automation Security Briefing, reminding them
of local policies and of software copyright restrictions. Those
personnel were required to sign a form acknowledging the:r
responsibilities and their understanding of policies and
procedures for automation security and controls over computer
software. Fach individual was also given a reference copy of the
policies and procedures. Only 1 unauthorized software program

- was installed on the 10 computers tested.

© After Dbeing notified of the audit, the 7th
Communications Group (7CG) instructed computer users to remove
all software that could not be supported by purchase
documentation. The 7CG alsc provided each user and the Computer
Systems Security Officer a list of the software authorized on
each computer. Each user was to maintain the original software
and documentation. These procedures to control and account for
software were established in a 7CG instruction published during
the audit. The audit tested 35 computers and found
6 unauthorized software programs.

o At one Army unit, .the software on the computers had
not been inventoried and was not identified on receipts at the
user level. Users could not provide reasons why unauthorized
software was installed on their computers. puring our exit
briefing, the unit commander stated most users probably assused

12
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that all software was "owned” by the Army and could be used ars
copied freely. The audit tested 10 of 27 cormputers anz
found 76 unauthorized software programs.

© An Air Force squadron branch had issued an Operating
Instruction that stated, "It is generally illegal to make severa:
copies of one original software product then run the copies cn
different systems." However, the branch chief stated he
understocd that only one copy of each software package in use
needed to be purchased. He indicated that individual software
programs that had been purchased were copied to the majority of
Computers in the branch. The audit tested § of 14 computers and
found 44 unauthorized software programs installed.

Documentation. Records at some activities were nct
adeguate to show that software had been legally acguired. For
audit purposes, the original copyrighted software diskettes, size
licenses, receipts, and accreditation packages showing specif:c
software had been authorized were accepted as evidence of legal
ownership. When documentation was available to establish
ownership of a software program, the audit treated all copies cof
the software as authorized, up to the quantity for whach
ownership had been established, even though records did not
identify the specific computer on which the software was
installed. We questioned 421 software programs because no
records were available to show where the software was authorized
to be installed, but we did not count those programs as
unauthorized. However, since copyrighted software ordinarily may
be used on only one computer at a time, knowledge of where each
copy of a software program is installed is necessary to ensure
compliance with the licensing agreement. The absence of such
records highlights the lack of adequate internal controls over
the use of copyrighted software.

o We tested 24 computers at one Army Headqguarters
Staff activity and were unable to determine whether 132 software
programs installed were authorized, because accreditation
pPackages with documentation for authorized software by computer
were incomplete and frequently could not be matched to a specific
computer. ,

© Software and supporting documentation for
one Pentagon-based Air Force Headguarters Staff activity was
maintained by a custodian located at Bolling Air Force Base.
Because the custodian kept software for about 300 users, the
volume of material required that the software and documentation
be stored at three separate locations. None of the software was
identifiable to a specific computer or user. The custodian kept
the software documentation because users complained that it took
up too much space. -
At some of the activities audited, personnel claimed that
software may have been purchased, but diskettes and manuals,
which provide evidence of software ownership, had been lost. For

13
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example, when undocumented software was found at one unit at Fers
Bragg, the Commander stated that software documentation was les:
during the buildup for Operation Desert Shield and the deplovmer:
for Operation Desert Storm.

The audit showed that there were fewer instances of unauthor:ze:
software when computers were operated on a LAN, However, ever
though LANs eliminate the need for installing most software
programs on individual computers, the following examples shsw
that controls are still needed to guard against unauthorizez
software.

© Computers at one section of the Navy Public Works
Center, San Diego, were connected to a LAN. Only two designatez
personnel were authorized to install or remove software.
Software approved for installation on the LAN was stored in a
central location and could be easily inventorjed. If additioral
software was approved, it was maintained with the specific user
for whom it had been authorized. The audit tested 17 computers
and found only 3 unauthorized software programs.

© The Marine Corps Central Design and Programm:ins
Activity’s computers were connected to a LAN. Most of the
activity’s authorized software was installed on the LAN rather
than on the hard drives of individual computers. The aud::
tested 48 computers and found only 10 unauthorized software
progranms.

Management smphasis. Computer security officers
interviewed during the audit reported that efforts to contrcl
copyrighted computer software were hampered by a lack of command
emphasis on the importance of complying with copyright laws and
licensing agreements. The problem is illustrated by the
following examples.

© The Chief of Staff at one Army activity stated that
because software has minimal value, the command could not afford
to expend the hours needed to account for every software prograrc.
In his opinion, most software should be considered a consumable
item without a reguirement to account for it.

O The computer security officer at one Navy command
credited the audit with helping the command’s senior management
to recognize that a problem existed. After the audit, the
command began an extensive review of software needs and developed
plans to purchase the necessary software to ensure compliance
with software licensing agreements.

© At one Air Force activity where unauthorized
software was installed on computers, personnel reported that they
were frequently required to respond to senior management taskings
using specific software programs even though the software had not
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been purchased. The deputy director of the activity stated that
he had verbally advised senior management of this problerm, but
the practice continued. -

o Within 1. section of an Air Force squadron, we tested
12 of 20 computers and found 21 unauthorized software programs.
The squadron commander knew that unauthorized copies of software
programs in excess of the quantities purchased had been installed
on the sguadron computers. He stated that due to insufficient
funds, the required number of copies of the software could not be
purchased, but that the software programs were needed for the
squadron’s mission and the mission came first.

Conclusions

The audit results cannot be statistically projected because the
sample was judgmental; however, the results are sufficient to
show that licensing agreements for copyrighted computer software
were ignored at all levels of command in each Military
Department. Taken together with similar results reported by the
Army and Air Force Audit Agencies (see Appendixes A and B), the
audits present compelling evidence that abuse of software
licensing agreements has been.and remains commonplace throughout
Dob. Most significantly, the audit showed that leaders and
managers have not only acguiesced in the continuing abuse of
software licensing agreements, but that <they have directed
actions that required violation of Federal copyright statutes.
Disregard of Federal law under the guise of expediency signals an
unacceptable breakdown in integrity and ethical behavior among
those who are responsible.

The public has a right to expect honest and fair treatment when
dealing with the DoD. It is incumbent on all public servants,
both military and civilian, that the highest standards of ethical
behavior and personal integrity be 'maintained. in all official
matters. Senior leaders .must demand and enforce the highest
standards of conduct, and potential copyright infringers must be
assured that improper acts will be dealt with appropriately.

Formal controls over copyrighted: computer software and .formal
procedures for implementing the requisite controls are necessary
to ensure that leaders, managers, and computer users Know and
apply needed safeguards to preclude copyright infringement. The
needed guidance has not been issued at all activities.
Furthermore, the audit showed that, with rare exception, existing
guidance was generally ignored by the activities audited.
Controls need not be onerous; management enforcement is the key
to effectiveness. Unauthorized software should be prohibited.
In order to negate any future allegation of copyright
infringement, proof of legal possession of copyrighted software
and a record to show on which computer the software is installed
should be retained for as long-as the software is used.
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We recommend that the Assistant Secretary of Defense (Ccrmand,
Control, Communicat:ions, and 1Intelligence) issue guidance
requiring DoD Components to:

1. Inform all personnel of copyrighted computer software
licensing agreements and of the potential consequences for
copyright infringement. )

2. Prohibit the possession or wuse of unauthorized
copyrighted computer scftware, and administer disciplinary action
for any circumvention.

3. Establish controls to ensure that proof of legal
possession of copyrighted computer software is retained for as
long as the software is used.

4. Establish procedures to identify copyrighted computer
software that is authorized to be installed on each cozputer.

EN S Ul 0!

Management comments. ' In responding for the Assistant

Secretary of Defense (Command, Control, Communications and
Intelligence) the Deputy Assistant Secretary of Defense
(Information Systems) (DASD{IS]) concurred with the finding, but
nonconcurred with the recommendations. The DASD(IS) alsc doubted
that the majority of the incidents of improperly documented
software were the result of willful violations of copyright laws.
The complete text of the comments is in Part IV of the report.

The DASD(iS) stated that existing laws and Federal regulations,
as cited in the draft report, already have established the
requirement to control copyrighted software. Thus, the problem
is noncompliance with;, rather than a lack of, laws and
regulations. The conmments suggested noncompliance could be
addressed as part of routine IG, DoD, inspections and audits.

The response stated that the problem®will get more visibility
because the DASD(IS} Information Management Self-Assessment Guide
addresses the extent to which DoD Components have implemented
internal controls to preclude the unlawful copying of copyrighted
software. Also, DASD(IS) officials are evaluating the
feasibility of including language regarding copyrighted software
in future DoD directives or instructions, but in the interim,
they are satisfied with existing policy in DoD Instruction
7920.5, "Management of End User Computing.” ~The Instruction
tasks Component heads to "Ensure compliance with the terms and
conditions for commercial software use, including copyright and
license agreements."

16

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 79 1999



80

The DASD(IS) suggested minor changes to the draft repsrt section
entitled "Prior Audits and Other Reviews," regarding violat:zns
on licensing agreements at the Defense Technology Secur
Administration and corrective actions taken.

Audjt response. We agree with the DASD(IS) that the majssr
cause of violations of licensing agreements and copyright laws :s
noncompliance with existing laws and regulations. However, tne
audit showed that existing DoD and Military Department guidance
was not effective in preventing abuse of copyrighted software
licensing agreements. DoD Directive 5137.3, "Assistant Secretary
of Defense for Command, Control, Communications, and Intelligence
- (ASD[C3I})," February 12, 1992, makes the ASD(C3I) the princ:uzal
poD official responsible for establishing software policy and
practices. The ASD(C3I) has not promulgated policy guidance
stressing the need for all management levels to ensure compliance
with software .licensing agreements. Given the audit evidencze
that abuse of software licensing agreements within DoD :s
commonplace, management’s comment that it is "satisfied w:th
existing policy" reinforces the overall impression of managerent
indifference to the abuse of software licensing agreements.

The Software Copyright Protection Act (Public Law 102-561) was
signed by the President on October 28, 1992. The Act provides
Fenalties of up te 5 years in prison and fines of up to $250,000
for persons infringing on at least 10 copies of a copyrighted
software program or any combination of programs with a retail
value greater than $2,500. Had -that law been in effect during
the audit,.referrals to criminal investigative activities would
have been necessary. We believe the criminal penalties need to
be brought to the attention of all DoD managers and microcomputer
users.

Audit recommendations were not addressed to the DoD Components
because we believe the ASD (C3I) must lead on this issue.
Guidelanes directed to the data processing and information
management technical communities will not suffice. our audit
recommendations focus on what DoD Components should do to
®ensure compliance with the terms and conditions of commercial
software use...." as stated in DoD Instructien 7920.5.- The
recommendations also emphasize the need to establish contrels and
procedures to identify software authorized to be -installed on
computers. . If these procedures are not established, DoD
activities will not be able to determine whether they are in
- compliance with software licensing agreements, and disciplinary
actions cannot be administered for noncompliance.

DASD(1S) personnel provided us a copy of the Information
‘Management Self-A 1t Guide, dated November 25, 1992. The
Guide helps implement DoD Instruction 7740.3, which requires DoD
. activities to conduct periodic reviews of their information
management -installatiens. The Guide  contains 141 internal
control guestions on 17 functional areas. Three of the guestions
relate to controls over copyrighted computer software. While the
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Guide is helpful, we beljeve that three questions on sofzw:ar
controls buried in an overall information management guide do nc
constitute the enphasis senior DoD management should convey =
correct the problem.

0ot

Changes in the wording ¢f the "Prior Audits and Other Revie.s"
section were made_ in the final report based on managemen:’s
comments. However, cur comments regarding corrective acticns
by the Defense Technology Security Administration (DTSA) (Repsr:
No. 92-134) were not changed. Our report stated that DTSA had
initiated corrective actions. We did not state that DTSA had
taken corrective actions, since we did not verify actions taken
after the audit was complezed.

We consider management’s comments to be nonresponsive because no
corrective action is planned. For the reasons cited above and in
the details of the conditions, we maintain that the audiz
recommendations are still wvalid. However, we have changed <ne
wording of the recommendations from requiring a "DoD Directaive"
to requiring "guidance,” so that management has more flexibil::zy
in responding to the need for demonstrating a stronger interest
in establishing proper internal controls in this area. We agree
that DoD oversight organizations will have an important role in
monitoring compliance with those controls, but management should
not wait for further reports of noncompliance with the law to
take corrective and preventative action. We request that the
ASD(C3I) reconsider the matter and provide comments on each
recommendation in response to this final report.

Othey Comments. The Army concurred with the
recommendations. The Navy and the Air Force did not provide

comments to the draft report. Should they desire, the Navy and
Air Force may respond to this final report.
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Appendix A - summary'ef Armf Audit Agency Reports on Computer
Software Management

Appendix B - Summary of Air Force Audit Agency Reports on Small
Computer Software Management

Appendix C - Sample Memorandum of Understanding for
Users of Commercial Software

Appendix D - Summary of Potential Benefits Resulting
From Audit

Appendix E - Activities Visited or Contacted

Appendix F - Report Distribution -
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X A s OF ARMY AUDI GENCY REPORTS _ON COMPUTER

The U.S. Army Audit Agency
from March 1988 through December 1990, covering the acquas:
use, control, and accountability of commercial software.

One multilocation audit resulted in five installation reports tha:
were consolidated into the two summary audit reports listed below.
The problems and suggested corrective actions were alsoc reported in
two advisory reports with the same titles.

- Report No. SW B89-209, "Commercial Software Copyrights,"
May 29, 1989

- Report No. SW 89-208, "Acquisition, Use, and Control of
Commercial Software," June 12, 1989

The Arny Audit Agency found that:

~ Policies and procedures had not been established te
prevent, detect, or control unauthorized copying of commercial
software.

- Policies and controls were not adeguate to ensure that’
commercial software was properly accounted for and coentrolled.

- The Army Internal Control Program, as it relates to the
acquisition, use, and control of commercial software was not
adequate.

Based on a statistical sample:

- 41 percent of the Army~-owned "personal" computers had
undocupented copies of commercial software valued at $21 million;

- 643 million in software disks and documentation were
improperly secured;

~ 43 percent of the computers had unapproved shareware and
"freeware"; and

- 18 percent of the computers had software acquired by
personnel.
The Army Audit Agency found that the planning, justification, and
approval process for the acguisition of commercial software and
training programs for commercial software users were inadequate.
Also, inadeguate guidance had been issued for handling lost,
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s_mzm_muum (cont’d)

stolen, damaged, or excess software; regist:.e:;ng software;
safeguarding software. These areas were not included in the sz
of our audit.

The Army Audit Agency recommended that policies and procedures oe
established to:

- Deal with ‘past potential copyright infringements kY
identifying undocumented commercial software and establishing a
contingent liability.

- Inform users of their responsibilities to honor software
copyrights.

- Require periodic reviews of computer hard drives to
identify undocumented software.

- Discipline personnel when copyright infringements are
identified.

- Physically safeguard software.

- Control shareware,” “freeware," and privately owned
software.

~ Account for commercial software.

- Require annual physical inventories of all software and its
documentation, and reconcile inventoried software with quantities
recorded in property books.

Report No. SW 89-208 alsc recommended that the internal control
checklists be revised, that guidance be furnished to information
managers on their internal control responsibilities related to
commercial software, and that a tracking system be developed to
identify material weaknesses concerning commercial software.

The Army agreed that software was undocumen:ed. However, based on
advice from the Army General Counsel, the Army disagreed with the
results of the statistical sample and the need for a contingent
liability. The Army issued an Army-wide message in February 1989,
directing local organization or installation managers to ensure
compliance with copyright polxcy and to advise and assist customers
who may. not be familiar with the software copyr;ght laws and
agreements.
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APPENDIX A: SUMMARY OF_ _ARMY AUDIT AGENCY REPORTS ON COMPUTER
BOFTWARE MANAGEMENT (cont’d)

Two other multilocation audits had similar findings ard
recommendations:

- Report Ne. EU 89-309, "Commercial Automation Software
U.S. Army, Europe, and Seventh Army," May 1, 1989, states that
accountability econtrols over commercial software, worth abouz
$3.4 million, were not adeguate.

- Report No. NE 91-300, “Acquisition, Use, and Maintenance of
Automatic Data Processing Equipment and Software, 94th U.S. Army
Reserve Command," April 12, 1991, states 89 percent of computers
tested at four Army Reserve centers had undocumented software.
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3 § =) 14} GENI EPORTS ON SMALZ
COMPUTER SOFTWARE MANAGEMENT

The Air Force Audit Agency issued 33 reports from FY 1987 thro.in
FY 1991 on small computer scoftware management and 4 folle.
reports. The reports included vreviews of 3 major cox
headguarters (Military Airlift Command; Air Force Communicat
Command; and U.S. Air Forces, Europe) and 30 bases or activit:
The majority of the audit reports identified the follcwir
deficiencies.

" o

0o

3
It

LYY

-. Unauthorized copyrighted scftware was found on comp:iers
tested (28 of 33 reports).

- Reguired software inventories were not maintained on
computers tested (23 of 33 reports).

- _ Excess software was not properly identified and turned in
for reutilization (16 of 33 reportsj).

- Software was not adeguately safeguarded (2° of
33 reports).

The recommendations to correct deficiencies varied, but generally
stated:

= Remove unauthorized software from Government-owned
computers.

- Pperform random spot checks of computer hard drives and
software inventory records to determine that only author:ized
software is installed.

- Maintain software inventory records, and reconcile reccrds
periodically with original documentation to identify and resslve
discrepancies.

- Provide adeguate training <to accountable personnel to
ensure excess software is turned in for redistribution. Perform
random spot checks to ensure compliance.

- Make backup master copies of software programs, and store
diskettes in acceptable containers and areas.

only one of the four follow-up reports stated that the deficiencies
identified had been corrected. At three activities (Headguarters,
Military Airlift Command; Headguarters, Air Force Compunications
Command; and 375th Military Air Wing), procedures had not been
fully implemented to remove unauthorized software from computers.
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APPENDIX C: SAMPLE KEMORANDUM OF UNDERSTANDING FOR USERS OF
COMMERCIAL_SOFTWARE

MEMORANDUM OF UNDERSTANDIN
BETWEEN
DEPUTY CHIEF OF STAFF FOR INFORMATION MANAGEMENT
PLANS DIVISION

AND
MDW USERS OF COMMERCIAL SOFIWARE

SUBJECT: Computer Software Protection Policy

1. I recognize that computer software for Government-owned
information systems may be licensed for a variety of outside
companies. MDW does not own this software or its related
documentation. Unless specific permission has been granted by the
software licensor, no user has the right to (a) copy or reproduce
software (this does nct apply to authorized backup copies, (b) copy
or reproduce the software package’s related documentation, or (c)
allow the software to be used simultanecusly by another user.

2. T understand that software will only be used in accordance with*
the software licensing agreement.

3. I understand that if I Knowingly make, acquire, or use
unauthorized copies of computer software, I may be subject to
discipline according tc the circumstances.

4. I understand that pursuant to Federal statute, illegal
reproduction of commercial software for personal use is subject to
civil damages up to $50,000 and criminal penalties to include fines
and imprisonment in accordance with Title 17, United States
Copyright Code 504 and 506.

S. I have read and understand the software protection policies of
AR {Army Regulation] 380-19, paragraph 2-4, and MDW supplement 1
thereto, and will abide by them.

SIGNATURE/DATE

NAME/GRADE

ORGANIZATION/TELEPHONE NO.
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H % Jo) N OLTING FROM AUDIT
Recommendation
[+] ipti enefit e o enef "
1. Compliance and Internal Nonmonetary
Controls.
Ensures all personnel
o are aware of copyright

restrictions and penalties
for abuse of licensing
agreements.

2. Internal Contreols. Nonmonetary
Eliminates possession and
use of unauthorized software.

3. Internal Controls. Nonmonetary
N Reguires procedures to
account for copyrighted
computer software while
it is in use.

4. Internal Controls. Nonmonetary
Requires procedures to
- preclude unauthorized use
of 'copyrighted computer
software.

29

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 88 1999



89

H v v OR_CO| C

efense

Assistant Secretary of Defense, (Command, Control,
Communications, and lntelligence), Washington, DC
Deputy Assistant Secretary of Defense (Management Systems)

Department of the Army

U.S. Army Inspector General Agency, Washington, DC
Deputy Chief of Staff (Logistics), Washington, DC
Deputy Chief of Staff (Plans and Operations), Washington, DC
Director of Information Systems for Command, Control,
communications, and Computers, Washington, DC
U.S. Army Audit Agency, Alexandria, VA
U.S. Army Information Systems Command, Fort Huachuca, AT
U.S. Army Military District of Washington, Fort McNair,
Washington, DC
Fort Belvoir, VA
U.S. Army Depot System Command, Chambersburg, PA
Letterkenny Army Depot, Chambersburg, PA
Headgquarters, XVIII Airborne Corps and Fort Bragg, KC

artme =) e _Na

Naval Information Systems Management Center, Assistant
Secretary of the Navy {Research, Development,
and Acquisitions), Washingten, DC
Naval Air Systems Command, Washington, DC
Naval Sea Systems Command, Washington, DC
Norfolk MNaval Shipyard, Portsmouth, VA
Naval Supply Systems Command, Washington, DC
Naval Supply Center, San Diego, CA
Naval Facilities Engineering Command, Alexandria, VA
Navy Public Works Center, San Diego, CA
Naval Audit Service, Arlington, VA
Space and Naval Warfare Systems Command, Washington, DC
Naval Command, Control, and Ocean Surveillance Center,
Research, Develcpment, Test, and Evaluation Division,
San Diego, CA
Naval Computer and Telecommunications Command,
Washington, DC
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A v S VIS (o) ONTACTED (Conz‘d)

e tment the > Force

Assistant Secretary of the Air Force (Acquisitions),
Washington, DC : '
Judge Advocate General, Air Staff, Washington, DC
Chief of the Air Force Reserve, Washington, DC
Deputy Chief of Staff{ (Perscnnel), Washington, DC
Deputy Chief of Staff (Command, Control, Communications
and Computers), Washington, DC
Deputy Chief of Staff (Logistics), Washington, DC
civil Engineer, Air staff, Washington, DC
Air Force Audit Agency, Washington, DC
Air Force Logistics Command, Wright-Patterson
Air Force Base, OH
2750th Air Base Wing, Wright-Patterson Air Force
Base, OH
Tactical Air Command, Langley Air Force Base, VA
1st Tactical Fighter Wing, langley Air
Force Base, VA '
7th Communications Group, Washington, DC
436th Airlift wing, Air Mobility Command, Dover Air
Force Base, DE

e Corps
Marine Corps Computer and Telecommunications Activity,
Quantico, VA

Marine Corps Central Design and Programming Activity,
Quantico, VA

Specified Commands

Headgquarters, Forces Command, Fort McPherson, GA

efense Agencijies

Defense Automation Resources Information Center,
Defense Information Systems Agency, Alexandria, VA
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ecreta e

Under Secretary of Defense Acguisition
Under Secretary of Defense for Policy
Assistant Secretary of Defense (Command, Control, communicaticrz
and Intelligence)
Director of Defense Information
Deputy Assistant Secretary of Defense (Information Systems)
Assistant Secretary of Defense (Force Management and Personnel,
Assistant Secretary of Defense (Health Affairs)
Assistant Secretary of Defense (International Security Affairs,
Assistant Secretary of Defense (Legislative Affairs)
Assistant Secretary of Defense (Production and Logistics)
Assistant Secretary of Defense (Program Analysis and Evalmatior
Assistant Secretary of Defense (Public Affairs)
Assistant Secretary of Defense (Reserve Affairs)
Comptroller of the Department of Defense
Deputy Comptroller (Management Systems)
Director, Management Improvement
Deputy Comptroller (Program/Budget)
Director of Defense Procurement
Director, Defense Research and Engineering
Deputy Director {Test Evaluation)
Director, Operational Test and Evaluation
Assistant to the Secretary of Defense (Atomic Energy)
Assistant to the Secretary of Defense (Intelligence Oversight)
Director, Defense Acquisition Regulations Council
(OASD{P&L}, DASD[P}/DARS)
Assistant to the Secretary of Defense (Intelligence Policy)
Director, Administration and Management

Joipt Staff

Director, Joint Staff

Commander in Chief, U.S. Atlantic Command
Commander in Chief, U.S. Central Command
Commander in Chief, U.S. European Command
Commander in Chief, U.S. Pacific Command
Commander in Chief, U.S. Southern Command
commander in Chief, U.S. Space Command
Ccommander in Chief, U.S. Special Operations Command
Commander in Chief, U.S. Transportation Command
Commander in Chief,.U.S. Strategic Command
Commander in Chief, U.S. Forces Command

.

Department of the Army

Secretary of the Army

Director of Information Systems for Command, Control,
Communications and Computers

Inspector General, Department of the Army

Auditor General, Army Audit Agency
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ABPENDIX F: REPORT DISTRIBUTION (Cont’d)

Depaxtment of the Navy

Secretary of the Navy

Assistant Secretary of the Navy (Financial Management)

‘Comptroller, Department of the Navy

Assistant Secretary of the Navy (Research, Development,
and Acquisitions)

Commandant of the Marine Corps

Auditor General, Naval Audit Service

Department of the Air Force

Secretary of the Air Force

Assistant Secretary of the Air Force (Fimancial Management
and Comptroller)

Deputy Chief of Staff, cammand, Control, Communications
and Computers

Auditor General, Air Force Audit Agency

Defense Agencies

Director, Defense Advanced Research Projects Agency
Director, Defense Commissary Agency

Director, Defense Contract Audit Agency -

Director, Defense Finance and Accounting Serv1ce
Director, Defense Information Systems .Agency
Director, Defense Intelligence Agency

Director, Defense Investigative Service

Director, Defense Legal Services Agency

Director, Defense Logistics Agency

Director, Defense Mapping Agency

Director, Defense Nuclear Agency

Director, Defense Security Assistance Agency
Director, National Security Agency Central Security Service
Director, On-Site Inspection Agency

Director, Strategic Defense Initiative Organization

[e] 3t v

Office of Manag t and Budget
U.S. General Accounting Df!;ce
National Security and International Affairs Division, Technical
Information Center
Software Publishers Association
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APPENDIX P: REPORT DISTRIBUTION (Cont‘d)
Non=DoD Activities (cont’d)

Chairman and Ranking Minority Member of Each of the Follswing
Congressional Committees and Subcommittees:

Senate Committee on Appropriations

Senate Subcommittee on Defense, Committee on Appropriatiens

Senate Committee on Armed Services

Senate Committee on Governmental Affairs

Senate Committee on the Judiciary

Senate Subcommittee on Patents, Copyrights, and Traderarks,
Committee on the Judiciary

Senate Select Committee on Intelligence

House Committee on Appropriations

House Subcommittee on Defense, Committee on Appropriations

House Committee con Armed Services

House Committee on Government Operations

House Subcommittee on Legislation and National Security,
Committee on Government Operations

House Subcommittee on Government Information, Justice, and
Agriculture, Committee on Government Operations

House Committee on the Judiciary

House Subcommittee on Courts, Intellectual Property, and the
Administration of Justice, Committee on the Judiciary

House Committee on Science, Space, and Technology

House Subcommittee on Science, Research, and Technolegy,
Committee on Science, Space, and Technology

House Permanent Select Committee on Intelligence

House Subcommittee on Oversight and Evaluation, Permanent
Select Committee on Intelligence
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Assistant Secretary of Defense (Command, Control, Communicat.:ns
and Intelligence) .

Department of the Army
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(2] S UNJCATJONS

OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, OC 20301-3040

WY ¢ gy

KEMORANDUM POR DIRZCTOR, READINESS AND OPERATIONAL SUPPORT
DIRICTORATE, OPPICE OF THEZ INSPEZCTOR GENERAL

SURIECT: . Draft Audit Report on Centrols Over Copytrighted
. Cosputer Soltwate (DoD Inspector General (DoDIG)
Project No. IRP-5004)

Ny staff has revieved the subject draft audit teport and i
circulated it to appropriate Components for comment.

We concur with the £indings in the subject draft. The
fiodings cannot be disputed, although we doubt that the majority
of the Incidents of improperly docusented vendor pro rietacy
softvare are a result of villful violations of copyright lavs.

We do not concur with the recosaendations. ERxisting lavs
and Federal regulations, as clted in the draft report, estadblish
the requitement to control copyrighted softvare. The probles is
not & lack of, dut soncompliance with, existing lava and :
requlations, which could be addressed as part of DobIC routine
inspections and audits.

This problea will get scre visidility In the future.
because ve have 1ncluded & section in cuz 1nformation Management
$elf Assessment Gulde that addresses the extent to which
Coapanents have implesented Internsl conttols to preclude the
unlaviul copying of copyrighted softvare. ¥e are also
avaluating the feasidility of iscluding langquage regarding
copyrighted software in future Dod Dlrectives or Instructions;
but i the isterim, are satisfied with existing policy.
Iastruction 7920.5, "Xanagement of 3nd User Computing,®
specifically tasks heads of Components te, *Ensure compliance
with the terss and conditions for commercial softvare use.
incleding copyright ané license agreements.® DoD 7740.1-G,
*Department of Defenst ADP Internal Control Guldeline®, July
1383, has a section on *Specific Mlcrocomputer Control
Considerations,® which addresses this Lssue vith the question,
“Do policies prohidit the use of copyrighted and/or unauthorized
softvaze that the actlvity has not leased or purchased?®

The attachaent Lo this mesorandum contains recosmended
chacges to the sectien on *Prior Audits and Other Reviewvs® in
the latroduction of the draft report.
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{s) NICATJIONS
AND INTPLLIGENCE) COMMENTS (Cont'd) :

$hould you have an astions regardl .
action officer is Tos l!y’apt 1“-14:!”1.?' this sesponae. ay

CKovsetl
Cynthis Kendall
_ Seputy Assistant Seczetary of Defanse
(Informatlon Systems)

Attachnent
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CR (o) (¢) (s} COMMUNICATIONS
AND INTELLIGENCE) COMMENTS (Cont‘'d)

41t R n_Contto et tjghted Computer
[ . D1 ect Mo. IRP-5004

Page S, last paragraph:

Change *...DTSA had wiolated licensing agreements
by installing copyrighted cosputer softwvace that
had not been purchased.®

oo readi®...DISA had violated licensing

. sgreemants by installing copyrighted computer
softvare for which purchase transacticns had not
been cospleted or for which adeguate
documentatioa could not be provided.®

Rationales The prafoud wording provides an overall
pictuze of the resulte Of the DISA Audit as it is

teflected in report number 92-134, dated Septesder 9, .
1992. As stated on page 3 of the audit report, DTSA was
fousd to have copyrighted softvare installed without .

docusentation to shov 1t had been legally acquired. At mo
tise vas there any £inding that cites evidence of willful
violatlcn of the.copytight lavs. 3Ihe tecvemended wording
correctly states the findings.

-~ Page.6, Continuation of.last paragraph on page S, last
seatence:

‘Change:s “Ranagement concurred with the findings
- and -tecommendations and initiated cocrrective
actions.®

To read: *Managesent concurred with the
recommendations and has taken corrective
asctions.®

Rationale: While DTSA did not take exception to the
gensral thrust of the findings, it 418 sot necessarily
concur with the vording of esch finding or conclusion. As
soted in Mr. Rudman’s. dus of A ¢ 14, 1992, DTSA
*sccepted Ate [the 1G's) recomsendations.® NWr. Rudman
~ slso noted that the 16 seport-does not clte evidence of
-willful viclation of &he. copyright lavs and that DTSA's
- owa iaternsl-zeview did mot revesl any such evidence (ses
- Pp. 19-20 of seport number 92-134). Since Nr. Rudsan‘s
. aesorsndum, DTSA-has substantially cospleted
. implementation.of the corrective sctions tecommended by
the 1G and the proposed language change teflects this
progress.

Attachment
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DIPARTMENT OF THE ARMY P
047258 OF THE SECRITASY OF T ARMTY ! \
B BARCHITOR, UC MiS-rer . i '
\ Ji
e
Sy Sro F PR aERa
Semnn i Covweat, Cwerel,
Carvaranere. § Corpnarn .
SAIS-IDP (36-3D) 19 Oce 92

NEMORANDUN FOR THE INSPECTOR GENERAL, Dt!mﬂ'r or w‘%u-
ATT: 6%

TP
<A gun), i

DE-$0319-2 100
SURJECT: Draft Audit Report on Controls Over Copyrighted
Coaputer Software (Project ¥o. IRF-5004)

1. Reference memorandus, SAIG-PA, 8 Oct 92, $AB, vhich forvarded
for our ravisv the draft DoD sudit report.

2. We concur with all recossandations contained in the draft bod
audit report.

3. Ny point of contact is Xr. Arnold, (703) €14-0559.
POR THE DIRECTOR: '

MDA §. DRAM
Deputy bDirector tor Pelicy o

cr:
SAIS-ADMW
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Nancy €. Cipolla, Editor

Paula D. Stark, Secretary
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n—-
ul' Mondsy, June 20, 1994
-
Robert J. Lieberman
Assistant Inspector General
for Auditing
Depantment of Defense
400 Army Navy Drive
Arlington, Virginia 22202-2884
Re: Audit Report on Controls Over Copyrighied Computer
Software (Repory No, 93-056)
Software Dear Assi Insp General Lieb
Publishers ‘The Software Publishers Association (SPA)is the primary
Association trade association representing the software industry, with over 1100

members. Our mandate is to promote and defend our members’
intellectual property rights. Under this mandate, we seek to ed

the public about intellectual property rights related to software, to
assist the public in complying with the copyright laws, and to enforce
our members rights via audits and, if necessary, liigation. Enclosed
is some general information concemning the SPA and our activities.

This letter is to inquire about the status of the
recommendations and/or follow-up concemning your audit for
unauthorized software on the Department of Defenses’ computers in
February 1993. We have a copy of Report No. 93-056. The
information in the report caused great concem to the SPA. W the
report was accurate in its estimate that 51% of the tested computess
contain unauthorized sofiware, extrapolated to the total compulters
within the Department of Def the level of infring tis
significant. We recognize that 16 months have passed and that this
situation may have been addressed since issuance of this report. We
therefore would appreciate receiving any follow-yp reports,
recommendations o other information concerning the Depaniment of
Defense's compliance with the federal copyzight laws.

We would be pleased to work with you to bring the
Depanment of Defense into compliance with the federal copyrights
laws and to establish an effective education and maintenance
program. To this end, we can provide advice, educational materials,
and conduct classes or lectures for the Department of Defense. 1
would be happy to discuss fusther the assistance we can provide.

17300 Sreer o SvmTOD o Wornages DO o 20030 4570 o Tewrnone (20214521600 « Fos 0TI 875
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- 1 would appreciate receiving any follow-up reporis.
recommendations, directives. ewe. by June 30, 1994. Please feel free
to call me at 202-452-1600 x. 311 with any questions. I lock
forward to talking 1o you soon.

Sincerely,
Ve
Sandra A. Sellers
Director of Litigation
Softwere
Encl.
Publishers

170mSmer o Suw A o W3 ogem D0 o 200304510 o leemmene 1007. 452 100G « Fue 1202553 675¢
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ANLINGTON. VIRGINIA 22202 3884

i o 163+

Ms. Sandra A. Sellert
Director of Litigation

Software Publishers Association
1730 ¥ Street NW, Suite 700
Washington, D.C. 20036-4510

Cear M3. fellert:

This is in reply to your letter of June 20, 1994
regarding this office’s February 1993 report on the use of
unauthorized software by Department of Defense employees.
As indicated in that report, management reaction to the
draft was mixed. However, responses to the final report
were more positive and the Department is taking measures
tc increase the awareness of its employees to applicable
copyright considerations and to improve internal controls.
A copy of September 1993 quidance issued by the Secretary of
Defense is enclosed. A comprehensive software management
directive is due out in draft in July 1994. We do not have
any current information on what measures the individual
military departments and agencies are taking, but the topic
will be considered for a followup audit during the next
couple years.

We appreciate your offer of assistance on this matter.
In this Department, however, providing the requisite
training is primarily a management function. Therefore wve
suggest you may wish to contact the Office of the Assistant
Secretary of Defense (Command, Control, Communications and
Intelligence) or individual component heads.

We share your concern about this problem and are
pleased that you found our report useful.

Sincerely,
Robert ./Z.iebeman
Assistant Inspector General
for Auditing

Enclosure
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ASSISTANT SECRETARY OF DEFENSE

WASHINGTON DC 10381.3040C

September 27, 1993

a
rELLIeENET

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE .
DIRECTCR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
COMPTROLLER

GENERAL COUNSEL
DIRECTOR., OPERATIONAL TEST AND EVALUATION

ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR OF ADMINISTRATION AND MANAGEMENT
DIRECTORS OF THE DEFENSE AGERCIES

SUBJECT: Computer Software Copyright Protection

On February 19, 1993, the DoD Inspector General published
an Audit Report entitled "Controls Over Copyrighted Computer
Software.” (Report No. 93-056), which found that there were a
significant number of software programs installed on DaD

puters that be sh to have been purchased. I wan:
to emphasize existing Departmental policy prohibiting the
unauthorized use and copying of commercial software progra

vendcrs should not be deprived of their legitimate revenues
through unauthorized use of their proprietary software. We rmuse
ensure that DoD employees 40 not copy ©f use unauthorized
software programs.

It is my desire that the ethical behavior of Department of
Defense employees, both military, and civilian, be a positive
exanple to all of Government.

Etlf
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B_l'_ﬂ Wednesday, August 10, 1994

Robert J. Lieberman
Assi Inspector G \
for Auditing
Depanument of Defense
400 Army Navy Drive
Arlington, Virginia 22202-2884

Re: Audit Report on Controls Over Copyrighted Computer

Software Dear Assistant Inspector General Lieberman:

This is further to your letter of Junc 27, and my letter of
Association June 20, 1994, concerning your office’s report on the use of
unauthorized software by the Department of Defense. In your
Tetter of June 27, you indicated that a comprehensive sofiware
management directive was due out in draft in July 1994. Would
. you please send me a copy of that directive? Thank you for
sharing our concem about the necessity of sofiware management
and the protection of U.S. copyrights.granted to our members.

Sincerely,

Sonidic B Lt hoes

Sandra A. Sellers
Director of Litigation
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INSPECTOR GENERAL
DEPARTMENTY OF DEFENSE
400 ARNMY MAVY DRIVE
ARLINGTON VIRGINIA 22202 2084

Analysis

and rollowup NG 25 Ba

Ms. Sandzra A. Sellers

Dirsctor of Litigation

Software Publishers Asscciation
1730 M Street NW, Suite 700
Washington, D.C. 20036-4510

Re: “Audit Report on Controls Over Copyrighted Computer
Software* (Report ®o. 53-85C)

Dear Ms. Sellers:

This iz in reply to your letter of August 10, 1994, to
Mr. Robert J. Lieberman rcguestinq & copy of the Department
of Defense draft guidance for software management. My office
tracks agreed-upen actions on audit recomnmendations, and we
are monitoring the status of the directive you requested.

The directive is being readied for formal coordination
with the Department of Defense Components, a required process
prior to issuance of DoD policy guidance. In checking its
current status, ve wers advised that the following language
is planned for inclusion in the proposed directive:

"Contractual terms and conditions for use
of softwvare, including copyright and license
agreements, shall be carefully followed and
strictly enforced.”™

We understand that in January 1995 the guidance will be
approved, published and available for external 'distribution.
At that time, you may vizh to reguest a copy.of the directive
from the Office of the Assistant Secretary of Defense
{Command, fnntrol. Communications and Intelligence)
(telephone number 703-695-0348), the proponent or thne
directive. Of course, my office will continue to monitor the
issuance of this guidance under our normal followup

procedures.
St /5 L ~

David A. Brinksan
Assistant Inspector General
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Ms. Nad:ne K. Dulacki

Chief

FOIA Qitice

Room 423A

Department of Defense

400 Army Navy Dnve

Arlington, VA 12202-2884
Software -

Publishers
0L s
Associafion D83f Ms. Dulacki:
- 1 recentiy wrote to vour office requesting a copy of Audit Repos: 9305
“Contrels over Cepyrighted Computer Sortware.” dated February 19, 1933,
- Infact, we already have this report, but it 1s the jollow-up direcave winch we
would ixe to receive.

1 have attached a letter from David Brinkman. Assistant Inspector General,
-~ dated 25 August 1994 and addressed to my boss, Sandra Sellers, Director of
- Litiganon. Mr. Brinkman's letter addresses the direcive 1 am requesang.
» explairung that the direcave was supposed to be 1ssued and pubhished in
=~ - January 13%5. I am attachung Mr.-Bninkman's letter for the sake oi clasity,
since my previous request was for the wrong document.

Please ler me know if there are fees assoctated with my request. and 1 will
arrange o7 payment. 1app te your mn this matter, and I iooh
forward o receiving the direcuve at your earliest convenence.

Sincerely,

Chusziee et
Chnistine Keck
International Cocrdinator

Enclosure
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OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
1400 DEFENSE PENTAGON
WASHINGTON D C 20301 1400

Rel:

PUBLIC AFFARS

Ms. Christine Keck

Software Publishers Associazion
1730 M Screet, Suite 70C
Washington, DC Il036-4510

Dear Ms. Keck:

This responds to your Freedom of Informaticn A
request of May 31 1995. tc the Cffice cf the Depar
Defense Inspector Seneral (DoDIG). Tour reguest was o o
this Divecterate on June is, i¥35. COur interim respsnse of J.ne
21, 1995, refers.

The Office cf the Assistant Secretary of Defense for
Command, Centrol. Communicaticons and Intelligence 1GASD 232 Tas
provided the following comments cenceraing poD D;re:::-.-e ;4L. -
Software Management). .-

* "The requested dire::ive (DoD Directive 3305.1 -
Software Management) was not signed and published in
January 192% as originally targeted. The dires:ive has
gone throughk a majcr rewrite due in part to the
Department s cbjective of streamlining policy documents
and the need to incorporate additicnal software peclicy
language published by ASD(C3I) memos and Defense
Science Board recommendaticns. The current draf:
document has nct been formally staffed within the
Department and. therefore. no formal Department pelacy
position has been reached.-

Consegquently. Mr. William K. O‘Donnell. an Initial Denial
Authoraty £cr the OASD(C3IN, has denied release of the document
under the provisions of § U.5.C. S52 (M ¢S 77 You may sepesl ur.
U‘Donnell‘s decision by cffering justification to suppert
reversal of the :nitial denial. Any such appeal should be
forwarded within €0 calendar days of the date above tc the Office
of the Assistant to the Secretary of Defense for Public affasrs,
Directorate for Freedom of Information and Security Review, Rsom
2C757, 14300 Defense Fentagon, Washington. D.C. :CJOJ-NDO.

The OASD(C3II' alsc stated that the document is scheduled to
be signed by the Deputy Secretary of Defense, and available for
publ.a.c release by December 1995. Current plans' include. making
~ire +arTE G Lhe ASD(C31) World Wide Web Homepage.
Additionally. ma2sz Dol Carectives are available to the publac
outside cf FOIA channels from the National Technical Information
Service (NTIS,. 5185 Port Royai Road, Springfield. Virg:nmia
22182,
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There are n= assessable fees for this response in this
instance.

Sincerely.

Al a Pasgsrella
Directer

‘6eredom ef Informaticn and
Security Review
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August 9. 1990
Via Overnieht Mai

Ms Kathenne Knu
Dept. of Laber.
%30 Simms Street

Lakewood. CO 83301

Dear Ms. Knittel

e Safery and Health Admimisiranen

I am wniting on behald of the Software Publishers Assofaton 1SPA. whien s 2=

pancipal trade group of the PC sofiware industry  Many o1 our more tran

companies look t> the SPA to help stop the unauthonzed Juphisatior >

We are wnung this jetier on behall of the SPA membess et tonth a« B
Sofrware hereto.

Pytlishers  We have recerved informauon that Dept of Labor. Mine Savtes asd Hes's

. Admmistration mas be using unauthenzed COPIL: &1 JUr mempbers sSIU3% P Vo At -

Asistiction  of Federal coprnign: law  From the intormanon we have o0taned. 1ne 214 1es muony ©
15 published by SPA members listed on Exhibat A sttaned nereto

We hope this unausnotized duphcanan does ndt reflest oifisial polisy o1 e
Under the circums:anices. howerer. we would lihe 10 SUgEes: an audit &F oL Sompan -

an e 1o h:g The p {or the SPA auasn pregram s 3 foliows

L. An SPA represemative observes as the soitware direciones ¢f e3:a PC are
printed.
D

- ) is pared with purchase records to Jetermine the
number of unauthonzed comes. 1f any:

2, You Jesiray all unsuthonzed copies. and agree 10 use only Juthonzed sorwas.
1n your business:

3. "You agree 10 3y the SPA Copynight Protection Fund an amount equsl to the
manufactures suggssted retail prics o any unduthonzed solmare, and

2 If necessan., SPA executer 3 release trom habihins for infnnzement Jicoveres

As you will note from the enclosed Jrticles. the SPA has an 3ctine liigsnon program We
are at this ume praviding your orgamization the opporumty te brng aselt e
comphance with ine Federal copynght lawe without huganen  We Jaunon you oot s
dastroy any soroware prior 1o the reselunion of this matter. as the deswruciion ot matertat
evidence may give nise 0 addizonal labihiy

1 would appresiate sour CORLITLING Mme as toon as poaible. and in am event no Later than
Tuesday. August 13, 1950 17 | am not available. please s to speak 10 Josnua Bauchner
at extensian 3

meerely, -

N ™

Peter Bmé§ —

Drrector of Domesuic Anu-Piracy

enclosures

TRV« S Y o wmomacos II 0 0104870 - Teepecee 300880 03 - foul,
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V. S. Depariment of Labor

August 13, 1996

Mr. Peter Beruk

Director of Domestic Anu-Pmc\
nfs Publishers A

1730 M Sm:el. Suite 700
‘Washington, DC 20036-1510

Dear Mr. Beruk:

This is in response to the package we received from your or;

flep of possible use of horized copies of software published by members of \n..
organization. Conu-an 10 the apparent assumptions in yourthreatemng form letter. we are not
private company- or orgasuzauon, but a federal govemment agens) 1n the United States
Department of Labor. Moreover, 1 can assure you that it is not the policy of the Mine Sates: and
Health Administration (MSHA) to use unauthorized or pirated software. and that we make 2120
effort to ensure that all software copies are covered by appropnate li g

We would appreciate any information you could provide conceming these senvus allegatien- and
your threat of suil. e.g. which software you believe is being used improperly. and where in 3~

- nation-wide organization that abuse is oceurring. 1 would be happy to discuss any real conterns
vou might have. but not without some concrete evidence 1o support your allegations and 1o g
me a basis for investigation. In addition. 1 am not able nor willinp 10 authonze you or your
organization 10 have access 1o any of our gov emment appheations or software directaries or the
basis of vour conclusory and threatening letter,

~ 1 have shared our lenter with the Ofﬁcc of the Solicitor. Department of Labor and with MSHA'S

Mationa! U, = Ast A\t order 1o net Surthar auidanan oo menen,
-1 7 Virginig, i osder 1o pot funther guidanae wmpropas

response.
Sincerehy.
s~ [N R
- _J- Y [ P ——
I ﬂl"l« r/‘l’ . \" /‘ //'/
ka!hnneL Kmel

Chief. Information Resource Center
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August 19, 1996

\ia Quernizht Mailand

Ms. Kathenine Kattel

US Deparunent of Labor

Mine Safety and Health Admunstration
730 Simms Street

Lakewoed. CO 80401

Dear Ms. Knttel,

Software
Thank you for your letter dated August 13, 1996. Pussuant 1o our Contersaucn on

Publishers  August 16. I Would like to taxe tis opporunity 1o address some of the questions
vou rassed.

Associction

SPA recenved 4 report that your orzanization was us:ng unauthorized copies of
our members software at the Lakewood. Cororado ard . -\xlmﬂan Nirginia sites
Upon receiot of this 1nf SPA conductedar nand
determuned that 3 cooperative audit was the best \u\ 1 exm.m ely rexoive this
mmarter. (The audst steps 2re detasled in the August 9. 1890, letter t vou trom
Perer Beruk.

<cording to our information a significant amount of soitw are 15 unauthonzed
These titles include. but are ot limuted to. AfterDazk. PC Tovls. WordPertect.
Nenon Utilines. and others.

In light of the above. SPA would like to conduct a cooperative audit. on behalf of
1ts member companies. with the US Depaniment of Labor. Mine Sarety and Health
Admunistratien. A copy of the standasd audit agreement wall tollow by mainl

Please call me at your earliest comvenience 1o discuss froceeding with this
process. I may be reached a1 202-452-1600 extension 323 Thank yvou for your
cooperauon.

Sincerely.
N, I
\uuv; ko»&'—-
L

Joshua Bauchner
Litigation Coordinator

PRmSuwr . S0 o Wwernegoe ST o IV ESIE -+ Cewcmone IS0 £57 3600 & Foe 103323 278
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U. S. Department of Labor Mine Salety 8n2 Heattn Agmin sat o~
4015 Wilson Boulevarg
Artington, Virginia 22203 1982

1§ sepigss

!’. Joshua Eauchner

1ga:xon Teordinate
saftware Publishers As
1730 M Street, Su:te ~
Washington, D.C. ¢

Dear Mr. Bauchner:
This 1S in respense T VOUr recent corresponaence T ¥

Kaittel, whe s an =y £f :n Lakewood, Coicrade,
llegarions e¢f unautho ed use of scftware witl

Safety and Health Acxm ation (MSHA), partisular
locations in Arlaington, Virgania, and lLakewood, Calcraz:c.

that you znzlu
and discussed

I have reviewed the aud
last correspendence to M

Solicitor’'s C%fice. Based on their counsel, I must :inf
=hat I have nc authority to enter into this fype of 23reement,
which you apcarently use with private compan:es, ¢r I T:ind the

Agency tc pay the mInezary penalties stipulated. Fer further
infermaticn on This :issue, you may contast Thomas A. Mascsclinc,
Deputy Associate Scliziter for Mine Safety and Healin, at '
(7031 235-118%.

¥
£

25 a Federal :é:_:::la:.—.j:y Agency, our primary miSSiOR an
respensib:ilizy s o protect -he safety and health cf the
Laz:on’s ziners, wh:le making the best use possible ¢ the

resources prov: o us by the American taxpayer. <The audat
2re propesins wonli make an enszmous, unreascrnable and
unrustifiable drazn o Qurces, at Time whe

resources

. Further, Irom the preliminary
en eer provided, ] do not believe that ine
ckle-n you sufficient sscpe to warrant such
a:-. investment ¢f im urces.
A rds indicates that MSHA has acquared
thi ated, sufficient upgrade licenses fcr
8 WordPerfect for Windows, Versien 6.:.
Ta ferfect £.1 that were used as the bas:s
[-34 ade were a red through a contract between the U.3.

"

rave reen assigned tc file servers in

o

<

nd Werdrerfect Corporatxon. A significan:

e

-3 F\'-- ‘gron, Virgainia, where they have keen

3

lLarewess,
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~
<

metered. Accordingly, 1t .s quite diff:cult o believe that
could be i1n violaticn cf cur WordPerfesr Licens:ng agreemen
Alse, while our research 1= far from cempiete, we have founs
s:ingle acquisition of 16€ zopies of Norton Utilities throus
Egghead Discount Software. W®hile research 1s centinuing w:
respect to the other software products that you references,
not believe that copyright violations are rampant in MSHA.
on these findings, I woulsd suggest that you re-examine the
validity of the informaticn you have been prov:ided.

Notwithstanding the abcve, T am concerned that the Agency
re-address its policies and practices in regarsd to scftwa e
management. Accerzdingly, I have asked Ms. Kniitel and her s:ail
tc develop a management plan to address this issue and te previz:
me and the Agency with tne best assurance possible that we are
adhering to all applicakie software licensing agreements and
copyright laws.

- can be reached at (703, 235-8378, if you wish teo dxscuss thas
matter ‘u’the

8ar :e:e-y.

ﬂ.. =
Q:L(174Lv Awﬁﬁé/
Gecrge M, Fesak
Jizester, Progran Evaluaticn
and Infeormation Resources
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1
ﬂl,ﬂ December 10, 1996
-
Xis Overnight Myil

Charles C Masten

1nspector General

Department of Labor

200 Consurution Avenue. Room S1503
Wastungton, DC 20004

. Re: Propored Audit of Myne Safers and Hegth Admmsiratien .
Dear lnspector General Masten -
Software . |am wnung on behalf of the Software Publishers A (SPA) which 1s the prnaipa: tad:
. group of the PC software industry  We have authonzation from those members listez on E
Publishers A. anached hereto. to mestigate alles of copynght infAng of thewr praducts
Assedalion o wugust 9. 1996, SPA concted the Depsament of Labor's Muwc Safen and Haatth
Admunistrauon office i Lalewood. Colorade  We had recenved ini that the honzed
duplication of our members” software was e witun the A at this and ctrer

sues. Ms Kathenne Knumel, of the Lakewood office. dircczed our wmsestigatns 1o entaz: Mr
George Fesak at the Arlingron. Virgmua office

" Afler lengthy discussions. Mr Fesak has indicated that he has been unable to recenc the necessan
authonzation to conduct a cooperatine audit with SPA of the sofftware wstalled on MSHA's
computers  Mr. Fesak has indicared that violations may ewst, as docs the need or an aud
However. without the necessary approval. he 1s unable 12 procesd -

As ] am sure you are anare, copynzht mfnngement 15 3 senous matter and wamants immel:ate
nvestigation and remeds  Tutle 17 of the United States Code provides for sigmficant damages w
be awarded to copynght holders for unauthonzed use of theie product  The Federal governmen; 1.
of course. not exempt

It 15 SPA’s mtention 10 work cooperatn ely with MSHA 10 resohe this marter  We conduct erer
$00 actions cach vear. 90° of which are resolhved 112 the sudit process  Please find enclosed the
ongmal audit letter: Exhibit A, and copies of all correspendence to date  Upen review of the

L | would app our g me 10 discuss how we may resolve this situatien 1
may be reached ar 202352-1600 evtension 311 17 | am unavailable. please contact Joshua
Bauchner at extension 323 Thank sou for your Jund anention 10 this matier

Suncerely,

/ .
s ,dazu/
Sandra Scllers
Vige President Intellectual Propern
Educanuon and Enforcement

eoclosures

170MSnee* + Suwwe’OC o Wosmngon DX + 20038-4510 - Teiwonone (3031452 1800 « Foa (2021223 873e
-
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Date. January 10, 1997
To:  George Fesak, Keith Galayda, Shurley Malia, Department of Labor
From: Sandra Sellers, Joshua Bauchner, Software Publishers A

Re:  Cooperative Efforts Between DOL and SPA

As a result of our meeting on January 8, l!i&i‘lr we would like to detail some of the ¢lements to
which we agmd In gcn:n! these are twofold: a software audit of MSHA and the implementation
of educationa! and hrough theDOLasz\d'solc

| 4

MSHA Audit -

As a resuht of specific allegations having been made against MSHA. it was decided that a
comprehensive software audit was to be conducted over approxamately 10 months tme  Mr Fesakh
was to determme an appropnate schedule for the audit and provide it to SPA. The results of the
audit are to be provided to SPA via the Inspector General's office. SPA requested five specific
temms for completion of the audit:

maintain a schedule

provide a summary of all software found

provide a summary of all documentation found to substantiate the- kgzlm of software
prowde a ﬁnal repon of all infringing software destroyed and/or purchased 1o ensure legaliny
to ensure future comphance

bl ol ol od

Al 4

As mentioned at the me:li:fg. SPAis willmg to provide assistance in conducting the audit. Mr .
Bauchner will be available to answer any and all questions ansing during the audit process and to :
receive the reports as they become available.

DOL Software Educmon and l’ohcy ’ ol

A( a dcpanment Tevel, it was agreed that DOL would i dures and policics to
and 1 Suggeswd pohcxes include, but arc not hmllcd toa
soﬁv.m use policy, an employee code of ethics pertaiung to soft “’ a q

policy, and an audit policy.

SPA agreed to forward copies of its suggested software use policies for review by DOL. Please
find them attached  SPA has also provided to Mr. Fesak and Ms. Malia copies of its Certificd
Software Management course manual. The manual includes these policies as well as addstional
information vital to ensuring legal software usc.

Upon recept of the above matenal, DOL will provide to SPA a copy of its draft Appropriate Use
Documcnl for review Itis SPA's i to work coop Iv with DOL to dc\tlop and

the iate policies and top As
such. SPAis \\ﬂlmg to offer to DOL any resources s avalable mcludmg posu:rs. polm statements,
anti-piracy presentations. the CSM course. and any other req) i or
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January 10, 1997
To: Sandra Seller and Joshua Bauchner, Software Publishers Asiociation
=~ From:- . Keith E. Galayds. Office of Inspector General, Avdit, Assistar: Director

Subject. . SPA's:Summary of January 8, 1997 Mesting

The discussionsheld thar day berwecn MSHA, DOL, OIG, and SPA should be charscterized »
_little different, 1 believe. 1 rather-we-project the cooperativé nature of the meeting, which it was, *
and the nced to do things better regarding the protection of intellectual propenty  The actions of
MSHA and the Department with the OIG providing cversight should go a leag way in raising the”
v of software copyright laws. SPA should acknowledge these Government officisls have
pladged to address this 1ssue of swareness through implementing:

. better software education and policy,
_e . better software documentation management, and
. periodic accountability revisws (one completed within 9 mo - 1 yr)

. The O1G, through auditing this issue over the past 5 years, believes awareness is the problem and
must be reinforeed. As acknowledged 1n your summary of the meeting, the various parties are
willing 10 assist esch other in addreasing this issue, even though the allegations received ave

. unsubstamisted. Asl stressed, the importance of our addressing this issue is not 1o substantiate

- specific allegations but to move beyond any allegations so that sdequate controls can be ensured
and awareness can be heightened .

0IG will have a role in ensuring the “pledge of acion” will not be left unaddressed and everyone
involved can be stisfied with the results of our commitments. O1G will communicate the resuks
of the Government’s actions to SPA has they are completed or become finalized.

lb:liwtwem.ue 1rying to do the right thing here and 1 want 1o thank SPA for the assistance

offcred in providing relevant matenals. As suggested. all parties would meet sometime in the
future 1o discuss our actions and accomplishments -

es:  George Fesak
Shicley Malia
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U.S. DEPARTMENT OF LABOR
OFFICE OF INSPECTOR GENERAL
OFFICE OF PERFORMANCE AUDITS

DLy, T
<:3,le) f—‘o’ﬂ’é

FAX TRANSMISSION

TO:_SNArINRA Seoeep £ 8 /1?\)5/‘[ Aapcund R

FaxNo.( ) _222: $75C Telcphone No.{ )

From:___ /UL TH_(SALAYDA

Fax No. (202) 219-4868 Telepbone No. ( ),

—_— . Page{s) follow

COMMENTS
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U.S. Department of Labor Office of the Assisiant Secratary
for Agmmstration and Marugnn.m
Wwashagion, D C. 20210

(e

FER 51997

i Publist

1730M SM N. W .
Suite 700
Washington, D.C. 20036

Dear Mr. Joshua Bauchner and Ms. Sandra Sellers:

Enclosed is a draft copy of the Department of Labor's policy on Appropriate Use of
» Microcomputers and LANs. A copy of this draft has been sent also to the Office of the Inspector
- ~General; the Mine Safety and Health Administratiop and the Depariment’s Labor Relations Office
- for sharing with the Department’s two union partners, as required by contract with them

The ive Collective Bargai Agr by law, provide for each union (the Nationa!
Cnuucxl of Field leorLoals(NCFu.) and the Local 12, American Federation of Government
~ Employees, AFL-CIO)to request, if desired, bargaining over any dungu to conditions of
-+ employmentor unpxamdmplmenunosbmmng on decisi d by g The
Agreements provide-s process for each union to respond 1o s We
. muupuebeumgﬁomuchnmonmtheverywrﬁam Anhumne.wem’llcondunxhe
- necessary negotiations, if any, and sdvise you of our implemenation plans.

The policy was prevnously seviewed by all DOL agencies repmenmwcs. and is réady for

implementation upon union approval. It includes statements on 1 usage, soft ing
mduuse.dmewuehwmng.mdallolhermof d by you as rep 0
oo in o Jaruery €, 1007 n-t"lg

We thank you for your willingness 10 share your concerns and suggested policy statements with
us. Both have been beneficial

Sincerely,

Information Technology Center

Enclosure
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Chaprer 1200 - MICRIZIOWMES

Paragzarh ontents H
1200 MICROCOMZFUTER AND LAN MANAGZME -
1202 Fuzgpose s1
1202 Baskgroun ‘ I
1203 Autherities y; - :
1204 Palzcy c. i
1205 Szep
1208 Resp
1206a Cae 1Z2-2
1206k h Zechnology

12~
1206¢c 2=z
1207 Misrogomputer LAN Management,

Operaticnal and Security Requirements
12C7a LAN Adminaistration
1207 ' Physica. Security and Access Contrels
1207 .. Fassword Protecticn
1207d Virus Pzotection .
1207e Backup and Offsite Storage of LAN
Zermztion Resouzces

22072 of Government-Owned

22C%¢
1287

censing Requirements
nectivity

1208 Approprizte Use of DOL Informazien
Technelesy

~2082
1208t
2Ces

1208d
l22¢e
222t Senalties

298¢ —nterre: Use

fication, U.S.
Contract Personnel :l-f

Appendix /-1207,
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1250

1261
responsi
use of r
resources.

-

125 Bacrzzro Eact parimen £ Laber .20L
responsi B cf secuzity
based on an assessmen: s rmation being processed.
informati<n processed and on a LAN is sensitive ==
critical +5 the missicn of
>

cy,ftbe level of seci:z:it .zt

be censistent with DLNS 2, £359. -~
1203 Autnczzt T and Abuse Act o (Fuk
Law 29-475.; C 33 c£:1987 :c -2
freedom ci b4 < vork Reductie:n Ast 23;
Irformazicn Te 7 Reform™Act of 19%¢ rag

nf scurses Lffice of Manageme B

ne Feasral Infermation Proce

and security measures ase

hAN, telecomm a=:2n, an3
’esou::es. 0L Agencies should zrotecs:
nology ;:ves.:eut with phy erursty

ney p-:nn;ng tsee 1207,

Government swnes microcomputers and oxt
resources are s be usecz Ior off;c al
inziuding use by union cfficzal
relazicns activity. However
government comput I
nse, and within est

11 DOL microcompoter
formulating micresamput
a

2205 Sccezs. This chapzer
usdance to POL Rjencies

LAR syste
and LAY

1n impleme regulatery and

complianc ment and operation =i

micrezoms

1206 Respc filities. In assitiln tc the responsibilizies set
crth in ¢ Chaptaz 580, ”Security” this paragraph

es'abl's.e ec:fic mizrocomguter-based LAN management and

securiy T nssbilzzies.

1s responsimle f:::
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(1Y Eszablishing
ensure funclicona.ity acisss LT LA

{2) Cenducting or &
performance of :information res
microcomputer and LAN management pract:ic
with accepted standards and this chapte:
Reduczion Act cf 1925).

;
k. The Directer, Information Technolooy™Center ITCT',
OASAM 15 respons:ble fer: B

» -

ovee lcmputer. Netwoark (ECN!
< conveations Zor ECN use.~.

1! Maintain:
including estaclisning s

{2) Estaplishing configuration requaremants £ar LANs

used te develcy and maintain a~~'nzs rative systems 1€.G., ooLARD
and PERMIS), in csnjunctien wits the Cifice.of the Chief

F-nanc‘a- Cificer, and cihes s-s;ect master agthe:iz:es.

c. OCL Agency Heads are :espons;blc foz:

{i' Desexmining the level ot sensitiv:ity, analy:zinc
cisks/exgeosures, and developing appzopriste safeguards for IT
investrents.

{2+ Adezuately maintaining and sesuring agency-
desizated muczoccmputer and LAN information zesouzles.

managers/adminiscraicrs an
ion for the management, secur:ic
AN infccmatien resources.

{3} Ensuzing thac
vsers receive necessary insto
ans use cf micrecamputer and &

information is safejuarss:
T, The secur:ty plan : .
sdelines :nn DIMS @,

Ensuzing that ssan

e
y waformaticn must fellow ¢

iyinzs with LAKN interconnectivaty standards and
:ev&ea scheduies establi.shes tr the CIC.

(6) Ensu thas scofsware glaced on agency FCS/LANS 1s
iicensed, and ermployees aze malde aware of licens:ing requiremente.

1207 ¥isrosomputer LAN Man a:e-eu-. Operational and Secur:ity

2]
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a. aticn: 3N
character rocomput anz
computer - decentralazed gr2
agencies y and tra:zn a sge
function nistraTor as well H
for each In addition, Agen
written &8 which includes <o

ope'at:o"a. prc es, and standards.

b. Thy ity and Access ZontIcls. Each Fgensy Sna.o.
ensure that es are cperates and maintained T -
safeguard th iality, integrity, and avallabxlz'\
informat:yon, prevenhlon of ioss’frcm natural ha:z

fire, and accidencts. N .

Also, Ace“_ies shall maintain a user profile whick
access privileges users have th:ough cirect or -rem
connectivity as well as accessibilicy tc external d
:.e., Taza Rescurzces Inc., Dow Jones, hail.Street

Data Centrzal, etl.'. .

suring adeguate phys:zcal secur
cp proced“'es that inciude. the
szarlish ing end-user accountability
¢ that proper secur:ty p:c*ea;—ee re

use and
emsloyees

.2} Grantang emkloyee access tc informat:icon technolo:.
resources based upon Joc-*e lated need. :

{3) Ressricting access tco sensit:ive dirnfermation -
T excryptec¢ znd/or passwerd prctected text and date £rles.
& 1y, sensitive iafsrmatisn, can be ceniined <o
1:mited access areas on the LAN file server or can be maintained
on removatle storage media, and locked up, as approcrriate, whern

not ir use. Sensitive informatior should not reside on the lozsl
PC hard Sisk, unless it is protected.

) i{4) Eras:n
informaticn befcre de

2
s

a htard disk to remove ail
.a::.n~= equip ent as surplus.
(5}

ation stored on a microcomputer
or LAN secver i

W

on of Sezarat:cn Clearance Ferm DL

i€y Ensure completi
2-107, Sectien i, Zcor departing federal emrioyees oz ADP
Cerwifacez-on Torm for Contract Perscnnel Icr depariing contrac:

s
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cersonnel. (5ee Append:ix A 1I07.)
c. Password FTretestion. Since TO b
2SCess into various interconpested, mission z
;:fozma:ion systems, gasswerds are an essen e
< deter unauthorized intrusion and mainta: er
.Ax security. The:x Te, age es should de ns
password system based on the degree cf prot war
tne sensitivity of the svstem and the data. -

d. Virus
ies must int
T sesurity,

cal/installat:
s:ftware testing an
uc-to-date virus d
ensure effective vz

208

g=and-alone

14}
teen

Szan network BCS on a regular bas:s.

Pericrm scftware scanning periodically

it :he use of scitware and
ced by the Agency and scann

Protection. Effe zve v;:us,protec*--
ecrate p'a“:;:es which sran all areas
including :ssues relat:ive to
o sesu assess conirols, d:sk scanmanc,
3 insta n, backup and recovery,

gzion , angd-user educaticn
ris Frot n, Agencies shouid as &
.

Imglement ar actien plan to deal wizh

<

an
on

:3) Educate employees to the need
reventien.

= G

s H

£ e >4

= < s
sosftware, s ie 4 eter ograms snoul =
includes as well. A::::: gly, to ensure the safety argd
avaiiac:l:ty of all datz and trogram fiies produced, Agencies

shall:

. Provide instruction o employees for tackup
daza.
12) Safeveer v:ital f:iles at an off-site fa:ili:;
as necesssIy, T2 prstest agsinst threars cr sakotage.
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EA

Im ety )

f. Gffsite Use cf
use of Government-owned comzit
ctiigation to te accountable £
and for how 1t 1s used. T¢ izs
Gevernment's interest ard corp
develop procecures -hat:

®
1)
0o

n
ho+e ¢
oy

'
¢
]

(1; Restrict the removal of s itz
the worksite unless cleared by the :mmed:ate surervisor.

{2, Provide instructicns €o emp yees conlern
physical and data security, as well as‘hardware,  software,
eperational and maintenance proceaures pricr to agproval o
release of equipment from DCL p:em;seé. -

g. C right/Licensing Reguirements. Most
scitware is prot ed by copyr:gn:t law. Some pacsxages
be patented, which gives the:n added protection. hen
organization "purchases" a commercial software package, it
usually orly purchases the right (the "license") to use the
package in a manner deemed aprropriate by the ‘ownez.
ownership of the "inte ctuai property,” the undex
code, usually remains with the author or publisher.
pursuant to the iaw and regulation governing scizware lice
DOL Agencies shall develop internail procedures to ensure
microcomputer/LAN users comply with existing statutes,
regulat:ions and license agreemenss governing the use and
dispesizion ¢f proprietary scftware includ:in

menimum, such procedures will include de a scitware
manager, recordation of the number of p ces by
scfiware product, recordaticn of distributien, angd perioduic

acditing of product usage.

. LR Intarconned 1%y, Agenciec s
standards signed tc enstre LAN :intercennectavity for
administrative systems ctompatibiliiy, executive and 1nter-agenly
cormunications.

I N

1208 Agpropr:ate Use ¢f 2CL Infermat:on

a. Purpose: Computer-pased :informaticn, recognized as &
primary governmen: asse:, shcild be protected frem unauther:ized
modification, destructien, disruption, cr disclosure--whether
accidental or intenziionail.

L. Neciice ¢f Ausiting nitcring: Users must be advises

nc expectatisn of privacy while using any
ed or lezsed systenm, wnich tnctluaes workstaticons,

H
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LAN servers, and all H s T
browsers, elesiron:is i H H
inferration technolegy s 5T N
reguests, to mcniter:ing in the a H

and tc aud:it or law eniorcement (34 sTer
from :napprogr:iate use. Unauin = z s IE .
violiazicn of Federal iaw and can re ¢ e jod :
imprisonments (P. L. 9%=-474!. Anycne using tf svs N P
consents to such menitering, and viclazz:ions may‘be ©

the prcper authoriz:ies.

c. Pers:
established I:
business. However, the Department receg
a microcomputer enhances the skill of the user. 7T
responsible empleyvees are avther:zed o use ZSL m:
dering nen-werking hours for perscnal use, subkiect

defined 1in d. and e. helow. A s,
d. Responsible Users: Responsible staff perscnal use woulz
entail:

1} The eth:ics and conduct requirements for
of Laber emplcvees se: forth at £.R. Part
Lakbor Departiment employees use of Department

mIgrecoempuaters.

{2 Use fully compiies with zeneral agency reol:=zy
regarding iimitations on uses of DOL -nlormation technology:

(3) Use occurs during the emgloyee's perscnal time;

loyees are
ing uses cf IJL microcemputers, unless
specaiically auther:zed by the acency:

(1: cenduct of off:cial agency

business:
12: &stivities that are f{crbiadaen
ry federal rul RoT:
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publac dise

(€} Usang Internet access for Sata or discussiens oot
would cause the Degartmant embarrassment:

/
. Sor prof-- business zctiivit;

{7) Engaging .o private va
perforrming computing services for commerc:ial purposes, cr us:
ssurle 1in 3 DOL scftware Ior perscnal

zaIn: " -

g, -Or USLng rrograns faparls

esponses;
TN
3. or using programs thas
r wichout authorizaticong

10: Loading undelivered or pexscnal soltware;

(13, Using ancther perss
accessing unauthorzzed files.

Z. Penalties: Viilaticns =f s lic
inapprcpriate use or atuse of DO formstio esc
suciest zc disziplinary action and legal sanctions.

lLaber encouragss its
ish 10t respensitilitier
r "surfing the
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L1 3
ﬂ_pa Date  Apnl 9, 1997

To  Kerth Galayda, Depasument of Labor
~ From. Sandra Sellers, Joshua Bauchner, Software Publishers Asscctation

Re Cooperanve Efforzs Berween DOL and SPA

lmuhofmremfmeallmApnll 1997, we would lwe to sunvmanze DOL’s
P regarding the of policies and procedures w ensure software
. 1 within the Dep a3 a whole and the Mine Safery and Health Admumstration

Software Pursuant 1o our earlier memo dated January 10, 1997, SPA’s tnterests are twofold  Furst. we
- requestthat a soft audit be conducted and concluded withun MSHA by the thurd or fourth
Publishers ~ Quarner ofdus calendar.year Sccond. SPA seeks to cooperate with DOL as a whole to devetoy
and ump fi polluu and proced

Associgtion
= Assuch, Mr. Galayda suipulated dunng our phone conversanon on April 8, that DOL curremis
- had asoftware policy in the final stages of development  He indicated that the poliey anaited
- urion approval and that he expected the entire process to be completed within the month

- Stmilarly. within MSHA. Mr Galayda stated that a software policy was being drafcd ™ Ms
George Fesak at MSHA- The draft policy has been viewed by Mr Galavda and wall be subyest o
lusapproval Included in the effort 15 a three step process to ensure sothware complance

1. dc\tlop andi a sofh pohcy and lish i
2. assy and tran P 1
3. emducl umumabxlm 13570 1 (;ud.us)

According to Mr Galayda. the MSHA policy will be tmp! d after the Dy wade
_policy as 1t ts intended to complement that policy  In addition, he indseated that the MSHA
“ “software policy will be completed withun the month

While that policy 13 being reviewed and approved. MSHA would begin to assign accountabilin and
arrange trarung. which would be ready for implementation by the time the polky 1s approned It
would then take Little time 1o actually conduct the accountability revicws. $o we will be on trach for
completing the entire process, including the audit of MSHA

Frrally, Mr Galayda agreed with SPA’s continued request that.the three stop MSHA effort. as

- defined above. be completed by the third o fourth quarter of tus calkendar year, 33 15 consistent
with the schedule set forth at the Jaswan 10" mecting

170 MSmer o S0 o wornagen OO o 20030 4550 o Towrnone (23214521600 « Fea (I IT3E%0A
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US. Department of Labor

o

May 27, 1987

Ms. Sandra Sellers

Vice President, Intellectual Property
Software Fublishers Association
1730 M Street NW, Suite 700
Washingten. DC  20036-4510

Dear Ms. Sellers:

As promised dur:ing our meezing on January 8, 1997, .we have
developed a plan for eanhancing software management within the
Mine Safety and Health Administration (MSHA). In preparing this
plan, we consulzed with officials in the Department ©f Labor’
Information Technology Center and Office ¢f the Inspector
General.

The primary components of our plan, with projected complerzson
dates, are as fcllows.

1. We will issue Agency-wide pclicy letters on the Internet and
software licensing and management. The Internet policy
letter will provide policy guidance for MSHA employees arn
the appropriate use of the lntermet. The software licens:ing
and management policy letter will establish MSHA policy fcr
software d the legal cbligations anheren:
in the purchase and use of computer software, and inform
Agency employees of their responsibility for complying w;t.h
software l:icense agreements. Both policy letters are
currently in the review process. We expect to issue the
policies by July 1997. A copy of each draft policy letter
is enclosesd for your information.’

2. We will establish and staff a software coordinator position
within the Information Resource Center in Lakewood,
Colorado. While software is used in every office of the
Agency throughout the nation, we believe it i1s essential
that software licensing be centrally managed. We plan to
have the software coordinator positicn established and -
filled by July 1, 1997.
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-
-

3. We will procure a software managemenz tocl, estaz..sn
specific procedures for tracking and managing szf=
licenses, and issue an Administrative Informat:c:
to inform all MSHA employees of those procedures.
complete these tasks by September 1, 1997.

4. We will review procurement records to assess current
software license status. The informarion from tais review
will provide the initial data to load the sofrware
management tool discussed in Item 3. The review will ke
completed by Octoker 15, 1897.

S. We will conduct a software audit in Arlington, V:irz:inia, and
Lakewood, Colorado. Included in the audit will e the LAN
servers, all LAN work stations, and all laptop ans stand-
alone computers assigned to personnel in Arlingtsn and
Lakewood. As part of the audit process, we will produce a
final report documenting the audic findings and furnish th:
report to the Office of the Inspector General. The audit
will be completed by December 30, 1997.

I believe that implementation of this plan will ensure thar MSEA

is complying with applicable scftware licensing laws and will

raise the awareness on the part of Agency managers ané employees
of their responsibilities for complying with those laws.

1 appreciate your assistance in bringing this issue tc our
attention and providing us with guidelines and background
materials on software management. If you have any guestions or
comments about our plan, please contact Keith Galavda of the
Office of the Inspector General. Mr, Galayda can be reached on

(202} 219-6641.
Sincerely,

,Lé/—v,»c. 7. eeck

George M. Fesak
Director, Program Evaluation and
Information Resources

e

Enclosures

cc: Keith Galayda
Shirley Malia
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EFFECTIVE DATE: -sxpn}u‘oxv DATE:
ADMINISTRATIVE FOLICY LETTER NO. A97-VI- 4 ‘

FROM: J. DAVITT MCATEER
Assistant Secretary fo,
Mine Safety and Hea

SUBJECT: Internet Policy

This policy applies to Mine Sa ".""_:_. ; inistration
(MSHA) employees. T

Rurpose . £
. The purpose of this letr.fr, is prov;de pelicy guxdance for MszA
employees in the appropriate

of)e Internet.
Policy 4. LA g -
Accesgsto the Infernet will

neededy; to carry work-related.duties and responsibilities.
The Dxreﬂ.gto: ‘of Prog Evaluation -and Information Resources
(PEIR) is the Internet rdma:cr for MSHA

ve received.Internet training, if necessary,
being granted access to the Internet by their

;-;Efr'tployees shall-follow any appropriate software
licensing agreements and MSHA software policy when
using and/or downloading scftware resident on the
Internet. ’

3. .Employees are to scan any material downloaded from the
Internet for viruses.
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4. Employees are permitted to download scftware upgrades
or program fixes {patches) available on the Interne:
only after obraining permissicn from the MSHA Scitwars

Manager (APL A97-VI- ).

S. Employees are to access the Interne: aé. reg:ese:::a ives
of MSHA for work-related purposes during Government
working hours. At no time wl-/ﬁ accégsing.the
Internet, shall employees e:gub-: conduct vhxch we ;r.f"
damage the reputation of MS £ .

.

6. Employees who use the In:ex'g;f."in'.viola:icn 5¢_mMsHA
policy will, as a minimum, se.Im:erner. access.

If an employee does nct know what is®work-¥ lated or has any
questions regarding use of the Intermet, it .that. emplovee's
responsibility to resclve thosesjuestions wit ‘hzs or her
supervisor befoxe logging oxﬁad&x:xw to 2osing access te
the Internet and possible di cxplznarygacticn; there may be legal

penalties for abuse of the‘; ternet under provisions of the
Computer Fraud and Abusedict 02/1986. -

P

g,

The following policieEapply £°

. prior to nclusion on an MSHA Internet site, a
~ A\‘roumen:c will be reviewed and cleared in the
! manner.established for that type of document;
= i Le"“ the established procedure for review,
learance, and signature of any document is not
anged because the document will be placed on an
~Internet site.

e’

)
Program areas may communicate to their employees {
specific requirements and appropriate file formats
for Internet documents subject to the approval of
the Internet coordinator.
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b. Any information to he placed on an VMSHA Ir:e:ne:
site will be authorized by the MSHA Interns
Coordinator (Directer of PEIR).

2. The Internet is not a secure environment. Therefore.
privacy data, as defined by the Privacih Actof 1974,
amended (5 U.S.C. 552a), shall ot befpla on an
Internet site. :

shall be subject to the sa ~retepfion and rch;v:nc
procedures as published pu Kc “d6cuments {36 1228 .

3. Any MSHA information stered on 3222§BA e rnet. szce

;ﬁ}de Area Ketworx.

MSHA is connected to' the Internet th:
t-informazion
A .

It is anticipated that there will
exchange through the use of the

1N

aAuthority -

APPM Volume VI, Chapter 50 and gglume II,-Chapter 200; OMB
Circular A-130; the PFap ork Reductio: Act of 1980, as amended
by the Paperwork Reducfion "Actfof 19954744 U.S.C. Chaprer 35; tze
Computer Security Ac' £ 1987, the Computer Fraud and Abuse Act
of 198 tPnd The Copiputer Abuse Amendments Act of 1994; the
Federa)fRecords JCt,. as amen d,.the Privacy Act of 1974, as

amended. (S U.S.C.
amended -U.8.C. 5
SRR N

This paiicy letgex shculd be filed beh;nd the tab marked
ifristrative ol;cy Letters"” at the back of Volume VI of the

v

2a) 7nand the Freedom of Information Acst, as
;-DLMS IX, Chapter 1200. -

éizectorace -P:ogram.Evalua:;on and Information Resources
oxge,_g,,aé;ak, (703) 235-8378

MSHA Employees
APPM Holders
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EFFECTIVE DATE: EXFIRATION DATE:
ADMINISTRATIVE POLICY LETTER NO. A97-Vi-
FROM: J. DAVITT MCATEER

Agsistant Secretary for
¥:ne Safety and Health o

SUBJECT: Software Licensing and Manageme

Scope
This policy applies to all Mine safe

(MSHA) employees.

purchase and use of compuzer s
employees of their responsibi
agreements.

The Directorate of Pro
shall have primary :espcnszbm 1ty Eo: Software management
:hroughonc MSHA, § clud;ng mizntaxnxﬂg a software inventory,
develo g a sof ware audit »~ and administering the

imple tation of ftware audits and inventory verification in
the Ag:shxe :“The Cha

.oi ‘the Systems Operations and
Communicatons Division of .the Information Resource Center (IRC
shall bet] eszgnated pftware manager for MSHA. IRC shall
-matezxals to facilitate implementation of this

L Sofbwire' acqu.red by MSHA may not be copied for other than
‘E%E;:ackrup purposes unless permitted in the individual license
greement.

2. MSHA employees shall not use personally-owned software on
MSHA computers.
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3. ‘No software shall be installed or 'upgraded on any MSEA
equipment or used by MSHA personnel without proof of vender
licensing for the explicit use of MSHA. It is the
respensibility of the sofrware installer to determine t?
existence of a valid license prior to :nstalla mn'-v This
shall be demonstrated by the presence of a fal copy
the software license or the receivi xep add-:;c
the software must be the proper verSien 1 ted on the

- approved MSHA software list (avaifable in MSHA shared,
directory on the LAN) or approve by thiﬂnfcwnon ._,-"
Resource Manager (IRM). ’r, Vs -

4. All- sefrware must be documented thevFSHA software
inventory by MSHA employees rece -software. A copy of
the receiving report and/or crefit %ﬂpt for
purchased software must be sentwto the oftware Manager
in order to maintain a pro f-puxchase udx: trail. The
following information mu .be zav:.ded tosfthe MSHA Software

Manager within 30 days 3t sof j_rece'ipt and/or
installatien: . f

he

:r [

Name of software d-vers '{n
Upgrade or new s twaze
Sofpware comp, ame gzt
MSEA offzceé::i:wxng soitwaze

rial numbe of cmrnul:ez “on which installed (or document as
1:;&;:

“Not :ms 1led*)

s:alled, applicable
Datw,g_n;cved, —:.f applicable
C tact pe; son- -
fhone numbe: .- R
- 1f the softmware is installed later than 1 week after
" receipt, an update of the above information shall be
rovide S the MSHA Software Manager. Provide the same
infnrmat;on to the MSHA Software Manager when software is
:emovea from a computer.

5. If a new computer is received with software already loaded,
a list of the loaded software, the computer serial number,
and a copy of the receiving report must be provided to the
MSHA Scftware Manager within 30 days of receipt of the
computer.
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6. Users of freeware are responsible for maintaining
documentation that the software was acquired and may be us-:
without expenditure of government and/or personal funds.
The software should be acquired only from the origimator.
Since the sources of freeware are volatile, Aocun'e:::a icn
that it is freeware should be acquired at e game Lime as
the software. Provide software inyento 'qurma:-o:: (see

P s

item 4, above) to the MSHA Software-Manage, St /
re th

7. Users of shareware (fully functi nal sgftware at:"may"{ae
acquired and tested without the ben 1|:ure of funds for a
limited period of time) are oblig:ated "to_either remcve the
software at the end of the testi eriod.or acquire a
license explicitly for MSHA. i 7

accordance with the hceuse'pmv:.s:.ons andvin the

environment for which 'was c sed:‘:’Sof:ware licensed fcx
a stand-alone installit
server unless such
by the license an

9. Sofpware may}fét e :.nsl':alled.‘gn another computer until it
igfremoved omhthe currenti.computer. If a computer is
fj software already loaded, the hardware vendor

ma; equ:.re notification or prohibit moving pre-loaded

softwa;g:e “The specific’license agreement shall be followed
reg,a.rgling-not’ifigk@n of the software vendor. The MSHA
ftware b ger.must be notified of any software move

{nclude tBe:information in item 4).

Software insStalled on the LAN, where the license permits a

speci? er of simultaneous users, shall be metered on

-, the LAN 0" reflect the limits of the license. This shall ke
r'the_r i ponsibility of the site LAN manager.

-.-:“a o b

oftware on the LAN that is only to be accessed by
designated workstations, must be protected by granting
.access permission only to the licensed workstations. This

control shall be exercised by the site LAN manager.
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12. Software usage shall be periodically audited at each MSEA
site in accordance with procedures to be established for t:os
MSHA Accountability Program. When an audit reveals the
existence of software without documentaticn to support a
valid license, the software shall be removed from the
computer in such a manner that no copy remains.‘.gf’if;m.s may te

T

accomplished by erasing the software or un-ins ing the
usedftoxul-install.

software and destroying any diskette,

~T 73« aem
Management and employees share equal I éécnsii:;;.} Ly for emsuring
compliance with this policy. Non-comp 'iance with bhis p'él%cy‘
could result in disciplinary action by "the Agency. gployees are
subject to copyright laws and any finks an /or punishmegt.for
violating those laws. It is imperative:that.all MSHA employees

understand their individual responsibi it‘ies angl possible

liability regarding these legal obliﬁélo T

Backgxround it =
Computer software is protectedfby Federal .copyright law (Title 1~
U.$. Code Section 1 et seq.)Ar ’l‘he/ce‘ndor litense agreement,
provided with the softwaref details whe¥e and how the software
may be used. 3 7

Authority e : <

e (Federal ,Cop'jrrfgfht Law) ;

00; <=, .

Memorfmdum for Al L, Erployees from Patricia Lattimore, Deputy
t_Secretary“€or Administration and Management/Chief
Information;Officer, dated May 19, 1997 - Subject: Reminder on

Appropriat_e’ Use of DOL Qiormation Technology. . e

'rh}-é. policy letter‘ghould be filed behind the Tab.marked
- inistrative folicy Letters” at the back of Volume VI of the
?dministrative olicy and Procedures Manual.

P ogram -Evaluation and Information Resources, Information
Resource Center, Sterling K. Townsend, (303) 231-5475, ext. 322C

All MSHA Employees
APPM Holders
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Mr. COBLE. Mr. Wrenn and Mr. Smith, I will put this question
to you all jointly.

Have computer hackers ever attempted to extort money from ei-
ther of your companies? In other words, are there instances where
someone contacts your company and threatens to help others ap-
propriate a copyrighted work unless there was a payoff?

This is pretty strong language here, but it has ever happened?

Mr. WRENN. Fortunately, to date, it has not happened to Adobe
Systems. I do know of two other companies that have faced that.
One of them, Symantec, was asked for a million dollars to prevent
someone from releasing a utility that would take a trial version of
their software that would only work for a certain amount of time
and then turn off—this would be what Mr. Smith referred to as a
“cracks” type utility—and undo that time bomb and make it a full
working copy of the software. They were asked for a million dollars
to try and prevent that from being distributed to the Internet.

Mr. CoBLE. How about you, Mr. Smith?

Mr. SmitH. It has not happened at Microsoft. I think perhaps one
reason is that our policy is very well known in that community,
that we would never even think for a moment of negotiating in this
context.

Mr. CoBLE. Do you know whether or not it has happened in
other areas?

Mr. SMITH. I am not aware of any incidents other than the ones
that Mr. Wrenn just referred to.

Mr. CoBLE. Ms. Sellers, how successful are we at enforcing intel-
lectual property rights overseas?

Ms. SELLERS. The U.S. Trade Representative’s office has taken a
very strong position, as you probably know, with respect to making
sure that other governments live up to the international copyright
laws. And we have supported the work of the U.S. trade represent-
ative in that effect.

‘We have also strongly supported the international copyright trea-
ties, particularly the WIPO Copyright Treaty that is pending for
implementation.

Mr. COBLE. And I know that we are all—well, strike that. Per-
haps not all of us, but many, many of us, from time to time, become
very sensitive about maybe inviting retaliation if we, in fact, go
hard overseas. To what extent is that a problem?

Ms. SELLERS. The international copyright treaties, at the mo-
ment, provide a common denominator for practices across the
world. So at this point in time, we are all working towards and in
the same direction. And governments ought to be taking the same
stand of accountability, and lead by example for their own citi-

zenry.

Mr. CoBLE. And Mr. Bono has been involved in this—regarding
this next question, and perhaps others on the Subcommittee have,
as well.

For what would be your preference at enforcing—the best way to
enforce government compliance with our copyright laws?

: qu)ld you go with the GAO report, A, or B, Congressional reso-
ution?

Ms. SELLERS. I would begin with a Congressional resolution and
an Executive Branch directive.
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I do not think at this point in time a GAO study is necessary.

Mr. CosLE. T think at one point, some of you all were advocating
a GAO report. : ‘ .

Ms. SELLERS. It could be a possibility, but I do not believe it is
necessary at this time. :

Mr. COBLE. Very well. I thank you.

The gentleman from Massachusetts.

Mr. FRANK. Ms. Sellers, the issue—you did not quite—I think
you answered the question of willful, the concern was that by defin-
ing “willfulness” by removing—well, I do not feel removing the
commercial equipment—that somehow this might be interpreted as
ililcreasing the liability the service provider had, which I do not now

ave. . :

My question is, is there any problem with simply making it ex-
plicit that we are not trying to do that?

Ms. SELLERS. Well, my problem with adding a blanket exemp-
tion, Mr. Frank—-- ' .

Mr. FRANK. Ms. Sellers, do me the service of answering the ques-
tio% I asked you. Did you hear the word, “blanket exemption,” from
me?

Ms. SELLERS. No, sir. :

Mr. FRANK. The phrase that I gave was simply making clear that
this—let me put it to you to you—do you think existing law is a
blanket exemption? .

Ms. SELLERS. No, sir.

Mr. FRANK. Well, then how is simply stating if this does not
change existing law will give people a blanket exemption?

Ms. SELLERS. No. I agree. I think that——

Mr. FRANK. Well, let me ask you-

Ms. SELLERS [continuing]. T am quite happy to say this does not
change that law. ‘

Mr. FrRaNK. My question is would there be any problem with sim-
ply making it explicit that this does not change existing law with
regard to the online provider liability? -

Ms. SELLERS. I do not read the NET Act as changing current law
and I do not want to advocate that it changes current -law. I be-
lieve—I support you in saying that it does not.

My concern with mentioning any of the participants in the
Internet community specifieally is——

Mr. FranNK. Well, when you say it does not change——

Ms. SELLERS. Right, and I would stop right there. I would not go
on to name specific participants in the Internet community because
any one of them may engage in pro-active conduct that fits within
the willfulness

Mr. FRANK. Well, then that would be covered by now.

All right. Let me take—I think they are guilty of what they are
guilty of——

Ms. SELLERS. Right.

Mr. FRANK [continuing]. Which is overtly your case, which makes
me think maybe you got something more online than you do, and
I tYhmk that there is a mistake.

es.

Mr. WRENN. If I may, Mr. Frank, in answer to your question,

speaking just for myself, I think it is a good way to approach it,
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because I think what you pointed out earlier is that for a lot of
these issues there is unfounded fear. They are not a problem in
practice.

I have even had an opportunity in the last week to talk to attor-
neys from other countries about systematic study. Argentina, Can-
ada, the United Kingdom, they all criminalize even one copy.

But prosecutors are not off hauling out people to jail who really
should not go. It is an issue of fear. So if that addresses some peo-
ple’s fear, I think it is a great way to go.

Mr. FranNk. And I think we will have to do that throughout be-
cause you cannot take any step forward here without generating
some concern that it might go further.

And, look, we have to be clear. Not everybody can control the
court, and I think this is a case—there is a great case for being as
eﬁplicit as possible in doing what we mean to do and not more than
that.

Thank you, Mr. Chairman. No further questions.

Mr. CoBLE. Thank the gentleman.

The gentleman from Utah is recognized for five minutes.

Mr. CANNON. Thank you, Mr. Chairman.

You spoke so much about “softlifting,” but the current Bill that
we are dealing with probably does not affect it. The law is pretty
much in place for that. The order is to get you a little farther. So
we will not try to scare the rest of the world.

Personally, in my private life, I was terrified that we would have
people who stole software. Worked very hard to avoid it, and still
that happened.

But we are not, dealing with that here in this Bill, right?

Ms. SELLERS. No, sir. This is under the over51ght hearing con-
cerning software piracy——

Mr. CANNON. Thank you. I have no further questions.

Mr. COBLE. I thank the gentleman.

The gentleman from Massachusetts is recognized for five min-
utes.

- Mr. DELAHUNT. Yes. Thank you, Mr. Chairman.

If we have adequately outlined the fact that there is a very seri-
ous problem, then I appreciate—I really do appreciate that testi-
mony.

WAnd maybe I should direct this question to Mr. Kruger or Mr.
renn.

In terms of the commercial theft that goes on, and Ms. Sellers,
maybe you can answer this, too—has your association or your in-
dustry discovered criminal syndlcates doing this on a systematic
basis in terms of seeking large amounts of ill-gotten gain?

You have?

Mr. WRENN. If I may, I will defer to Mr. Smith, who has more
firsthand experience in their investigations at Microsoft with that.

Mr. SMITH. Although it typically at this stage does not relate to
Internet piracy, it is absolutely the case today that organized crime
is involved in this activity.

Mr. DELAHUNT. I am not talking about the traditional mafia. I
am just talking about sophisticated criminal syndicates.

Mr. SMITH. Absolutely.

Mr. DELAHUNT. OK.
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Mr. SvuTH. But it is of benefit to the Mafia.

Mr. DELAHUNT. Let me ask you this: What do you then do? What
is the next step in terms of prosecuting these kind of cases?

Mr. SMITH. When we encounter that kind of case, we typically do
some work ourselves initially to put together some amount of infor-
mation and evidence. But we very early on turned to the respon-
sible agency, whether it is the FBI, the Customs Service, or an
overseas agency.

Mr. DELAHUNT. What kind of response do you get?

Mr. SMITH. I think we get a great deal of help and support, espe-
cially when there is a broad range of activity or economic impact.

Mr. DELAHUNT. Do you think that they have the sufficient re-
sources available to meet the need? I am talking about agencies
under the umbrella of the Department of Justice.

Mr. Kruger.

Mr. KRUGER. There is no question in my mind, Mr. Delahunt,
that whatever we do with the LaMacchia fix bill, it will never be
the case that the U.S. Department of Justice and the Federal Bu-
reau of Investigation will be able to devote sufficient resources to
the investigation and the prosecution of software piracy to effec-
tively solve or resolve this problem.

One of the reasons we support this bill is because we think it will
have a deterrent impact, not so much——

Mr. DELAHUNT. Right.

Mr. KRUGER [contmmng] We think it will have——

Mr. DELAHUNT. Right.

Mr. KRUGER [continuing]. A practical impact.

But that raises another important point.

In the questioning of the Deputy Assistant Attorney General, you
mentioned that there is a concern about making this a Federal of-
fense for making one copy—the theft of one copy a Federal offense.

The Feds are the only game in town. They are the only game.
And, in fact, if there is a crime this is it. This is where it belongs.

State and local law enforcement agencies have offered, have ap-
proached us about being involved and active on this issue, and un-
fortunately, because of the Federal preemption as it exists right
now, they have no role to play.

Mr. DELAHUNT. Well, you know, maybe it is time that the De-
partment of Justice—of course, I am sure that many of you are un-
aware of the fact that the Federal Government is now getting more
and more into juvenile crime, and I have some very strong reserva-
tions as to whether we should be going in that direction. In fact,
I do not think we should be going in that direction, and let the
states address the problem of violent crime in the communities. At
the same time, Federal Government ought to play a role in this
particular area because of the fact that it is international in scope.
This is where it ought to happen.

Ms. Sellers, I would think that you would want to take your as-
sociation, sit down with the appropriate officials in the Department
of Justice, and ask them tfo prioritize and fo create a task force to
deal with this issue.

Ms. SELLERS. You are right, Mr. Delahunt. We have worked very
closely with them.
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And as a matter of fact, Mr. Di Gregory’s Deputy was with us
just two days ago, addressing the Committee of the SPA, that over-
sees our anti-piracy efforts.

We work very hard to prioritize——

Mr. DELAHUNT. We are losing dollars to our national economy
here. Let me just—1I will conclude with this final question.

‘What implications does this have for our relationship with other
countries with whom we have an extradition treaty?

Does it not provide us a predicate to seek indictments in this
country for those in other nations who are pirating our software,
our intellectual property?

And Mr. Smith and Mr. Kruger, feel free to address that.

Mr. SMITH. I think it would be very helpful in that context. Other
governments are prosecuting people who do this under their erimi-
nal laws. The German government, to give you but one example,
has been very helpful and vigilant, and it would be helpful if the
United States government could play a similar role.

Mr. DELAHUNT. We do not really need a treaty to do this. There
are existing extradition treaties out there that we could be using
now. I mean we are going fo be here debating and discussing, and
I am not suggesting that we should not be engaging and participat-
ing in international conventions dealing with these issues.

But if you really want to do something, this is an opportunity,
I would think, to do it and to do it now.

Mr. SMITH. And I think the sense of urgency is very well put be-
cause the reality is that the scope of Internet piracy today is prob-
ably twice as broad as it was a year ago, and unless something
chandges, it will be probably twice as broad a year from now as it
is today.

Mr. DELAHUNT. We could add up all the bank robberies that have
been committed in the United States of America, and I would sug-
gest that they pale in comparison—in terms of economic loss—to
what is happening in this discreet area.

Mr. CoBLE. I thank the gentleman.

The gentleman from Indiana is recognized for five minutes.

Mr. PEASE. Thank you, Mr. Chairman.

gl%st of the questions I was going to ask have already been
asked.

Let me just pursue a couple of things that you gave us by way
of background.

I am curious as to how you arrive at your figures about the per-
centage of piracy, both in the United States and worldwide.

I, in a former hfe, was General Counsel at the university, and
we were aggressive in dealing internally with making sure that pi-
rated programs did not show up on our equipment around the uni-
versity, and it was a constant problem. It took a lot of work and
it took a lot of time.

I am wondering how you do that if you do not have internal ac-
cess to companies or institutions, and how you arrive at these fig-
ures.

Mr. WRENN. I think I will speak to the methodology. Both the
Business Software Alliance and the Software Publishers Associa-
tion work with an independent research organization, IPR. In a
nutshell, the methodology, which I think is pretty conservative at
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estimating the piracy rate, is based on looking at the number of
computers sold in the market and the amount of legal software sold
in the market, and then using market research and other data
available to determine an average number. These numbers focus
mainly on business applications, so we do not really count a lot of
the home copying or things like that that go on which is much
more difficult to track. If you look at the average number of busi-
ness applications per computer and at how many computers and
applications are actually sold, and you can see the difference as the
piracy rate.

There is a whole bunch of computers going out. There just is not
t}ﬁat much software going out, and there is pretty good data on
that.

So what you come up with then is an indication of what ought
to be there for software sales when you compare it to the number
of computers available in the market.

Mr. PEASE. Got it.

Do you do any—I understand you will work with companies if
they want to do audits within—or somebody will. Maybe the sell-
ers.

Do you do any of this sort of work randomly yourself by your own
access to the Internet to see what—where things are being trans-
mitted, where programs are being transmitted?

Is there any auditing of the Internet by either your companies
or your associations? .

Mr. WRENN. I think actually the associations in both of the com-
panies up here have such a process set up.

We have investigators inhouse at Adobe, for example, and they
spend a lot of time tracking piracy, and there is a whole lot of it
going on. Unfortunately, we cannot go after every infringing site
that we find.

We get a lot of information in our registration data base of com-
panies who are using software who are registering the serial num-
bers they got off the Internet.

And, I mean, hundreds of thousands—literally hundreds of thou-
sands of registrations that are attempted that should not be there
often have addresses in corporate settings.

So, we do monitor this activity and we work with the BSA and
the SPA to go after the infringers. Whether it is an end user case
and it is being referred for audit or it is one of the few cases, at
the moment, that is appropriate for criminal prosecution.

Mr. PEASE. Just an aside. It has nothing to do with this.

Every time you refer to the BSA, my prior life comes forward and
I think of the Boy Scouts.

Mr. WRENN. Boy Scouts. Boy Scouts have been a big help to us.

Mr. PEASE. When you talk about the lost—the financial
losses——

Mr. WRENN. Yes.

Mr. PEASE [continuing]. Of anywhere from $11 to $20 billion, we
heard, is that lost sales that you would have made had those pro-
grams not been pirated by someone else, or does that also include
your cost of monitoring what is going on and auditing what is hap-
pening?

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 144 1999



145

Mr. WRENN. That is a good question. That data is based on our
lost sales——

Mr. PEASE. Only?

Mr. WRENN. Only. Only our lost sales. And, again, it is good be-
cause it does not count as a lost sale every copy made by some
hacker up at two in the morning on the Internet. Those copies do
not count. .

We are not saying that every one of those is losing a few hundred
dollars for an expensive product. This is for computers installed in
businesses. If you have enough money to buy the computer, you
have enough money to buy the software. So, it is software in that
context where there clearly is an ability to pay for the product, but
it has not been paid for.

So that is a good, I think, conservative estimate of dollars lost
in the industry in terms of lost sales.

Mr. PEASE. Do either of the associations have any figures that,
in addition to the lost sales, the amount of money that you are
spending trying to protect copyright—to audit what is going on, to
protect your intellectual property rights?

Ms. SELLERS. Well, our enforcement program is on behalf of not
only our business application members, which are the ones that are
covered by the statistical data, but also our education and enter-
tainment and Internet-based members, as well. And our software
piracy efforts really try to address all those situations.

We have not been able to put together any effective statistics as
to the dollar losses to those other big industry segments, however,
due to the nature of that type of product often being used by indi-
vidual consumers.

Mr. PEASE. Mr. Smith or Mr. Wrenn?

Mr. SMITH. T would simply add that, just as a company, we are
spending just over $40 million per year on education and investiga-
tive work related to this problem.

Mr. PEASE. Just your company?

Mr. SMiTH. Yes. That is right.

Mr. PEASE. And I realize it is a really big company, but, OK.

Mr. SMITH. It is a lot of money.

Mr. PEASE. Thank you very much.

Thank you, Mr. Chairman.

Mr. CoBLE. I thank the gentleman.

Thank you all for being with us.

We will invite our final panel to come forward which consists of
Cary Sherman, who is the Chief Legal Counsel for the Recording
Industry Association of America, a Washington, D.C. based trade
association with more than 350 members responsible for creating,
manufacturing or distributing 90 percent of all legitimate sound re-
cordings sold in the United States.

Mr. Sherman assists in the development of strategic objectives to
achieve the Association’s technology anti-piracy, international and
government affairs goals.

Many of his responsibilities include reconciling technology and
copyright on the Internet, developing industry policy on licensing
and enforcement, and coordinating the industry’s business and pol-
icy objectives for eneryption, watermarking and copyright manage-
ment systems.
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Mr. Sherman is also working on mechanical rate negotiations
with music publishers. .

Prior to joining the RIAA in 1997, he was Senior Partner at the
Washington law firm of Arnold and Porter, where he headed the
firm’s Intellectual Property and Technology Practice Group.

Mr. Sherman obtained his BA from Cornell University and was
graduated from the Harvard Law School. Our second witness for
this panel is Fritz Attaway, who is Senior Executive Vice President
for the Government, Relations and Washington General Counsel at
the Motion Picture Association of America.

Mr. Attaway joined the MPAA in January of 1976 and was made
Vice President of the organization in September of 1978. In 1979,
he was named Senior Vice President for Government Relations,
and in 1993, became MPAA’s Washington General Counsel. He at-
tendgedsthe College of Idaho, where he received a BA with honors
in 1968.

Mr. Attaway, I am a geographic junkie, but I do not recall the
town in which the College of Idaho is located.

Mr. ATTAWAY. 28 miles due west of Boise.

Mr. COBLE. And the name of the town? I knew it was—is there
a town there?

Mr. ArTaway. Boise is our capital and largest city, and we
haveI—I think Boise has the enormous population of about 150,000
people.

Mr. COBLE. Geographically. :

You received your BA degree there with honors in 1968. And in
1970, Mr. Attaway commenced his legal training at the University
of Chicago, where he was awarded a National Honor Scholarship.
He received his JD degree in June of 1973.

Our final witness is David Nimmer, who is testifying on behalf
of the U.S. Telephone Association. Since 1985, he has assumed re-
sponsibilities from his father, the late Professor Melville Nimmer
of the UCLA School of Law for updating and revising Nimmer
owned copyright, the standard reference treatise in the field. Apart
from his treatise, Mr. Nimmer authors numerous law review arti-
cles on domestic and international copyright issues. He received an
AB with distinction from Stanford University, and his JD at the
Y:lle Law School, where he served as editor of the Yale Law Jour-
nal.

Mr. Pease, if you would kindly assume the chair. I have to be at
another meeting soon, folks, although I will be able to hear some
of the testimony. But I will be able to be here for the final hearing.

Pardon? I talked to Mr. Pease earlier. I did not know Mr.
Goodlatte was going to be back.

But, gentlemen, good to have you all with us.

Mr. Sherman, if you will kick it off. :

STATEMENT OF CARY SHERMAN, SENIOR EXECUTIVE VICE
PRESIDENT AND GENERAL COUNSEL OF THE RECORDING
INDUSTRY ASSOCIATION OF AMERICA ) )

Mr. SHERMAN. Thank you very much, Mr. Chairman.

The world is listening and the music it wants to hear comes from
America. The U.S. sound recording industry is working enthusiasti-
cally to broaden our audience around the globe. We want to expose
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the world to jazz and country, reggae and gospel, big band and
good old American rock and roll.

Given its immense popularity, American music is also favored by
pirates, rampant piracy. It costs the American music industry near-
ly $1 million a day in the United States and well over $2 billion
a year worldwide.

These numbers hit everyone in the music chain. People who con-
tribute their musical talent and genius to make a record, people
whose livelihood depend on sound product.

The consumer is the ultimate victim of piracy. When the record
companies sustain a financial loss from piracy, there is simply less
money to invest in discovering and developing new artists and to
subsidize the less profitable types of musie, such as classical, jazz
and gospel.

With each new technology the industry embraces, vinyl, cassette
tape, compact dise, and now the Internet, the threat of piracy only
compounds as it has become easier, faster and less expensive to du-
plicate the creative works of our artists.

In 1991, 12 counterfeiting operations, employing hundreds of in-
dividuals, manufactured approximately 28 million counterfeit cas-
settes.

Today one individual, in less time than it takes me to read this
testimony, can send a full-length album to more than 50 million
Internet users. The rules of the game have radically changed.

How does all this happen? If you look up on the screen, you will
see that personal computers were in 19.1 million U.S. homes in
1985, and of course, by the use of personal computers, give people
access to the Internet. By the year 2000, they will be in 154 million
homes.

If you look at the purple on the slides, you will see how the
Internet has connected virtually the entire planet in the last five
years.

Already retailers, record companies, new start-up labels and art-
}sts themselves are going online to offer their music directly to the

ans.

Here are just a few examples of the new businesses sprouting up
all over the Internet. Here is a retailer like Tower, using web sites
to enable their customers to place their order electronically and
have the CD’s shipped right to their home.

Supersonic Boom just announced that surfers can pick their fa-
vorite songs and create their personalized CD’s.

Another music site lets users check out new bands and artists.

Jaybird Records, the web’s first recording label, offers consumers
the opportunity to purchase music from the artists signed to the
cyber label.

And finally, Music Boulevard has begun to download music di-
rectly to consumers selling music electronically instead of on the
physical disks.

Unfortunately, the rapid growth of the Internet also means
power. Recordings are easily copied to a computer hard drive. Once
on the computer, those copies can be uploaded to the Internet with
a push of a button, without the knowledge or authorization of the
record companies, artists or musicians who created the musie. And
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once the recordings are on the Internet, they are available to be
downloaded by millions of users.

How do users find these recordings? It is easy. A typical search
engine points users to sites, some of which brazenly announce that
they offer pirate songs.

This slide shows one of those sites featuring hundreds of full-
length songs, listed alphabetically by artists, available for
download by anyone, anywhere and at any time.

This is what a download recording sounds like.

[Plays music.]

In case you do not recognize it, this is from the Evita sou.ndtrack
and as you can hear, the sound quality is virtually mdlstmgmsh-
able from that of a compact disc.

Songs by artists such as Mariah Carey, the Rolling Stones, the
Police, Sheryl Crow, they are all available for download in near CD
quality, and they are all unauthorized.

Here is another example of a pirated site, “John’s Take but Don’t
Tell Page.” No doubt about the intent here.

ng long would it take you to copy the song we are listening to
now?

About the same amount of time it takes to listen to it by using
newer cable modem technology that is being mailed out into homes
in Alexandria, this song can be downloaded in a fraction of a sec-
ond. Using a cable modermn, a typical CD can be downloaded in just
three minutes. And once a user has downloaded those songs, they
can be played back at any time, as if the user had actually pur-
chased the music.

Imagine the impact on music creators when their new single is
sent up over the Net with the potential of reaching millions of
users worldwide with the click of a mouse.

Imagine, also, the impact that pirate sites will have on the legiti-
mate music businesses on the Internet.

Why would anybody buy music from a local retailer or web entre-
pre%eur when the same music is available from a web pirate for
free?

What can Congress do to help fight Internet piracy? There are
two pieces of legislation currently before the Committee, the No
Electronic Theft Act, and the WIPO Copyright Treaties Implemen-
tation Act that will help stem the growth of piracy in the United
States, around the world and in eyberspace.

The NET Act makes a significant change in the copyright law to
provide law enforcement officers with additional tools to prosecute
pirates. The requirement in the current law that defendants in-
fringement be for financial gain allows serious incidents of copy-
right infringement to escape criminal prosecutlon the LaMacchia
case being the quintessential example.

That decision left copyright law defenseless against infringed
copyright not for profit, but for the pure fun of it.

Civil lawsuits often do not deter those who wish to steal our
music, especially when they view themselves as immune.

The NET Act will help close this loophole for pirates and subject
them to possible criminal prosecution. It is a good bill. We support
its passage.
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We are concerned with a provision that raises the threshold
value required to reach a felony conviction because the change
would actually operate as an obstacle to criminal prosecution.

By doubling the threshold requirement, the Bill has effectively
doubled the work required before an Assistant U.S. Attorney can
prosecute the case.

We welcome the opportunity to work with the Committee to en-
sure that the benefits of the NET Act are realized, and that these
commercial-free WIPO Copyright Treaties Implementation——

Mr. CoBLE. We will get to that hearing because we are losing a
lot of time.

Mr. SHERMAN. What I wanted to say was is the list of importance
to stem piracy.

Thank you very much.

Mr. CoBLE. Thank you, Mr. SHERMAN.

Mr. Attaway.

STATEMENT OF FRITZ E. ATTAWAY, SENIOR VICE PRESIDENT,
GOVERNMENT RELATIONS AND WASHINGTON GENERAL
COUNSEL, MOTION PICTURE ASSOCIATION OF AMERICA

Mr. ATTAWAY. Thank you. You all have had a long morning here
and I will try not to intrude unnecessarily upon your time.

You have my written statement. The same technology that will
smooth the way for legitimate delivery of video on demand over
digital networks also will prime the pump for copyright pirates.

Today, the pirate who obtains by stealth or malfeasance a copy
of the latest Blockbuster picture even before it is released in thea-
ters must cope with formidable distribution problems. Physical cop-
ies must be struggled across borders, warehoused and parceled out
to distributors before reaching the ultimate consumer.

Digital networks soon will make this complex and dangerous un-
dertaking cheap and simple. The pirate master will be digitized,
posted to the Web, and made available to net surfers all around the
world; or, the master will be downloaded over the Internet to an
additional video recorder half a world away that can churn out
thousands of pristine, perfect copies at the touch of a button for im-
mediate distribution to customers.

As I said earlier, we could go through enormous resources to civ-
illy enforce of our copyrights, but effective anti-piracy action cannot
be done without criminal enforcement; and we depend heavily upon
law enforcement agencies to enforce copyrights.

You heard earlier from the representative of the Justice Depart-
ment about Operation Countercopy. I would like to take this oppor-
tunity to applaud the Justice Department and the FBI for their ef-
forts against piracy. We look forward to working with them to en-
force criminal copyright laws in the Internet area.

The NET Act addresses serious problems created by the
LaMacchia decision. You have heard what those problems are. I
will not repeat them. Suffice it to say that MPAA very strongly
supports the NET Act and we urge its rapid enactment.

There is one glitch that I would like to point out—or at least a
contingency glitch:
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The courts have interpreted “financial gain” to include the expec-
tation of financial gain, as well as the actual receipt. This interpre-
tation is extremely important to our anti-piracy efforts.

When the duplicating laboratory or warehouse is busted, it may
be difficult or even impossible to prove that money actually has
changed hands. Of course, there is a clear expectation that money
will change hands, even though it has not been received yet by the
bad guys.

We urge that the term, “financial gain,” in H.R. 2265 be amend-
ed to include the term, “Or expectation of receipt.” We think that
this amendment will fix this potential glitch, which could be very
important to us in the future. . ‘

In conclusion, I also would like to add our support to the WIPO
Implementation legislation. It is very important for electronic pi-
racy control

Mr. CoBLE. We are going to have a hearing about that. You got
to be a little respectful about time. We are going to have a separate
hearing on that. You will have a chance to talk about it.

Mr. ATTawAY. I thank you for your time,

[The Statement of Mr. Attaway follows:]

PREPARED STATEMENT OF FRITZ E. ATTAWAY, SENIOR VICE PRESIDENT, GOVERNMENT
RELATIONS AND WASHINGTON GENERAL COUNSEL, MOTION PICTURE ASSOCIATION
OF AMERICA '

Chairman Coble, Representative Frank, and members of the Subcommittee: My
name is Fritz Attaway, and I am Senior Vice President and Washington General
Counsel of the Motion Picture Association of America (MPAA). I appreciate this op-
portunity to present MPAA's views on copyright piracy on the Internet, and on H.R.
2265, the No Electronic Theft (NET) Act.

Over the years, MPAA and its members have, to our chagrin, become intimately
familiar with frends and developments in the field of copyright piracy. Today, piracy
of audio-visual products—movies, videos, television programs—is a &z billion a year
problem worldwide, and growing. We are fighting it with hundreds of investigators,
technicians, and lawyers, at a cost of millions of dollars, in almost 80 countries
around the world. Copyright piracy or the Internet is not a big problem for the mo-
tion picture industry—jyet. But we know that it soon will be a gigantic problem, in-
flicting losses that threaten to dwarf the dollar amounts we lose today.

For that reason, we applaud you, Mr, Chairman, for holding this hearing, and we
commend Representative Goodlatte and his cosponsors for their leadership in intro-
ducing the NET Act. Its rapid enactment will improve the legal weapons in the ar-
senal of federal prosecutors and law enforcement personnel as they seek to enforce
the criminal provisions of the copyright law against a new breed of cyberspace pi-

rate.
‘Before I explain why we support this legislative initiative, let me take a moment
to slgledfy what we are talking about when we réfer to “copyright piracy.”

The copyright law gives the preducers of motion pictures a set of exclusive legal
rights. These include the right of public performance—for example, the right to
show a movie in a theater, or to broadcast a program on television. They include
the right of distribution—the right to sell or to import pre-recorded videocassettes
or laser discs, for instance. And these rights include the fundamental exclusive right
to reproduce copies of audio-visual works: for example, to copy a motion picture onto
videocassette, or laser disc, or the latest new medium, Digital Video, or Versatile,
Disk (DVD)—so that these copies can be sold, rented, or distributed in other ways.
Of course, all these exclusive rights apply on the Internet as well. Only the producer
of an audio-visual work can authorize it—or any substantial part of it—to be copied
onto a World Wide Web site, or transmitted across the network, or performed or
downloaded by a computer or other device half a world away.

Exploiting these exclusive rights—either exercising them ourselves, or licensing
someone else to exercise them—is the main way that a motion picture studio earns
its revenue. That's how we pay for the skyrocketing costs of motion gicture produc-
tion and distribution—a cost that more and more often shoots beyond the $100 mil-
lion dollar mark for a single picture, and sometimes twice that high. Copyright
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underlies the paychecks for the hundreds of thousands of jobs our industry gen-
erates, directly or indirectly—everyone from the superstars to the store clerks in the
video shop on the corner.

It’s no exaggeration to say that without copyright, there would be no movie busi-
ness. So whenever other people, without our permission and without compensation
to us, go into the business of exercising these exclusive rights, they are stealing our
intellectual property and robbing the writers, actors, costume designers, electricians,
carpenters, truck drivers, theater ticket takers, TV station engineers and hundreds
of thousands of others whose livelihoods are dependent on our industry.

With that capsule summary of “copyright,” we come to the subject of “piracy.”
That’'s what we call it when someone else makes it their business to exercise our
exclusive rights, often on a massive scale, and almost always for financial gain.

We're not talking here about the isolated instance of copyright infringement, the
company or institution or individual that sometimes steps over the line onto our
property rights. We're certainly not talking about the kinds of activities that could,
under the right circumstances, qualify as fair use, and that therefore may fall out-
side the scope of copyright enforcement altogether. Piracy is organized, deliberate
and intentional theft of our intellectual property. It is a business—and, as I have
mentioned, a very big business around tI?xe world. In many countries, the aﬁiral;e is
our toughest competitor—if you can imagine a competitor who pays virtually noth-
ing for his most valuable raw material, who never pays taxes or observes regula-
tions, who often mixes his work with other kinds of organized criminal activity, and
who never plays fair. No wondezﬁpiracy is the most signiﬁcant market access barrier
:;vle musltdovercome in bringing U.S. audio-visual products to many markets around

e world.

Copyright piracy of audio-visual products takes many forms, and MPAA is experi-
enced at fighting all of them: purloined prints for theatrical performances and mas-
ter copies; unauthorized broadcast or cable transmission of programs; production
and sale of pirate videocassettes and laserdiscs. Last year alone our worldwide anti-
Firacy operations conducted almost 25,000 investigations, initiated almost 6000

egal actions, and seized over four and half million pirate videos.

ew technology continues to confront us with new anti-piracy challenges. Today,
those new challexges focus on digital media. In Asia, that often means the video
compact disk (or VCD), two CD-sized disks that can carry a full-length movie. In-
creasizégly, piracy of digital media will affect the exciting new format, DVD. But we
know that, tomorrow, we must be prepared to grapple with a new form of piracy—
and with a new breed of pirate.

Internet piracy is not a “maybe” problem, a “could be” problem, a “might someday
be” problem. It is a problem—a serious one—here and mow. In odd corners of the
‘World Wide Web, in linked sites based in Europe, Asia and Australia as well as the
U.S., a virtual pirate bazaar is underway. Its customers span the globe, wherever
the Internet reaches, and its wares are the fruits of American creativity and ingenu-

ity.

Today’s fledgling marketplace for Internet piracy has some peculiar characteris-
tics. For one thing, in many transactions, no money changes hands in return for the
delivery of illicit copies. Some outlaw bulletin boards operate on a barter system,
in which participants swap the latest hot items. In other cases, financial arrange-
ments are masked as subscriptions or access fees. And some people seem to commit
Internet piracy, not for money, but for fun: for the challenge of picking electronic
locks, for the thrill of intruding into private or proprietary areas, for the buzz of
getting away with it.

Today, Internet piracy focuses on computer programs, videogames, and, increas-
ingly, recorded music. Movies and videos are not much in evidence—yet. That’s be-
cause our audio-visual content is so rich in information that it can't yet move easily
everywhere in the digital networlt—the volume of flow is too great for some of the
gjﬁles. We know that the reprieve is temporary, however. The same technology that

smooth the way for legitimate delivery of video on demand over digital net-
works will also prime the pump for copyright pirates. And they won't be just the
thrill seekers and amateurs we tend to hear about today.

We can be certain that the Internet will be the crucial link in the pirate oper-
ations of tomorrow. Today, the pirate who obtains, by stealth or malfeasance, a copy
of the latest blockbuster picture before it is even released in the theaters must cope
with formidable distribution problems, Physical copies must be smuggled across bor-
ders, warehoused, and parceled out to distributors before reaching the ultimate
consumer, Digital networks will soon make this complex and dangerous undertaking
cheap and simple. The pirate master will be digitized, posted on the Web, and made
available to Net surfers all over the world. Or, the master will be downloaded over
the Internet to a digital video recorder half a world away, that can churn out thou-
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sands of pristine, perfect copies at the touch of a button, for immediate distribution
to customers. By the time those pirate DVD copies hit the street, the pirate web
site will have disappeared, to be set up anew tomorrow in a different country, where
a different current hit will be available.

The challenge facing MPAA—and, indeed, all the copyright industries—is to ramp
up our efforts against Internet-based piracy before this chilling scenario becomes a
reality. We must attack this problem on a number of fronts. Industry will continue
to commit its resources and its energy to the anti-piracy effort, of course. But we
will also need the help of this subcommittee, and of the Congress, if these efforts
are to succeed. Let me explain why.

For many years, MPAA has enjoyed an exceptional working relationship with the
Federal Bureau of Investigation and other federal law enforcement agencies in the
fight against copyright piracy. I am pleased to report to you that the Department
of Justice recently upgraded its efforts in criminal enforcement of the copyright law.
It has established a Computer Crime and Intellectual Property Section within the
Criminal Division, and stepped up its training activities for federal prosecutors in
the area of copyright piracy. Last May, in coordination with the FBI, the Justice
Department announced “Operation Counter Copy,” in which 35 indictments were re-
turned against copyright and trademark pirates across the country, including sev-
eral invelving video piracy.

MPAA applauds fgxe work of the Justice Department and the FBI in this area,
and we look forward to workininwith them to enforce the criminal copyright laws
in the Internet arena. But we know that their anti-piracy efforts—as well as our
own—are hampered by flaws in the legal framework for combating Internet-based
copyright piracy. Those flaws are epitomized by the 1994 U.S. District Court deci-
sion in United States v. LaMuacchia. The defendant in that case operated a bulletin
board through which one million dollars worth of pirated software was distributed.
The court dismissed a wire fraud prosecution against Mr. LaMacchia because it had
not been alleged that he personally profited from this scheme.

How will this decision affect the interpretation by courts of the statutory require-
ment to prove “commercial advantage or private financial gain” in order to establish
a criminal violation of the Copyright Act? That has been a topic of lively discussion
among prosecutors and lawyers ever since the decision was handed down, but to
some degree the debate is beside the point. Whatever its formal impact as prece-
dent, the well-publicized LeMacchia decision has been widely viewed among one cat-
egory of Internet denizens as £roviding a “hacker defense” to prosecution for piracy.
Until this decision is firmly disapproved, the perception will be all too widespread
on the Net that, so long as no money changes hands, it’s open season on the intellec-
tual property of others.

That’s where the NET Act comes in. It closes the LeMacchia loophole, in two
ways. First, it makes clear that “financial gain,” for the purpose of the criminal
copyright law, includes receiving anything of value. Second, it allows pirates to be
prosecuted, not just on the basis of how much money they have pocketed, but on
the basis of how much they have stolen from copyright owners.

There is one glitch in H.R. 2265 that I would hope you can fix before this bill
becomes law. The courts have interpreted “financial gain” to include the expectation
of financial gain. This interpretation is extremely important to our antipiracy ef-
forts. When a duplicating laboratory or warehouse is busted, it may be difficult or
even impossible to prove that money has actually changed hands. Of course, there
is a clear expectation that money will change hands, even though it has not yet been
received by the bad guys.

Thus, it is very important to us that the definition of financial gain in H.R. 2265
be amended to read “The term ‘financial gain’ includes receipt, or expectation of re-
ceipt, of anything of value, including the receipt of other copyrighted works.”

These changes are an appropriate and measured response'to new means of copy-
right piracy, and to new breeds of copyright pirate. Copyright generates the revenue
stream that makes possible the enormous investment required to bring quality
audio-visual entertainment to screens around the world—cinema screens, television
screens, and, increasingly, computer screens. If a pirate diverts that stream by un-
lawfully exercising the copyright owner’s exclusive rights, his exposure to prosecu-
tion shouldn’t depend solely upon whether he, personally, drinks from the stream.
The motion picture industry and its employees—and, ultimately, the viewers who
await the next great movie—are harmed by piracy, whether or not the pirate profits.

The NET Act also contains other modest amendments that will help courts to sen-
tence copyright pirates more realistically, on the basis of better information about
the real impact of the crimes for which the defendants have been convicted. Alto-
gether, enactment of this bill will significantly enhance the ability of the Justice De-

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 152 1999



153

partment, FBI and other law enforcement agencies to crack down on copyright pi-
racy wherever it occurs—on or off the Internet.

The NET Act is no panacea, of course. Other changes to U.S. law are needed to
bring our anti-piracy arsenal up to date. Another bill pending before this sub-
committee would accomplish this. H.R. 2281, the WIPO Copyright Treaties Imple-
mentation Act, will make the changes in U.S. law that are needed for our country
to join the two new copyright treaties negotiated last December. It includes essential
provisions outlawing the trafficking in circumvention devices and services—high-
tech burglar’s tools—that are used to break through technical measures that copy-
right owners use to control access to, or copying of, their works. Getting this protec-
tion on the books will be a dramatic setback for Internet-based pirates, and for
those who are already gearing up to make illegal copies of audio-visual works in the
exciting new DVD format. The U.S. should lead other nations into compliance with
the new WIPQ treaties, and thus send the message around the world that copyright
is alive and well in the evolving global electronic marketplace. Prompt action on
H.R. 2281, without extraneous amendments, will demonstrate that leadership.

Thank you for giving me the opportunity to share these views with the Sub-
committee today.

Mr. CoBrE. Thank you, Mr. Attaway.

Mr. Sherman, before I leave, I know Mr. Frank is in a hurry to
get out of here, but Mr. Attaway, you said about intruding on our
time. I do not want any of you to feel that you are intruding on
our time. That is why we are here.

But we do try and deal with the five minute roll. I appreciate
that, particularly as to your oral testimony. Music is—

Mr. PEASE. [presiding] Mr. Nimmer.

STATEMENT OF DAVID NIMMER, IRELL AND MANELLA, LLP

Mr. NIMMER. Thank you, Mr. Chairman, and thank you to all
members of the Committee for the honor of testifying here today
on behalf of the United States Telephone Association.

The USTA supports the spirit of the NET Act, as I believe all the
witnesses who have festified today have. In addition, the USTA
joins with some of the witnesses who have testified in the first ses-
fio}? in &Joting that some of the provisions of the NET Act are over-
y broad.

The USTA supports the spirit of this Bill, inasmuch as the tele-
phone companies that comprise the United States Telephone Asso-
ciation own a tremendous amount of intellectual property, along
with organizations of the other speakers on this panel, and yet
those telephone companies also function as the Internet service
providers, providing the hardware and the software and the instru-
mentalities that allow the Internet to run. And from that dual per-
spective, we would like to share our thoughts with you this after-
noon. .

We support the Bill, provided that language along the lines of
the fix contained in my written proposal is adopted; and I refer to
the language on page 4 of my proposal, and I thank the Committee
for accepting that full written statement.

This language is narrowly crafted. It is aimed in particular at
the LeMacchia prosecution that failed, and it aims to remedy the
loophole in existing law.

It is not broadly drafted to sweep new parties within its scope,
and I would also add that in light of the colloquy that went on this
morning about the word, “willfulness,” one facet in particular of our
proposal is that it avoids the need to define that term altogether.
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Thus, USTA would join with those witnesses who do not support
a special definition for “willfully,” provided that that term is not
used in the context of this Bill.

I would like to enter the fray, if I might, in which Register Peters
found herself this morning with several members of this Committee
to address the question, “What is the problem with this Bill?” In
?rder to address that situation, we need to compare it with current
aw.

Currently, one is culpable of eriminal copyright infringement so
long as, one is culpable of civil copyright infringement and two, ad-
ditional elements are present: First, commercial benefit, and sec-
ond, willfulness.

Now, I listened with great interest several moments ago when
Congressman Frank dismissed the defense that an OSP would
have under current law based on commercial benefit.

As we heard from Congressman Frank, because OSP’s charge a
set amount of money, they would be within the scope of the first
requirement commercial benefit under current law. Let us examine
that supposition for a moment. :

It is true that OSP’s and ISP’s charge perhaps $20 a month for
unlimited access to their services, and it is true, sadly, that a small
amount of the material that flows over the Internet consists of
copyright infringement.

The logic we heard is that because of that $20 a month coming
in, the OSP’s would find themselves culpable under the first stand-
ard without being able to interpose the defense “we did not make
a surcharge of $100 for any copyright infringing material.”

Moving to the second standard, willfulness, our fear is that pre-
cisely that the same logic will prevail in that context. In other
words, the OSP, facing a criminal copyright indictment, would say,
“We did not willfully infringe the copyright laws. We had no intent
to put infringing material, per se, on our services.” And we feel
that the very same logic would be thrown back in our face, namely.
“You did operate an OSP. You did not do that accidentally or neg-
ligibly. We did not find your services purloined hy a rogue individ-
ual to run an ISP on the site. You deliberately ran an ISP. You in-
tentionally ran an ISP, and you knew that some of the materials
that would go over that ISP would constitute copyright infringe-
ment.”

It is that precise logic that leads us to fear the consequences of
this Bill, and on that basis, to offer a solution.

Now let us look at the two proffered solutions, apart from the one
offered by USTA that had been discussed earlier today.

The first solution was when Register Peters mentioned—and she
only had a moment to do so, in fairness to her—the passive carrier
exemption. It is very useful to focus on that because that does not
have anything to do with criminal copyright liability, per se.

Instead, the passive carrier exemption states that when, let us
say, a cable company simply puts unaltered the signal from a tele-
vision station over its facilities, it is not culpable for any copyright
infringement, civil or criminal.

We could support a fix parellel to that passive carrier exemption,
however, we would note that such an exemption for OSP’s is not
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the status under current law. for this purpose, I refer the sub-
committee to Playboy v. Frena, covered in my written statement.

The second fix, and I will be very quick now since I see my time
is almost over, Mr. Di Gregory stated on behalf of the U.S. Depart-
ment of Justice that the DOJ is not intending to go after the ISP’s
of the world.

Well, I know when I was a Federal prosecutor in charge of copy-
right prosecutions, it was very difficult to interest the FBI in these
matters. We have seen a sea of change today when Mr. Di Gregory
testifies that this is a top priority of the Department of Justice.

Our concern is combining a top priority of the Department of
dJustice with amorphous language coming from the Congress of the
United States leads to the potential for great mischief to the ISP’s
and OSP’s of the world, and hence, to the Internet that we all wish
to foster today.

Thank you very much.

[The Statement of Mr. Nimmer follows:]

PREPARED STATEMENT OF DAVID NIMMER, IRELL & MANELLA, LLP

Good morning, Mister Chairman and Honorable Members of the Committee. My
name is David Nimnmer, and I am honored to have been invited here today, to testify
on behalf of the United States Telephone Association.

The proposal in H.R. 2265 to amend the criminal provisions of the Copyright Act
arises at an historic moment. For 1997 marks the centen of the first criminal
pensliies for copyright infringement. Specifically, in 1897,8(!':‘};ngress provided that
the criminal reach of the Copyright Act extends to infringement that is both “will-
ful” and undertaken for profit. Act of January 6, 1897, ch. 4, 29 Stat. 481482,
Every subsequent enactment in the criminal copyright sphere to date has retained
both of those statutory elements as a predicate to holding infringement criminally
actionable. See 17 U.S.C. §506(a); United States v. Moran, 757 F. Supp. 1046, 1043
n.2 (D. Neb. 1991) (statutory meaning has remained the same over time, even as
the language has changed).

Technology, meanwhile, has advanced dramatically. The last hundred years have
witnessed the growth of the recording industry, the motion picture industry (and its
offspring, the home video industry), and the computer software industry. Each of
these technologies gave rise to unique copyright concerns, and, to each of these con-
cerns, Congress provided a legislative response.1 Teday we confront the phenomenon
of the Internet—not so much a new technology as a technological revolution itself—
and the concomitant copyright concerns unique to the online environment.

One such concern that has attracted substantial attention recently is that some
harmful copyright infringement taking place over the Internet, which logically
should be subject to criminal penalty, in fact is not under current law. For example,
under current law, a computer user who intends to subvert copyright protection—
but who acts in the spirit of “malicious mischief” rather than for personal pecuniary
advancemenb—escages criminal liability. That scenario unfolded in United States v.
LaMacchia, 871 F. Supp. 535 (D. Mass. 1994), in which a young M.I.T. student load-
ed a large volume of copyrighted material onto the Internet, making it available
%ratis to anyone with a modem. Because the defendant derived no personal benefit

om his conduct, the traditional criminal statute did not reach his particular vari-
ety of copyright infringement.

H.R. 2265 (the “No Electronic Theft” or “NET Act”) attempts to patch the hole
exposed by the LaMacchia case. The United States Telephone Association approves
the spirit animating this legislative fix; USTA-member phone companies hold sub-
stantial intellectual property, ranging from directories to software to traditional lit-
erary and audiovisual works. As such, they strongly wish to preserve the value of

1Congress granted sound recordings full copyright protection in 1971. In 1982, Congress in-
creased the penalties for criminal infringement, in response to lobbying by the Motion Picture
Association and the Recording Industry Association. In 1992, Congress extended the felony pro-
visions of 18 U.5.C. §2319 to the criminal infringement of copyrighted computer software, A con-
stant throughout these various legislative changes is that none altered the twin requirements
of “willfulness” and profit motivation as the two prerequisites to the existence of criminal copy-
right infringement.
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their billion-dollar portfolics through appropriate copyright protection, includin
criminal sanctions. To the extent that a loophole in the law as currently formulas
allows parties to engage in widescale infringement via the Internet today so long
as they lack the type of 1ﬂ;]:mﬁt motivation that historically underlay all such
widescale infringements in the past, the statute is now ripe for amendment.

At the same time, however, USTA is concerned that H.R. 2265 goes much further
than its stated goal. In the process of widening the criminal net to capture those
who have evaded its reach only because of an historical anomaly, the bill spreads
its reach too widely, jeopardizing in the process actors whose conduct in no sense
warrants invocation of the criminal sanction.

Language of H.R. 2265 and Suggested Alternative Proposal

Turning to the iarticulars of H.R. 2265, the bill defines as criminal the activity
of “[alny person who infringes a copyright willfully . . . by the reproduction or dis-
tribution, including by electronic means, of 1 or more copies, of 1 or more copy-
righted works.”2 Two salient;_uflarticm:ars of that formulation deserve attention.
First, it retains the word “wi ” for criminal copyright infringement—but it does
not define what that key term means in the new context of the Internet. Second,
it allows for criminal culpability even in the absence of “commercial advantage or
private financial gain.”

Before analyzing each of those features in some depth, it is useful to hold in mind
as a counterpoint the following alternative language that could be included in any
bill to redress the problems engendered by the acchia opinion:

‘Whoever places copyrighted, commercially-marketed material on a computer
system with the intent that it be accessible by the public without the consent
of the owner of the copyright shall be punished as provided [by law.]

Willfulness

One defect of H.R. 2265 is that it leaves ambiguous the potential criminal liability
of Internet Service Providers whose users place copfﬁghted material online. By con-
trast, the alternative proposal set forth above clearly delineates the lack of criminal
exposure of those same ISPs. The trouble with the proposed legislation begins with'
the word “willfully.” As in previous instantiations of Section 506(a), the term “will-
fully” is not defined in the text of the statute. Nor is it self-defining in the Internet
context to which the aptly-named NET Act pertains.

Whereas in years past the contours of copyright infringement in traditional media
may have been relatively straightforward, such that no definition of “willful” was
required, at present the notion of what activity constitutes copyright infringement
in the context of the Internet is the subject of hot debate. The scholarly literature
shows a wide range of opinion as to what activities may render ISPs in particular
liable for infringement, on theories of both direct and indirect liability. In addition,
the case law on the subject is divided. For precisely these reasons, H.R. 2265—rep-
resenting one of Congress’ first efforts at regulating copyright infringement in the
Internet context—must define its key terms as they apply to the radically new
realm of cyberspace.

Definition of Willfulness

“Willful,” as. the Supreme Court has recognized, is “a word of many meanings,”
Ratzlaf v. United States, 510 U.S. 135, 141 (1994).3 The legislative history of Section
506(a) fails to clarify which of those “many meanings” Congress intended the statute
to carry. See Moran, 757 F. Supp. at 1049 n.2.

Lacking guidance from Congress, the courts have interpreted the willfulness ele-
ment of Section 506(a) differently. See Moren, 757 F. Supp. at 1049 (collecting

20ne matter beyond the scope of this presentation at least deserves mention. The wording
of proposed 17 U.S.C. §506(aX2) su%iests that transmission of digital information over the
Internet implicates the copyright holder’s distribution right, in addition to the reproduction
right. The NET Act thereby resolves a controversial issue that has previously excited heated
debate. The Working Group on Intellectual Property Rights endorsed that particular construc-
tion in its, 1995 White Paper, see id. at 213; but legislation introduced to implement the White
Paper’s proposals died in committee during the 104th Congress. The USTA respectfully submits
that this particular debate over which of cugyright’s several rights finds itself implicated over
the Internet deserves to be resolved cautiously and deliberately, after a full hearing on the con-
sequences of adopting any particular viewpoint. A tacit assumption embodied in the drafting
language of the NET Act is an inappropriate vehicle to resolve this substantive controversy.

3No less an authority than Learned Hand decried its use in criminal statutes: “It’s an awful
word! It is one of the most troublesome words in a statute that I know. If I were to have the
index purged, ‘willful’ would lead all the rest in spite of its being at the end of the alphabet.”
Model Penal Code and Commentaries, §2.02, at 249 n. 47 (Official Draft and Revised Comments
1985) (quoting ALI Proceeding 160 (1955)).
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cases). The minority view holds that “willful” means only an intent to copy, not an
intent to infringe. See United States v. Taxe, 380 F. Supp. 1010, 1017 (C.D. Cal.
1974), affd, 540 F.2d 961 (9th Cir. 1976), cert. denied, 429 U.S. 1040 (1977). The
majority view is that “wi]lﬁﬂll‘g” means a “voluntary, intentional violation of a
known legal duty.” Moran, 757 ¥. Supp. at 1049.

The courts’ divergent interpretations of Section 506(a) yield uncertainty; they re-
sult in simi]ariivl-situated persons being treated differently. Legislation targeting the
Internet—which has a nationwide user-base, and which knows no jurisdictional
boundaries—requires a uniform interpretation. This is particularly true when crimi-
nal prosecutions are at stake: the government must provide clear notice of what con-
duct is subject to criminal punishment.4 Accordingly, as an initial step in clarifying
the intended reach of H.R. 2265, Congress should specify that “willful” in Section
506(a) requires specific intent to violate a known legal duty. That clarification would
bring the statute into line with general principles of criminal law. See Brock v. Mo-
rello Bros. Construction, Inc,, 809 F.2d 161, 164 (1st Cir. 1987) (“In the criminal
law, ‘willful’ conduct typically means that the offender not only intended to perform
Z;Ih)e unlawful act, but also that he know that what he did was unlawful”) (Breyer,

Application of Willfulness

It is not enough, however, merely to specify that Section 506(a) requires specific
intent to violate a known legal duty. en the contours of a legal obligation are
themselves in doubt, the definition of “willfulness” %ymbes accordingly. United
States v. Garber, 607 F.2d 92, 98 (6th Cir. 1979) (en banc). At present, Congress
has not defined the duty of an ISP when one of its users commits copyright infringe-
ment online, So long as that duty remains undefined, the proposed changes to Sec-
tion 506(a) leave unresolved the issue of ISP criminal liability for its users’ online
infringement.

A case in point is Playboy Enterprises, Inc. v. Frena, 839 F. Supp. 1552, 1554
(M.D. Fla. 1993). The court in that case found the defendant operator of a computer
Bulletin Board Service liable for direct copyright infringement when a BBS sub-
scriber uploaded copyrighted material to it. Thereafter, in Sega Enterprises Ltd. v.
MAPHIA, 857 F. Supp. 679, 683 (N.D. Cal. 1994), the court enjoined the defendant
BBS operator whose users uploaded copyrighted material, this time on a theory of
contributory infringement. By contrast, in Religious Tech. Ctr. v. Netcom On-Line
Comm. Servs., Inc., 907 F.Supp. 1361 (N.D. Cal. 1995), the court drew the line for
liability more narrowly, holding an ISP immune from direct infringement, and leav-
Erégs 1open the question of liability on a theory of contributory infringement. Id. at

The lesson from that trio of cases is that standards are only beginning to emerge
for the level of duty that an ISP bears with respect to copyright infringement that
crosses its services. Moreover, the different standards articulated by the district
courts have yet to reach appellate review.

In such a climate of confusion, the danger facing an ISP is that it can have no
certainty, for example, that the standard enunciated in Playboy Enterprises, Inc, v.
Frena will be rejected by other courts. See Nimmer on Copyright § 12.04[A]i8][e] (ex-
posing doctrinal inadequacies of Playboy standard). The possibility therefore re-
mains that a United States Attorney will determine that I£Ps who do not comport
themselves with the obligations assumed by the Playboy court are acting in deroga-
tion of a known legal duty. Under that scenario, the only thing standing between
the company and an indictment is the exercise of prosecutorial discretion, a capri-
cious fate on which no company can stake its fortunes.

As an alternative scenario, it sometimes happens that a party informs an ISP that
it believes its copyright is being infringed in a certain location of cyberspace, as oc-
curred in Religious Tech. Ctr. v. Netcom. 907 F. Supp. at 1366. If the ISP responds
by disabling access to that site and it later turns out that the notification of in-
fringement was erroneous, then the ISP risks liability to the party whose material
was wrongly disabled; conversely, if the ISP declines to undertake that disabling,
then it risks being called to account for the intentional violation of a known legal
duty. That last scenario in turn raises, once apain, the specter of indictment unger
the NET Act.

At first blush, those last considerations may appear to touch solely on the sFehere
of civil lability for copyright infringement. But that appearance is mistaken. For in

4In Profe Fuller’s f formulation, “The desideratum of clarity represents one of the
most_essential ingredients of legality.” Lon Fuller, The Morality of Law, 63 (1969). This rule
il: reflected in the Constitution’s requirement of due process and its prohibition on ex post facto
ws.
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defining the contours of the NET Act, reference to civil liability is inevitable. The
cases are legion in which courts exposit the proper reach of a criminal copyright in-
dictment by reference to the standards of civil copyright infringement. See, e.g.,
United States v. Manzer, 69 F.3d 222, 227 (8th Cir. 1995) (“In order to understand
the meaning of criminal copyright infringement it is necessary to resort to the civil
law of copyright.”); United States v. Crass, 816 F.2d 297, 303 (7th Cir. 1987) (same).

By the same token, an equal and opposite reaction pertains. To the extent that
Congress specifies the standards for criminal liability in the Internet context, spill-
over to civil cases arising in the same sphere is inevitable.

Becanse of the inherent interrelationship between criminal and civil standards for
copyright liability, it follows that the issue of ISP criminal liability cannot be re-
solved by piecemeal legislation. What is required is a considered appraisal of the
larger policies at stake. The danger that the NET Act, as currently fted, poses
to ISPs and others—whose facilities may be used to commit copyright infringement
on the Internet—must be defused to foster growth of the Internet itself.

Discarding of “For Profit” Requirement

The second noteworthy feature of the NET Act is that it allows for criminal copy-
right infringement even in the absence of commercial advantage or })rivate financial
gain. USTA agrees that the LaMacchia example points to the need for some amend-
ment in this regard.

The concern with the approach of the NET Act is its breadth. Putting aside the
&Jestion whether two neighbors who swap over the back fence computer diskettes

at each purchased at Egghead Software are really appropriate candidates for
Leavenworth, one need not go as far as the NET Act to indict the LaMacchias of
the world. Instead, the Alternative Proposal set forth above accomplishes the same
goal less obtrusively.

In calibrating the reach of the NET Act, it is worth considering again the facts
set forth in round two of Religious Tech. Ctr. v. Netcom. In that case, Dennis Erlich,
a disgruntled ex-Scientologist, posted to the Usenet some of the secret writings by
L. Ron Hubbard. The district court concluded that his wholesale copying of those
materials, for the purpose of ridiculing with little added commentary, exceeded the
bounds of fair use. 923 F.Supp. 1231, 1249-50 (N.D.Cal. 1995). A case raising simj-
lar facts, but which reached the ogposite conclusion on the fair use defense is
Belmore v. City Pages, Inc., 880 F. Supp. 673, 678-79 (D. Minn. 1995) (wholesale
copying of plaintiff's copyrighted work, for the purpose of ridiculing with little added
commentary, defensible as fair use).

The juxtaposition of Netcom with Belmore reveals that reasonable minds can dif-
fer over the scope of civil copyright infringement under similar facts. What united
both those cases is that the copyists acted to make a political point, rather than
from commercial motivation. Thus, both would be immunized from criminal liability
under current law. ,

But with passage of the NET Act, not on]% is Dennis Erlich civilly Liable to the
publishing arm of the Church of Scientology, but his conduct becomes criminally ac-
tionable as well. That startling result goes well beyond the need for a fix pointed
up by the LaMacchia case;ﬂ?fv contrast, if gauged by the alternative language pro-
posed above, then David LaMacchia’s posting of commercial software would become
criminally liable, whereas Dennis Erlich’s postings of L. Ron Hubbard’s writings
would remain actionable solely in the civil sphere. It is submitted that that last re-
sult comports with sound policy and common sense.

Conclusion

Given the design of the Internet, ISPs make numerous automatic and often tem-

gorary copies of the materials that their users disseminate online. If ISPs were la-

le to criminal prosecution for every act of infringement that traverses their net-
works, merely because they provide the wires and software as “on- and off-ramps”
to the information superhighway, the danger arises that the Internet itself could be
prosecuted out of existence.

Presumably, that draconian, indeed absurd, result is not the conscious intent of
the bill. If that assumption is correct, then USTA submits that the ambiguities in
H.R. 2265 should be removed, and Congress’ intent should be clarified that the
criminal sanction is not intended to apply to ISPs acting in the ordinary course of
their operation. The need for careful framing of the issues in this legislation is espe-
cially keen in light of specific proposals, currently before this subcommittee on a
separate bill, to create safe harbors for ISPs whose users may commit copyright in-
fringement over their networks.

Regardless of which approach is ultimately adopted on the civil side, it is essential
to conceptualize both civil and criminal liability simultaneously when crafting new
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“rules of the road” for the Infobahn., For better or worse, the NET Act will be con-
sulted by courts when calibrating liability—both civil and criminal—for copyright in-
fringement that takes place on the Internet. For that reason, USTA respectfully
urges that it is inadvisable for Congress to legislate liability on a blank page, as
does the current bill. Instead, H.R. 2265 should be redrafted along the lines of the
Alternative Proposal set forth above to plug the hole created by the LaMacchia case,
and due deliberation should be paid in later legislation to the larger issue of liability
in the Internet context.

Mr. PEASE. Thank you very much, also, Mr. Nimmer.

I want to follow up. In your written testimony, you propose a fix,
as you categorize it, for the legislation, and you refer there to reg-
istration of the material. Can you explain more fully for me what
you mean by that, and whether—ecan you explain more fully for me
what you mean by that?

Mr. NIMMER. Yes, Mr. Chairman. The current language on page
4 has deleted from it the requirement of registration, but you are
quite correct in that the initial version did have a requirement of
copyright registration. I apologize for any confusion engendered by
the change.

Mr. PEASE. OK. Thank you.

Mr. Frank for five minutes.

Mr. FRANK. Thank you.

Mr. Nimmer, I am a little puzzled. Are you differing with my
view about commercial?

Is it your view that the definition of “commercial” means only if
you can be shown to be charging an additional sum for an addi-
tional item?

Mr. NIMMER. Well, of course, Congressman, that goes to the com-
mercial benefit.

Mr. FRANK. Yeah.

Mr. NIMMER. But, Congressman, the problem——-

Mr. FRANK. This commercial—your point—I am just puzzled by—
are you maintaining that that is not the case with regard to these
providers?

Mr. NIMMER. If an OSP were to be indicted under——

Mr. FRANK. No. I am not talking about whether they are in-
dicted. I was talking about just your description that you seem to
be implying that you should not be found to be in something for
commercial gain unless you can show that there was an increment
additionally charged for each item. If there is an ongoing business,
you could not be accused of charging for commercial gain for any
particular item.

Mr. NIMMER. That will be a defense under current law that the—
such infringement that took place was not destined for commercial
gain. It simply happened incidentally without any commercial gain.

Mr. FranNk. For LaMacchia, that is what we are trying to
change.

Mr. NIMMER. That is correct.

Mr. FRANK. Yeah. The feeling that certain ability to fix two prob-
lems that I see. One, why only commercially-marketed material?
Why should not the copyright owner have a right to reserve the op-
tion to herself?

Mine are to commercially marketed. If I had not commercially
marketed and I planned to, you would let them off.
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Mr. NIMMER. The problem is that copyright law is so broad
today, it includes even a drawing made by my kindergartner as
soon as she takes the crayon off of the piece of paper. That is sub-
ject to a subsisting statutory copyright.

.Mr. FRANK. Well, you did not answer my question. Your whole
book, frankly, is less relevant.

What about someone who has prepared work for commercial pur-
poses but have not yet marketed—is not sure he or she is going to.

Why do you make them unprotected? Is there no way to protect
your child’s kindergarten drawing without doing that?

Mr. NIMMER. Congressman, I fully appreciate that there are
many opportunities for fixes, and this would be one of them.

As the Chairman asked about——

Mr. FRANK. Answer my question, Mr. Nimmer.

Mr. NIMMER. I would like to.

Mr. FRANK. But you are not.

Do you really want commercially—I mean why only commercially
marketed?

Mr. NIMMER. It is a legitimate point. If a work has been reg-
istered and yet it has not been commercially exploited yet, to come
up with another scenario, I fully agree that that could be within
a rational bill. And we are most open to working with the Commit-
tee and with our colleague.

Mr. FRANK. I know it could be. Granted, it could be.

I guess I am telling you this. Here is my problem. You come in
and you say, “There is a problem here,” but you then take a very
grudging approach to it, and I want to be explicit to everybody here
because people are going to—you know, there is a question of your
credibility.

If you come in and say, “Yeah. There is a problem, and then you
give a very grudging fix, I mean it was just an opening negotiating
position, do not come to me with an opening negotiating position.
I have not got time for that.

I mean you have got a proposal which you defend which has
huge loopholes. And you point to the problems with other people’s,
but then you come in with your own.

That is not a good use of everybody’s time. So I do not under-
stand why would you—why did you restrict it that way?

Mr. NIMMER. Because of what I said before, that the copyright
laws extend to so many millions of works that——

Mr. FRANK. And you are incapable of—were you incapable of a
fix short of that?

Mr. NIMMER. To be honest, I did not focus on that particular sit-
uation.

Mr. FRANK. Very well. The other one, then—so you would not ob-
ject to our tightening that substantially?

Mr. NIMMER. Correct.

Mr. FRANK. Well, loosening it, I guess I would say.

Certain criterias, and here is my other problem, I do not want
this to expand the liability of the service provider, but neither do
I want it to contract it, and it does seem to me you are contracting
it because your plan—a.nd I assume I am reading this right—who-
ever places the material on.
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So is it your intention from this language, and would it not be
a threat to immunize the provider, no matter how much collabora-
tion, knowledge, et cetera there was?

Mr. NiMMER. Under this language, yes. But somebody——

Mr. FrRaNK. Why would you——

Mr. NIMMER [continuing]. Aiding and abetting liability. To the
extent that——

Mr. FrRaNK. Yes, but these are what you are proposing and I do
not understand why——

Once again, you are arguing your point badly. And please do
not—I would just ask everybody, please do not do that.

I mean you have got in here, it has got to be commercially mar-
keted and it is a total immunization from the provider in any case.

You did not subjectively add something for aiding and abetting.

Now the people who put the word forward do not need to do aid-
ing and abetting because they have not excluded people this way.

So your proposal would totally immunize the provider, even
where there was a degree of collaboration. And, again, it is just not
a good use of everybody’s time.

Mr. NmMMER. I apologize for not ant1c1pat1ng all of these
eventualities, but I would be happy to work:

Mr. FRANK. Mr. Nimmer, these are little nit things and you know
more about this subject than I do. So the notion that I was able
somehow to divine, on reading your statement this morning, things
that did not occur to you makes me skeptical.

I think—I am going to ask you to redraft this if you want it seri-
ously considered because I do not want to extent liability to the
providers. I want to keep the providers free. I do not want anybody
getting an incentive to censure.

But I would need you to give me something other than this, if
you want it to be a starting point for the Bill.

Thank you, Mr. Chairman.

Mr. PEASE. The gentle lady from California is recognized for five
minutes.

Ms. LOFGREN. Thank you, Mr. Chairman.

Mr. Nimmer, looking at the proposal that just was reviewed by
Mr. Frank, in addition to making sure that we tighten this meas-
ure so that it would include material that is intended to be mar-
keted, but not yet marketed, I do not see room for fair use under
the Fair Use Doctrine here.

Could you comment on that?

Mr. NIMMER. Yes, Congresswoman. I share your sensitivity that
fair use needs to be jealously guarded in the online environment.

You have pointed out a useful feature to me, as I think about it,
and this is another matter that needs to be thought about because
the precise way the language reads does need more sensitivity to
fair use. So I appreciate the question.

Ms. LoFGREN. OK. For Mr. Sherman and Mr. Aftaway, it occurs
to me that, and clearly, you are right. I mean your industries have
been protected to some extent because of bandwidth restrictions.

But as we look forward, that will change. It is changing rapidly,
and we do need to address those issues. 1 do not think there is any
disagreement here.
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But I also believe that oftentimes, the challenges posed by tech-
nology are quickly mediated by technology. And I am interested in
how far along you are in pursuing the technological protections
that are available to content providers through watermarking, and
then also through some of the new variations on encryption that
basically will protect your products if you choose to utilize them.

Mr. ATTawAay. Congresswoman, our fop priority is to use tech-
nology to help ourselves—to protect ourselves against piracy.

But, as good as technology is and will become, it is never perfect,
and for every technological development that protects copyrighted
material, the bad guys come up with a technological development
that defeats it.

Ms. LOFGREN. Oh, it is constant. Yes. I understand. It will con-
tinue in that mode.

Mr. ATTAWAY. And that is why legislation addressing anti-cir-
cumvention—— ‘ .

Ms. LoFGREN. Well, T am not suggesting:

Mr. ATTAWAY [continuing]. Is so critical.

Ms. LOFGREN [continuing]. That we will not have legislation. We
will have lots of hearings and discussion. But since you are here,
I want to know how far along you are in helping yourself in that
way.

Mr. ATTAWAY. It is a top priority. Personally, I have devoted my
life in the last year to this effort, and I will continue to do so.

Mr. SHERMAN. And it is certainly very top priority for the record-
ing industry, as well. We are pursuing a number of different strate-
gies.

Bear in mind, however, that no matter what we do with respect
to the protection of material in the future, we have out there some
four billion CD’s, each of which can be uploaded to the Internet and
disseminated worldwide. And it becomes a special challenge to fig-
ure out how you are going to protect those on the Internet. And
that is why we feel like we are going to need the cooperation of the
network services that disseminate those transmissions. That is why
we need a cooperative solution technologically, as well.

Ms. LOFGREN. I think it would be very helpful, frankly, for the
principals in the various sectors of the economy that have an inter-
est in this to spend some quiet time talking with each other be-
cause I believe, ultimately the way your product is delivered is
go‘i%% to be fundamentally changed.

y would anyone bother to go to a record store? There will not
be record stores because they will be superfluous. Just as Ama-
zon.Com is going to have a huge impact on Barnes and Noble, the
Internet is going to be the primary delivery source of your product,
and your products, Mr. Attaway. And so it is definitely in your in-
terest that we do nothing to impair the growth and productivity of
the Internet, because you are going to rely on it.

I want to protect intellectual property, but we also need to pro-
tect the Internet. And so I think there are some very easy fixes for
some of these things that will do—accomplish both. But I think our
country will be better off if, after this hearing, you all go out and
have lunch and sort through some of these issues. And I would like
to make that suggestion.

Mr. NIMMER. Mr. Chairman, may I add a brief note on that?
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I would like to grasp the hand that Mr. Sherman offers to speak
to the networks because we, at the USTA, believe that we also
would like to be part of the solution.

From the Adobe spokesman earlier, we learned that not even the
content owners can police all of their copyrighted materials on the
network.

We believe that we are not situated to police those. However, we
would like to work assiduously with the content owners to develop
the best techniques that we can to regulate them.

Ms. LOFGREN. Thank you, Mr. Chairman.

Mr. PEASE. Thank you.

The gentleman from Massachusetts is recognized for five min-
utes.

Mr. DELAHUNT. Thank you. I would just associate myself with
the remarks of Representative Lofgren. I am sure after listening to
her, you are fully aware now that she is the tekkie on this particu-
lar Subcommittee, and we look to her for counsel on that regard,
because she does have the best understanding of the technology.

But I was going to pose that question. I think it really makes
sense for you to take the time to sit down and to explore ways of
protection.

Also, that if there should be at some point in time a criminal
prosecution, it is very important in terms of the rules of evidence
to have a—to provide a—to provide evidence to the prosecuting
agency that deals with all of the issues surrounding chain of cus-
tody, et cetera, et cetera.

And so I mean I think that it can be done, and I have confidence
that, you know, that can be met—the technology in the end is
going to hopefully be the answer to this issue of piracy.

d I also associate myself with the remarks of my friend from
Massachusetts, Mr. Frank, that was directed to Mr. Nimmer about
sitting down in good faith, and not in a negotiating/adversarial
way. But, you know, we are closer to this.

I have a sense that this Subcommittee will and should act expe-
ditiously to move this along. So sit down, get some language.

I honestly do not believe that the Department of Justice is going
to indict any member of the United States Telephone Association.
That is not really the intent. That is not the spirit within which
people are operating.

We are not looking for arcane nuances and in delving into high-
visibility chases in—other than those little criminal syndicates.

The admonition that he did say is to not try to expand. Do not
try to contract. I do not think you need very much work at all, but
if it allays some, what I consider unjustified concerns on the part
of your clients, I think it can be done readily.

Mr. NIMMER. Mr. Delahunt, I believe you mentioned that you,
too, were a former Federal prosecutor. We saw——

Mr. DELAHUNT. A state prosecutor.

Mr. NIMMER. Oh, thank you.

We saw before what happens when a war is declared. When the
war on drugs is declared, the line shifts such that 15 years later,
it exists in a place where no one could have possibly conceived it
being 15 years earlier.
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If there is a war on intellectual property theft today, I applaud
it, but I think it is essential at the outset to draw the line in ex-
ialctly the proper place. And that is the spirit that brings USTA

ere.

Mr. FRANK. And I am confident that you can do that, Mr.
Nimmer.

Mr. ATTAWAY. Congressman Delahunt, if I may comment on
what you said, and also on Congresswoman’s Lofgren’s comments.

I represent an industry that does not always grasp mew tech-
nology and the opportunity that it provides with the vigor that we
possiblly could have and should have.

Let me assure you that we look at the Internet as an oppor-
tunity, not a threat. Every single one of the companies I represent
is in the online access business. It is definitely an opportunity. We
do not want to kill the Internet. We want the Internet to be a new
marketplace for us.

Mr. SHERMAN. And certainly the same is true for the recording
industry.

Mr. PEASE. Thank you, Mr. Delahunt.

. I know we have asked you to be quick in your testimony, but I
do not want you to leave feeling that you did not have the oppor-
tun:'lty to at least follow up on a couple of points that each of you
made.

Mr. Sherman, you mentioned that you had a concern about the

- ixicrease in the threshold to $5,000 before prosecution would take
place.

Do you have anything further you want to add on that so we can
make sure we have it before us? -

Mr. SHERMAN. Well, let me just explain that briefly.

It is a difficult thing to pull together a case for a civil infringe--
ment or a criminal infringement. You need proof of the copyright
registration and you need the title issues that Mr. Delahunt was
referring to, and you need affidavits. And you need that for each
and every copyrighted work that is part of the indictment.

Now when you have a situation where you have millions of dol-
lars of units, the U.S. Attorney will still only plead the $2500
amount because the U.S. Attorney is trying to avoid the amount of
work that would be required to do the entire case. So there is still
a lot of work to do the $2500.

Well, to do 5,000, you will have to do twice the amount of work,
twice the number of affidavits, and so on and so forth.

More uniquely in the Internet environment, you do not have mul-
tiple copies of products being made available to the public. It is not
a question of one Michael Jackson album being reproduced a thou-
sand times and put out on the street.

One copy is made and put on a server for everybody to come and
take one. So you have basically a singles market, and you would
have to then have something like 3300 singles, which means 3300
separate copyrights, in order to meet that minimum standard.

That is just difficult to do because of capacity problems on the
servers. We have found sites with a thousand full-length sound re-
cordings, but not 3300.

So that is why it has this unintended consequence of making
prosecution more difficult.
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Mr. Peask. Thank you, and thank you for bringing that to us.

And, Mr. Attaway, you mentioned, also, I think a request that
the definition of the term, “financial gain,” as proposed, be amend-
ed, to ;nclude not only receipt of something of value, but the expec-
tation?

Mr. ATTAWAY. Yes, sir.

Mr. PEASE. Can you elaborate a bit on that for us?

Mr. ATTawAY. The problem is that in some cases—like when we
raid a video lab that has hundreds, maybe thousands of copies of
pirated movies sitting in a warehouse—it is difficult or maybe even
impossible to prove that money has actually changed hands, al-
though there is clearly the expectation of receipt of money. And the
courts have interpreted existing law to include expectation of re-
ceipt.

And we just would feel more comfortable if the NET Bill was
amended to make that explicit.

Mr. PEASE. And you could provide us, I am sure, some of the de-
cisions where that definition has been set forth so that we can
make sure we harmonize legislation?

Mr. ArTAwaY. Yes, sir. I would be glad to do that.

Mr. PEASE. OK.

Mr. DELAHUNT. It would be presumably as an attempt to, under
the attempt provision.

Mr. PEASE. All right. Thank you very much.

At the risk of encountering a hostile audience, I will give oppor-
tunity for either of the members of the Committee to ask more
questions at this time or pass.

Ms. LorGREN. I think this has been very helpful, and I know we
are going to have additional hearings and witnesses.

We need to do something in this area, but we need to do the
right thing that is carefully crafted and balanced and avoids unin-
tended consequences.

And I presume we will have some of the Yahoos of the world and
others coming in to give their perspective. And I think all of that
is going to aid us greatly in coming up with, hopefully, a very good
bill that we will move forward on a bipartisan basis.

So I do not have additional questions. This has been helpful and
1 hopeé1 that you all go out and have lunch together and kick this
around.

Mr. DELAHUNT. I thank the panel. I thank the previous panels.
It was very informative.

Mr. PEASE. This concludes our hearing. I want to thank the wit-
nesses for their testimony, the Subcommittee for their participa-
tion.

The record will remain open for one week.

The Subcommittee stands adjourned.

[Whereupon, at 12:33 p.m., the Subcommittee adjourned.]
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