























Internet Domain Names: Background and Policy Issues

review showed that while some progress had been made, there remained key areas where further
work was required to increase institutional confidence in ICANN. These areas included long-term
stahility, accountability, responsiveness, continued private-sector leadership, stakeholder
participation, increased contract compliance, and enhanced competition. NTIA asked for public
comments regarding the progress of transition of the technical coordination and management of
the DNS to the private sector, as well as the model of private-sector |eadership and bottom-up
policy development which ICANN represents. Specifically, the NOI asked whether sufficient
progress had been achieved for the transition to take place by September 30, 2009, and if nat,
what should be done.

On June 4, 2009, the House Committee on Energy and Commerce, Subcommittee on
Communications, Technology, and the Internet, held a hearing examining the expiration of the
JPA and other issues. Most members of the committee expressed the view that the JPA (or a
similar agreement between DOC and ICANN) should be extended. Subsequently, on August 4,
2009, majority leadership and majority Members of the House Committee on Energy and
Commerce sent a letter to the Secretary of Commerce urging that rather than replacing the JPA
with additional JPAs, the DOC and ICANN should agree on a“ permanent instrument” to “ensure
that ICANN remains perpetually accountable to the public and to all of its global stakeholders.”
According to the committee | etter, the instrument should ensure the permanent continuance of the
present DOC-ICANN relationship; provide for periodic reviews of ICANN performance; outline
steps ICANN will take to maintain and improve its accountability; create a mechanism for
implementation of the addition of new gTLDs and internationalized domain names; ensure that
ICANN will adopt measures to maintain timely and public access to accurate and complete
WHOIS information; and include commitments that ICANN will remain a not-for-profit
corporation headquartered in the United States.

Critical Elements of the AoC

Under the AoC, ICANN commits to remain a not-for-profit corporation *“ headquartered in the
United States of America with offices around the world to meet the needs of a global
community.” According to the AoC, “ICANN is a private organization and nothing in this
Affirmation should be construed as control by any one entity.”

Specifically, the AoC calls for the establishment of review panels which will periodically make
recommendations to the ICANN Board in four areas:

e Ensuring accountability, transparency and the interests of global Internet
users—the panel will evaluate ICANN governance and assess transparency,
accountability, and responsiveness with respect to the public and the global
Internet community. The panel will be composed of the Chair of ICANN’s
Government Advisory Committee (GAC), the Chair of the Board of ICANN, the
Assistant Secretary for Communications and Information of the Department of
Commerce (i.e, the head of NTIA), representatives of therelevant ICANN
Advisory Committees and Supporting Organizations, and independent experts.
Composition of the panel will be agreed to jointly by the Chair of the GAC and
the Chair of ICANN.

(...continued)
Federal Register 18688, April 24, 2009.
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e Preserving security, stability, and resiliency—the pand will review ICANN’s
plan to enhance the operational stability, rdiability, resiliency, security, and
global interoperahility of the DNS. The pand will be compaosed of the Chair of
the GAC, the CEO of ICANN, representatives of the relevant Advisory
Committees and Supporting Organizations, and independent experts.
Composition of the panel will be agreed to jointly by the Chair of the GAC and
the CEO of ICANN.

e Impact of new gTLDs—starting one year after the introduction of new gTLDs,
the panel will periodically examine the extent to which the introduction or
expansion of gTLDs promotes competition, consumer trust, and consumer
choice. The panel will be composed of the Chair of the GAC, the CEO of
ICANN, representatives of the relevant Advisory Committees and Supporting
Organizations, and independent experts. Composition of the pand will be agreed
tojointly by the Chair of the GAC and the CEO of ICANN.

o WHOIS policy—the pand will review existing WHOIS policy and assess the
extent to which that policy is effective and its implementation meets the
legitimate needs of law enforcement and promotes consumer trust. The panel will
be composed of the Chair of the GAC, the CEO of ICANN, representatives of the
relevant Advisory Committees and Supporting Organizations, independent
experts, representatives of the global law enforcement community, and global
privacy experts. Composition of the pand will be agreed to jointly by the Chair
of the GAC and the CEO of ICANN.

DOC Agreements with IANA and VeriSign

A contract between DOC and ICANN, which currently extends through September 30, 2011,
authorizes the Internet Assigned Numbers Authority (IANA) to perform various technical
functions such as allocating I P address blocks, editing the root zone file, and coordinating the
assignment of unique protocol numbers. Additionally, a cooperative agreement between DOC
and VeriSign (operator of the .com and .net registries) authorizes VeriSign to manage and
maintain the official root zone file that is contained in the Internet’s root servers that underlie the
functioning of the DNS.**

By virtue of these legal agreements, the DOC has policy authority over the root zone file,*
meaning that the U.S. government can approve or deny any changes or modifications made to the
root zonefile (changes, for example, such as adding a new top level domain). The June 30, 2005,
U.S. government principles on the Internet’s domain name system stated the intention to
“preserve the security and stability” of the DNS, and asserted that “the United States is committed
to taking no action that would have the potential to adversely impact the effective and efficient

1 «“The root zone file defines the DNS. For al practical purposes, atop level domain (and, therefore, all of its lower-
level domains) isinthe DNSif and only if itislisted in the root zone file. Therefore, presence in the root determines
which DNS domains are available on the Internet.” National Research Council, Committee on Internet Navigation and
the Domain Name System: Technical Alternatives and Policy Implications, Signposts on Cyberspace: The Domain
Name System and Internet Navigation, National Academy Press, Washington DC, 2005, p. 97.

2 Milton Muédller, Political Oversight of ICANN: A Briefing for the WSS Summit, Internet Governance Project,
November 1, 2005, p. 4.
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operation of the DNS and will therefore maintain its historic role in authorizing changes or
modifications to the authoritative root zone file.” *®

The JPA was separate and distinct from the DOC legal agreements with ICANN and VeriSign. As
such, the expiration of the JPA and the establishment of the AoC did not directly affect U.S.
government authority over the DNS root zone file. While ICANN has not advocated ending U.S.
government authority over the root zonefile, foreign governmental bodies have argued that it is
inappropriate for the U.S. government to maintain exclusive authority over the DNS. The debate
now shifts to negotiations over the renewal of the |ANA contract between DOC and ICANN,
which currently is due to expire on September 30, 2011.

ICANN and the International Community

Because cyberspace and the Internet transcend national boundaries, and because the successful
functioning of the DNS rdies on participating entities worldwide, ICANN is by definition an
international organization. Both the ICANN Board of Directors and the various constituency
groups who influence and shape ICANN policy decisions are composed of members from all over
the world. However, many in the international community, including foreign governments, have
argued that it is inappropriate for the U.S. government to maintain its legacy authority over
ICANN and the DNS, and have suggested that management of the DNS should be accountable to
a higher intergovernmental body.

The United Nations, at the December 2003 World Summit on the Information Society (WSIS),
debated and agreed to study the issue of how to achieve greater international involvement in the
governance of the Internet and the domain name system in particular. The study was conducted
by the U.N.’s Working Group on Internet Governance (WGIG). On July 14, 2005, the WGIG
released its report, stating that no single government should have a preeminent role in relation to
international Internet governance. Thereport called for further internationalization of Internet
governance, and proposed the creation of a new global forum for Internet stakeholders. Four
possible models were put forth, including two involving the creation of new Internet governance
bodies linked to the U.N. Under three of the four models, ICANN would either be supplanted or
made accountable to a higher intergovernmental body. The report’s conclusions were scheduled to
be considered during the second phase of the WSIS held in Tunis in November 2005. U.S.
officials stated their opposition to transferring control and administration of the domain name
system from ICANN to any international body. Similarly, the 109™ Congress expressed its
support for maintaining U.S. control over ICANN (H.Con.Res. 268 and S.Res. 323).

The European Union (EU) initially supported the U.S. position. However, during September 2005
preparatory meetings, the EU seemingly shifted its support towards an approach which favored an
enhanced international role in governing the Internet. Conflict at the WSIS Tunis Summit over
control of the domain name system was averted by the announcement, on November 15, 2005, of
an Internet governance agreement between the United States, the EU, and over 100 other nations.
Under this agreement, ICANN and the United States remained in control of the domain name
system. A new international group under the auspices of the U.N. was formed—the Internet
Governance Forum (IGF)—which provides an ongoing forum for all stakeholders (both

13 See http://www.ntia.doc.gov/nti ahome/domai nname/USDNSprinciples_06302005.pdf.

¥ n the 209" Congress, H.Con.Res. 268 was passed unanimously by the House on November 16, 2005. S.Res. 323
was passed in the Senate by Unanimous Consent on November 18, 2005.
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governments and nongovernmental groups) to discuss and debate Internet policy issues. The IGF
does not have binding authority. It is slated to run through 2010, at which point the U.N. will
consider whether and how to continue the body. Meanwhile, the U.N. is planning aWSIS Forum
to be held in Geneva on May 16-20, 2011.%

Adding New Generic Top Level Domains (gTLDs)

Top Level Domains (TLDs) are the suffixes that appear at the end of an address (after the “dot”).
TLDs can be either a country code such as .us, .uk, or .jp, or ageneric TLD (gTLD) such as.com,
.org, or .gov. Prior to ICANN's establishment, there were eight gTLDs (.com, .org, .net, .gov,
.mil, .edu, .int., and .arpa). In 2000 and 2004, ICANN held application rounds for new gTLDs,
thereare currently 21 gTLDs. Some are reserved or restricted to particular types of organizations
(e.g., .museum, .gov, .travel) and others are open for registration by anyone (.com, .org, .info).*
Applicants for new gTLDs are typically commercial and non-profit organizations who seek to
become ICANN-recognized registries that will establish and operate name servers for their TLD
registry, as well as implement a domain name registration process for that particular TLD.

With the growth of the Internet and the accompanying growth in demand for domain names,
debate has focused on whether and how to further expand the number of gTLDs. In October
2007, the Generic Names Supporting Organization (GNSO) approved a recommendation to
initiate a process that could yield an indefinite number of new generic top-level domains.
Although previous gTLD application rounds in 2000 and 2004 were competitions designed to
award alimited number of gTLDs, the new process is intended to award gTL Ds to any applicant
that meets ICANN's set criteria and that withstands any objections (if any) raised by outside
parties. The result could be an unlimited number of new gTLDs, depending on the volume of
applications.

TheICANN Board of Directors approved the GNSO recommendations in June 2008, and in
October 2008, ICANN published a draft applicant guide book, available for public comment,
which detailed how new gTL Ds would be made available to applying prospective registries.
Among the mgjor criticisms raised in the public comments were the magnitude of ICANN’s
suggested gTL D application and registry fees, and concerns over the impact of multiple new
gTLDs on trademark holders who, many argued, would be compelled to assume high costs of
addressing the possible proliferation of cybersquatters inhabiting an unlimited number of new
gTLDs.

ICANN released arevised applicant guide book (“ Second Draft Applicant Guidebook”) in
February 2009. ICANN identified four particularly controversial and/or complex issues that
“need more examination and discussion before they can be changed in a future draft
guidebook.”* These are security and stability, malicious conduct, trademark protection, and the
need for a demand/economic analysis that examines whether additional gTLDs will result in
increased competition and consumer choice.

15 See http://www.itu.int/wsi s/i mpl ementati on/2011/forun.
18 The 21 current gTLDs are listed at http://www.iana.org/domai ng/root/db/#.

Y JCANN, New gTLD Draft Applicant Guidebook: Analysis of Public Comment, February 18, 2009, p. 3, available at
http://www.i cann.org/en/topi cs/new-gtl ds/agv1-anal ysi s-publi c-comments-18feb09-en. pdf.
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Regarding trademark protection, the ICANN board, on March 6, 2009, authorized the GNSO’s
Intellectual Property Constituency to form an I mplementation Recommendation Team (IRT) to
provide possible solutions to trademark issues raised by the implementation of new gTLDs.'® On
May 29, the IRT released its recommendations for addressing trademark issues.™

Thethird Applicant Guidebook was released on October 4, 2009, for public comment, and the
fourth Applicant Guidebook was released on May 10, 2010. On September 24-25, the Board of
Directors met to discuss remaining new gTLD issues, including implementation of trademark
protections, the new registry agreement terms, measures to mitigate malicious conduct, and
ensuring root zone stability. The Board asked ICANN'’s staff to prepare additional working papers
and a modified Applicant Guidebook for public review prior to ICANN’s December meeting in
Cartagena, Columbia. If the Board were to approve the final Applicant Guidebook at the
December meeting, the earliest that applications for new gTLDs could be accepted is May 30,
2011.

xxx and Protecting Children on the Internet

Domain names have been viewed by some policymakers as atool that could be used to protect
children from obscene or indecent material on the Internet. In the 107" Congress, legislation was
enacted to create a“ kids-friendly top level domain name” that would contain only age-
appropriate content. The Dot Kids |mplementation and Efficiency Act of 2002 was signed into
law on December 4, 2002 (P.L. 107-317), and authorized NTIA to require the .us registry operator
(currently NeuStar) to establish, operate, and maintain a second level domain withinthe .us TLD
that isrestricted to material suitable for minors.

An opposite approach—establishing an adult content top level domain name that could befiltered
by parents—has also been considered. In past Congresses, two bills wereintroduced to require
the Department of Commerce to compel ICANN to establish a mandatory top level domain name
(such as .xxx) for material that is deemed “harmful to minors.” The bills were S. 2426 (109"
Congress), which was introduced by Senator Baucus, and S. 2137 (107" Congress), which was
introduced by Senator Landrieu. Neither of those bills advanced beyond introduction.

Meanwhile, as part of its process to add new generic top-level domains (gTLDs), ICANN has
repeatedly considered (since 2000) whether to allow the establishment of agTLD for adult
content. On June 1, 2005, ICANN announced that it had entered into commercial and technical
negotiations with aregistry company (ICM Registry) to operate a new “.xxx” domain, which
would be designated for use by adult websites. Registration by adult websites into the .xxx
domain would be purely voluntary, and those sites would not be required to give up their existing
(for the most part, .com) sites.

Announcement of a possible .xxx domain proved highly controversial. With the ICANN Board
scheduled to consider final approval of the .xxx domain on August 16, 2005, the Department of
Commerce sent a letter to ICANN requesting that adequate additional time be provided to allow
ICANN to address the objections of individuals expressing concerns about the impact of
pornography on families and children and opposing the creation of a new top level domain

18 See http://www.i cann.org/en/announcements/announcement-26mar09-en.htm. The final report was released on
May 29, 2009, and is available at http://www.i cann.org/en/announcements/announcement-4-29may09-en.htm.

1 See http://www.i cann.org/en/announcements/announcement-4-29may09-en.htm.
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devoted to adult content. ICANN'’s Governmental Advisory Committee (GAC) also requested
moretime before thefinal decision. At the March 2006 Board meeting in New Zealand, the
ICANN Board authorized ICANN staff to continue negotiations with ICM Registry to address
concerns raised by the DOC and the GAC. However, on May 10, 2006, the Board voted 9-5
against accepting the proposed agreement, but did not rule out accepting a revised agreement.
Subsequently, on January 5, 2007, ICANN published for public comment a proposed revised
agreement with ICM Registry to establish a .xxx domain. However, on March 30, 2007, the
ICANN Board voted 9-5 to deny the .xxx domain, citing its reluctance to possibly assume an
ongoing management and oversight role with respect to Internet content.®

ICM Registry subsequently challenged ICANN’s decision before an I ndependent Review Panel
(IRP), claiming that ICANN’s rgection of ICM’s application for a.xxx gTLD was not consistent
with ICANN’s Articles of Incorporation and Bylaws. On February 19, 2010, the three-person
Independent Review Panel (from the International Centre for Dispute Resolution) ruled primarily
in favor of ICM Registry, finding that its application for the .xxx TLD had met the required
criteria, and that the ICANN Board's reversal of itsinitial approval “was not consistent with the
application of neutral, objective and fair documented policy.”*

The IRP decision was not binding; it isthe ICANN Board of Directors decision to determine how
to proceed and whether ICM’s application to operate a .xxx TLD should ultimately be approved.
At ICANN’s March 2010 meeting in Nairobi, the Board voted to postpone any decision about the
XXX TLZIZZ), and directed ICANN’s CEO and general counsel to write a report examining possible
options.

On June 25, 2010, at the ICANN meeting in Brussels, the Board voted to allow ICM’s .xxx
application to move forward. The Board approved next steps for the application, including
expedited due diligence by ICANN staff, negotiations between ICANN and ICM on a draft
registry agreement, and consultation with ICANN’s Governmental Advisory Committee. After
these steps are completed, the Board will vote on whether to approve thefinal contract at the
December ICANN meeting in Cartagena, Columbia.

ICANN and Cybersecurity

The security and stability of the Internet has always been a preeminent goal of DNS operation and
management. One issue of recent concern is an intrinsic vulnerability in the DNS which allows
malicious parties to distribute false DNS information. Under this scenario, Internet users could be
unknowingly redirected to fraudulent and deceptive websites established to collect passwords and
sensitive account information.

% For adiscussion of the constitutionality of a.xxx top level domain name, see CRS Report RL33224,
Constitutionality of Requiring Sexually Explicit Material on the Internet to Be Under a Separate Domain Name, by
Henry Cohen.

2 International Centre for Dispute Resolution, In the Matter of an Independent Review Process: ICM Registry, LLC,
Claimant, v. Internet Corporation for Assigned Names and Numbers, Respondent, Declaration of the Independent
Review Pand, ICDR Case No. 50 117 T 00224 08, February 19, 2010, p. 70, available at http://safekids.com/
documents/irp-pane -decl aration-19feb10-en.pdf.

%2 See possible options and public comments at http://icann.org/en/announcements/announcement-2-26mar 10-en.htm.
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A technology called DNS Security Extensions (DNSSEC) has been devel oped to mitigate those
vulnerabilities. DNSSEC assures the validity of transmitted DNS addresses by digitally “signing”
DNS data via dectronic signature. “ Signing the root” (deploying DNSSEC on the root zone) is a
necessary first and critical step towards protecting against malicious attacks on the DNS.* On
October 9, 2009, NTIA issued a Notice of Inquiry (NOI) seeking public comment on the
deployment of DNSSEC into the Internet’s DNS infrastructure, including the authoritative root
zone.** On June 3, 2009, NTIA and the National Institute of Standards and Technology (NIST)
announced plans to work with ICANN and VeriSign to develop an interim approach for deploying
DNSSEC in the root zone.”® On June 9, 2010, NTIA filed ancticein the Federal Register seeking
public comments on its testing and evaluation report and its intention to proceed with the final
stages of domain name system security extensions implementation in the authoritative root
zone.?® On July 15, 2010, ICANN published the root zone trust anchor and root operators began
to serve the signed root zone with actual keys, thereby making the signed root zone available.

Privacy and the WHOIS Database

Any person or entity who registers a domain name is required to provide contact information
(phone number, address, email) which is entered into a public online database (the “ WHOIS”
database). The scope and accessibility of WHOIS database information has been an issue of
contention. Privacy advocates have argued that access to such information should be limited,
while many businesses, intdllectual property interests, law enforcement agencies, and the U.S.
government have argued that complete and accurate WHOI'S information should continue to be
publicly accessible. Over the past several years, ICANN has debated this issue through its
Generic Names Supporting Organization (GNSO), which is developing policy recommendations
on what data should be publicly available through the WHOI S database. On April 12, 2006, the
GNSO approved an official “working definition” for the purpose of the public display of WHOIS
information. The GNSO supported a narrow technical definition favored by privacy advocates,
registries, registrars, and non-commercial user constituencies, rather then a more expansive
definition favored by intellectual property interests, business constituencies, Internet service
providers, law enforcement agencies, and the Department of Commerce (through its participation
in ICANN's Governmental Advisory Committeg). At ICANN'’s June 2006 meeting, opponents of
limiting access to WHOI S data continued urging ICANN to reconsider the working definition. On
October 31, 2007, the GNSO voted to defer a decision on WHOIS database privacy and
recommended more studies. The GNSO also rgjected a proposal to allow Internet users the option
of listing third party contact information rather than their own private data. Currently, the GNSO
is exploring several extensive studies of WHOIS.?” Meanwhile, a review committee established

3 |nternet Corporation for Assigned Names and Numbers, “ DNSSEC—What Is It and Why Is It Important?’ October
9, 2008, available a http://icann.org/en/announcements/dnssec-gaa-090ct08-en.htm.

2 Department of Commerce, National Telecommunications and Information Administration, “ Enhancing the Security
and Stability of the Internet’s Domain Name and Addressing System,” 73 Federal Register 59608, October 9, 2008.

% Department of Commerce, National Institute of Standards and Technology, NIST News Release, “Commerce
Department to Work With ICANN and VeriSign to Enhance the Security and Stability of the Internet’s Domain Name
and Addressing System,” June 3, 2009.

% Department of Commerce, National Telecommunications and Information Administration, “ Availahility of Testing
and Evaluation Report and Intent To Proceed With the Final Stages of Domain Name System Security Extensions
Implementation in the Authoritative Root Zone,” 74 Federal Register 32748, June 9, 2010.

" See ICANN “Whois Services’ page, available at http://www.icann.org/topi cs/whois-services/.
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by the Affirmation of Commitments began itsfirst review of WHOIS policy on October 1,
2010.%

Domain Names and Intellectual Property

Ever since the domain name system has been opened to commercial users, the ownership and
registration of domain names has raised intellectual property concerns. The White Paper called
upon the World Intellectual Property Organization (WIPO) to develop a set of recommendations
for trademark/domain name dispute resolutions, and to submit those recommendations to
ICANN. At ICANN’s August 1999 meeting in Santiago, the board of directors adopted a dispute
resolution policy to be applied uniformly by all ICANN-accredited registrars. Under this policy,
registrarsreceiving complaints will take no action until receiving instructions from the domain-
name holder or an order of a court or arbitrator. An exception is made for “abusive registrations”
(i.e, cybersguatting and cyberpiracy), whereby a special administrative procedure (conducted
largdly online by a neutral pand, lasting 45 days or less, and costing about $1,000) will resolve
the dispute. Implementation of ICANN’s Domain Name Dispute Resolution Policy commenced
on December 9, 1999. Meanwhile, the 106™ Congress passed the Anticybersquatting Consumer
Protection Act (incorporated into P.L. 106-113, the FY 2000 Consolidated Appropriations Act).
The act gives courts the authority to order the forfeiture, cancellation, and/or transfer of domain
names registered in “bad faith” that areidentical or similar to trademarks, and provides for
statutory civil damages of at least $1,000, but not more than $100,000, per domain name
identifier.

Domain names have also recently been viewed as a possible way to address piracy of online
content. S. 3804, the Combating Online Infringement and Counterfeits Act (COICA), would give
the Department of Justice authority to seek a court order to compel domestic registries and
registrars to suspend the operation of domain names used by Internet sites dedicated to infringing
activities. In the case of domains for which the registry or registrar is not located domestically, S.
3804 would give the Department of Justice authority to seek a court order to compel domestic
Internet service providers to impair the functionality of the domain name used by infringing
Internet sites.

Concluding Observations

Many of thetechnical, operational, and management decisions regarding the DNS can have
significant impacts on Internet-related policy issues such as intellectual property, privacy, e-
commerce, and cybersecurity. As such, decisions made by ICANN affect Internet stakeholders
around the world. In transferring management of the DNS to the private sector, the key policy
question has always been how to best ensure achievement of the White Paper principles: Internet
stahility and security, competition, private and bottom-up policymaking and coordination, and fair
representation of the global Internet community. What is the best process to ensure these goals,
and how should various stakehol ders—companies, institutions, individuals, governments—fit
into this process?

% 5ee ICANN “WHOIS Policy Review” page, available at http://www.icann.org/en/reviews/affi rmati on/review-4-
en.htm.
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ICANN has established governance processes that are intended to give access to Internet
stakeholders into important decisions. With the expiration of the ICANN-DOC Joint Project
Agreement on September 30, 2009, and with the subsequent implementation of the Affirmation of
Commitments, Congress and the Administration are examining whether those processes are
sufficient to give thefull range of Internet stakeholders meaningful input into ICANN decisions,
and whether ICANN is sufficiently accountable to those Internet stakeholders.

A related issueis whether the U.S. government’s unique authority over the DNS root zone should
continue indefinitely. Foreign governments have argued that it is inappropriate for the U.S.
government to have exclusive authority over the worldwide DNS, and that technical coordination
and management of the DNS should be accountable to international governmental entities. On the
other hand, many U.S. officials arguethat it is critical for the U.S. government to maintain
authority over the DNS in order to guarantee the stability and security of the Internet.

Meanwhile, the Affirmation of Commitments establishes a mechanism to review ICANN
activities and policies regarding new gTLDs, DNS security and stability, and the WHOIS
database. Ultimately, how these issues are addressed could have profound impacts on the
continuing evolution of ICANN, the DNS, and the Internet.

2 1CANN has established internal accountability mechanisms (an Ombudsman, a Reconsideration Committee, and an
independent review process) which are intended to address complaints and disputes over ICANN decisions. See
http://www.icann.org/en/genera /accountability_review.html.
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Appendix. Congressional Hearings on the Domain

Name System

Date

Congressional Committee

Topic

September 23, 2009

House Judiciary

“Expansion of Top Level Domains and its
Effects on Competition”

June 4, 2009

September 21, 2006

September 20, 2006

July 18, 2006

June 7, 2006

September 30, 2004

May 6, 2004

July 31,2003

September 4, 2003

September 12, 2002

June 12,2002

May 22, 2002

November [, 2001
July 12,2001

March 22, 2001

February 14,2001

February 8, 2001

July 28, 1999

House Energy and Commerce

House Energy and Commerce

Senate Commerce, Science and
Transportation

House Financial Services

House Small Business

Senate Commerce, Science and
Transportation

House Energy and Commerce

Senate Commerce, Science and
Transportation

House Judiciary

Senate Commerce, Science and
Transportation

Senate Commerce, Science and
Transportation

House Judiciary

House Energy and Commerce

House Judiciary
House Judiciary
Senate Commerce, Science and

Transportation

House Energy and Commerce

House Judiciary

“Oversight of the Internet Corporation for
Assigned Names and Numbers (ICANN)”

“ICANN Internet Governance: Is It
Working?”

“Internet Governance: the Future of ICANN”

“ICANN and the WHOIS Database: Providing
Access to Protect Consumers from Phishing”

“Contracting the Internet: Does ICANN
Create a Barrier to Small Business?”

“ICANN Oversight and Security of Internet

Root Servers and the Domain Name System
(DNS)”

“The ‘Dot Kids’ Internet Domain: Protecting
Children Online”

“Internet Corporation for Assigned Names
and Numbers (ICANN)”

“Internet Domain Name Fraud — the U.S.
Government’s Role in Ensuring Public Access
to Accurate WHOIS Data”

“Dot Kids Implementation and Efficiency Act
of 2002”

“Hearing on ICANN Governance”

“The Accuracy and Integrity of the WHOIS
Database”

“Dot Kids Name Act of 2001”

“The Whois Database: Privacy and Intellectual
Property Issues”

“ICANN, New gTLDs, and the Protection of
Intellectual Property”

“Hearing on ICANN Governance”

“Is ICANN’s New Generation of Internet
Domain Name Selection Process Thwarting
Competition?”

“Internet Domain Names and Intellectual
Property Rights”
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Date Congressional Committee Topic
July 22, 1999 Senate Judiciary “Cybersquatting and Internet Consumer
Protection”
uly 22, 1999 House Energy and Commerce “Domain Name System Privatization: Is
Y & Y

ICANN Out of Control?”

October 7, 1998 House Science “Transferring the Domain Name System to
the Private Sector: Private Sector
Implementation of the Administration’s
Internet ‘White Paper’”

June 10, 1998 House Commerce “Electronic Commerce: The Future of the
Domain Name System”

March 31, 1998 House Science “Domain Name System: Where Do We Go
From Here?”

February 21, 1998 House Judiciary “Internet Domain Name Trademark
Protection”

November 5, 1997 House Judiciary “Internet Domain Name Trademark
Protection”

September 30, 1997 House Science “Domain Name System (Part 2)”

September 25, 1997 House Science “Domain Name System (Part 1)”
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