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106TH CONGRESS
25 HLR. 1057

To provide individuals with aceess to health information of which they are
a subject, ensure personal privacy with respect to health-care-related
information, impose criminal and civil penalties for unauthorized use
of protected health information, to provide for the strong enforcement
of these rights, and to protect States’ rights.

IN THE HOUSE OF REPRESENTATIVES

MarcH 10, 1999

Mr. MARKEY (for himself, Mr. McDERMOTT, Mr. FrOST, Ms. KAPTUR, Mr.
MoARLEY, Ms. RoYyBAL-ALLARD, Mr. NADLER, Mr. FrRaxk of Massachu-
setts, Mr. CRowLEY, Mr. GREEN of Texas, Mr. McGovVERN, Mr. Lu-
THER, Mr. SANDERS, Mr. Mascara, Mr. BrowN of California, Mr. Ro-
MERO-BARCELG, Mr. DELAHUNT, Mr. DEFazo, Mr. CaPuaxo, Mr.
ST4RKE, Mr. STRICKLAND, and Ms. LOFGREXN) introduced the following
bill; which was referred to the Committee on Commerce, and in addition
to the Committee on the Judiciary, for a period to be subsequently deter-
mined by the Speaker, in each case for consideration of such provisions
as fall within the jurisdiction of the eommittee concerned

A BILL

To provide individuals with access to health information of
which they are a subject, ensure personal privacy with
respect to health-care-related information, impose erimi-
nal and civil penalties for unauthorized use of protected
health information, to provide for the strong enforcement
of these rights, and to protect States’ rights.

1 Be it enacted by the Senate and House of Representa-

2 tives of the Unated States of America in Congress assembled,
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1 SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the
“Medical Information Privacy and Security Act”.

(b) TABLE oF CoNTENTS.—The table of contents for

wn W N

this Act is as follows:

Sec. 1. Short title; table of contents.
Sec. 2. Findings.

Sec. 3. Purposes.

Sec. 4. Definitions.

TITLE I—INDIVIDUALS’ RIGHTS

Subtitle A—Access to Protected Health Information by Subjeets of the
Information

See. 101. Inspection and copying of protected health information.
See. 102. Supplements to protected health information.
See. 103. Notice of privacy practices.

Subtitle B—Establishment of Safeguards

See. 111. Establishment of safeguards.
See. 112. Aecounting for diselosures.

TITLE II—RESTRICTIONS ON USE AND DISCLOSURE

See. 201. General rules regarding use and diselosure.

See. 202. Authorizations for disclosure of protected health information for
treatment and payment.

See. 203. Authorizations for disclosure of protected health information other
than for treatment or payment.

Sec. 204. Emergency circumstances.

Sec. 205. Public health.

Sec. 206. Proteetion and advocacy agencies.

Sec. 207. Oversight.

Sec. 208. Disclosure for law enforecement purposes.

Sec. 209. Next of kin and directory information.

See. 210. Health research.

Sec. 211. Judicial and administrative purposes.

Sec. 212. Individual representatives.

Sec. 213. Prohibition against retaliation.

TITLE III—OFFICE OF HEALTH INFORMATION PRIVACY OF THE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

Subtitle A—Designation
Sec. 301. Designation.
Subtitle B—Enforeement

CHAPTER 1—CRIMINAL PROVISIONS
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See. 311. Wrongful disclosure of protected health information.
See. 312. Debarment for erimes.

CHAPTER 2—CivIiL SANCTIONS

Sece. 321. Civil penalty.
Sec. 322. Procedures for imposition of penalties.
Sec. 323. Civil action by individuals.

TITLE IV—MISCELLANEOUS

Sec. 401. Relationship to other laws.
Sec. 402. Effective date.

1 SEC. 2. FINDINGS.
The Congress finds as follows:
(1) Individuals have a right of privacy with re-
spect to their protected health information and

2

3

4

5 records.
6 (2) With respeet to information about medical
7 care and health status, the traditional right of con-
3 fidentiality (between a health care provider and a
9

patient) is at risk.

10 (3) An erosion of the right of privacy may re-
11 duce the willingness of patients to confide in physi-
12 cians and other practitioners and may inhibit pa-
13 tients from seeking care.

14 (4) An individual’s privacy right means that the
15 individual’s consent is needed to disclose his or her
16 protected health information and that the individual
17 has a right of access to that health information.

18 (5) Any disclosure of protected health informa-
19 tion should be limited to that information or portion
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1 of the medical record necessary to fulfill the imme-
2 diate and specific purpose of the disclosure.
3 (6) Health research often depends on aceess to
4 both identifiable and de-identified patient health in-
5 formation and health research is eritically important
6 to the health and well-being of all people in the
7 United States.
8 (7) The Supreme Court found in Jaffee v.
9 Redmond (116 S.Ct. 1923 (1996)) that there is an
10 imperative need for confidence and trust between a
11 psychotherapist and a patient and that such trust
12 can only be established by an assurance of confiden-
13 tiality. This assurance serves the public interest by
14 facilitating the provision of appropriate treatment
15 for individuals.
16 (8) Section 264 of the Health Insurance Port-
17 ability and Accountability Act of 1996 (42 U.S.C.
18 1320d-2 note) establishes a deadline that Congress
19 enact legislation, before August 21, 1999, to protect
20 the privacy of protected health information.
21 SEC. 3. PURPOSES.
22 The purposes of this Act are as follows:
23 (1) To recognize that there is a right to privacy
24 with respect to health information, including genetic
25 information, and that this right must be protected.
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1 (2) To create incentives to turn protected
2 health information into de-identified health informa-
3 tion, where appropriate.
4 (3) To designate an Office of Health Informa-
5 tion Privacy within the Department of Health and
6 Human Services to protect that right of privacy.
7 (4) To provide individuals with—
8 (A) access to health information of which
9 they are the subject; and
10 (B) the opportunity to challenge the accu-
11 racy and completeness of such information by
12 being able to file supplements to such informa-
13 tion.
14 (6) To provide individuals with the right to
15 limit the use and disclosure of protected health in-
16 formation.
17 (6) To establish strong and effective mecha-
18 nisms to protect against the unauthorized and inap-
19 propriate use of protected health information.
20 (7) To invoke the sweep of congressional pow-
21 ers, including the power to enforce the 14th amend-
22 ment, to regulate commerce, and to abrogate the im-
23 munity of the States under the 11th amendment, in
24 order to address violations of the rights of individ-
25 uals to privacy, to provide individuals with access to
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1 their health information, and to prevent unauthor-
2 ized use of protected health information that is ge-
3 netic information.

4 (8) To establish strong and effective remedies

5 for violations of this Act.

6 (9) To proteet the rights of States.

7 SEC. 4. DEFINITIONS.

8 In this Act:

9 (1) ADMINISTRATIVE BILLING INFORMATION.—
10 The term “administrative billing information”
11 means any of the following forms of protected health
12 information:

13 (A) Date of service, policy, patient identifi-
14 ers, and practitioner or facility identifiers.

15 (B) Diagnostic codes, in accordance with
16 medicare billing codes, for which treatment is
17 being rendered or requested.

18 (C) Complexity of service codes, indicating
19 duration of treatment.

20 (D) Total billed charges.

21 (2) AGENT.—The term “agent” means a person
22 who represents and acts for another person (a prin-
23 cipal) under a contract or relationship of agency, or
24 whose function is to bring about, modify, affect, ac-
25 cept performance of, or terminate, contractual obli-
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1 gations between the principal and a third person.

2 With respect to an employer, the term includes the

3 employees of the employer.

4 (3) DE-IDENTIFIED HEALTH INFORMATION.—

5 (A) IN GENERAL.—The term “de-identified

6 health information” means any protected health

7 information, with respect to which—

8 (1) all personal identifiers, or other in-

9 formation that may be used by itself or in
10 combination with other information which
11 may be available to re-identify the subject
12 of the information, have been removed; and
13 (ii) a good faith effort to evaluate the
14 risks of re-identification of the subjeet of
15 such information in the econtext in which it
16 will be used or disclosed, has been made.
17 (B) ExAMPLES.—The term includes aggre-
18 gate statistics, redacted health information, in-
19 formation in which random or fictitious alter-
20 natives have been substituted for personally
21 identifiable information, and information in
22 which personally identifiable information has
23 been encrypted and the decryption key is main-
24 tained by a person otherwise authorized to have
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1 access to such protected health information in
2 an identifiable format.

3 (4) DiscLoSE.—The term “disclose” means to
4 release, publish, share, transfer, fransmit, dissemi-
5 nate, show, permit access to, re-identify, or other-
6 wise divulge protected health information to any per-
7 son other than the individual who is the subject of
8 such information. The term includes the initial dis-
9 closure and any subsequent redisclosure of protected
10 health information.

11 (5) DECRYPTION KEY.—The term ‘“decryption
12 key’”” means the variable information used in or pro-
13 duced by a mathematical formula, code, or algo-
14 rithm, or any ecomponent thereof, used to encrypt or
15 decrypt wire or electronic communications or elec-
16 tronically stored information.

17 (6) EMPLOYER.—The term ‘“‘employer” means
18 a person engaged in business affecting commerce
19 who has employees.
20 (7) ENCRYPTION.—The term “encryption”
21 means the scrambling of electronic or wire commu-
22 nications or electronically stored information using
23 mathematical formulas or algorithms sufficient to
24 preserve the confidentiality, integrity, and authentic-
25 ity of such eommunications or information.
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1 (8) HEALTH CARE.—The term ‘“health care”
2 means—

3 (A) preventive, diagnostie, therapeutie, re-
4 habilitative, maintenance, or palliative care, in-
5 cluding appropriate assistance with disease or
6 symptom management and maintenance, coun-
7 seling, service, or procedure—

8 (i) with respect to the physical or
9 mental condition of an individual; or

10 (ii) affecting the structure or function
11 of the human body or any part of the
12 human body, including the banking of
13 blood, sperm, organs, or any other tissue;
14 and

15 (B) any sale or dispensing of a drug, de-
16 vice, equipment, or other health care related
17 item to an individual, or for the use of an indi-
18 vidual, pursuant to a preseription.

19 (9) HEALTH CARE PROVIDER.—The term
20 “health care provider” means a person who, with re-
21 spect to a specific item of protected health informa-
22 tion, reeceives, creates, uses, maintains, or discloses
23 the information while acting in whole or in part in
24 the capacity of—
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1 (A) a person who is licensed, certified, reg-
2 istered, or otherwise authorized by Federal or
3 State law to provide an item or service that
4 constitutes health care in the ordinary course of
5 business, or practice of a profession;

6 (B) a Federal or State program that di-
7 rectly provides items or services that constitute
8 health care to beneficiaries; or

9 (C) an officer or employee or agent of a
10 person deseribed in subparagraph (A) or (B)
11 who is engaged in the provision of health care
12 or who uses health information.

13 (10) HEALTH OR LIFE INSURER.—The tferm
14 “health or life insurer” means a health insurance
15 issuer (as defined in section 9805(b)(2) of the Inter-
16 nal Revenue Code of 1986) or a life insurance com-
17 pany (as defined in section 816 of such Code) and
18 includes the employees and agents of such a person.
19 (11) HEALTH OVERSIGHT AGENCY.—The term
20 “health oversight agency’—
21 (A) means a person who—
22 (1) performs or oversees the perform-
23 ance of an assessment, investigation, or
24 prosecution relating to compliance with
25 legal or fiseal standards relating to health
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1 care fraud or fraudulent claims regarding
2 health care, health services or equipment,
3 or related activities and items; and

4 (ii) is a public executive branch agen-
5 ey, acting on behalf of a public executive
6 branch agency, acting pursuant to a re-
7 quirement of a public executive branch
8 agency, or carrying out activities under a
9 Federal or State law governing an assess-
10 ment, evaluation, determination, investiga-
11 tion, or prosecution described in clause (i);
12 and

13 (B) includes the employees and agents of
14 such a person.

15 (12) HeaLtH PLAN.—The term “health plan”
16 means any health insuranee plan, including any hos-
17 pital or medical service plan, dental or other health
18 service plan or health maintenance organization
19 plan, or other program providing or arranging for
20 the provision of health benefits, whether or not fund-
2] ed through the purchase of insurance. The term in-
22 cludes employee welfare benefit plans and group
23 plans (as defined in sections 3 and 607 of the Em-
24 ployee Retirement Income Security Act of 1974 (29
25 U.8.C. 1002 and 1167)).
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1 (13) HEALTH RESEARCHER.—The term ‘“health
2 researcher” means a person who, with respect to a
3 specific item of protected health information, re-
4 ceives the information—

5 (A) pursuant to section 210 (relating to
6 health research); or

7 (B) while acting in whole or in part in the
8 capacity of an officer, employee, or agent of a
9 person who receives the information pursuant
10 to such section.

11 (14) LAw ENFORCEMENT INQUIRY.—The term
12 “law enforcement inquiry’”’ means a lawful executive
13 branch investigation or official proceeding inquiring
14 into a violation of, or failure to comply with, any
15 eriminal or civil statute or any regulation, rule, or
16 order issued pursuant to such a statute.

17 (156) OFFICE OF HEALTH INFORMATION PRI-
18 vACY.—The term “Office of Health Information Pri-
19 vacy”’ means the Office of Health Information Pri-
20 vacy designated under section 301.
21 (16) PerSON.—The term ‘‘person’” means a
22 government, governmental subdivision of an execu-
23 tive braneh agency or authority; corporation; com-
24 pany; association; firm; partnership; society; estate;
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1 trust; joint venture; individual; individual represent-
2 ative; tribal government; and any other legal entity.
3 (17) PROTECTED HEALTH INFORMATION.—
4 (A) IN GENERAL.—The ferm “protected
5 health information” means any information, in-
6 cluding genetic information, demographic infor-
7 mation, and tissue samples collected from an
8 individual, whether oral or recorded in any form
9 or medium, that—
10 (1) is created or received by a health
11 care provider, health researcher, health
12 plan, health oversight agency, public health
13 authority, employer, health or life insurer,
14 school or university; and
15 (ii)(I) relates to the past, present, or
16 future physical or mental health or condi-
17 tion of an individual (including individual
18 cells and their components), the provision
19 of health care to an individual, or the past,
20 present, or future payment for the provi-
21 sion of health care to an individual; and
22 (II)(aa) identifies an individual; or
23 (bb) with respect to which there is a
24 reasonable basis to believe that the infor-
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1 mation can be used to identify an individ-
2 ual; and
3 (B) DEcrYPTION KEY.—The term ‘‘pro-
4 tected health information” includes any infor-
5 mation described in paragraph (5).
6 (18) PUBLIC HEALTH AUTHORITY.—The term
7 “public health authority” means an authority or in-
8 strumentality of the United States, a tribal govern-
9 ment, a State, or a political subdivision of a State
10 that is—
11 (A) primarily responsible for public health
i2 matters; and
13 (B) primarily engaged in activities such as
14 injury reporting, public health surveillance, and
15 public health investigation or intervention.
16 (19) Re-IDENTIFY.—The term ‘“‘re-identify”’,
17 when used with respect to de-identified health infor-
18 mation, means an attempt, successful or otherwise,
19 to ascertain—
20 (A) the identity of the individual who is
21 the subject of such information; or
22 (B) the decryption key with respect to the
23 information (when undertaken with knowledge
24 that such key would allow for the identification
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1 of the individual who is the subject of such in-
2 formation).

3 (20) ScHOOL OR UNIVERSITY.—The term
4 “school or university” means an institution or place
5 for instruction or education, including an elementary
6 school, secondary school, or institution of higher
7 learning, a college, or an assemblage of colleges
8 united under one eorporate organization or govern-
9 ment,

10 (21) SECRETARY.—The term “Secretary”’
11 means the Secretary of Iealth and Human Services.
12 (22) STATE.—The term ‘“‘State” includes the
13 District of Columbia, Puerto Rico, the Virgin Is-
14 lands, Guam, American Samoa, and the Northern
15 Mariana Islands.

16 (23) To THE MAXIMUM EXTENT PRAC-
17 TICABLE.—The term “to the maximum extent prac-
18 ticable” means the level of compliance that a reason-
19 able person would deem technologically feasible so
20 long as such feasibility is periodically evaluated in
21 light of scientific advances.
22 (24) WRITING.—The term “writing” means
23 writing in either a paper-based or computer-based
24 form, including electronic and digital signatures.
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1 TITLE I—INDIVIDUALS’ RIGHTS
2 Subtitle A—Access to Protected
3 Health Information by Subjects
4 of the Information

5 SEC. 101. INSPECTION AND COPYING OF PROTECTED
6 HEALTH INFORMATION.

7 (a) RIGHT OF INDIVIDUAL.—

8 (1) IN GENERAL.—A health care provider,
9 health plan, employer, health or life insurer, school,
10 or university, or a person acting as the agent of any
11 such person, shall permit an individual who is the
12 subject of protected health information, or the indi-
13 vidual’s designee, to inspect and copy protected
14 health information concerning the individual, includ-
15 ing records created under sections 102, 112, 202,
16 203, 208, and 211, that such person maintains.

17 (2) PROCEDURES AND FEES.—A person de-
18 seribed in paragraph (1) may set forth appropriate
19 procedures to be followed for inspection and copying
20 under such paragraph and may require an individual
21 to pay fees associated with such inspection and copy-
22 ing in an amount that is not in excess of the actual
23 costs of providing such copying. Such fees may not
24 be assessed where such an assessment would have
25 the effect of inhibiting an individual from gaining
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access to the information described in paragraph

(1).

(b) DEADLINE.—A person described in subsection
(a)(1) shall comply with a request for inspection or copy-
ing of protected health information under this seetion not
later than 15 business days after the date on which the
person receives the request.

(¢) RULES GOVERNING AGENTS.—A person acting as

Y= R e S e N ¥ T S

the agent of a person described in subsection (a) shall pro-

—
o

vide for the inspection and copying of protected health in-

fa—
fam—

formation if—

[y
o

(1) the protected health information is retained

—
(¥

by the agent; and

—
N

(2) the agent has been asked by the person in-

—
w

volved to fulfill the requirements of this section.

jo—
o)

(d) SPECIAL RULE RELATING T0 ONGOING CLINICAL

oy
~J1

TRIALS.—With respect to protected health information

—
oo

that is created as part of an individual’s participation in

—
O

an ongoing clinical trial, access to the information shall

)
o

be provided consistent with the individual’s agreement to

o
—_

participate in the clinical trial.

N
(A%

SEC. 102. SUPPLEMENTS TO PROTECTED HEALTH INFOR-

8

MATION.

()
A

(a) IN GENERAL.—Not later than 45 days after the

]
L

date on which a health care provider, health plan, em-
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1 ployer, health or life insurer, school, or university, or a
2 person acting as the agent of any such person, receives
3 from an individual a request in writing to supplement pro-

4 tected health information concerning the individual, such

5 person—

6 (1) shall add the supplement requested to the
7 information;

8 (2) shall inform the individual that the supple-
9 ment has been made; and

10 (3) shall make reasonable efforts to inform any
11 person to whom the portion of the unsupplemented
12 information was previously disclosed, of any sub-
13 stantive supplement that has been made.

14 (b) REFUsAL To SUPPLEMENT.—If a person de-

15 seribed in subsection (a) declines to make the supplement
16 requested under such subsection, the person shall inform

17 the individual in writing of—

18 (1) the reasons for declining to make the sup-
19 plement;

20 (2) any procedures for further review of the de-
21 clining of such supplement; and

22 (3) the individual’s right to file with the person
23 a concise statement setting forth the requested sup-
24 plement and the individual’s reasons for disagreeing
25 with the declining person and the individual’s right
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1 to inelude a copy of this refusal in his or her health
2 record.

3 (¢) STATEMENT OF DISAGREEMENT.—If an individ-
4 wual has filed with a person a statement of disagreement
5 wunder subsection (b)(3), the person, in any subsequent. dis-
6 closure of the disputed portion of the information—

7 (1) shall include, at the individual’s request, a
8 copy of the individual’s statement; and

9 (2) may include a concise statement of the rea-
10 sons for not making the requested supplement.
11 (d) RULES GOVERNING AGENTS.—A person acting as

12 the agent of a person described in subsection (a) shall not
13 be required to make a supplement to protected health in-
14 formation, except where—

15 (1) the protected health information is retained
16 by the agent; and

17 (2) the agent has been asked by such person to
18 fulfill the requirements of this section.

19 SEC. 103. NOTICE OF PRIVACY PRACTICES.

20 (a) PREPARATION OF WRITTEN NOTICE.—A health
21 care provider, health plan, health oversight agency, public
22 health authority, employer, health or life insurer, school,
23 or university, or a person acting as the agent of any such

24 person, shall prepare a written notiee of the privacy prac-
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1 tices of the person that provides information with respect

2 to the following:

3 (1) The procedures for an individual to author-
4 ize disclosures of protected health information, and
5 to object to, modify, and revoke such authorizations.
6 (2) The right of an individual to inspect, copy,
7 and supplement the protected health information.
8 (8) The right of an individual not to have em-
9 ployment or the receipt of services conditioned upon
10 the execution by the individual of an authorization
11 for disclosure.
12 (4) A description of the categories or types of
13 employees, by general category or by general job de-
14 seription, who have access to or use of protected
15 health information within the person.
16 (5) A simple, concise deseription of any infor-
17 mation systems used to store or transmit protected
18 health information, including a description of any
19 linkages made with other electronic systems or data-
20 bases outside the person.
21 (6) The right of the individual to request seg-
22 regation of protected health information, and to re-
23 strict the use of such information by employees,
24 agents, and contractors of a person.

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 20 2002



21

1 (7) The circumstances under which the infor-
2 mation may be used or disclosed without an author-
3 ization executed by the individual.
4 (8) A statement that an individual may elect to
5 pay for health care from the individual’s own funds
6 and information on the right of such an individual
7 to elect for identifying information not to be dis-
8 closed to anyone other than health care providers,
9 unless such disclosure is required by mandatory re-
10 porting requirements or other similar information
11 collection duties required by law.
12 (b) PrOVISION AND POSTING OF WRITTEN NoO-
13 TICE.—
14 (1) ProvVISION.—A person described in sub-
15 section (a) shall provide a copy of the written notice
16 of privacy practices required under such
17 subsection—
18 (A) at the time an authorization is sought
19 for disclosure of protected health information;
20 and
21 (B) upon the request of an individual.
22 (2) PosTING.—A person deseribed in subsection
23 (a) shall post, in a clear and conspicuous manner, a
24 brief summary of the privacy practices of the person.
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(¢) MoperL NoTicE.—The director of the Office of
Health Information Privacy, after notice and opportunity
for public comment, shall develop and disseminate model

notices of privacy practices, and model summary notices

1

2

3

4

5 for posting, for use under this section. Use of such a model
6 notice shall be deemed to satisfy the requirements of this
7 section.

8 Subtitle B—Establishment of

9 Safeguards

10 SEC. 111. ESTABLISHMENT OF SAFEGUARDS.

11 (a) IN GENERAL.—A health care provider, health
12 plan, health oversight agency, public health authority, em-
13 ployer, health researcher, law enforcement official, health
14 or life insurer, school, or university, or a person acting
15 as the agent of any such person, shall establish and main-
16 tain appropriate administrative, organizational, technical,
17 and physical safeguards and procedures to ensure the con-
18 fidentiality, security, accuracy, and integrity of protected
19 health information created, received, obtained, main-
20 tained, used, transmitted, or disposed of by such person.
21 (b) Factors To BE CONSIDERED.—The policies and
22 safeguards under subsection (a) shall ensure that—

23 (1) protected health information is used or dis-

24 closed only when necessary;
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—

(2) the categories of personnel who will have ac-
cess to protected health information are identified;
and

(3) the feasibility of limiting aecess to protected
health information is considered.

(¢) MoDEL GUIDELINES.—The Secretary, in con-
sultation with the Director of the Office of Health Infor-

mation Privacy appointed under section 301, after notice

O 00 3 Oy e N

and opportunity for public comment, shall develop and dis-

—
o

seminate model guidelines for the establishment of safe-

[y
(=

guards and procedures for use under this section, such

—_
[\

as, where appropriate, individual authentication of uses of

—
w

computer systems, aceess controls, andit trails, eneryption,

[ a—
&~

physical security, protection of remote aceess points and

p—
W

protection of external eleetronic eommunications, periodie

—
[=)}

security assessments, incident reports, and sanctions. The

—_
~J

director shall update and disseminate the guidelines, as

ja—
o0

appropriate, to take advantage of new technologies.

—_
O

SEC. 112. ACCOUNTING FOR DISCLOSURES.

]
o

(a) IN GENERAL.—A health care provider, health

[S®]
—

plan, health oversight agency, public health authority, em-

N
N

ployer, health researcher, law enforcement official, health

o]
w

or life insurer, school, or university, or a person acting

N
B

as the agent of any such person, shall establish and main-

N
W

tain, with respect to any protected health information dis-
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—_

closure that is not related to payment or treatment, a
record of the disclosure in aceordance with regulations
issued by the Secretary in consultation with the director
of the Office of Health Information Privacy.

(b) MAINTENANCE OF RECORD.—A record estab-
lished under subscetion (a) shall be maintained for not less
than 7 years.

(¢) ELECTRONIC RECORDS.—A health care provider,

O oo N9 L R WwWwoN

health plan, health oversight agency, public health author-

—
]

ity, employer, health researcher, law enforecement official,

—
p—t

health or life insurer, school, or university, or a person

—_
[\’

acting as the agent of any such person, shall, to the maxi-

—_
W

mum extent practicable, maintain an accessible electronic

,_
I

record concerning each acecess, or attempt to access,

fam—y
wn

whether authorized or unauthorized, successful or unsuc-

—_
=)

cessful, protected health information maintained by such

—
~J

person in eleetronic form. The record shall include the

—
o0

identity of the specific individual accessing or attempting

—
\O

to gain such aceess (or a way to identify that individual

[\
o)

or information helpful in determining the identity of such

[\
—

individual), information sufficient to identify the protected

[\
[\*]

health information sought or accessed, and other appro-

N
w

priate information.
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1 TITLE II—RESTRICTIONS ON

2 USE AND DISCLOSURE

3 SEC. 201. GENERAL RULES REGARDING USE AND DISCLO-
4 SURE.

5 (a) PROHIBITION .—

6 (1) GENERAL RULE.—A health care provider,
7 health plan, health oversight agency, public health
8 authority, employer, health researcher, law enforce-
9 ment official, health or life insurer, school, or univer-
10 sity may not disclose or use protected health infor-
11 mation except as authorized under this Act.

12 (2) RULE OF CONSTRUCTION.—Disclosure of
13 de-identified health information shall not be con-
14 strued as a disclosure of protected health informa-
15 tion.

16 (b) ScoPE OF DISCLOSURE.—

17 (1) In GENERAL.—A disclosure of protected
18 health information under this title shall be limited to
19 the minimum amount of information necessary to
20 accomplish the purpose for which the disclosure is
21 made.
22 (2) DETERMINATION.—The determination as to
23 what constitutes the minimum disclosure possible for
24 purposes of paragraph (1) shall be made by a health
25 care provider.
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(¢) USE oR DISCLOSURE FOR PURPOSE ONLY.—A

—

recipient of information pursuant to this title may use or
diselose such information solely to carry out the purpose
for which the information was diseclosed.

(d) No GENERAL REQUIREMENT TO DISCLOSE.—
Nothing in this title permitting the disclosure of protected
health information shall be construed to require such dis-

closure.

O 0 N Oy R W

(e) IDENTIFICATION OF DISCLOSED INFORMATION AS

PrOTECTED HEALTH INFORMATION.—Protected health

— e
= o

information disclosed pursuant to this title shall be clearly

—
[\

identified as protected health information that is subject

—
|8

to this Act.

._.
I~

(f) DISCLOSURE BY AGENTS.—An agent of a person

j—
(%]

deseribed in subsection (a)(1), who receives protected

ju—y
(=)

health information from the person while acting within the

[a—y
~

scope of the agency, shall be subject to this title to the

—
[*<]

same extent as the person and for the duration of the pe-

—
\D

riod in which the agent holds the information.

]
=]

(g) CREATION OF DE-IDENTIFIED INFORMATION.—

[\
—

Notwithstanding subsection (c), but subject to the other

N
[\

provisions of this section, a person deseribed in subseection

[\
w

(a)(1) may disclose protected health information to an em-

[\
S

ployee or other agent of the person for purposes of creat-

N
h

ing de-identified information.
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(h) UnAUTHORIZED USE OR DISCLOSURE OF THE

—

DECRYPTION KEY.—The unauthorized disclosure of a
decryption key shall be deemed to be a disclosure of pro-
tected health information. The unauthorized use of a
decryption key or de-identified health information in order
to identify an individual is deemed to be disclosure of pro-
tected health information.

(i) No WATvER.—Except as provided in this Act, an

O 0 NN N L R W N

authorization to disclose personally identifiable health in-
10 formation executed by an individual pursuant to section
11 202 or 203 shall not be construed as a waiver of any rights
12 that the individual has under other Federal or State laws,

13 the rules of evidence, or common law.

14 (3) DEFINITIONS.—For purposes of this title:

15 (1) INVESTIGATIVE OR LAW ENFORCEMENT OF-
16 FICER.—The term “‘investigative or law enforcement
17 officer’”” means any officer of the United States or of
18 a State or political subdivision thereof, who is em-
19 powered by law to conduct investigations of, or to
20 make arrests for, criminal offenses, and any attor-
21 ney authorized by law to prosecute or participate in
22 the prosecution of such offenses.

23 (2) SEGREGATE.—The term ‘“segregate” means
24 to place a designated subset of an individuals pro-
25 tected health information in a location or computer
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1 file that is separate from the location or computer
2 file nsed to store protected health information and
3 where access to or use of any information so seg-
4 regated may be effectively limited to those persons
5 who are authorized by the individual to access or use
6 such information.

7 (3) SI6NED.—The term “signed” refers to both
8 signatures in ink and electronic signatures, and the
9 term ‘“‘written” refers to both paper and ecomputer-
10 ized formats.

11 SEC. 202. AUTHORIZATIONS FOR DISCLOSURE OF PRO-

12 TECTED HEALTH INFORMATION FOR TREAT-
13 MENT AND PAYMENT.
14 (a) REQUIREMENTS RELATING TO EMPLOYERS,

15 HeavtH Prans, HeauTH orR LIFE INSURERS, UNIN-

16 SURED INDIVIDUALS, AND PROVIDERS.—

17 (1) In GENERAL.—To satisfy the requirement
18 under section 201(a)(1), an employer, health plan,
19 health or life insurer, or health care provider that
20 seeks to disclose protected health information in con-
21 nection with treatment or payment shall obtain an
22 authorization that satisfies the requirements of this
23 section. The authorization may be a single author-
24 ization.
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1 (2) EMPLOYERS.—Every employer offering a
2 health plan to its employees shall, at the time of an
3 employee’s enrollment in the health plan, obtain a
4 signed, written authorization that is a legal, -
5 formed authorization that satisfies the requirements
6 of subsection (b) concerning the use and disclosure
7 of protected health information for treatment or
8 payment with respect to each individual who is eligi-
9 ble to receive eare under the health plan.
10 (3) HEALTH PLANS, HEALTH OR LIFE INSUR-
11 ERS.—Every health plan or health or life insurer of-
12 fering enrollment to individual or nonemployer
13 groups shall, at the time of enrollment in the plan
14 or insurance, obtain a signed, written authorization
15 that is a legal, informed authorization that satisfies
16 the requirements of subsection (b) concerning the
17 use and disclosure of protected health information
18 with respect to each individual who is eligible to re-
19 ceive care under the plan or insurance.
20 (4) UNINSURED.—An originating provider pro-
21 viding health care in other than a network plan set-
22 ting, or providing health care to an uninsured indi-
23 vidual, shall obtain a signed, written authorization
24 that satisfies the requirements of subsection (b) to
25 use protected health information in providing health
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1 care or arranging for health care from other provid-
2 ers or seeking payment for the provision of health
3 care services.

4 (5) PROVIDERS.—

5 (A) IN GENERAL.—Every health care pro-
6 vider providing health care to an individual who
7 has not given the appropriate authorization
8 under this section shall, at the time of provid-
9 ing such care, obtain a signed, written author-
10 ization that is a legal, informed authorization,
11 that satisfies the requirements of subsection
12 (b), concerning the use and disclosure of pro-
13 tected health information with respeet to such
14 individual.

15 (B) RULE OF CONSTRUCTION.—Subpara-
16 graph (A) shall not be construed to preclude
17 the provision of health care to an individual
18 who has not given appropriate authorization
19 prior to receipt of such care if—
20 (i) the health care provider involved
21 determines that such care is essential; and
22 (1) the individual can reasonably be
23 expected to sign an authorization for such
24 care when appropriate.
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1 (b) REQUIREMENTS FOR INDIVIDUAL AUTHORIZA-
2 TION.—To satisfy the requirements of this subsection, an
3 authorization to disclose protected health information—

4 (1) shall identify, by general job description or

5 other functional desecription, persons authorized to

6 disclose the information;

7 (2) shall describe the nature of the information

8 to be disclosed;

9 (3) shall identify, by general job description or
10 other functional description, persons to whom the in-
11 formation is to be disclosed, including individuals
12 employed by, or operating within, an entity to which
13 information is authorized to be disclosed;

14 (4) shall deseribe the purpose of the disclosures;
15 (5) shall permit the executing individual to indi-
16 cate that a particular individual listed on the author-
17 ization is not authorized to receive protected health
18 information concerning the individual, except as pro-
19 vided for in subsection (e)(3);

20 (6) shall provide the means by which an individ-
21 ual may indicate that some of the individual’s pro-
22 tected health information should be segregated and
23 to what persons such segregated information may be

24 disclosed;
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1 (7) shall be subject to revocation by the individ-
2 ual and indicate that the authorization is valid until
3 revocation by the individual or until an event or date
4 specified; and

5 (8)(A) shall be—
6 (1) in writing, dated, and signed by the in-
7 dividual; or

8 (1) in electronic form, dated and authenti-
9 cated by the individual using an authentication
10 method approved by the Secretary; and

11 (B) shall not have been revoked under subpara-

12 graph (A).

13 (¢) LIMITATION ON AUTHORIZATIONS.—

14 (1) IN GENERAL.—Subject to paragraphs (2)
15 and (3), a person described in subsection (a) who
16 seeks an authorization under such subsection may
17 not condition the delivery of treatment or payment
18 for services on the receipt of such an authorization.
19 (2) RIGHT TO REQUIRE SELF PAYMENT.—If an
20 individual has refused to provide an authorization
21 for disclosure of administrative billing information to
22 a person and such authorization is necessary for a
23 health eare provider to receive payment for services
24 delivered, the health care provider may require the
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1 individual to pay from their own funds for the serv-
2 ices.

3 (3) RIGHT OF HEALTH CARE PROVIDER TO RE-
4 QUIRE AUTHORIZATION TFOR TREATMENT PUR-
5 POSES.—If a health care provider that is seeking an
6 authorization for disclosure of an individual’s pro-
7 tected health information believes that the disclosure
8 of such information is necessary so as not to endan-
9 ger the health or treatment of the individual, the
10 health care provider may condition the provision of
11 services upon the execution of the authorization by
12 the individual.

13 (d) MODEL AUTHORIZATIONS.—The Secretary, after
14 notice and opportunity for public comment, shall develop

[y
()]

and disseminate model written authorizations of the type

described in this seetion and model statements of the limi-

e
~1 O

tations on authorizations. Any authorization obtained on

—
o0

a model authorization form under section 202 developed

—
\O

by the Secretary pursuant to the preceding sentence shall

N
[

be deemed to satisfy the requirements of this section.

\]
-y

(e) SEGREGATION OF FILES.—A person deseribed in

o]
S

subsection (a)(1) shall comply, to the maximum extent

S
w

practicable, with the request of an individual who is the

[\
-

subject of protected health information—
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1 (1) to segregate any type or amount of pro-
2 tected health information, other than administrative
3 billing information, held by the entity; and

4 (2) to limit the use or disclosure of the seg-

5 regated health information within the entity to those

6 persons specifically designated by the subject of the

7 protected health information.

8 (f) REVOCATION OF AUTHORIZATION.—

9 (1) IN GENERAL.—An individual may in writing
10 revoke or amend an authorization under this section
11 at any time, unless the disclosure that is the subject
12 of the authorization is required to effectuate pay-
13 ment for health care that has been provided to the
14 individual.

15 (2) HeaLTH PLANS.—With respect to a health
16 plan, the authorization of an individual is deemed to
17 be revoked at the time of the cancellation or non-re-
18 newal of enrollment in the health plan, except as
19 may be necessary to complete plan administration
20 and payment requirements related to the individual’s
21 period of enrollment.

22 (3) AcTioNS.—An individual may not maintain
23 an action against a person for disclosure of person-

24 ally identifiable health information—
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(A) if the disclosure was made based on a
good faith reliance on the individual’s author-
ization under this section at the time disclosure
was made;

(B) in a case in which the authorization is
revoked, if the disclosing person had no actual
or constructive notice of the revocation; or

(C) if the disclosure was for the purpose of

O 00 NN N L R WD

protecting another individual from imminent

-y
o

physical harm, and is authorized under section

204.

e w—
N =

(g) RECORD OF INDIVIDUAL’S AUTHORIZATIONS AND

—
W

RevocaTIioONS.—Each person collecting or storing person-

—
N

ally identifiable health information shall maintain a record

—_
W

for a period of 7 years of each authorization of an individ-

—
(=)}

ual and any revocation thereof, and such record shall be-

j—
~

come part of the personally identifiable health information

[
[o2e]

concerning such individual.

—
o

(h) RuLE oF CONSTRUCTION.—Authorizations for

b
o

the disclosure of protected health information for treat-

N
oy

ment or payment shall not anthorize the diselosure of such

[\
\®]

information by an individual with the intent to sell, trans-

N
w

fer, or use protected health information for commercial ad-

[\
NS

vantage other than the revenues directly derived from the

N
W

provision of health care to that individual. For such disclo-
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sures, a separate authorization that satisfies the require-
ments of section 203 is required.
SEC. 203. AUTHORIZATIONS FOR DISCLOSURE OF PRO-
TECTED HEALTH INFORMATION OTHER THAN
FOR TREATMENT OR PAYMENT.
(a) IN GENERAL.—To satisfy the requirement under
section 201(a)(1), a health care provider, health plan,
health oversight agency, public health authority, employer,

O 0 NN N il W N

health researcher, law enforcement official, health or life

=y
o

insurer, school, or university that seeks to disclose pro-

ok
fa—

tected health information for a purpose other than treat-

—
[\

ment or payment may obtain an authorization that satis-

—
W

fies the requirements of subsections (b) and (g) of section

—
N

202. Such an authorization under this section shall be sep-

[
wn

arate from an authorization provided under section 202.

—
(=)}

(b) LIMITATION ON AUTHORIZATIONS.—

—
~J

(1) IN GENERAL.—A person subject to seetion

—_
o0

202 may not condition the delivery of treatment, or

—
\O©

payment for services, on the receipt of an authoriza-

\®]
o)

tion described in this section.

[\
—_

(2) REQUIREMENT FOR SEPARATE AUTHORIZA-

[\e]
o]

TION.—A person subject to section 202 may not dis-

N
W

close protected health information to any employees

)
B~

or agents who are responsible for making employ-

N
W

ment, work assignment, or other personnel decisions
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1 with respect to the subject of the information with-
2 out a separate authorization permitting such a dis-
3 closure.
4 (¢) MODEL AUTHORIZATIONS.—The Secretary, after
5 notice and opportunity for public comment, shall develop
6 and disseminate model written authorizations of the type
7 described in subsection (a). Any authorization obtained on
8 a model authorization form under this section developed
9 by the Secretary shall be deemed to meet the authorization
10 requirements of this section.
11 (d) REQUIREMENT To RELEASE PROTECTED
12 HEALTH INFORMATION TO CORONERS AND MEDICAL EX-
13 AMINERS.—
14 (1) In GENERAL.—When a Coroner or Medical
15 Examiner or their duly appointed deputies seek pro-
16 tected health information for the purpose of inquiry
17 into and determination of, the cause, manner, and
18 circumstances of an individual’s death, the health
19 care provider, health plan, health oversight agency,
20 public health authority, employer, health researcher,
21 law enforeement officer, health or life insurer, school
22 or university involved shall provide that individual’s
23 protected health information to the Coroner or Medi-
24 cal Examiner or to the duly appointed deputies with-
25 out undue delay.
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1 (2) PRODUCTION OF ADDITIONAL INFORMA-
2 TION.—If a Coroner or Medical Examiner or their
3 duly appointed deputies receives health information
4 from an entity referred to in paragraph (1), such
5 health information shall remain as protected health
6 information wunless the health information is at-
7 tached to or otherwise made a part of a Coroner’s
8 or Medical Examiner’s official report, in which case
9 it shall no longer be protected.
10 (3) ExEMPTION.—Health information attached
11 to or otherwise made a part of a Coroner’s or Medi-
12 cal Examiner’s official report, shall be exempt from
13 the provisions of this Act exeept as provided for in
14 this subsection.
15 (4) REIMBURSEMENT.—A Coroner or Medical
16 Examiner may require a person to reimburse their
17 Office for the reasonable costs associated with such
18 inspection or copying.
19 (¢) REVOCATION OR AMENDMENT OF AUTHORIZA-
20 TION.—An individual may, in writing, revoke or amend an
21 authorization under this section at any time.
22 (f) AcTI0NS.—An individual may not maintain an ac-
23 tion against a person for disclosure of protected health
24 information—
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1 (1) if the disclosure was made based on a good
2 faith reliance on the individual’s authorization under
3 this section at the time disclosure was made;
4 (2) in a case in which the authorization is re-
5 voked, if the disclosing person had no actual or con-
6 structive notice of the revocation; or
7 (3) if the disclosure was for the purpose of pro-
8 tecting another individual from imminent physical
9 harm, and is authorized under section 204.
10 SEC. 204. EMERGENCY CIRCUMSTANCES.
11 (a) GENERAL RULE.—In the event of a threat of im-
12 minent physical or mental harm to the subject of proteeted
13 health information, any person may, in order to allay or
14 remedy such threat, disclose protected health information
15 about such subject to a health care practitioner, health
16 care facility, law enforcement authority, or emergency
17 medical personnel.
18 (b) HaARM TO OTHERS.—Any person may disclose
19 protected health information about the subject of the in-
20 formation where—
21 (1) such subject has made an identifiable threat
22 of serious injury or death with respect to an identifi-
23 able individual or group of individuals;
24 (2) the subject has the ability to carry out such

25 threat; and
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Yt

(3) the release of such information is necessary
to prevent or significantly reduce the possibility of
such threat being carried out.
SEC. 205. PUBLIC HEALTH.

(a) IN GENERAL.—A health care provider, health
plan, public health authority, employer, health or life in-
surer, law enforcement official, school, or university may

disclose protected health information to a publie health au-

O 0 1 O W b W

thority or other person authorized by public health law

—
o

when receipt of such information by the authority or other

-
p—

person—

—
N

(1) relates directly to a specified public health

—_
W

purpose;

,_.
I

(2) is reasonably likely to achieve such purpose;

—
W

and

—
(o)}

(3) is intended for a purpose that cannot be

—
~

achieved through the receipt or use of de-identified

—_
(¢ o]

health information.

—
\O

(b) PuBLic HEALTH PURPOSE DEFINED.—For pur-

[}
o

poses of subsection (a), the term “public health purpose”

38}
—

means a population-based activity or individual effort, au-

N
[Xe]

thorized by law, aimed at the prevention of injury, disease,

N
w

or premature mortality, or the promotion of health, in a

o
=

community, including—
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1 (1) assessing the health needs and status of the
2 community through public health surveillance and
3 epidemiologieal research;

4 (2) developing public health policy;

5 (3) responding to public health needs and emer-
6 gencies; and

7 (4) any other activities or efforts authorized by
8 law.

9 SEC. 206. PROTECTION AND ADVOCACY AGENCIES.
10 Any person who creates protected health information

11 or receives protected health information under this title
12 may disclose that information to a protection and advo-
13 cacy agency established under part C of title I of the De-
14 velopmental Disabilities Assistance and Bill of Rights Act
15 (42 U.S.C. 6041 et seq.) or under the Protection and Ad-
16 vocacy for Mentally Ill Individuals Act of 1986 (42 U.S.C.
17 10801 et seq.) when such agency can establish that there
18 is probable cause to believe that an individual who is the
19 subject of the protected health information is vulnerable
20 to abuse and negleet by an entity providing health or social
21 services to the individual. |

22 SEC. 207. OVERSIGHT.

23 (a) In GENERAL.—A health care provider, health
24 plan, employer, law enforcement official, health or life in-

25 surer, public health authority, health researcher, school or
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1 university may diselose protected health information to a
2 health oversight agency to enable the agency to perform
3 a health oversight function authorized by law, if—

4 (1) the purpose for which the diselosure is to be
5 made cannot reasonably be aceomplished without
6 protected health information;

7 (2) the purpose for which the disclosure is to be
8 made is of sufficient importance to warrant the ef-
9 fect on, or the risk to, the privacy of the individuals
10 that additional exposure of the information might
11 bring; and
12 (3) there is a reasonable probability that the
13 purpose of the disclosure will be accomplished.

14 (b) Use AND MAINTENANCE OF PROTECTED

15 HeALTH INFORMATION.—A health oversight agency that

16 receives protected health information under this section—

17 (1) shall rely upon a method to scramble or
18 otherwise safegnard, to the maximum extent praec-
19 ticable, the identity of the subject of the protected
20 health information in all work papers and all docu-
21 ments summarizing the health oversight activity;

22 (2) shall maintain in its records only such infor-
23 mation about an individual as is relevant and nee-
24 essary to accomplish the purpose for which the pro-
25 tected health information was obtained;
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1 (3) shall maintain such information securely
2 and limit aceess to such information to those per-
3 sons with a legitimate need for access to earry out
4 the purpose for which the records were obtained;
5 and
6 (4) shall remove or destroy the information that
7 allows subjects of protected health information to be
8 identified at the earliest time at which removal or
9 destruction can be accomplished, consistent with the
10 purpose of the health oversight activity.
11 (¢) USE OF PROTECTED HEALTH INFORMATION IN
12 JUDICIAL PROCEEDINGS.—
13 (1) IN GENERAL.— The disclosure and use of
14 protected health information in any judicial, admin-
15 istrative, court, or other publie, proceeding or inves-
16 tigation relating to a health oversight activity shall
17 be undertaken in such a manner as to preserve the
18 confidentiality and privacy of individuals who are the
19 subject of the information, unless disclosure is re-
20 quired by the nature of the proceedings.
21 (2) LIMITING DISCLOSURE.—Whenever disclo-
22 sure of the identity of the subject of protected health
23 information is required by the nature of the proceed-
24 ings, or it is impracticable to redact the identity of
25 such individual, the agency shall request that the
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presiding judicial or administrative officer enter an

order limiting the disclosure of the identity of the

subject to the extent possible, including the redact-

ing of the protected health information from publicly

disclosed or filed pleadings or records.

(d) AUTHORIZATION BY A SUPERVISOR.—For pur-
poses of this section, the individual with authority to au-

thorize the oversight function involved shall provide to the

DO 0 9 N L Rk W =

disclosing person described in subsection (a) a statement

-
]

that the protected health information is being sought for

oy
—

a legally authorized oversight function.

—
[S)

(e} UsE IN ACTION AGAINST INDIVIDUALS.—Pro-

jum—y
(W8]

tected health information about an individual that is dis-

p—
s

closed under this section may not be used in, or disclosed

—
(9}

to any person for use in, an administrative, civil, or crimi-

ja—
(=)

nal action or investigation directed against the individual,

—
~J

unless the action or investigation arises out of and is di-

—_
oo

rectly related to—

—
=}

(1) the receipt of health care or payment for
20 health care;

21 (2) a fraudulent claim related to health; or

22 (3) oversight of a public health authority or a
23 health researcher.
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SEC. 208. DISCLOSURE FOR LAW ENFORCEMENT PUR-

POSES.

(a) Law ENFORCEMENT ACCESS TO PROTECTED
HeaLTH INFORMATION.—A health care provider, health
researcher, health plan, health oversight agency, employer,
health or life insurer, school, university, a person acting
as the agent of any such person, or a person who receives

protected health information pursuant to section 204, may

O 0 N A bk W

disclose protected health information to an investigative

ooy
o

or law enforcement officer pursuant to a warrant issued

—_
—_

under the Federal Rules of Criminal Procedure, an equiva-

—
[\

lent State warrant, a grand jury subpoena, or a court

[y
W

order under limitations set forth in subsection (b).

—
I

(b) REQUIREMENTS FOR CoOURT ORDERS FOR AC-

CESS TO PROTECTED HEALTH INFORMATION.—A court

[
o W

order for the disclosure of protected health information

F—
~

under subsection (a) may be issued by any court that is

J—t
o0

a court of competent jurisdiction and shall issue only if

[a—
\O

the investigative or law enforcement officer submits a writ-

[\
o

ten application upon oath or equivalent affirmation dem-

[ &
jo—

onstrating that there is probable cause to believe that—

N
"]

(1) the proteeted health information sought is
23 relevant and material to an ongoing criminal inves-
24 tigation, except in the case of a State government
25 authority, such a court order shall not issue if pro-

26 hibited by the law of such State;
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1 (2) the investigative or evidentiary needs of the
2 investigative or law enforcement officer eannot rea-
3 sonably be satisfied by de-identified health informa-
4 tion or by any other information; and

5 (3) the law enforcement need for the informa-
6 tion outweighs the privacy interest of the individual

7 to whom the information pertains.

8 (e) MotioNns To QUASH OR MODIFY.—A court

9 issuing an order pursuant to this section, on a motiox‘l
10 made promptly by the health care provider, health re-
11 searcher, health plan, health oversight agency, employer,
12 health or life insurer, school, university, a person acting
13 as the agent of any such person, or a person who receives
14 protected health information pursuant to section 204, may
15 quash or modify such order if the court finds that informa-
16 tion or records requested are unreasonably voluminous or
17 if compliance with such order otherwise would cause an
18 unreasonable burden on such persons.

19 (d) NOTICE.—
20 (1) IN GENERAL.—Except as provided in para-
21 graph (2), no order for the disclosure of protected
22 health information about an individual may be
23 issued by a court under this section unless prior no-
24 tice of the application for the order has been served
25 on the individual and the individual has been af-
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1 forded an opportunity to oppose the issuance of the
2 order.
3 (2) NOTICE NOT REQUIRED.—An order for the
4 disclosure of protected health information about an
5 individual may be issued without prior notice to the
6 individual if the court finds that notice would be im-
7 practical because—
8 (A) the name and address of the individual
9 are unknown; or
10 (B) notice would risk destruection or un-
11 availability of the evidence.
12 (e) ConDITIONS.—Upon the granting of an order for
13 diselosure of protected health information under this sec-

—
I

tion, the court shall impose appropriate safeguards to en-

—
w

sure the confidentiality of such information and to protect

ja—
(=)

against unauthorized or improper use or disclosure.

—_
~

(f) LomritaTion onN Use AND DISCLOSURE FOR

—
o0

OrHER JTiaw  ENFORCEMENT INQUIRIES.—Protected

health information about an individual that is disclosed

N =
S WO

under this section may not be used in, or disclosed to any

o
—

person for use in, any administrative, civil, or criminal ac-

3.
\S}

tion or investigation directed against the individual, unless

o]
(FS]

the action or investigation arises out of, or is directly re-

)
=

lated to, the law enforcement inquiry for which the infor-

N
(9}

mation was obtained.
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(g) DESTRUCTION OR RETURN OF INFORMATION.—

—

When the matter or need for which protected health infor-
mation was disclosed to an investigative or law enforece-
ment officer or grand jury has concluded, including any
derivative matters arising from such matter or need, the
law enforcement agency or grand jury shall either destroy
the protected health information, or return it to the person

from whom it was obtained.

O 0 NN O kWM

(h) ReEpacTIiONS.—To the extent practicable, and

—
[en]

consistent with the requirements of due process, a law en-

[y
—

forcement agency shall redact personally identifying infor-

[y
[\

mation from protected health information prior to the

—
W

public disclosure of such protected information in a judi-

—
I

cial or administrative proceeding.

—
9}

(i) EXCEPTION.—This section shall not be construed

—
=)}

to limit or restriet the ability of law enforecement authori-

-
~

tles to gain information while in hot pursuit of a suspect

—
o«

or if other exigent circumstances exist.

—
O

SEC. 209. NEXT OF KIN AND DIRECTORY INFORMATION.

N
o

(a) NEXT oF KiN.—A health care provider, or a per-

[\&]
i

son who receives protected health information under see-

[§=)
[\e}

tion 204, may disclose protected health information about

[\
w

health care services provided to an individual to the indi-

)
=

vidual’s next of kin, or to another person whom the indi-
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1 vidual has identified, if at the time of the treatment of
2 the individual—
3 (1) the individual—

4 (A) has been notified of the individual’s
5 right to object to such disclosure and the indi-
6 vidual has not objected to the disclosure; or

7 (B) is in a physical or mental condition
8 such that the individual is not capable of object-
9 ing, and there are no prior indications that the
10 individual would object; and

11 (2) the information disclosed relates to health
12 care services currently being provided to that indi-
13 vidual.

14 (b) DIRECTORY INFORMATION.—

15 (1) DISCLOSURE.—

16 (A) IN GENERAL.—Eixcept as provided in
17 paragraph (2), with respect to an individual
18 who is admitted as an inpatient to a health care
19 facility, a person described in subsection (a)
20 may disclose information deseribed in subpara-
21 graph (B) about the individual to any person if,
22 at the time of the admission, the individual—
23 (1) has been notified of the individ-
24 ual’s right to object and has not objected
25 to the disclosure; or
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1 (ii) is in a physical or mental condi-
2 tion such that the individual is not capable
3 of objecting and there are no prior indiea-
4 tions that the individual would objeet.
5 (B) INFORMATION.—Information described
6 in this subparagraph is information that con-
7 sists only of 1 or more of the following items:
8 (i) The name of the individual who is
9 the subject of the information.
10 (ii) The general health status of the
11 individual, deseribed as ecritical, poor, fair,
12 stable, or satisfactory or in terms denoting
13 similar conditions.
14 (iii) The location of the individual
15 within the health care facility to which the
16 individual is admitted.
17 (2) ExcEPTION.—Paragraph (1)(B)(iii) shall
18 not apply if disclosure of the location of the individ-
19 nal would reveal specific information about the phys-
20 ical or mental condition of the individual, unless the
21 individual expressly authorizes such disclosure.
22 (¢) DIRECTORY OR NEXT-OF-KIN INFORMATION.—A

23 disclosure may not be made under this section if the dis-
24 closing person described in subsection (a) has reason to

25 believe that the disclosure of directory or next-of-kin infor-
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1 mation could lead to the physical or mental harm of the
2 individual, unless the individual expressly authorizes such
3 disclosure.

4 SEC. 210. HEALTH RESEARCH.

5 (a) REGULATIONS. —

6 (1) In GENERAL.—The requirements and pro-
7 tections provided for under part 46 of title 45, Code
8 of Federal Regulations (as in effect on the date of
9 enactment of this Act), shall apply to all health re-
10 search.
11 (2) EFFECTIVE DATE.—Paragraph (1) shall not
12 take effect until the Secretary has promulgated final
13 regulations to implement such paragraph.
14 (b) EVALUATION.—Not later than 24 months after
15 the date of enactment of this Act, the Secretary shall pre-

oy
(=)

pare and submit to Congress detailed recommendations on

—
~

whether written informed consent should be required, and

—
o0

if so, under what cireumstances, before protected health

information can be used for health research.

N =
o O

(¢) RECOMMENDATIONS.—The recommendations re-

[\
—

quired to be submitted under subsection (b) shall

38
XS]

inelude—

N
W

(1) a detailed explanation of current institu-

)
=

tional review board practices, including the extent to

N
wh

which the privacy of individuals is taken into ac-
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1 count as a faetor before allowing waivers and under
2 what circumstances informed consent is being
3 waived;

4 (2) a summary of how technology could be used
5 to strip identifying data for the purposes of re-
6 search;

7 (3) an analysis of the risks and benefits of re-
8 quiring informed consent versus the waiver of in-
9 formed consent;

10 (4) an analysis of the risks and benefits of
11 using protected health information for research pur-
12 poses other than the health research project for
13 which such information was obtained; and

14 (5) an analysis of the risks and benefits of al-
15 lowing individuals to consent or to use consent, at
16 the time of receiving medical treatment, to the pos-
17 sible future use of records of medical treatments for
18 research studies.

19 (d) CONSULTATION.—In ecarrying out this section,

20 the Secretary shall consult with individuals who have dis-
21 tinguished themselves in the fields of health research, pri-
22 vacy, related technology, econsumer interests in health in-
23 formation, health data standards, and the provision of

24 health services.
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1 (e) CONGRESSIONAL NOTICE.—Not later than 6
2 months after the date on which the Secretary submits to
3 Congress the recommendations required under subsection
4 (b), the Secretary shall propose to implement such rec-
5 ommendations through regulations promulgated on the
6 record after opportunity for a hearing, and shall advise
7 the Congress of such proposal.

8 (f) OTHER REQUIREMENTS.—

9 (1) OBLIGATIONS OF THE RECIPIENT.—A per-
10 son who receives protected health information pursu-
11 ant to this section shall remove or destroy, at the
12 earliest opportunity consistent with the purposes of
13 the project involved, information that would enable
14 an individual to be identified, unless—

15 (A) an institutional review board has de-
16 termined that there is a health or research jus-

17 tification for the retention of such identifiers;
18 and
19 (B) there is an adequate plan to protect
20 the identifiers from disclosure consistent with
21 this section; and
22 (2) PERIODIC REVIEW AND TECHNICAL ASSIST-
23 ANCE.—

24 (A) INSTITUTIONAL REVIEW BOARD.—Any
25 institutional review board that authorizes re-
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1 search under this section shall provide the See-
2 retary with the names and addresses of the in-
3 stitutional review board members.

4 (B) TECHNICAL ASSISTANCE.—The Sec-
5 retary may provide technical assistance to insti-
6 tutional review hoards described in this sub-
7 section.

8 (C) MoNITORING.—The Secretary shall pe-
9 riodically monitor institutional review boards
10 deseribed in this subsection.
11 (D) REPORTS.—Not later than 3 years
12 after the date of enactment of this Act, the Sec-
13 retary shall report to Congress regarding the
14 activities of institutional review boards de-
15 scribed in this subsection.

16 (g) LiM1TATION.—Nothing in this section shall be
17 construed to permit protected health information that is

—
0

received by a researcher under this section to be accessed

—
\o

for purposes other than research or as authorized by the

N
o

individual.

[\
—_

SEC. 211. JUDICIAL AND ADMINISTRATIVE PURPOSES.

3]
[\

(a) IN GENERAL.—A health care provider, health

N
[#N}

plan, health oversight agency, employer, insurer, health or

o
=

life insurer, school or university, a person acting as the

)
L

agent of any such person, or a person who receives pro-
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1 tected health information under section 204, may disclose

2 protected health information—

3 (1) pursuant to the standards and procedures
4 established in the Federal Rules of Civil Procedure
5 or comparable rules of other courts or administrative
6 agencies, in connection with litigation or proceedings
7 to which an individual who is the subject of the in-
8 formation is a party and in which the individual has
9 placed his or her physical or mental condition at
10 issue;

11 (2) to a court, and to others ordered by the
12 court, if in response to a court order issued by a
13 court of competent jurisdiction in accordance with
14 subsections (b) and (¢); or

15 (3) if necessary to present to a court an appli-
16 cation regarding the provision of treatment of an in-
17 dividual or the appointment of a guardian.

18 (b) CourT ORDERS FOR ACCESS TO PROTECTED

19 HEALTH INFORMATION.—A court order for the disclosure
20 of protected health information under subsection (a) may
21 be issued ouly if the person seeking disclosure submits a
22 written application upon oath or equivalent affirmation

23 demonstrating by clear and convincing evidence that—
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1 (1) the protected health information sought is
2 necessary for the adjudication of a material faet in
3 dispute in a civil proceeding;
4 (2) the adjudicative need cannot be reasonably
5 satisfied by de-identified health information or by
6 any other information; and
7 (3) the need for the information outweighs the
8 privacy interest of the individual to whom the infor-
9 mation pertains.
10 (e) NOTICE.—
11 (1) In GeENERAL.—HExeept as provided in para-
12 graph (2), no order for the disclosure of protected
13 health information about an individual may he
14 issued by a court unless notice of the application for
15 the order has been served on the individual and the
16 individual has been afforded an opportunity to op-
17 pose the issuance of the order.
18 (2) NOTICE NOT REQUIRED.—An order for the
19 disclosure of protected health information about an
20 individual may be issued without notice to the indi-
21 vidual if the court finds, by clear and convincing evi-
22 dence, that notice would be impractical because—
23 (A) the name and address of the individual
24 are unknown; or
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1 (B) notice would risk destruction or un-
2 availability of the evidence.
3 (d) OBLIGATIONS OF RECIPIENT.—A person seeking
4 protected health information pursuant to subsection
5 (@)(1)—
6 (1) shall notify the individual or the individual’s
7 attorney of the request for the information;
8 (2) shall provide the health care provider,
9 health plan, health oversight agency, employer, in-
10 surer, health or life insurer, school or university,
11 agent, or other person involved with a signed docu-
12 ment attesting—
13 (A) that the individual has placed his or
14 her physical or mental condition at issue in liti-
15 gation or proceedings in which the individual is
16 a party; and
17 (B) the date on which the individual or the
18 individual’s attorney was notified under para-
19 graph (1); and
20 (3) shall not accept any requested protected
21 health mformation from the health care provider,
22 health plan, health oversight agency, employer, in-
23 surer, health or life insurer, school or university,
24 agent, or person until the termination of the 10-day
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period beginning on the date notice was given under

paragraph (1).
SEC. 212, INDIVIDUAL REPRESENTATIVES.

(a) I GENERAL.—Except as provided in subsections
(b) and (¢), a person who is authorized by law (based on
grounds other than an individual’s status as a minor), or
by an instrument recognized under law, to act as an agent,

attorney, proxy, or other legal representative of a individ-

O 0 3 O WD =

ual, may, to the extent so authorized, exereise and dis-

ey
o

charge the rights of the individual under this Act.

oy
Yot

(b) HeALTH CARE POWER OF ATTORNEY.—A person

ot
[\

who is authorized by law (based on grounds other than

—
w

being a minor), or by an instrument recognized under law,

fo—
I

to make decisions about the provision of health care to

—
W

an individual who is incapacitated, may exercise and dis-

—
(@)

charge the rights of the individual under this Act to the

ey
-~

extent necessary to effectuate the terms or purposes of

[w—
co

the grant of authority.

—_
\O

(¢) No CourT DECLARATION.—If a physician or

N
o

other health care provider determines that an individual,

N
—

who has not been declared to be legally incompetent, suf-

[\
[\»]

fers from a medical econdition that prevents the individual

N
w

from acting knowingly or effectively on the individual’s

)
=

own behalf, the right of the individual to authorize diseclo-
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1 sure under this Act may be exercised and discharged in

2 the best interest of the individual by—

3 (1) a person described in subsection (b) with re-

4 spect to the individual;

5 (2) a person described in subsection (a) with re-

6 spect to the individual, but only if a person de-

7 seribed in paragraph (1) cannot be contacted after

8 a reasonable effort;

9 (3) the next of kin of the individual, but only
10 if a person described in paragraph (1) or (2) cannot
11 be contacted after a reasonable effort; or
12 (4) the health care provider, but only if a per-
13 son described in paragraph (1), (2), or (3) cannot be
14 contacted after a reasonable cffort.

15 (d) RigHTS OF MINORS.—

16 (1) INDIVIDUALS WHO ARE 18 OR LEGALLY CA-
17 PABLE.—In the case of an individual—

18 (A) who is 18 years of age or older, all
19 rights of the individual under this Act shall be
20 exercised by the individual; or

21 (B) who, acting alone, can obtain a type of
22 health care without violating any applicable law,
23 and who has sought such care, the individual
24 shall exercise all rights of an individual under
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1 this Act with respect to protected health infor-

2 mation relating to such health care.

3 (2) INDIVIDUALS UNDER 18.—RHExcept as pro-
4 vided in paragraph (1)(B), in the case of an individ-

5 ual who is—

6 (A) under 14 years of age, all of the indi-

7 vidual’s rights under this Act shall be exercised

8 through the parent or legal guardian; or

9 (B) 14 through 17 years of age, the rights
10 of inspection and supplementation, and the
11 right to authorize use and disclosure of pro-
12 tected health information of the individual shall
13 be exercised by the individual, or by the parent
14 or legal guardian of the individual.

15 (e) DECEASED INDIVIDUALS.— .
16 (1) APPLICATION OF ACT.—The provisions of
17 this Act shall continue to apply to protected health
18 information concerning a deceased individual.

19 (2) EXERCISE OF RIGHTS ON BEHALF OF A DE-
20 CEASED INDIVIDUAL.—A person who is authorized
21 by law or by an instrument recognized under law, to
22 act as an executor of the estate of a deceased indi-
23 vidual, or otherwise to exercise the rights of the de-
24 ceased individual, may, to the extent so authorized,
25 exercise and discharge the rights of such deceased
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1 individual under this Act. If no such designee has
2 been authorized, the rights of the deceased individ-
3 nal may be exercised as provided for in subsection
4 (¢).

5 (3) IDENTIFICATION OF DECEASED INDIVID-
6 UAL.—A person deseribed in section 209(a) may dis-
7 close protected health information if such disclosure
8 is necessary to assist in the identification of a de-
9 ceased individual.
10 SEC. 213. PROHIBITION AGAINST RETALIATION.
11 A health care provider, health researcher, health
12 plan, health oversight agency, employer, health or life in-

—
w

surer, school or university, person acting as an agent of

—t
=

any such person, or person who receives protected health

-
(3

information under section 204 may not adversely affect

[u—
[€))

another person, direetly or indirectly, because such person

-
~

has exercised a right under this Act, disclosed information

[
c0o

relating to a possible violation of this Act, or associated

ot
o)

with, or assisted, a person in the exercise of a right under

[\
(=]

this Act.
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1 TITLE INI—OFFICE OF HEALTH
2 INFORMATION PRIVACY OF
3 THE DEPARTMENT OF
4 HEALTH AND HUMAN SERV-
5 ICES
6 Subtitle A—Designation
7 SEC. 301. DESIGNATION.
8 (a) IN GENERAL.—The Secretary shall designate an
9 office within the Department of Health and Human Serv-
10 ices to be known as the Office of Health Information Pri-
11 wvacy. The Office shall be headed by a Director, who shall
12 be appointed by the Secretary.

13 (b) DuTiEs.—The Director of the Office of Health
14 Information Privacy shall—

15 (1) receive and investigate complaints of alleged
16 violations of this Act;

17 (2) provide for the eonduct of audits where ap-
18 propriate;

19 (3) provide guidance to the Secretary in the im-
20 plementation of this Act;

21 (4) prepare and submit the report deseribed in
22 subsection (c);

23 (5) consult with, and provide recommendation
24 to, the Secretary concerning improvements in the
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privacy and security of protected health information

and concerning medical privacy research needs; and

(6) carry out any other activities determined
appropriate by the Secretary.

(¢) REPORT ON CoOMPLIANCE,—Not later than Janu-

ary 1 of the first calendar year beginning more than 1

year after the establishment of the Office under subsection

(a), and every January 1 thereafter, the Director of the

O 0 1 N U Bl WD =

Office of Health Information Privacy shall prepare and

—t
(=]

submit to Congress a report concerning the number of

fu—
ju—

complaints of alleged violations of this Act that are re-

ot
[\

ceived during the year for which the report is being pre-

—
w

pared. Such report shall describe the complaints and any

—
I

remedial action taken concerning such complaints.

Subtitle B—Enforcement
CHAPTER 1—CRIMINAL PROVISIONS

_ =
N N

SEC. 311. WRONGFUL DISCLOSURE OF PROTECTED

fa—
[oe]

HEALTH INFORMATION.

—
O

(a) In GENERAL.—Part I of title 18, United States

[\
o

Code, is amended by adding at the end the following:
“CHAPTER 124—WRONGFUL DISCLOSURE
OF PROTECTED HEALTH INFORMATION

“See.
“2801. Wrongful disclosure of proteeted health information.

S
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1 “§2801. Wrongful disclosure of protected health in-

2 formation

3 “(a) OFFENSE.—The penalties described in sub-
4 gection (b) shall apply to a person that knowingly and
5 intentionally—

6 “(1) obtains or attempts to obtain protected
7 health information relating to an individual in viola-
8 tion of title IT of the Medical Information Privacy
9 and Security Aect; or

10 “(2) discloses or attempts to disclose protected
11 health information to another person in violation of
12 title IT of the Medical Information Privacy and Se-
13 curity Act.

14 “(b) PENALTIES.—A person described in subseetion
15 (a) shall—

16 “(1) be fined not more than $50,000, impris-
17 oned not more than 1 year, or both;

18 “(2) if the offense is committed under false pre-
19 tenses, be fined not more than $250,000, imprisoned
20 not more than 5 years, or any combination of such
21 penalties; or
22 ““(3) if the offense is committed with the intent
23 to sell, transfer, or use protected health information
24 for commercial advantage, personal gain, or mali-
25 cious harm, be fined not more than $500,000, im-
26 prisoned not more than 10 years, excluded from par-
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ticipation in any Federally funded health eare pro-

grams, or any combination of such penalties.
“(c) SUBSEQUENT OFFENSES.—In the case of a per-

son described in subsection (a), the maximum penalties

1
2
3
4
5 described in subsection (b) shall be doubled for every sub-
6 sequent conviction for an offense arising out of a violation
7 or violations related to a set of circumstances that are dif-
8 ferent from those involved in the previous violation or set
9 of related violations deseribed in such subsection (a).”.
10 (b) CLERICAL AMENDMENT.—The table of chapters
11 for part I of title 18, United States Code, is amended by
12 inserting after the item relating to chapter 123 the follow-

13 ing new item:

“124. Wrongful disclosure of protected health information ..................... 2801,
14 SEC. 312. DEBARMENT FOR CRIMES.
15 (a) PurroSE.—The purpose of this section is to pro-
16 mote the prevention and deterrence of instances of inten-
17 tional criminal actions which violate criminal laws which
18 are designed to protect the privacy of protected health in-
19 formation in a manner consistent with this Act.
20 (b) DEBARMENT.—Not later than 270 days after the
21 date of enactment of this Act, the Attorney General, in
22 consultation with the Secretary, shall promulgate regula-
23 tions and establish procedures to permit the debarment
24 of health care providers, health researchers, health or life

25 insurers, employers, or schools or universities from receiv-
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ing benefits under any Federal health programs or other
Federal procurement program if the managers or officers
of such persons are found guilty of violating section 2801
of title 18, United States Code, have civil penalties im-
posed against such officers or managers under section 321
in connection with the illegal disclosure of protected health
information, or are found guilty of making a false state-

ment or obstructing justice related to attempting to con-

O 0 1 N Lt B W =

ceal or concealing such illegal disclosure. Such regulations

-
o

shall take into account the need for continuity of medical

[a—y
(=Y

care and may provide for a delay of any debarment im-

ja—y
[\

posed under this section to take into account the medical

[y
(98]

needs of patients.

—
A

(¢) ConsuLTATION.—Before publishing a proposed

—
h

rule to implement subsection (b), the Attorney General

-
N

shall consult with State law enforcement officials, health

—
~d

care providers, patient privacy rights’ advocates, and other

—
0

appropriate persons, to gain additional information re-

—
o)

garding the debarment of entities under subsection (b)

[\
o

and the best methods to ensure the continuity of medical

[\"]
o

care.

3]
[\

(d) REPORT.—The Attorney General shall annually

prepare and submit to the Committee on the Judiciary of

R B

the House of Representatives and the Committee on the

[\
W

Judiciary of the Senate a report concerning the activities
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and debarment actions taken by the Attorney General
under this section.

(e) ASSISTANCE To PREVENT CRIMINAL VIOLA-
TIONS.—The Attorney General, in cooperation with any
other appropriate individual, organization, or agency, may
provide advice, training, technical assistance, and guid-
ance regarding ways to reduce the incidence of improper

disclosure of protected health information.

O 00 3 v Ut kW =

(f) RELATIONSHIP TO OTHER AUTHORITIES.—A de-
10 barment imposed under this section shall not reduce or
11 diminish the authority of a Federal, State, or local govern-
12 mental agency or court to penalize, imprison, fine, sus-
13 pend, debar, or take other adverse action against a person,
14 in a civil, eriminal, or administrative proceeding.

15 CHAPTER 2—CIVIL SANCTIONS

16 SEC. 321. CIVIL PENALTY.

17 (a) VIOLATION.—A health care provider, health re-
18 searcher, health plan, health oversight agency, public
19 health agency, law enforcement agency, employer, health
20 or life insurer, school, or university, or a person acting
21 as the agent of any such person, who the Secretary, in
22 consultation with the Attorney General, determines has
23 substantially and materially failed to comply with this Act
24 shall be subject, in addition to any other penalties that
25 may be prescribed by law—
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1 (1) in a case in which the violation relates to
2 title I, to a civil penalty of not more than $500 for
3 each such violation, but not to exceed $5000 in the
4 aggregate for multiple violations;

5 (2) in a case in which the violation relates to
6 title II, to a civil penalty of not more than $10,000
7 for each such violation, but not to execeed $50,000
8 in the aggregate for multiple violations; or

9 (3) in a case in which the Secretary finds that
10 such violations have occurred with such frequency as
11 to constitute a general business practice, to a civil
12 penalty of not more than $100,000.

13 (b) PROCEDURES FOR IMPOSITION OF PENALTIES.—
14 Section 1128A. of the Social Security Act (42 U.S.C.
15 1320a-7a), other than subsections (a) and (b) and the
16 second sentence of subsection (f) of that section, shall
17 apply to the imposition of a civil, monetary, or exclusion-
18 ary penalty under this section in the same manner as such
19 provisions apply with respect to the imposition of a penalty
20 under section 1128A of such Act.
21 SEC. 322. PROCEDURES FOR IMPOSITION OF PENALTIES.
22 (a) INITIATION OF PROCEEDINGS.—
23 (1) In GENERAL.—The Secretary, in consulta-
24 tion with the Attorney General, may initiate a pro-
25 ceeding to determine whether to impose a ecivil
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1 money penalty under section 321. The Secretary
2 may not initiate an action under this section with re-
3 spect to any violation deseribed in section 321 after
4 the expiration of the 6-year period beginning on the
5 date on which such violation was alleged to have oc-
6 curred. The Secretary may initiate an action under
7 this section by serving notice of the action in any
8 manner authorized by Rule 4 of the Federal Rules
9 of Civil Procedure.
10 (2) NOTICE AND OPPORTUNITY FOR HEAR-
11 ING.—The Secretary shall not make a determination
12 adverse to any person under paragraph (1) until the
13 person has been given written notice and an oppor-
14 tunity for the determination to be made on the
15 record after a hearing at which the person is entitled
16 to be represented by counsel, to present witnesses,
17 and to cross-examine witnesses against the person.
18 (3) EsTOPPEL.—In a proceeding under para-
19 graph (1) that—
20 (A) is against a person who has been con-
21 victed (whether upon a verdict after trial or
22 upon a plea of guilty or nolo contendere) of a
23 crime under section 2801 of title 18, United
24 States Code; and
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1 (B) involves the same conduct as in the
2 eriminal action;
3 the person is estopped from denying the essential
4 elements of the eriminal offense.
5 (4) SANCTIONS FOR FAILURE TO COMPLY.—
6 The official conducting a hearing under this section
7 may sanction a person, including any party or attor-
8 ney, for failing to comply with an order or proce-
9 dure, failing to defend an action, or other mis-
10 conduct as would interfere with the speedy, orderly,
11 or fair conduct of the hearing. Such sanction shall
12 reasonably relate to the severity and nature of the
13 failure or misconduct. Such sanction may include—
14 (A) in the case of refusal to provide or per-
15 mit discovery, drawing negative factual infer-
16 ences or treating such refusal as an admission
17 by deeming the matter, or certain facts, to be
18 established;
19 (B) prohibiting a party from introducing
20 certain evidence or otherwise supporting a par-
21 ticular claim or defense;
22 (C) striking pleadings, in whole or in part;
23 (D) staying the proceedings;
24 (1) dismissal of the action;
25 (F') entering a default judgment;
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1 (&) ordering the party or attorney to pay
2 attorneys’ fees and other costs caused by the
3 failure or miseonduct; and
4 (H) refusing to consider any motion or
5 other action which is not filed in a timely man-
6 ner.
7 (b) ScorE oF PeNALTY.—In determining the
8 amount or scope of any penalty imposed pursuant to sec-
9 tion 321, the Secretary shall take into account—
10 (1) the nature of claims and the eircamstances
11 under which they were presented;
12 (2) the degree of culpability, history of prior of-
13 fenses, and financial condition of the person against
14 whom the claim is brought; and
15 (3) such other matters as justice may require.
16 (¢) REVIEW OF DETERMINATION .—
17 (1) IN GENERAL.—Any person adversely af-
18 fected by a determination of the Secretary under
19 this section may obtain a review of such determina-
20 tion in the United States Court of Appeals for the
21 circuit in which the person resides, or in which the
22 claim was presented, by filing in such court (swithin
23 60 days following the date the person is notified of
24 the determination of the Secretary a written petition
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1 requesting that the determination be modified or set
2 aside.
3 (2) FILING OF RECORD.—A copy of the petition
4 filed under paragraph (1) shall be forthwith trans-
5 mitted by the clerk of the court to the Secretary,
6 and thereupon the Secretary shall file in the Court
7 the record in the proceeding as provided in section
8 2112 of title 28, United States Code. Upon such fil-
9 ing, the court shall have jurisdiction of the proceed-
10 ing and of the question determined therein, and
11 shall have the power to make and enter upon the
12 pleadings, testimony, and proceedings set forth in
13 such record a decree affirming, modifying, remand-
14 ing for further consideration, or setting aside, in
15 whole or in part, the determination of the Secretary
16 and enforcing the same to the extent that such order
17 is affirmed or modified.
18 (3) CONSIDERATION OF OBJECTIONS.—No ob-
19 Jjection that has not been raised before the Secretary
20 with respect to a determination deseribed in para-
21 graph (1) shall be considered by the court, unless
22 the failure or neglect to raise such objection shall be
23 excused because of extraordinary circumstances.
24 (4) FINDINGS.—The findings of the Secretary
25 with respect to questions of fact in an action under
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1 this subsection, if supported by substantial evidence
2 on the record considered as a whole, shall be conclu-
3 sive. If any party shall apply to the court for leave
4 to adduce additional evidence and shall show to the
5 satisfaction of the court that such additional evi-
6 dence is material and that there were reasonable
7 grounds for the failure to adduce such evidence in
8 the hearing before the Secretary, the court may
9 order such additional evidence to be taken before the
10 Secretary and to be made a part of the record. The
11 Secretary may modify findings as to the faects, or
12 make new findings, by reason of additional evidence
13 so taken and filed, and shall file with the court such
14 modified or new findings, and such findings with re-
15 spect to questions of fact, if supported by substan-
16 tial evidence on the record considered as a whole,
17 and the recommendations of the Secretary, if any,
18 for the modification or setting aside of the original
19 order, shall be conclusive.
20 (5) EXCLUSIVE JURISDICTION.—Upon the filing
21 of the record with the court under paragraph (2),
22 the jurisdiction of the court shall be exclusive and its
23 judgment and decree shall be final, except that the
24 same shall be subject to review by the Supreme
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1 Court of the United States, as provided for in see-
2 tion 1254 of title 28, United States Code.

3 (d) RECOVERY OF PENALTIES.—

4 (1) In GENERAL.—Civil money penalties im-
5 posed under this chapter may be compromised by
6 the Secretary and may be recovered in a civil action
7 in the name of the United States brought in United
8 States district court for the district where the claim
9 was presented, or where the claimant resides, as de-
10 termined by the Seeretary. Amounts recovered under
11 this section shall be paid to the Secretary and depos-
12 ited as miscellaneous reeceipts of the Treasury of the
13 United States.

14 (2) DEDUCTION FROM AMOUNTS OWING.—The
15 amount of any penalty, when finally determined
16 under this section, or the amount agreed upon in
17 compromise under paragraph (1), may be deducted
18 from any sum then or later owing by the United
19 States or a State to the person against whom the
20 penalty has been assessed.
21 (e) DETERMINATION FINAL.—A determination by

22 the Seeretary to impose a penalty under section 321 shall
23 be final upon the expiration of the 60-day period referred
24 to in subsection (e)(1). Matters that were raised or that

25 could have been raised in a hearing before the Secretary
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1 or in an appeal pursuant to subsection (¢) may not be
2 raised as a defense to a civil action by the United States

3 to eollect a penalty under section 321.

4 (f) SUBPOENA AUTHORITY.—

5 (1) In GENERAL.—For the purpose of any

6 hearing, investigation, or other proceeding author-
7 ized or directed under this section, or relative to any

8 other matter within the jurisdiction of the Secretary

9 hereunder, the Secretary shall have the power to
10 issue subpoenas requiring the attendance and testi-
11 mony of witnesses and the production of any evi-
12 dence that relates to any matter under investigation
13 or in question. Such attendance of witnesses and
14 production of evidence at the designated place of
15 such hearing, investigation, or other proceeding may
16 be required from any place in the United States or
17 in any Territory or possession thereof.

18 (2) SERVICE.—Subpoenas of the Secretary
19 under paragraph (1) shall be served by anyone au-
20 thorized by the Secretary by delivering a copy there-
21 of to the individual named therein.
22 (3) PROOF OF SERVICE.—A verified return by
23 the individual serving the subpoena under this sub-
24 section setting forth the manner of service shall be
25 proof of service.
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1 (4) FEES.—Witnesses subpoenaed under this
2 subsection shall be paid the same fees and mileage
3 as are paid witnesses in the distriet court of the
4 United States.

5 (5) REFUSAL T0 OBEY.—In case of contumacy
6 by, or refusal to obey a subpoena duly served upon,
7 any person, any distriet court of the United States
8 for the judicial district in which such person charged
9 with contumacy or refusal to obey is found or re-
10 sides or transaects business, upon application by the
11 Secretary, shall have jurisdiction to issue an order
12 requiring such person to appear and give testimony,
13 or to appear and produce evidence, or both. Any fail-
14 ure to obey such order of the court may be punished
15 by the court as contempt thereof.
16 (g) INJUNCTIVE RELIEF.—Whenever the Secretary
17 has reason to believe that any person has engaged, is en-

—_
o0

gaging, or is about to engage in any activity which makes

—
O

the person subject to a civil monetary penalty under sec-

[\
e)

tion 321, the Secretary may bring an action in an appro-

[ ]
p—

priate distriet court of the United States (or, if applicable,

N
(W]

a United States court of any territory) to enjoin such ac-

N
(W3]

tivity, or to enjoin the person from concealing, removing,

)
B

encumbering, or disposing of assets which may be required
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[y

in order to pay a civil monetary penalty if any such pen-

alty were to be imposed or to seek other appropriate relief.
(h) AGENCY.—A principal is jointly and severally lia-

ble with the principal’s agent for penalties under section

321 for the actions of the principal’s agent acting within

the scope of the agency.

SEC. 323. CIVIL ACTION BY INDIVIDUALS.

(a) IN GENERAL.—Any individual whose rights under

O 0 NN N R W

this Act have been knowingly or negligently violated may

et
[«]

bring a civil action to recover—

[SY
[a—y

(1) such preliminary and equitable relief as the

—
[ (]

court determines to be appropriate; and

—t
(98]

(2) the greater of compensatory damages or lig-
uidated damages of $5,000.

_—
[T BN

(b) PUNITIVE DAMAGES.—In any action brought

ju—y
(o)

under this section in which the individual has prevailed

p—t
~J

because of a knowing violation of a provision of this Act,

jo
[e]

the court may, in addition to any relief awarded under

—
O

subsection (a), award such punitive damages as may be

]
<o

warranted.

[\
—

(e¢) ATTORNEY’S FEES.—In the case of a civil action

N
[\

brought under subsection (a) in which the individual has

N
w

substantially prevailed, the court may assess against the

o
N

respondent a reasonable attorney’s fee and other litigation

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 77 2002



78
costs and expenses (including expert fees) reasonably in-
curred.

(d) Limrration.—No action may be commenced
under this section more than 3 years after the date on
which the violation was or should reasonably have been
discovered.

(e) AGENCY.—A principal is jointly and severally lia-

ble with the principal’s agent for damages under this sec-

O 0 1y o BRWwW N

tion for the actions of the principal’s agent acting within

—
<o

the scope of the agency.

oy
p—

(f) AppiTioNAL REMEDIES.—The equitable relief or

oy
%]

damages that may be available under this section shall be

—
W

in additional to any other lawful remedy or award avail-
able.
TITLE IV—MISCELLANEOUS

SEC. 401. RELATIONSHIP TO OTHER LAWS.

—_ = e
NN L P

(a) FEDERAL AND STATE LawS.—Nothing in this

—
oo

Act shall be construed as preempting, superseding, or re-

—
O

pealing, explicitly or implicitly, other Federal or State laws

]
<o

or regulations relating to protected health information or

[\
—

relating to an individual’s access to protected health infor-

3]
\*]

mation or health care serviees, if such laws or regulations

o]
W

provide protections for the rights of individuals to the pri-

)
N

vacy of, and access to, their health information that are

N
n

greater than those provided for in this Act.
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(b) PRIVILEGES.—Nothing in this Act shall be con-

—

strued to preempt or modify any provisions of State statu-
tory or common law to the extent that such law concerns
a privilege of a witness or person in a court of that State.
This Act shall not be construed to supersede or modify
any provision of Federal statutory or common law to the
extent such law concerns a privilege of a witness or person

in a court of the United States. Authorizations pursuant

O o0 N o e kW

to section 202 shall not be construed as a waiver of any

-
]

such privilege.

it
[a—y

(¢) CERTAIN DuTiES UNDER Law.—Nothing in this

P—
o

Act shall be construed to preempt, supersede, or modify

13 the operation of any State law that—

14 (1) provides for the reporting of vital statistics
15 such as birth or death information;

16 (2) requires the reporting of abuse or neglect
17 information about any individual;

18 (3) regulates the disclosure or reporting of in-
19 formation concerning an individual’s mental health;
20 or

21 (4) governs a minor’s rights to access protected
22 health information or health eare services.

23 (d) FEDERAL PRIVACY ACT.—
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(1) MEDICAL EXEMPTIONS.—Section 552a of

[

title 5, United States Code, is amended by adding

at the end the following:

“(w) CERTAIN PROTECTED HEALTH INFORMA-
TION.—The head of an agency that is a health care pro-
vider, health plan, health oversight agency, employer, in-
surer, health or life insurer, school or university, or person
who receives protected health information under section

204 of the Medical Information Privacy and Security Act

O 0 N N L B W

ot
o

shall promulgate rules, in accordance with the require-

ot
J—t

ments (including gencral notice) of subsections (b)(1),

(b)(2), (b)(3), (e), (&) of section 553 of this title, to ex-

b e
W N

empt a system of records within the agency, to the extent

—
NS

that the system of records contains protected health infor-

—
9

mation (as defined in section 4 of such Aect), from all pro-

—_
[«

visions of this section except subsections (b)(6), (d),
(e)(1), (e)(2), subparagraphs (A) through (C) and (E)
through (I) of subsection (e)(4), and subsections (e)(5),
(e)(6), (e)(9), (e)(12), (D), (m), (0), (p), (r), and (w).”.

(2) TECHNICAL AMENDMENT.—Section

[N R S R T e
—-— O O o0 N

552a(f)(3) of title 5, United States Code, is amend-

N
[\S]

ed by striking ‘“‘pertaining to him,” and all that fol-

[\
w

lows through the semicolon and inserting ‘“pertain-

&)
=

ing to the individual.”
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(e) CoNSTITUTION.—Nothing in this Act shall be
construed to alter, diminish, or otherwise weaken existing
legal standards under the Constitution regarding the con-
fidentiality of protected health information.
SEC. 402. EFFECTIVE DATE.

(a) BEFFECTIVE DATE.—Unless specifically provided
for otherwise, this Act shall take effeet on the date that

is 12 months after the date of the promulgation of the

O 0 3 A O b W N

regulations recquired under subsection (b), or 30 months

—
O

after the date of enactment of this Act, whichever is ear-

lier.

Pt e
[\ Y

(b) REGULATIONS.—Not later than 12 months after

—t
(93]

the date of enactment of this Act, or as specifically pro-

i
N

vided for otherwise, the Secretary shall promulgate regula-

ot
W

tions implementing this Act.

O
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106TH CONGRESS
529 H, R. 2086

To authorize funding for networking and information technology research
and development for fiscal years 2000 through 2004, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

JUNE 9, 1999

Mr. SENSENBRENNER (for himself, Mr. BRowN of California, Mr. Davis of
Virginia, Mrs. MorELLA, Mr. Ewing, Mr. Cook, Mr. BRADY of Texas,
Mr. EHLERS, Mr. ErHERIDGE, Mr. WELDON of Florida, Mr.
KUYKENDALL, Ms. STaBENOoW, Mr. Lucas of Oklahoma, Mr. SyiTH of
Michigan, Mr. DOYLE, Mr. ROHRABACHER, Ms. EpDIE BERNICE JOHN-
soN of Texas, Ms. JACKSON-LEE of Texas, Mr. Carvaxo, Mr. BarT-
LETT of Maryland, Mr. UpaLL of Colorado, Ms. WooLSEY, Mr. CaL-
VERT, Mr. GUTKNECHT, Ms. LOFGREN, and Mr. GORDOXN) introduced the
following bill; which was referred to the Committee on Science, and in
addition to the Committee on the Ways and Means, for a period to be
subsequently determined by the Speaker, in each case for consideration
of such provisions as fall within the jurisdiction of the committee con-
cerned

A BILL

To authorize funding for networking and information tech-
nology research and development for fiscal years 2000
through 2004, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the United States of America in Congress assembled,
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SECTION 1. SHORT TITLE.
This Act may be cited as the ‘“Networking and Infor-
mation Technology Research and Development Act”.

SEC. 2. FINDINGS.

1

2

3

4

5 The Congress makes the following findings:
6 (1) Information technology will continue to
7 change the way Americans live, learn, and work. The
8 information revolution will improve the workplace
9

and the quality and accessibility of health care and

10 education and make government more responsible
11 and accessible.

12 (2) Information technology is an imperative en-
13 abling technology that contributes to scientific dis-
14 ciplines. Major advances in biomedical research, pub-
15 lic safety, enginecring, and other critical areas de-
16 pend on further advances in computing and commu-
17 nications.

18 (3) The United States is the undisputed global
19 leader in information technology.

20 (4) Information technology is recognized as a
21 catalyst for economic growth and prosperity.

22 (5) Information techmology represents one of
23 the fastest growing sectors of the United States
24 economy, with electronic commerce alone projected
25 to become a trillion-dollar business by 2005.
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1 (6) Businesses producing computers, semi-
2 conductors, software, and communications equip-
3 ment aceount for one-third of the total growth in the
4 United States economy since 1992,
5 (7) According to the United States Census Bu-
6 reau, between 1993 and 1997, the information tech-
7 nology sector grew an average of 12.3 percent per
8 year.
9 (8) Fundamental research in information tech-
10 nology has enabled the information revolution.
11 (9) Fundamental research in information tech-
12 nology has contributed to the creation of new indus-
13 tries and new, high-paying jobs.
14 (10) Scientific and engineering research and the
15 availability of a skilled workforce are eritical to con-
16 tinued economic growth driven by information tech-
17 nology.
18 (11) In 1997, private industry provided most of
19 the funding for research and development in the in-
20 formation technology sector. The information tech-
21 nology sector now receives, in absolute terms, one-
22 third of all corporate spending on rescarch and de-
23 velopment in the United States economy.
24 (12) The private sector tends to focus its
25 spending on short-term, applied research.
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1 (13) The Federal Government is uniquely posi-

2 tioned to support long-term fundamental research.

3 (14) Federal applied research in information

4 technology has grown at almost twice the rate of

5 Federal basic research since 1986.

6 (15) Federal science and engineering programs

7 must increase their emphasis on long-term, high-risk

8 research.

9 (16) Current Federal programs and support for
10 fundamental research in information technology is
11 inadequate if we are to maintain the Nation’s global
12 leadership in information technology.

13 SEC. 3. AUTHORIZATION OF APPROPRIATIONS.

14 (a) NATIONAL SCIENCE FoOUNDATION.—Section
15 201(b) of the High-Performance Computing Act of 1991
16 (15 U.8.C. 5521(b)) is amended—

17 (1) by striking “From sums otherwise author-
18 ized to be appropriated, there” and inserting
19 “There’’;

20 (2) by striking “1995; and” and inserting
21 1995;”; and

22 (3) by striking the period at the end and insert-
23 ing ¢ $445,000,000 for fiscal year 2000;
24 $468,500,000 for fiscal year 2001; $493,200,000 for
25 fiscal year 2002; $544,100,000 for fiseal year 2003;
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and $571,300,000 for fiscal year 2004. Amounts au-
thorized under this subsection shall be the total
amounts authorized to the National Science Founda-

tion for a fiscal year for the Program, and shall not

1
2
3
4
5 be in addition to amounts previously authorized by
6 law for the purposes of the Program.”.

7 (b) NATIONAL AERONAUTICS AND SPACE ADMINIS-
8 TRATION.—Section 202(b) of the High-Performance Com-
9

puting Act of 1991 (15 U.S.C. 5522(b)) is amended—

10 (1) by striking “From sums otherwise author-
11 ized to be appropriated, there” and inserting
12 “There’;

13 (2) by striking “1995; and” and inserting
14 “1995;”; and

15 (3) by striking the period at the end and insert-
16 ing ¢ $164,400,000 for fiscal year 2000;

17 $201,000,000 for fiseal year 2001; $208,000,000 for
18 fiseal year 2002; $224,000,000 for fiscal year 2003;
19 and $231,000,000 for fiscal year 2004.”.

20 (¢c) DEPARTMENT OF ENERGY.—Section 203(e)(1) of
21 the High-Performance Computing Act of 1991 (15 U.S.C.
22 5523(e)(1)) is amended—

23 (1) by striking “1995; and” and inserting
24 “1995;”; and
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1 (2) by striking the period at the end and insert-
2 ing “ $100,600,000 for fiscal year 2000;
3 $103,500,000 for fiscal year 2001; $107,000,000 for
4 fiscal year 2002; $125,700,000 for fiscal year 2003;
5 and $129,400,000 for fiseal year 2004.”.

6 (d) NATIONAL INSTITUTE OF STANDARDS AND
7 TecHNOLOGY.~(1) Section 204(d)(1) of the Iigh-Per-
8 formance Computing Act of 1991 (15 U.S.C. 5524(d)(1))
9 is amended—

10 (A) by striking “1995; and” and inserting
11 “1995;”; and
12 (B) by striking “1996; and” and inserting
13 “1996; $9,000,000 for fiscal year 2000; $9,500,000

14 for fiscal year 2001; $10,500,000 for fiscal year
15 2002; $16,000,000 for fiscal year 2003; and
16 $17,000,000 for fiscal year 2004; and”.

17 (2) Section 204(d) of the High-Performance Com-
18 puting Act of 1991 (15 U.S.C. 5524(d)) is amended by
19 striking “From sums otherwise authorized to be appro-
20 priated, there” and inserting ‘“There’.

21 (e) NATIONAL OCEANIC AND ATMOSPHERIC ADMIN-
22 ISTRATION.—Scetion 204(d)(2) of the High-Performance
23 Computing Act of 1991 (15 U.S.C. 5524(d)(2)) is
24 amended—
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1 (1) by striking “1995; and” and inserting
2 “1995;”; and
3 (2) by striking the period at the end and insert-
4 ing ¢ $13,500,000 for fiscal year 2000,
5 $13,900,000 for fiscal year 2001; $14,300,000 for
6 fiscal year 2002; $14,800,000 for fiscal year 2003;
7 and $15,200,000 for fiscal year 2004.”.
8 (f) ENVIRONMENTAL PROTECTION AGENCY.—Sec-
9 tion 205(b) of the High-Performance Computing Act of
10 1991 (15 U.8.C. 5525(b)) is amended—

11 (1) by striking “From sums otherwise author-
12 ized to be appropriated, there” and inserting
13 “There”;

14 (2) by striking “1995; and” and inserting
15 “1995;”; and

16 (3) by striking the period at the end and insert-

17 ing *; $4,200,000 for fiscal year 2000; $4,300,000
18 for fiscal year 2001; $4,500,000 for fiseal year
19 2002; $4,600,000 for fiscal year 2003; and
20 $4,700,000 for fiseal year 2004.”.

21 SEC. 4. NETWORKING AND INFORMATION TECHNOLOGY

22 RESEARCH AND DEVELOPMENT.
23 (a) NATIONAL SCIENCE FOUNDATION.—Section 201

24 of the High-Performance Computing Act of 1991 (15
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U.8.C. 5521) is amended by adding at the end the fol-

lowing new subsections:

“(¢) NETWORKING AND INFORMATION TECHNOLOGY
RESEARCH AND DEVELOPMENT.—(1) Of the amounts au-
thorized under subsection (b), $316,000,000 for fiscal
year 2000; $333,000,000 for fiscal year 2001;
$352,000,000 for fiscal year 2002; $390,000,000 for fis-
cal year 2003; and $415,000,000 for fiscal year 2004 shall

O 00 N N U B W N

be available for grants for long-term basic research on net-

—_
[}

working and information technology, with priority given

[e—
[u—y

to research that helps address issues related to high end

—
[\~

computing and software and network stability, fragility,

i
(O8]

reliability, security (including privacy), and scalability.
“(2) In each of the fiscal years 2000 and 2001, the

[y
NS

National Seience Foundation shall award under this sub-

— =
N

section up to 20 large grants of up to $1,000,000 each,
and in each of the fiscal years 2002, 2003, and 2004, the

—
~1

National Science Foundation shall award under this sub-

—_
\© o0

section up to 30 large grants of up to $1,000,000 each.

[\
[

“(3)(A) Of the amounts described in paragraph (1),
$40,000,000 for fiscal year 2000; $40,000,000 for fiscal
year 2001; $45,000,000 for fiscal year 2002; $45,000,000
for fiscal year 2003; and $50,000,000 for fiseal year 2004
shall be available for grants of up to $5,000,000 each for

NN DN
wn W N

Information Technology Research Centers.
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“(B) For purposes of this paragraph, the term ‘Infor-
mation Technology Research Centers’ means groups of 6
or more researchers collaborating across scientific and en-

gineering disciplines on large-scale long-term research

1
2
3
4
5 projects which will significantly advance the science sup-
6 porting the development of information technology or the
7 use of information technology in addressing scientific
8 issues of national importanece.

9 “(d) MaJOoR RESEARCH EQuIPMENT.—(1) In addi-
10 tion to the amounts authorized under subsection (b), there
11 are authorized to be appropriated to the National Science
12 Foundation $70,000,000 for fiscal year 2000,
13 $70,000,000 for fisecal year 2001, $80,000,000 for fiscal
14 year 2002, $80,000,000 for fisecal year 2003, and
15 $85,000,000 for fiseal year 2004 for grants for the devel-
16 opment of major research equipment. to establish terascale
17 computing capabilities at 1 or more sites and to promote
18 diverse computing architectures.

19 “(2) Grants awarded under this subsection shall be
20 awarded through an open, peer-reviewed competition.

21 “(3) As a condition of reeeiving a grant under this

22 subsection, an awardee must agree—

23 “(A) to connect to the National Science Foun-
24 dation’s Partnership for Advanced Computational
25 Infrastructure network;
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“(B) to the maximum extent practicable, to co-

—

ordinate with other federally funded large-scale com-
puting and simulation efforts; and
“(C) to provide open access to all grant reeipi-

ents under this subsection or subsection (c).

“(e) INFORMATION TECHNOLOGY INTERNSHIP
GRANTS.—(1) Of the amounts described in subsection
(e)(1), $10,000,000 for fiscal year 2000, $15,000,000 for
fiscal year 2001, $20,000,000 for fiscal year 2002,
$25,000,000 for fiscal year 2003, and $25,000,000 for fis-

O 00 1 & W B W

p—
=]

11 cal year 2004 shall be available for institutions of higher
12 education to establish scientific internship programs in in-
13 formation technology research at private sector companies.
14 Grants under this subsection shall be made on the condi-
15 tion that at least an equal amount of funding for the in-
16 ternship shall be provided by the private sector company
17 at which the internship will take place.

18 “(2) For purposes of this subsection, the term ‘insti-
19 tution of higher education’ has the meaning given that
20 term in section 1201(a) of the Higher Education Act of
21 1965 (20 U.8.C. 1141(a)).

22 “(f) PEER REviEw.—All grants made under this sec-
23 tion shall be made only after being subject to peer review
24 by panels or groups having private sector representation.”.

25 (b) OTHER PROGRAM AGENCIES.—
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1 (1) NATIONAL AERONAUTICS AND SPACE AD-
2 MINISTRATION.—Section 202(a) of the High-Per-
3 formance Computing Aect of 1991 (15 TU.S.C.
4 5522(a)) is amended by inserting “, and may par-
5 ticipate in or support research described in section
6 201(e)(1)” after “and experimentation”.

7 (2) DEPARTMENT OF ENERGY.—Section 203(a)
8 of the High-Performance Computing Act of 1991
9 (15 U.8.C. 5523(a)) is amended by striking the pe-
10 riod at the end and inserting a comma, and by add-
11 ing after paragraph (4) the following:

12 “and may participate in or support research described in
13 section 201(c)(1).”.

14 (3) NATIONAL INSTITUTE OF STANDARDS AND

15 TECHNOLOGY.—Section 204(a)(1) of the High-Per-
16 formance Computing Act of 1991 (15 U.S.C.
17 5524(a)(1)) is amended by striking “; and” at the

18 end of subparagraph (C) and inserting a comma,
19 and by adding after subparagraph (C) the following:
20 “and may participate In or support research de-
21 seribed in section 201(c¢)(1); and”.

22 (4) NATIONAL OCEANIC AND ATMOSPHERIC AD-
23 MINISTRATION.—Section 204(a)(2) of the High-Per-

24 formance Computing Act of 1991 (15 U.S.C.
25 5524(a)(2)) is amended by inserting “, and may
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1 participate in or support research deseribed in sec-
2 tion 201(c)(1)” after “agency missions”.

3 (b) ENVIRONMENTAL PROTECTION AGENCY.—
4 Section 205(a) of the High-Performance Computing
S Act of 1991 (15 U.8.C. 5525(a)) is amended by in-
6 serting ‘, and may participate in or support re-
7 search deseribed in section 201(e)(1)” after “dynam-
8 ies models”.

9 SEC. 5. NEXT GENERATION INTERNET.

10 Section 103 of the High-Performance Computing Act
11 of 1991 (15 U.S.C. 5513) is amended—

12 (1) by striking subsection (c¢) and redesignating
13 subsection (d) and subsection (c¢); and

14 (2) in subsection (c), as so redesignated by
15 paragraph (1) of this section—

16 (A) in paragraph (1)—

17 (1) by striking “1999 and” and insert-
18 ing “1999,”; and

19 (ii) by inserting “, $15,000,000 for
20 fiscal year 2001, and $15,000,000 for fis-
21 cal year 2002” after “fiscal year 2000’;

22 (B) in paragraph (2), by inserting “, and
23 $25,000,000 for fiscal year 2001 and
24 $25,000,000 for fiscal year 2002 after “Act of
25 19987
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1 (C) in paragraph (4)—
2 (i) by striking “1999 and” and insert-
3 ing “1999,”; and
4 (ii) by inserting “, $10,000,000 for
5 fiscal year 2001, and $10,000,000 for fis-
6 cal year 2002” after “fiseal year 20007,
7 and
8 (D) in paragraph (5)—
9 (1) by striking “1999 and” and insert-
10 ing “1999,”; and
11 (i) by inserting “, $5,500,000 for fis-
12 cal year 2001, and $5,500,000 for fiscal
13 year 20027 after “fiscal year 20007.
14 SEC. 6. REPORTING REQUIREMENTS,
15 Section 101 of the High-Performance Computing Act
16 of 1991 (15 U.S.C. 5511) is amended—
17 (1) in subsection {b)—
18 (A) by redesignating paragraphs (1)
19 through (5) as subparagraphs (A) through (E),
20 respectively;
21 (B) by inserting “(1)” after “ADVISORY
22 COMMITTEE.—’; and
23 (C) by adding at the end the following new
24 paragraph:
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“(2) In addition to the duties outlined in paragraph

(1), the advisory committee shall eonduet periodic evalua-
tions of the funding, management, implementation, and
activities of the Program, the Next Generation Internet
program, and the Networking and Information Tech-
nology Research and Development program, and shall re-
port not less frequently than once every 2 fiscal years to

the Committee on Science of the House of Representatives

O 0 N N i R WY -

and the Committee on Commeree, Secience, and Transpor-
10 tation of the Senate on its findings and recommendations.
11 The first report shall be due within 1 year after the date
12 of the enactment of the Networking and Information

13 Technology Research and Development Act.”’; and

14 (2) in subsection (¢)(1)(A) and (2), by inserting
15 “, including the Next Generation Internet program
16 and the Networking and Information Technology
17 Research and Development program” after “Pro-
18 gram” each place it appears.

19 SEC. 7. EVALUATION OF CAPABILITIES OF FOREIGN
20 ENCRYPTION.

21 (a) STUDY.—The National Science Foundation shall
22 undertake a study comparing the availability of eneryption
23 technologies in foreign countries to the encryption tech-
24 nologies subject to export restrictions in the United

25 States.
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(b) REPORT TO CONGRESS.—Not later than 6
months after the date of enactment of this Act, the Na-
tional Science Foundation shall transmit to the Congress
a report on the results of the study undertaken under sub-
seetion (a).
SEC. 8. RESEARCH CREDIT MADE PERMANENT.

(a) IN GENERAL.—Section 41 of the Internal Rev-

enue Code of 1986 (relating to credit for increasing re-

O 0 3 S v bW =

search activities) is amended by striking subsection (h).

-
o

(b) CONFORMING AMENDMENT.—Paragraph (1) of

—
—_

section 45C(b) of such Code is amended by striking sub-

—
N

paragraph (D).

13 (¢) EFFECTIVE DATE.—The amendments made by
14 this section shall apply to amounts paid or incurred after
15 June 30, 1999.
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106TH CONGRESS
ze= [, R, 2086

[Report No. 106-472, Part I]

To authorize funding for networking and information technology research
and development for fiscal years 2000 through 2004, and for other purposes.

IN THE IIOUSE OF REPRESENTATIVES

JUNE 9, 1999

Mr. SENSENBRENNER (for himself, Mr. BROwN of California, Mr. Davis of
Virginia, Mrs. MoRELLA, Mr. EwiNG, Mr. Coog, Mr. BrADY of Texas,
Mr. EHLERS, Mr. ETHERIDGE, Mr. WELDON of Florida, Mr.
KUYKENDALL, Ms. STABENOW, Mr. Lucas of Oklahoma, Mr. SiartH of
Michigan, Mr. DOYLE, Mr. ROHRABACHER, Ms. EDDIE BERNICE JOHN-
SON of Texas, Ms. JACKSON-LEE of Texas, Mr. CApuaNO, Mr. BaRT-
LETT of Maryland, Mr. UDpALL of Colorado, Ms. WooLsEY, Mr. CAL-
VERT, Mr. GUTENECHT, Ms. LOFGREN, and Mr. GORDON) introduced the
following bill; which was referred to the Committee on Science, and in
addition to the Committee on Ways and Means, for a period to be subse-
quently determined by the Speaker, in each case for consideration of such
provisions as fall within the jurisdietion of the committee coneerned

NOVEMBER 16, 1999
Reported from the Committee on Science with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

NOVEMBER 16, 1999

Referral to the Committee on Ways and Means extended for a period ending
not later than February 29, 2000

FEBRUARY 3, 2000

Additional sponsors: Mr. CAMPBELL, Mr. LarsoN, Mr. CoSTELLO, Mr. BAR-
TON of Texas, Mr. LAMPSON, Mr. BOEHLERT, Mr. DREIER, Mr. Wu, Mr.
LAFaLcE, Mr. WicKER, Mr. ENGLISH, Mr. GoODLATTE, Mr. BAIRD, Mr.
MARTINEZ, Mr. WEINER, Mr. BOUCHER, Mrs. BIGGERT, Ms. Esioo, Mr.
PICKERING, and Mr. BILBRAY
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{For text of introduced bill, see copy of bill as introduced on June 9, 1999]

A BILL

To authorize funding for networking and information tech-
nology research and development for fiscal years 2000
through 2004, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Networking and Infor-
5 mation Technology Research and Development Act'.

6 SEC. 2. FINDINGS.

7 The Congress makes the following findings:

8 (1) Information technology will continue to
9 change the way Americans live, learn, and work. The
10 mformation revolution will improve the workplace
11 and the quality and accessibility of health care and
12 education and make government more responsible and
13 accessible.
14 (2) Information technology is an imperative ena-
15 bling technology that contributes to scientific dis-
16 ciplines. Major advances in biomedical research, pub-
17 lic safety, engineering, and other critical areas de-
18 pend on further advances in computing and commu-
19 nications.
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1 (3) The Umted States is the wundisputed global

2 leader in information technology.

3 (4) Information technology s recognized as «

4 catalyst for economic growth and prosperity.

5 (5) Information technology represents one of the

6 Jastest growing sectors of the United States economy,

7 with electronic commerce alone projected to become a

8 trillion-dollar business by 2005,

9 (6) Businesses producing computers, semiconduc-
10 tors, software, and communications equipment ac-
11 count for one-third of the total growth in the United
12 States economy since 1992.

13 (7) According to the United States Census Bu-
14 reau, between 1993 and 1997, the information tech-
15 nology sector grew an average of 12.3 percent per
16 year.

17 (8) Fundamental research in imformation tech-
18 nology has enabled the information revolution.

19 (9) Pundamental research in information tech-
20 nology has contributed to the creation of new indus-
21 tries and new, high-paying jobs.

22 (10) Our Nation's well-being will depend on the
23 understanding, arising from fundamental research, of
24 the social and economic benefits and problems arising
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1 from the increasing pace of information technology
2 transformations.
3 (11) Scientific and engineering research and the
4 availability of a skilled workforce are critical to con-
5 tinued economic growth driven by information tech-
6 nology.
7 (12) In 1997, private industry provided most of
8 the funding for research and development in the infor-
9 mation technology sector. The information technology
10 sector now recewves, n absolute terms, one-third of all
11 corporate spending on research and development in
12 the United States economy.
13 (13) The priwvate sector tends to focus its spend-
14 ing on short-term, applied research.
15 (14) The Federal Government is uniquely posi-
16 tioned to support long-term fundamental research.
17 (15) Federal applied research in information
18 technology has grown af alimost twice the rate of Fed-
19 eral basic research since 1986.
20 (16) Federal science and engineering programs
21 must increase their emphasis on long-term, high-risk
22 research.
23 (17) Current Federal programs and support for
24 Jundamental research in information technology is in-
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1 adequate if we are to maintain the Nation's global
2 leadership in information technology.

3 SEC. 3. AUTHORIZATION OF APPROPRIATIONS.

4 (a) NATIONAL SCIENCE FOUNDATION.D Section 201(b)
5 of the High-Performance Computing Act of 1991 (15 U.S.C.
6 5521(b)) 1is amendedD

7 (1) by striking “From sums otherwise authorized
8 to be appropriated, there'" and inserting “There'';

9 (2) by striking 1995; and' and inserting
10 “1995;"; and

11 (3) by striking the period at the end and insert-
12 mg " $439,000,000 for fiscal wyear 2000;
13 $468,500,000 for fiscal year 2001; $493,200,000 for
14 fiscal year 2002; $544,100,000 for fiscal year 2003;

15 and $571,300,000 for fiscal year 2004. Amounts au-
16 thorized wunder this subsection shall be the total
17 amounts authorized to the National Science Founda-
18 tion for a fiscal year for the Program, and shall not
19 be wm addition to amounts previously authorized by
20 law for the purposes of the Program.".

21 (b) NATIONAL AERONAUTICS AND SPACE ADMINISTRA-

22 TION.D Section 202(b) of the High-Performance Computing
23 Act of 1991 (15 U.8.C. 5522(b)) 1is amendedD
24 (1) by striking “From swns otherwise authorized

25 to be appropriated, there' and inserting “There'';
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1 (2) by striking 1995; and" and inserting
“1995;"; and
(3) by striking the period at the end and insert-
g ;  $164,400,000 for fiscal year 2000;

2

3

4

5 $201,000,000 for fiscal year 2001; $208,000,000 for
6 Ffiscal year 2002; $224,000,000 for fiscal year 2003;
7 and $231,000,000 for fiscal year 2004.".

8 (¢) DEPARTMENT OF ENERGY.D Section 203(e)(1) of
9 the High-Performance Computing Act of 1991 (15 U.S.C.

10 5523(e)(1)) is amendedD

11 (1) by striking “1995; and" and inserting
12 “1995;"; and

13 (2) by striking the period at the end and insert-
14 mg  ; $106,600,000 for fiscal year 2000;
15 $103,500,000 for fiscal year 2001; $107,000,000 for

16 fiscal year 2002; $125,700,000 for fiscal year 2003;
17 and $129,400,000 for fiscal year 2004.".

18 (d) NATIONAL INSTITUTE OF STANDARDS AND TECH-
19 ~oLoay.D (1) Section 204(d)(1) of the High-Performance
20 Computing Act of 1991 (15 URS.C. 5524(d)(1)) 1s
21 amendedP

22 (A) by striking 1995; and"' and inserting
23 “1995;"; and

24 (B) by striking “1996; and" and inserting
25 “1996; $9,000,000 for fiscal year 2000; $9,500,000 for
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1 fiscal year 2001; $10,500,000 for fiscal year 2002;
2 $16,000,000 for fiscal year 2003; and $17,000,000 for
3 fiscal year 2004; and'.
4 (2) Section 204(d) of the Iigh-Performance Com-
5 puting Act of 1991 (15 U.S.C. 5524(d)) is amended by
6 striking “From sums otherwise authorized to be appro-
7 priated, there' and inserting “There'.
8 (¢) NATIONAL OCEANIC AND ATMOSPHERIC ADMINIS-
9 TRATION.D Section 204(d)(2) of the High-Performance
10 Computing Act of 1991 (15 UB.C. 5524(d)(2)) is
11 amendedD

12 (1) by striking “1995; and" and inserting
13 “1995;"; and

14 (2) by striking the period at the end and insert-
15 g " $13,500,000 for fiscal year 2000; $13,900,000

16 Jor fiscal year 2001; $14,300,000 for fiscal year 2002;
17 $14,800,000 for fiscal year 2003; and $15,200,000 for
18 Jiscal year 2004.".

19 (f) ENVIRONMENTAL PROTECTION AGENCY.D Section
20 205(b) of the High-Performance Computing Act of 1991 (15
21 U.B.C. 5525(b)) is amendedP

22 (1) by striking “From sums otherwise authorized
23 to be appropriated, there' and inserting “There";

24 (2) by striking “1995; and" and inserting
25 “1995;"; and
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(3) by striking the period at the end and insert-

—_

mg "} $4,200,000 for fiscal year 2000; $4,300,000 for
Jiscal year 2001; $4,500,000 for fiscal year 2002;
$4,600,000 for fiscal year 2003; and $4,700,000 for
fiscal year 2004.".
SEC. 4. NETWORKING AND INFORMATION TECHNOLOGY RE-
SEARCH AND DEVELOPMENT.
(@) NATIONAL SCIENCE FOUNDATION.D Section 201 of

the High-Performance Computing Act of 1991 (15 U.S.C.

O 00 N o W b W

ja—
o

5521) is amended by adding at the end the following new

—
—_

subsections:

—
o

V¢) NETWORKING AND INPORMATION TECHNOLOGY

o
W

RESEARCH AND DEVELOPMENT.P (1) Of the amounts au-

—
Ny

thorized under subsection (b), $310,000,000 for fiscal year
2000; $333,000,000 for fiscal year 2001; $352,000,000 for

—_ =
[« SN}

fiscal year 2002; $390,000,000 for fiscal year 2003; and

—_
~J

$415,000,000 for fiscal year 2004 shall be available for

—
o0

grants for long-term basic research on networking and in-

[
\O

SJormation technology, with priovity given to research that

]
[as}

helps address issues related to high end computing and soft-

[\
—_

ware; network stability, fragility, reliability, security (in-

N
[3S]

cluding privacy), and scalability; and the social and eco-

S
w

nomic consequences of information technology.

b
N

(2) In each of the fiscal years 2000 and 2001, the

N
L

National Science Foundation shall award under this sub-
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section up to 20 large grants of wp to $1,000,000 each, and

—

wn each of the fiscal years 2002, 2003, and 2004, the Na-
tional Science Foundation shall award under this sub-
section up to 30 large grants of up to $1,000,000 each.
“(3)(A) Of the amounts described in paragraph (1),
$40,000,000 for fiscal year 2000; $40,000,000 for fiscal year
2001; $45,000,000 for fiscal year 2002; $45,000,000 for fis-
cal year 2003; and $50,000,000 for fiscal year 2004 shall

O 00 3 O BN

be available for grants of up to $5,000,000 each for Infor-

-
(e}

mation Technology Research Centers.

—
ot

“(B) For purposes of this paragraph, the term Infor-

y—t
o

mation Technology Research Centers' means groups of 6 or

o
(9N

more researchers collaborating across scientific and engi-

—
NN

neering disciplines on large-scale long-term research

fam—y
W

projects which will significantly advance the science sup-

—
(=)

porting the development of information technology or the

—
~

use of information technology in addressing scientific issues

ju—
o0

of national importance.

(S
O

“(d) MAJOR RESEARCH EQUIPMENT.D (1) In addition

|\
(=}

to the amounts authorized under subsection (b), there are

|\
—

authorized to be appropriated to the National Science
22 PFoundation $70,000,000 for fiscal year 2000, $70,000,000
23 for fiscal year 2001, $80,000,000 for fiscal year 2002,
24 $80,000,000 for fiscal year 2003, and $85,000,000 for fiscal

25 wyear 2004 for grants for the development of magjor research
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equipment to establish terascale computing capabilities at
1 or more sites and to promote diverse computing architec-
tures. Awards made under this subsection shall provide for
support for the operating expenses of facilities established
to provide the terascale computing capabilities, with fund-
wng for such operating expenses derived from amounts avail-
able under subsection (b).

(2) Grants awarded under this subsection shall be

v oy WD e

awarded through an open, natiomuvide, peer-reviewed com-

—
o

petition. Awardees may include consortia consisting of

—_
—_

members from some or all of the following types of institu-

Yt
N

tions:

oy
w

“Y4) Academic supercomputer centers.

p—
Y

“(B) State-supported supercomputer centers.

-y
W

(C) Supercomputer centers that are supported

ek
(@)

as part of federally funded research and development

—
~l1

centers.

y—
oo

Notwithstanding any other provision of law, regulation, or

—
\O

agency policy, a federally funded research and development

[\
o

center may apply for a grant under this subsection, and

[RS]
fa—y

may compete on an equal basis with any other applicant

N
[\

Jor the awarding of such a grant.

N
(O]

“(3) As a condition of receiving a grant under this

()
=

subsection, an awardee must agreed

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 10 2002



11

“YA) to connect to the National Science Founda-
tion's Partnership for Advanced Computational In-
Sfrastructure network;

“(B) to the maximum extent practicable, to co-

1
2
3
4
5 ordinate with other federally funded large-scale com-
6 puting and simulation efforts; and

7 (C) to provide open access to all grant recipi-
8 ents under this subsection or subsection (c).

9 “(e) INFORMATION TECHNOLOGY EDUCATION AND
10 TRAINING GRANTS.D

11 Y1) INFORMATION TECHNOLOGY GRANTS.D The

12 National Science Foundation shall provide grants

13 under the Scientific and Advanced Technology Act of

14 1992 for the purposes of section 3(a) and (b) of that
15 Act, except that the activities supported pursuant to
16 this paragraph shall be Limited to wmproving edu-
17 cation in fields related to information technology. The
18 Foundation shall encourage institutions with a sub-
19 stantial percentage of student envollments from
20 groups underrepresented n information technology
21 ndustries to participate in the competition for grants
22 provided under this paragraph.

23 (2) INTERNSHIP  GRANTS.D The National
24 Science Foundation shall provideD
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1 “(4) grants to institutions of higher edu-
2 cation to establish scientific internship programs
3 m information technology research at private
4 sector companies; and
5 “(B) supplementary awards to institutions
6 Junded wnder the Lours Stokes Alliances for Mi-
7 nority Participation program for internships in
8 wformation technology research at private sector
9 companies.
10 (3) MATCHING FUNDS.D Awards under para-
11 graph (2) shall be made on the condition that at least
12 an equal amount of funding for the internship shall
13 be provided by the private sector company at which
14 the wnternship will take place.
15 “(4) DEFINITION.D For purposes of this sub-
16 section, the term ‘institution of higher education' has
17 the meaning given that term wn section 1201(a) of the
18 Higher Education Act of 1965 (20 U.S.C. 1141(a)).
19 (5) AVAILABILITY OF FUNDS.D Of the amounts
20 described in subsection (c)(1), $10,000,000 for fiscal
21 year 2000, $15,000,000 for fiscal wyear 2001,
22 $20,000,000 for fiscal year 2002, $25,000,000 for fis-
23 cal year 2003, and $25,000,000 for fiscal year 2004
24 shall be available for carrying out this subsection.
25 “(f) EDUCATIONAL TECHNOLOGY RESEARCH.D
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1 Y1) RESEARCH PROGRAM.D As part of s re-
2 sponsibilities under subsection (a)(1), the National
3 Science Foundation shall establish a vesearch pro-
4 gram to develop, demonstrate, assess, and disseminate
5 effective applications of information and computer
6 technologies for elementary and secondary education.
7 Such program shallP

8 “(A) support research projects, including
9 collaborative projects involving academic ve-
10 searchers and elementary and secondary schools,
11 to develop innovative educational materials, in-
12 cluding software, and pedagogical approaches
13 based on applications of information and com-
14 puter technology;

15 (B) support empirical studies to determine
16 the educational effectiveness and the cost effec-
17 tiveness of specific, promising educational ap-
18 proaches, techniques, and materials that are
19 based on applications of information and com-
20 puter technologies; and

21 (C) include provision for the widespread
22 dissemination of the results of the studies carried
23 out under subparagraphs (4) and (B), including
24 maintenance of electronic libraries of the best

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 13 2002



14

1 educational materials identified  accessible
2 through the Internet.
3 “(2) REPLICATION.D The research projects and
4 empirical studies carried out under paragraph (1)(4)
5 and (B) shall encompass o wide variety of edu-
6 catronal settings in order to identify approaches, tech-
7 niques, and materials that have a high potential for
8 being successfully replicated throughout the United
9 States.
10 (3) AVAILABILITY OF FUNDS.D Of the amounts
11 authorized under subsection (b), $10,000,000 for fiscal
12 year 2000, $10,500,000 for fiscal year 2001,
13 $11,000,000 for fiscal year 2002, $12,000,000 for fis-
14 cal year 2003, and $12,500,000 for fiscal year 2004
15 shall be available for the purposes of this subsection.
16 “(9) PEER REVIEW.D All grants made under this sec-
17 tion shall be made only after being subject to peer review
18 by panels or groups having private sector representation.'.
19 (b) OTHER PROGRAN AGENCIES.D
20 (1) NATIONAL AERONAUTICS AND SPACE ADMIN-
21 ISTRATION.D Section 202(a) of the High-Performance
22 Computing Act of 1991 (15 U.S.C. 5522(a)) 1is
23 amended by mserting °, and may participate in or
24 support research described in section 201(c)(1)" after
25 “und experimentation'.
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1 (2) DEPARTMENT OF ENERGY.P Section 203(a)
2 of the High-Performance Computing Act of 1991 (15
3 URS.C. 5523(a)) 1s amended by striking the period at
4 the end and inserting a comma, and by adding after
5 paragraph (4) the following:

6 ‘“and may participate in or support research described in
7 section 201(c)(1).".

8 (3) NATIONAL INSTITUTE OF STANDARDS AND
9 TECHNOLOGY.D Section 204(a)(1) of the High-Per-
10 formance Computing Act of 1991 (15 US.C.
11 5524(a)(1)) 1s amended by striking ; and' at the end
12 of subparagraph (C) and inserting a comma, and by
13 adding after subparagraph (C) the following:

14 “and may participate o or support research de-
15 seribed in section 201(c)(1); and'.

16 (4) NATIONAL OCEANIC AND ATMOSPHERIC AD-
17 MINISTRATION.D Section 204(a)(2) of the High-Per-
18 formance Computing Act of 1991 (15 U.S.C.
19 5524(a)(2)) is amended by inserting *, and may par-
20 ticipate in or support research described in section
21 201(c)(1)" after “agency missions".
22 (5) ENVIRONMENTAL PROTECTION AGENCY.D Sec-
23 tion 205(a) of the High-Performance Computing Act
24 of 1991 (15 U.8.C. 5525(a)) is amended by inserting
25 Y, and may participate in or support research de-
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1 seribed in section 201(c)(1)" after “dynamics mod-
2 els'".

3 SEC. 5. NEXT GENERATION INTERNET.

4 Section 103 of the High-Performance Computing Act

5 of1991 (15 U.R.C. 5513) is amendedP

6 (1) by amending subsection (c) to read as fol-

7 lows:

8 “(¢) STUDY OF INTERNET PRIVACY.D

9 Y1) STupY.D Not later than 90 days after the
10 date of enactment of the Networking and Information
11 Technology Research and Development Act, the Na-
12 tional Science Foundation may enter into an ar-
13 rangement with the National Research Council of the
14 National Academy of Sciences for that Council to con-
15 duct a study of privacy on the Internet.

16 “(2) SuBJECTS.P The study shall addressD

17 (A) research meeded to develop technology
18 Jor protection of privacy on the Internet;

19 (B) current public and private plans for
20 the deployment of privacy technology, standards,
21 and policies;
22 (C) policies, laws, and practices under
23 consideration or formally adopted in other coun-
24 tries and jurisdictions to protect privacy on the
25 Internet;
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1 (D) Federal legislation and other regu-
2 latory steps needed to ensure the development of
3 privacy technology, standards, and policies; and
4 YE) other matters thot the Notional Re-
5 search Council determines to be relevant to Inter-
6 net privacy.
7 (3) TRANSMITTAL TO CONGRESS.P The National
8 Science Foundation shall transmit to the Congress
9 within 21 months of the date of enactment of the Net-
10 working and Information Technology Research and
11 Development Act a report setting forth the findings,
12 conclusions, and recommendations of the National Re-
13 search Council.
14 “(4) FEDERAL AGENCY COOPERATION.D Federal
15 agencies shall cooperate fully with the National Re-
16 search Council in its activities in carrying out the
17 study under this subsection.
18 “(5) AVAILABILITY OF FUNDS.D Of the amounts
19 described in  subsection (d)(2), $900,000 shall be
20 available for the study conducted wunder this sub-
21 section."; and
22 (2) in subsection (d)D
23 (4) in paragraph (1)D
24 (i) by striking 1999 and" and insert-
25 ing “1999,"; and
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1 (41) by inserting °, $15,000,000 for fis-
2 cal year 2001, and $15,000,000 for fiscal
3 year 2002" after “fiscal year 2000";

4 (B) in paragraph (2), by inserting °, and
5 $25,000,000 for fiscal year 2001 and $25,000,000
6 for fiscal year 2002" after “Act of 1998";

7 (C) in paragraph (4)P

8 (1) by striking 1999 and" and insert-
9 mg “1999,"; and

10 (i7) by inserting *, $10,000,000 for fis-
11 cal year 2001, and $10,000,000 for fiscal
12 year 2002" after “fiscal year 2000"; and

13 (D) . paragraph (5)D
14 (1) by striking 1999 and" and insert-
15 ing “1999,"; and

16 (11) by wmserting , $5,500,000 for fis-
17 cal year 2001, and $5,500,000 for fiscal
18 year 2002" after “fiscal year 2000".

19 SEC. 6. REPORTING REQUIREMENTS.
20 Section 101 of the High-Performance Computing Act
21 of 1991 (15 U.S.C. 5511) is amendedD

22 (1) in subsection (b)P

23 (A) by redesignating paragraphs (1)
24 through (5) as subparagraphs (A) through (E),
25 respectively;
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(B) by inserting “(1)" after “ADVISORY

CoMMITTEE. P "; and
(C) by adding at the end the following new

paragraph:

(2) In addition to the duties outlined in paragraph
(1), the advisory committee shall conduct periodic evalua-
tions of the funding, management, vmplementation, and ac-

tivities of the Program, the Next Gemeration Internet pro-

O 00 3 N AW N

gram, and the Networking and Information Technology Re-

—_
(]

search and Development program, and shall report not less
11 frequently than once every 2 fiscal years to the Committee
12 on Science of the House of Representatives and the Com-
13 maittee on Commerce, Science, and Transportation of the
14 Senate on its findings and recommendations. The first re-
15 port shall be due within 1 year after the date of the enact-
16 ment of the Networking and Information Technology Re-

17 search and Development Act."; and

18 (2) in subsection (c)(1)(4) and (2), by inserting
19 Y ancluding the Next Generation Internet program
20 and the Networking and Information Technology Re-
21 search and Development program" after “Program'
22 each place it appears.
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SEC. 7. EVALUATION OF CAPABILITIES OF FOREIGN

jam—y

ENCRYPTION.

(a) STUDY.D The National Science Foundation shall
undertake a study comparing the availability of encryption
technologies in foreign countries to the encryption tech-
nologies subject to export restrictions in the United States.

(b) REPORT TO CONGRESS.P Not later than 6 months
after the date of enactment of this Act, the National Science

O & I N G bW

Foundation shall transmit to the Congress a report on the

ja—
o

results of the study undertaken under subsection (a).

—
—

SEC. 8. RESEARCH CREDIT MADE PERMANENT.

—
N

(a) IN GENERAL.D Section 41 of the Internal Revenue

—
W

Code of 1986 (velating to credit for increasing research ac-

—t
s

tivities) 1s amended by striking subsection (h).

—
Lh

(b) CONFORMING AMENDMENT.P Paragraph (1) of sec-
J

j—
o)

tion 45C(b) of such Code is amended by striking subpara-

graph (D).
(¢c) EFFECTIVE DATE.D The amendments made by this

T e S Y
O o =

section shall apply to amounts paid or incurved after June

b
(@)

30, 1999.

[\
—t

SEC. 9. STUDY OF APPROPRIATIONS IMPACT ON INFORMA-

N
[\S]

TION TECHNOLOGY RESEARCH.

N
W

Within 90 days after the date of the enactment of this

o
=~

Act, the Comptroller General, in consultation with the Na-

N
9]

tional Science and Technology Council and the President's

26 Information Technology Advisory Commaitiee, shall trans-
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1 mit to the Congress a report on the impact on wnformation
technology research of the fiscal year 2000 appropriations
acts for the Departments of Veterans Affairs and Housing
and Urban Development, and Independent Agencies; for the
Departments of Commerce, Justice, and State, the Judici-

ary, and Related Agencies; and for Energy and Water De-

~N Nt bW

velopment.
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106TH CONGRESS
2D SESSION H. R. 2086

IN THE SENATE OF THE UNITED STATES

FEBRUARY 22, 2000

Received; read twice and referred to the Committee on Commerce, Science,
and Transportation

AN ACT

To authorize funding for networking and information tech-
nology research and development for fiscal years 2000
through 2004, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 1 2002



1 SECTION 1. SHORT TITLE.

2 This Act may be cited as the "Networking and Infor-
3 mation Technology Research and Development Act''.

4 SEC. 2. FINDINGS.

5 The Congress makes the following findings:

6 (1) Information technology will continue to
7 change the way Americans live, learn, and work. The
8 information revolution will improve the workplace
9 and the quality and accessibility of health care and
10 education and make government more responsible
11 and accessible. It is important that access to infor-
12 mation technology be available to all eitizens, includ-
13 ing elderly Americans and Americans with disabil-
14 ities.

15 (2) Information technology is an imperative en-
16 abling technology that contributes to scientific dis-
17 ciplines. Major advances in biomedical research, pub-
18 lic safety, engineering, and other critical areas de-
19 pend on further advances in eomputing and commu-
20 nications.
21 (3) The United States is the undisputed global
22 leader in information technology.
23 (4) Information technology is recognized as a
24 catalyst for economie growth and prosperity.
25 (5) Information technology represents one of
26 the fastest growing sectors of the United States
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1 economy, with electronic commerce alone projected
2 to become a trillion-dollar business by 2005.
3 (6) Businesses producing computers, semi-
4 conductors, software, and communications equip-
5 ment account for one-third of the total growth in the
6 United States economy sinee 1992,
7 (7) According to the United States Census Bu-
8 reau, between 1993 and 1997, the information tech-
9 nology sector grew an average of 12.3 percent per
10 year.
11 (8) Fundamental research in information tech-
12 nology has enabled the information revolution.
13 (9) Fundamental research in information tech-
14 nology has contributed to the creation of new indus-
15 tries and new, high-paying jobs.
16 (10) Our Nation's well-being will depend on the
17 understanding, arising from fundamental research,
18 of the social and economie benefits and problems
19 arising from the increasing pace of information tech-
20 nology transformations.
21 (11) Scientific and engineering research and the
22 availability of a skilled workforce are critical to con-
23 tinued economic growth driven by information tech-
24 nology.
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1 (12) In 1997, private industry provided most of
2 the funding for research and development in the in-
3 formation technology sector. The information tech-
4 nology sector now receives, in absolute terms, one-
5 third of all corporate spending on research and de-
6 velopment in the United States economy.
7 (13) The private sector tends to focus its
8 spending on short-term, applied research.
9 (14) The Federal Government is uniquely posi-
10 tioned to support long-term fundamental research.
11 (15) Federal applied research in information
12 technology has grown at almost twice the rate of
13 Federal basic research since 1986.
14 (16) Federal science and engineering programs
15 must increase their emphasis on long-term, high-risk
16 research.
17 (17) Current Federal programs and support for
18 fundamental research in information technology is
19 inadequate if we are to maintain the Nation's global
20 leadership in information technology.
21 SEC. 3. AUTHORIZATION OF APPROPRIATIONS.

22 (a) NATIONAL SCIENCE FOUNDATION.D Section
23 201(b) of the High-Performance Computing Act of 1991
24 (15 U.S.C. 5521(b)) is amendedD
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(1) by striking “From sums otherwise author-
ized to be appropriated, there' and inserting
“There';

(2) by striking “1995; and" and inserting
"1995;"; and

(3) by striking the period at the end and insert-
ing ™ $520,000,000 for fisecal year 2000;
$645,000,000 for fiscal year 2001; $672,000,000 for
fiscal year 2002; $736,000,000 for fiscal year 2003;
10 and $771,000,000 for fiseal year 2004. Amounts au-

R = B R =) B e B N

11 thorized under this subsection shall be the total
12 amounts authorized to the National Science Founda-
13 tion for a fiscal year for the Program, and shall not
14 be in addition to amounts previously authorized by
15 law for the purposes of the Program.".

16 (b) NATIONAL AERONAUTICS AND SPACE ADMINIS-

17 TRATION.D Section 202(b) of the High-Performance Com-
18 puting Act of 1991 (15 U.S.C. 5522(h)) is amendedD

19 (1) by striking “From sums otherwise author-
20 ized to be appropriated, there'' and inserting
21 “There";

22 (2) by striking “1995; and" and inserting
23 *1995;"; and

24 (3) by striking the period at the end and insert-

25 ing *; $164,400,000 for fiscal year 2000;
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1 $201,000,000 for fiscal year 2001; $208,000,000 for
2 fiscal year 2002; $224,000,000 for fiscal year 2003;
3 and $231,000,000 for fiscal year 2004.".
4 (¢) DEPARTMENT OF ENERGY.D Section 203(e)(1) of
S the High-Performance Computing Act of 1991 (15 U.S.C.
6 5523(e)(1)) is amendedD
7 (1) by striking *1995; and' and inserting
8 *1995;"; and
9 (2) by striking the period at the end and insert-
10 ing ™y $120,000,000 for fiscal year 2000;

11 $108,600,000 for fiscal year 2001; $112,300,000 for
12 fiseal year 2002; $131,100,000 for fiscal year 2003;
13 and $135,000,000 for fiscal year 2004.".

14 (d) NATIONAL INSTITUTE OF STANDARDS AND

15 TECHNOLOGY.D (1) Section 204(d)(1) of the High-Per-
16 formance Computing Act of 1991 (15 U.S.C. 5524(d)(1))
17 is amendedD

18 (A) by striking “1995; and" and inserting
19 *1995;"; and

20 (B) by striking “1996; and" and inserting
21 ©1996; $9,000,000 for fiseal year 2000; $9,500,000
22 for fiscal year 2001; $10,500,000 for fiscal year
23 2002; $16,000,000 for fisecal year 2003; and

24 $17,000,000 for fiscal year 2004; and".
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(2) Section 204(d) of the High-Performance Com-

puting Act of 1991 (15 U.8.C. 5524(d)) is amended by
striking “From sums otherwise authorized to be appro-
priated, there' and inserting “There''.

{e) NATIONAL OCEANIC AND ATMOSPHERIC ADMIN-
ISTRATION.D Section 204(d)(2) of the High-Performance
Computing Act of 1991 (15 U.S.C. 5524(d)(2)) is
amendedP

(1) by striking *“1995; and" and inserting
10 ~1995;"; and
11 (2) by striking the period at the end and insert-
12 ing ™% $13,500,000 for fiscal year 2000;
13 $13,900,000 for fiscal year 2001; $14,300,000 for
14 fiscal year 2002; $14,800,000 for fiscal year 2003;
15 and $15,200,000 for fiscal year 2004.".

O 00 9 N kWD -

16 (f) ENVIRONMENTAL PROTECTION AGENCY.D Sec-
17 tion 205(b) of the Iigh-Performanee Computing Act of
18 1991 (15 U.S.C. 5525(b)) is amendedP

19 (1) by striking “From sums otherwise author-
20 ized to be appropriated, there'" and inserting
21 “There'';

22 (2) by striking “1995; and" and inserting
23 *1995;"; and

24 (3) by striking the period at the end and insert-

25 ing “} $4,200,000 for fiscal year 2000; $4,300,000
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for fiseal year 2001; $4,500,000 for fiscal year
2002; $4,600,000 for fiscal year 2003; and
$4,700,000 for fiscal year 2004.".

p—

(g) NaTIONAL INSTITUTES OF HEALTH.D Title II of
the High-Performance Computing Act of 1991 (15 U.S.C.
5521 et seq.) is amended by inserting after section 205
the following new section:

“SEC. 205A. NATIONAL INSTITUTES OF HEALTH ACTIVITIES.

O 0 3 v L B W N

“(a) GENERAL RESPONSIBILITIES.D As part of the

ot
<o

Program described in fitle I, the National Institutes of

Health shall conduet research directed toward the ad-

[ w—_
o=

vancement and dissemination of computational techniques

—
W

and software tools in support of its mission of biomedical

p—t
N

and behavioral research.

[a—
(%)}

“(b) AUTHORIZATION OF APPROPRIATIONS.D There

o=y
(=)

are authorized to be appropriated to the Secretary of

[
~

Health and Human Services for the purposes of the Pro-
gram $223,000,000 for fiscal year 2000, $233,000,000
for fiscal year 2001, $242,000,000 for fiscal year 2002,
$250,000,000 for fiscal year 2003, and $250,000,000 for
fiscal year 2004.".

[N N N R N R
No= O v ®

(h) AUTHORIZATION OF APPROPRIATIONS.D

N
w

(1) NATIONAL SCIENCE FOUNDATION.D Not-

[N
S

withstanding the amendment made by subsection

N
(¥

(a)(3) of this section, the total amount authorized
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1 for the National Science Foundation under section
2 201(b) of the High-Performance Computing Act of
3 1991 shall be $580,000,000 for fiscal year 2000;
4 $699,300,000 for fiseal year 2001; $728,150,000 for
5 fiscal year 2002; $801,550,000 for fiscal year 2003;
6 and $838,500,000 for fiscal year 2004.

7 (2) DEPARTMENT OF ENERGY.D Notwith-
8 standing the amendment made by subsection (¢)(2)
9 of this section, the total amount authorized for the
10 Department of Energy under section 203(e)(1) of
11 the High-Performance Computing Act of 1991 shall
12 be $60,000,000 for fiscal year 2000; $54,300,000
13 for fiscal year 2001; $56,150,000 for fiscal year
14 2002; $65,550,000 for fiscal year 2003; and
15 $67,500,000 for fiscal year 2004.

16 SEC. 4. NETWORKING AND INFORMATION TECHNOLOGY
17 RESEARCH AND DEVELOPMENT.

18 (a) NATIONAL SCIENCE FOUNDATION.D Section 201
19 of the High-Performance Computing Act of 1991 (15
20 U.S.C. 5521) is amended by adding at the end the fol-
21 lowing new subsections:
22 “(¢) NETWORKING AND INFORMATION TECHNOLOGY
23 RESEARCH AND DEVELOPMENT.D (1) Of the amounts au-
24 thorized under subsection (b), $350,000,000 for fiscal
25 year 2000; $421,000,000 for fiseal year 2001;
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$442.000,000 for fiscal year 2002; $486,000,000 for fis-
cal year 2003; and $515,000,000 for fiseal year 2004 shall
be available for grants for long-term basic research on net-
working and information technology, with priority given
to research that helps address issues related to high end
computing and software; network stability, fragility, reli-
ability, security (including privacy and ecounterinitiatives),

and sealability; and the social and economic consequences

o 0 N Y U R W

(including the consequences for healtheare) of information

—
o

technology.
“(2) In each of the fiscal years 2000 and 2001, the

Oy
[UY

National Science Foundation shall award under this sub-

—_—
W N

section up to 25 large grants of up to $1,000,000 each,
and in each of the fiscal years 2002, 2003, and 2004, the

—_
N

National Science Foundation shall award under this sub-

—_ =
[« \ N}

section up to 35 large grants of up to $1,000,000 each.

—
~J

“(3)(A) Of the amounts deseribed in paragraph (1),
$40,000,000 for fiscal year 2000; $45,000,000 for fiscal
year 2001; $50,000,000 for fiseal year 2002; $55,000,000
for fiscal year 2003; and $60,000,000 for fiscal year 2004

(O S
— © v o™

shall be available for grants of up to $5,000,000 each for

[\
[\

Information Technology Research Centers.

N
W

“(B) For purposes of this paragraph, the term ‘Infor-

[\
S

mation Technology Research Centers' means groups of six

[\®]
W

or more researchers collaborating across scientific and en-
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gineering disciplines on large-scale long-term research

fom—y

projects which will significantly advance the science sup-
porting the development of information technology or the
use of information technology in addressing scientific
issues of national importanece.

“(d) MaJOorR RESEARCH EQUIPMENT.D (1) In addi-
tion to the amounts authorized under subsection (b), there
are authorized to be appropriated to the National Science
Foundation $70,000,000 for fiscal year 2000,
$70,000,000 for fiscal year 2001, $80,000,000 for fiscal
year 2002, $80,000,000 for fiscal year 2003, and
$85,000,000 for fiscal year 2004 for grants for the devel-

O 00 3 O U B W

e e T
W N = O

opment of major research equipment to establish terascale

f—
o

computing capabilities at one or more sites and to promote

—
(93

diverse computing architectures. Awards made under this

—
(o))

subsection shall provide for support for the operating ex-

—
~]

penses of facilities established to provide the terascale

—_
(]

computing capabilities, with funding for such operating

—
O

expenses derived from amounts available under subsection

(b).

“(2) Grants awarded under this subsection shall be

[N oS T
N = O

awarded through an open, nationwide, peer-reviewed com-

[\
w

petition. Awardees may include consortia consisting of

)
N

members from some or all of the following types of institu-

[\
wn

tions:
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1 “(A) Academic supercomputer centers.
2 “(B) State-supported supercomputer centers.
3 “(C) Supercomputer ecenters that are supported
4 as part of federally funded research and development
5 centers.
6 Notwithstanding any other provision of law, regulation, or
7 ageney policy, a federally funded research and develop-
8 ment center may apply for a grant under this subsection,
9 and may compete on an cqual basis with any other appli-
10 cant for the awarding of such a grant.
11 “(3) As a condition of receiving a grant under this
12 subsection, an awardee must agreeD
13 “(A) to connect to the National Science Foun-
14 dation's Partnership for Advanced Computational
15 Infrastructure network;
16 “(B) to the maximum extent practicable, to co-
17 ordinate with other federally funded large-scale com-
18 puting and simulation efforts; and
19 “(C) to provide open access to all grant reeipi-
20 ents under this subsection or subsection (c).
21 “(e) INFORMATION TECHNOLOGY EDUCATION AND

22 TRAINING GrRANTS.D

23 (1) INFORMATION TECHNOLOGY GRANTS.D
24 The National Science Foundation shall provide
25 grants under the Scientific and Advanced Tech-
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1 nology Act of 1992 for the purposes of section 3(a)
2 and (b) of that Act, except that the activities sup-
3 ported pursuant to this paragraph shall be limited to
4 improving education in fields related to information
5 technology. The Foundation shall encourage institu-
6 tions with a substantial percentage of student enroll-
7 ments from groups underrepresented in information
8 technology industries to participate in the competi-
9 tion for grants provided under this paragraph.
10 “(2) INTERNSHIP GRANTS.D The National
11 Science Foundation shall provideD
12 “(A) grants to institutions of higher edu-
13 cation to establish seientific internship pro-
14 grams in information technology research at
15 private sector companies; and
16 “(B) supplementary awards to institutions
17 funded under the Louis Stokes Alliances for Mi-
18 nority Participation program for internships in
19 information technology research at private sec-
20 tor companies.
21 “(3) MATCHING FUNDS.D Awards under para-
22 graph (2) shall be made on the condition that at
23 least an equal amount of funding for the internship
24 shall be provided by the private sector company at
25 which the internship will take place.
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1 “(4) DEFINITION.D For purposes of this sub-
2 section, the term ‘institution of higher education'
3 has the meaning given that term in section 1201(a)
4 of the Higher Education Act of 1965 (20 U.S.C.
5 1141(a)).

6 “(5) AVAILABILITY OF FUNDS.DOf the
7 amounts described in subsection (¢)(1), $10,000,000
8 for fiscal year 2000, $15,000,000 for fiscal year
9 2001, $20,000,000 for fiscal year 2002,
10 $25,000,000 for fiscal year 2003, and $25,000,000
11 for fiscal year 2004 shall be available for earrying
12 out this subsection.

13 “(f) EDUCATIONAL TECHNOLOGY RESEARCH.D

14 (1) RESEARCH PROGRAM.D As part of its re-
15 sponsibilities under subsection (a)(1), the National
16 Science Foundation shall establish a research pro-
17 gram to develop, demonstrate, assess, and dissemi-
18 nate effective applications of information and com-
19 puter technologies for elementary and secondary
20 education. Such program shall®

21 “(A) support research projects, including
22 collaborative projects involving academie re-
23 searchers and elementary and secondary
24 schools, to develop innovative educational mate-
25 rials, including software, and pedagogical ap-
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1 proaches based on applications of information
2 and computer technology;

3 “(B) support empirical studies to deter-
4 mine the educational effectiveness and the cost
5 effectiveness of specific, promising educational
6 approaches, techniques, and materials that are
7 based on applications of information and com-
8 puter technologies; and

9 “(C) include provision for the widespread
10 dissemination of the results of the studies car-
11 ried out under subparagraphs (A) and (B), in-
12 cluding maintenance of electronic libraries of
13 the best educational materials identified acces-
14 sible through the Internet.

15 “(2) REPLICATION.D The research projects and
16 empirical studies carried out under paragraph (1)(A)
17 and (B) shall encompass a wide variety of edu-
18 cational settings in order to identify approaches,
19 techniques, and materials that have a high potential
20 for being successfully replicated throughout the
21 United States.

22 “(3) AVAILABILITY OF FUNDS.D Of the
23 amounts  authorized under subsection (b),
24 $10,000,000 for fiscal year 2000, $10,500,000 for
25 fiscal year 2001, $11,000,000 for fiscal year 2002,
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1 $12,000,000 for fiscal year 2003, and $12,500,000
2 for fiscal year 2004 shall be available for the pur-
3 poses of this subsection.
4 “(g) PeER REVIEW.D All grants made under this sec-
5 tion shall be made only after being subject to peer review
6 by panels or groups having private sector representation.'.
7 (b) OTHER PROGRAM AGENCIES.D
8 (1) NATIONAL AERONAUTICS AND SPACE AD-
9 MINISTRATION.D Section 202(a) of the High-Per-
10 formance Computing Act of 1991 (15 U.S.C.
11 5522(a)) is amended by inserting ™, and may par-
12 ticipate in or support research deseribed in section
13 201(e)(1)" after “and cxperimentation''.
14 (2) DEPARTMENT OF ENERGY.D Section 203(a)
15 of the High-Performance Computing Act of 1991
16 (15 U.8.C. 5523(a)) is amended by striking the pe-
17 riod at the end and inserting a comma, and by add-
18 ing after paragraph (4) the following:
19 “and may participate in or support research described in
20 section 201(e)(1).".
21 (3) NATIONAL INSTITUTE OF STANDARDS AND

22 TECHNOLOGY.D Section 204(a)(1) of the High-Per-
23 formance Computing Act of 1991 (15 U.S.C.
24 5524(a)(1)) is amended by striking 3 and' at the
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1 end of subparagraph (C) and inserting a comma,
2 and by adding after subparagraph (C) the following:
3 “and may participate in or support research de-
4 seribed in section 201(e)(1); and'.
5 (4) NATIONAL OCEANIC AND ATMOSPHERIC AD-
6 MINISTRATION.D Section 204(a)(2) of the High-Per-
7 formance Computing Act of 1991 (15 U.S.C.
8 5524(a)(2)) is amended by inserting *, and may
9 participate in or support research desecribed in see-
10 tion 201(e)(1)"" after “agency missions''.
11 (5) ENVIRONMENTAL PROTECTION AGENCY.D
12 Section 205(a) of the High-Performance Computing
13 Act of 1991 (15 U.S.C. 5525(a)) is amended by in-
14 serting “, and may participate in or support re-
15 search described in section 201(e)(1)" after “dynam-
16 ics models".
17 (6) UNITED STATES GEOLOGICAL SURVEY.D
18 Title I of the High-Performance Computing Act of
19 1991 (15 U.S.C. 5521 et seq.) is amendedD
20 (A) by redesignating sections 207 and 208
21 as sections 208 and 209, respectively; and
22 (B) by inserting after section 206 the fol-
23 lowing new section:
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1 “SEC. 207. UNITED STATES GEOLOGICAL SURVEY.

2 “The United States Geological Survey may partici-
3 pate in or support research described in section
4 201(e)(1).".

5 SEC. 5. NEXT GENERATION INTERNET.

6 Section 103 of the High-Performance Computing Act
7 of 1991 (15 U.8.C. 5513) is amendedD

8 (1) by amending subsection (c¢) to read as fol-
9

lows:
10 “(¢) STUDY OF INTERNET PRIVACY.D
11 (1) STUpY.D Not later than 90 days after the
12 date of the enactment of the Networking and Infor-
13 mation Technology Research and Development Act,
14 the National Secience Foundation may enter into an
15 arrangement with the National Research Council of
16 the National Academy of Sciences for that Counecil
17 to conduct a study of privacy on the Internet.
18 (2) SuBJECTS.D The study shall addressD
19 “(A) research needed to develop technology
20 for protection of privacy on the Internet;
21 "(B) current public and private plans for
22 the deployment of privacy technology, stand-
23 ards, and policies;
24 “(C) policies, laws, and practices under
25 consideration or formally adopted in other
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1 countries and jurisdictions to protect privacy on
2 the Internet;
3 (D) Federal legislation and other regu-
4 latory steps needed to ensure the development
5 of privacy technology, standards, and policies;
6 and
7 “(E) other matters that the National Re-
8 secareh Council determines to be relevant to
9 Internet privaey.
10 “(3) TRANSMITTAL TO CONGRESS.D The Na-
11 tional Science Foundation shall transmit to the Con-
12 gress within 21 months of the date of the enactment
13 of the Networking and Information Technology Re-
14 search and Development Act a report setting forth
15 the findings, conclusions, and recommendations of
16 the National Research Council.
17 “(4) FEDERAL AGENCY COOPERATION.D Fed-
18 eral agencies shall cooperate fully with the National
19 Research Council in its activities in earrying out the
20 study under this subsection.
21 “(b) AVAILABILITY OF TFUNDS.PD Of the
22 amounts described in subsection (d)(2), $900,000
23 shall be available for the study conducted under this
24 subsection.'"; and
25 (2) in subsection (d)D
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1 (A) in paragraph (1)P

2 (1) by striking 1999 and'' and insert-
3 ing “1999."; and

4 (i) by inserting “, $15,000,000 for
5 fiscal year 2001, and $15,000,000 for fis-
6 cal year 2002" after “fiscal year 2000';

7 (B) in paragraph (2), by inserting *, and
8 $25,000,000 for fiscal year 2001 and
9 $25,000,000 for fiscal year 2002" after “Act of
10 1998";

11 (C) in paragraph (4)D

12 (i) by striking “1999 and" and insert-
13 ing “1999,'"; and

14 (ii) by inserting “, $10,000,000 for
15 fiseal year 2001, and $10,000,000 for fis-
16 cal year 2002" after “fiscal year 2000";
17 and

18 (D) in paragraph (5)P

19 (1) by striking 1999 and" and insert-
20 ing *'1999,"; and
21 (ii) by inserting *, $5,500,000 for fis-
22 cal year 2001, and $5,500,000 for fiscal
23 year 2002" after “fiscal year 2000".
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1 SEC. 6. REPORTING REQUIREMENTS.

2 Section 101 of the High-Performance Computing Act
3 of 1991 (15 U.8.C. 5511) is amendedD

4 (1) in subsection (b)D

5 (A) by redesignating paragraphs (1)
6 through (5) as subparagraphs (A) through (),
7 respectively;

8 (B) by inserting “(1)" after “ADVISORY
9 CoyMMITTEE.D "; and

10 (C) by adding at the end the following new
11 paragraph:

12 "(2) In addition to the duties outlined in paragraph

13 (1), the advisory committee shall conduet periodic evalua-
14 tions of the funding, management, implementation, and
15 activities of the Program, the Next Generation Internet
16 program, and the Networking and Information Tech-
17 mnology Research and Development program, and shall re-
18 port not less frequently than onee every 2 fiscal years to
19 the Committee on Science of the House of Representatives
20 and the Committee on Commerce, Science, and Transpor-
21 tation of the Senate on its findings and recommendations.
22 The first report shall be due within 1 year after the date
23 of the enactment of the Networking and Information
24 'Technology Research and Development Act.'; and

25 (2) in subsection (¢)(1)(A) and (2), by inserting

26 ", including the Next Generation Internet program
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and the Networking and Information Technology

—_

Research and Development program'' after “Pro-
gram'' each place it appears.
SEC. 7. EVALUATION OF CAPABILITIES OF FOREIGN
ENCRYPTION.
(a) STUDY.D The National Science Foundation shall
undertake a stu\dy comparing the availability of encryption

technologies in foreign countries to the encryption tech-

O 0 3 G B bW N

nologies subject to export restrietions in the United

-y
o

States.

ot
jo—y

(b) RerorT TO0 CONGRESS.D Not later than 6

[S—y
[\

months after the date of the enactment of this Act, the

National Science Foundation shall transmit to the Con-

—_ =
S~ W

gress a report on the results of the study undertaken

—
[}

under subsection (a).

it
(@)

SEC. 8. REPORT TO CONGRESS.

—
~

Section 103 of the High-Performance Computing Act
of 1991 (15 U.S.C. 5513), as amended by section 5 of

bt
O o0

this Act, is further amended by redesignating subsections

\®)
(e

(b), (e), and (d) as subsections (c), (d), and (e), respec-

N
—

tively, and by inserting after subsection (a) the following

N
[\

new subsection:

N
w

“(b) REPORT T0 CONGRESS.D

)
=

(1) REQUIREMENT.D The Director of the Na-

N
W

tional Science Foundation shall conduct a study of
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1 the issues deseribed in paragraph (3), and not later
2 than 1 year after the date of the enactment of the
3 Networking and Information Technology Research
4 and Development Act, shall transmit to the Congress
5 a report including recommendations to address those
6 issues. Such report shall be updated annually for 6
7 additional years.
8 “(2) CoNSULTATION.D In preparing the reports
Y under paragraph (1), the Director of the National
10 Science Foundation shall consult with the National
11 Aeronautics and Space Administration, the National
12 Institute of Standards and Technology, and such
13 other Federal agencies and educational entities as
14 the Direcctor of the National Science Foundation
15 considers appropriate.
16 (3) IssuEs.D The reports shallD
17 “(A) identify the current status of high-
18 speed, large bandwidth capacity access to all
19 public elementary and secondary schools and li-
20 braries in the United States;
21 (B) identify how high-speed, large band-
22 width capacity access to the Internet to such
23 schools and libraries can be effectively utilized
24 within each school and library;
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1 (C) consider the effect that specific or re-
2 gional eircumstances may have on the ability of
3 such institutions to acquire high-speed, large
4 bandwidth capacity access to achieve universal
5 connectivity as an effective tool in the education
6 process; and

7 “(D) include options and recommendations
8 for the various entities respounsible for elemen-
9 tary and secondary education to address the
10 challenges and issues identified in the reports.'.
11 SEC. 9. STUDY OF ACCESSIBILITY TO INFORMATION TECH-
12 NOLOGY.
13 Section 201 of the High-Performanee Computing Act
14 of 1991 (15 U.S.C. 5524), as amended by sections 3(a)

—
[}

and 4(a) of this Act, is amended further by inserting after

—_
(=)}

subsection {(g) the following new subsection:

17 “(h) STUDY OF ACCESSIBILITY TO INFORMATION
18 TEcHNOLOGY.D

19 (1) STupY.D Not later than 90 days after the
20 date of the enactment of the Networking and Infor-
21 mation Technology Research and Development Aect,
22 the Director of the National Science Foundation, in
23 consultation with the National Institute on Dis-
24 ability and Rehabilitation Research, shall enter into
25 an arrangement with the National Research Council
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1 of the National Academy of Seciences for that Coun-
2 cil to conduct a study of acecessibility to information
3 technologies by individuals who are elderly, individ-
4 uals who are elderly with a disability, and individ-
5 uals with disabilities.
6 “(2) SuBJECTS.D The study shall addressD
7 “(A) current barriers to access to informa-
8 tion technologies by individuals who are elderly,
9 individuals who are elderly with a disability,
10 and individuals with disabilities;
11 “(B) research and development needed to
12 remove those barriers;
13 "(C) Federal legislative, policy, or regu-
14 latory changes needed to remove those barriers;
15 and
16 (D) other matters that the National Re-
17 search Council determines to be relevant to ac-
18 cess to information techmnologies by individuals
19 who are elderly, individuals who are elderly with
20 a disability, and individuals with disabilities.
21 “(3) TRANSMITTAL TO CONGRESS.D The Direc-
22 tor of the National Science Foundation shall trans-
23 mit to the Congress within 2 years of the date of the
24 enactment of the Networking and Information Tech-
25 nology Research and Development Act a report set-

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 25 2002



26

ting forth the findings, econclusions, and rec-
ommendations of the National Research Couneil.

“(4) FEDERAL AGENCY COOPERATION.D Fed-
eral agencies shall cooperate fully with the National
Research Council in its activities in earrying out the
study under this subsection.

"(6) AVAILABILITY OF FUNDS.D Funding for

the study described in this subsection shall be avail-

O &0 3 & ol WD -

able, in the amount of $700,000, from amounts de-

—
o

seribed in subsection (¢)(1).".

fam—y
fa—ry

SEC. 10. COMPTROLLER GENERAL STUDY.

o=y
[\

Not later than 1 year after the date of the enactment

—
W

of this Act, the Comptroller General shall transmit to the

—
=N

Congress a report on the results of a detailed study ana-

—_
W

lyzing the effects of this Act, and the amendments made

ja—
(=

by this Act, on lower income families, minorities, and

f—
)

women.

—_
oo

SEC. 11. BUY AMERICAN.

—
=}

(a) CoMPLIANCE WITH BUY AMERICAN AcCT.P No

(]
(==}

funds appropriated pursuant to this Act may be expended

N
—

by an entity unless the entity agrees that in expending

[
[\

the assistance the entity will comply with sections 2

through 4 of the Buy American Act (41 U.S.C. 10a+.0c).

[N T S
W

(b) SENSE OF CONGRESS.D In the case of any equip-

N
(9]

ment or produets that may be authorized to be purchased
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with financial assistance provided under this Act, it is the
sense of the Congress that entities receiving such assist-
ance should, in expending the assistance, purchase only
American-made equipment and produects.

(¢) NOTICE TO RECIPIENTS OF ASSISTANCE.D In
providing financial assistance under this Act, the head of
each Federal agency shall provide to each recipient of the

assistance a notice deseribing the statement made in sub-

O 00 N Oy L B N =

section (b) by the Congress.

Passed the House of Representatives February 15,
2000.

Attest: JEFEF TRANDAHL,
Clerk.
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106tH CONGRESS
18T SESSION H. R. 24 1 3

To amend the National Institute of Standards and Technology Act to enhance
the ability of the National Institute of Standards and Technology to
improve computer security, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

JuLy 1, 1999

Mr. SENSENBRENNER (for himself, Mr. GorpoX, and Mrs. MORELLA)
introduced the following bill; which was referred to the Committee on Seience

A BILL

To amend the National Institute of Standards and Tech-
nology Act to enhance the ability of the National Insti-
tute of Standards and Technology to improve computer
security, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America i Congress assembled,
SECTION 1. SHORT TITLE.

This Aet may be cited as the “Computer Security
Enhancement Act of 19997,

SEC. 2. FINDINGS AND PURPOSES.

N N R WD

(a) FinpiNegs.—The Congress finds the following:
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1 (1) The National Institute of Standards and
2 Technology has responsibility for developing stand-
3 ards and guidelines needed to ensure the cost-effec-
4 tive security and privacy of sensitive information in
5 Federal computer systems.
6 (2) The Federal Government has an important
7 role In ensuring the protection of sensitive, but un-
8 classified, information controlled by Federal agen-
9 cies.
10 (8) Technology that is based on the application
11 of eryptography exists and ean be readily provided
12 by private sector companies to ensure the confiden-
13 tiality, authenticity, and integrity of information
14 associated with public and private activities.
15 (4) The development and use of encryption
16 teehnologies should be driven by market forees rath-
17 er than by Government imposed requirements.
18 (b) PurrosEs.—The purposes of this Aet are to—
19 (1) reinforce the role of the National Institute
20 of Standards and Technology in ensuring the secu-
21 rity of unclassified information in Federal computer
22 systems; and
23 (2) promote technology solutions based on pri-
24 vate sector offerings to protect the security of Fed-
25 cral computer systems.
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1 SEC. 3. VOLUNTARY STANDARDS FOR PUBLIC KEY MAN-

2 AGEMENT INFRASTRUCTURE.
3 Section 20(b) of the National Institute of Standards
4 and Technology Act (15 U.8.C. 278g-3(b)) is amended—
(1) by redesignating paragraphs (2), (3), (4),
and (5) as paragraphs (3), (4), (7), and (8), respec-

5
6
7 tively; and
8 (2) by inserting after paragraph (1) the fol-
9

lowing new paragraph:

10 “(2) upon request from the private seetor, to
11 assist in establishing voluntary interoperable stand-
12 ards, guidelines, and associated methods and tech-
13 niques to facilitate and expedite the establishment of
14 non-Federal management infrastructures for public
15 keys that can be used to communicate with and con-
16 duct transactions with the Federal Government;”.

17 SEC. 4. SECURITY OF FEDERAL COMPUTERS AND NET-
18 WORKS.

19 Section 20(b) of the National Institute of Standards
20 and Technology Act (15 U.S.C. 2782-3(b)), as amended
21 by section 3 of this Act, is further amended by inserting
22 after paragraph (4), as so redesignated by section 3(1)

23 of this Act, the following new paragraphs:

24 “(5) to provide guidance and assistance to Fed-
25 eral agencies in the protection of interconnected
26 computer systems and to coordinate Federal re-
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1 sponse efforts related to unauthorized access to Fed-
2 eral eomputer systems;
3 “(6) to perform evaluations and tests of—
4 “(A) information technologies to assess
5 security vulnerabilities; and
6 “(B) commercially available security prod-
7 ucts for their suitability for use by Iederal
8 agencies for protecting sensitive information in
9 computer systems;”’.
10 SEC. 5. COMPUTER SECURITY IMPLEMENTATION.
11 Section 20 of the National Institute of Standards and
12 Technology Act (15 U.S.C. 278g-3) is further amended—
13 (1) by redesignating subsections (¢) and (d) as
14 subsections (e) and (f), respectively; and
15 (2) by inserting after subsection (b) the fol-
16 lowing new subsection:
17 “(e) In carrying out subsection (a)(3), the Institute
18 shall—
19 “(1) emphasize the development of technology-
20 neutral policy guidelines for computer security prac-
21 tices by the Federal agencies;
22 “(2) actively promote the use of commercially
23 available products to provide for the security and
24 privacy of sensitive information in Federal computer
25 systems; and
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ok

“(3) participate in implementations of
encryption technologies in order to develop required
standards and guidelines for Federal computer sys-
tems, including assessing the desirability of and the
costs associated with establishing and managing key
recovery infrastructures for Federal Government in-
formation.”.

SEC. 6. COMPUTER SECURITY REVIEW, PUBLIC MEETINGS,

O 00 N O L B~ LN

AND INFORMATION.
Section 20 of the National Institute of Standards and
Teehnology Act (15 U.S.C. 278g-3), as amended by this

b—t ek e
N = O

Act, is further amended by inserting after subsection (e),

[
W

as added by section 5 of this Act, the following new sub-

b
N

section:

Yt
n

“(d)(1) The Institute shall solieit the recommenda-

[y
(=)}

tions of the Computer System Security and Privacy Advi-

jo—y
~l

sory Board, established by section 21, regarding standards

p—t
o]

and guidelines that are being considered for submittal to

[
\O

the Seeretary in accordance with subsection (a)(4). No

(]
o

standards or guidelines shall be submitted to the Secretary

[\
Yt

prior to the receipt by the Institute of the Board’s written

N
[\

recommendations. The recommendations of the Board

N
w

shall accompany standards and guidelines submitted to

)
=

the Secretary.
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“(2) There are authorized to be appropriated to the

Secretary $1,000,000 for fiscal year 2000 and $1,030,000
for fiscal year 2001 to enable the Computer System Secu-
rity and Privacy Advisory Board, established by section
21, to identify emerging issues related to computer secu-
rity, privacy, and cryptography and to convene public
meetings on those subjects, receive presentations, and

publish reports, digests, and summaries for public dis-

O 00 NN N R WN

tribution on those subjects.”.

10 SEC. 7. LIMITATION ON PARTICIPATION IN REQUIRING
11 ENCRYPTION STANDARDS.

12 Section 20 of the National Institute of Standards and
13 Technology Act (156 U.S.C. 278g-3), as amended by this
14 Act, is further amended by adding at the end the following
15 new subsection:

16 “(g) The Institute shall not promulgate, enforce, or
17 otherwise adopt standards, or earry out activities or poli-
18 cies, for the Federal establishment of encryption standards
19 required for use in computer systems other than Federal
20 Government computer systems.”.

21 SEC. 8. MISCELLANEOUS AMENDMENTS.

22 Section 20 of the National Institute of Standards and
23 Technology Act (15 U.S.C. 278g-3), as amended by this
24 Act, is further amended—
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1 (1) in subsection (b)(8), as so redesignated by
2 section 3(1) of this Act, by inserting ‘“to the extent
3 that such coordination will improve computer secu-
4 rity and to the extent necessary for improving such
5 security for Federal computer systems” after ‘“Man-
6 agement and Budget)’’;
7 (2) in subsection (e), as so redesignated by sec-
8 tion 5(1) of this Act, by striking “shall draw upon”
9 and inserting in licu thereof “may draw upon’;
10 (3) in subsection (e)(2), as so redesignated by
11 section 5(1) of this Aect, by striking “(b)(5)” and in-
12 serting in lieu thereof “(b)(8)”’; and
13 (4) in subsection (f)(1)(B)(i), as so redesig-
14 nated by section 5(1) of this Aect, by inserting “and
15 computer networks” after “computers’.
16 SEC. 9. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.
17 Section 5(b) of the Computer Security Act of 1987
18 (49 U.8.C. 759 note) is amended—
19 (1) by striking “and” at the end of paragraph
20 (1);
21 (2) by striking the period at the end of para-
22 eraph (2) and inserting in lieu thereof *; and”; and
23 (3) by adding at the end the following new
24 paragraph:
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“(3) to include emphasis on protecting sensitive

—

information in Federal databases and Federal com-
puter sites that are accessible through public net-
works.”.
SEC. 10. COMPUTER SECURITY FELLOWSHIP PROGRAM.,
There are authorized to be appropriated to the See-
retary of Commerce $250,000 for fiseal year 2000 and
$500,000 for fiscal year 2001 for the Director of the Na-

O o0 N N D A W

tional Institute of Standards and Technology for fellow-

[
[}

ships, subject to the provisions of section 18 of the Na-

[—y
[am—y

tional Institute of Standards and Technology Act (15

—t
N

U.8.C. 278g-1), to support students at institutions of

i
O8]

higher learning in computer security. Amounts authorized

[em—y
Ny

by this section shall not be subject to the percentage limi-

[—y
W

tation stated in such seetion 18.

-y
[o3}

SEC. 11. STUDY OF PUBLIC KEY INFRASTRUCTURE BY THE

-y
~

NATIONAL RESEARCH COUNCIL.

—
o

(a) REVIEW BY NATIONAL RESEARCH COUNCIL.—

—_
O

Not later than 90 days after the date of the enactment

]
[}

of this Aect, the Secretary of Commerce shall enter into

[\
—

a contract with the National Research Council of the Na-

o
[\

tional Academy of Sciences to conduct a study of public

[\
W

key infrastructures for use by individuals, businesses, and

[\
I

government.
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1 (b) CoxTENTS.—The study referred to in subsection
2 (a) shall—

3 (1) assess technology needed to support public
4 key infrastructures;

5 (2) assess current public and private plans for
6 the deployment of public key infrastructures;

7 (3) assess interoperability, scalability, and in-
8 tegrity of private and public entities that are ele-
9 ments of public key infrastructures;

10 (4) make recommendations for Federal legisla-
11 tion and other Federal actions required to ensure
12 the national feasibility and utility of public key in-
13 frastructures; and

14 (5) address such other matters as the National
15 Research Council considers relevant to the issues of
16 public key infrastructure.

17 (¢) INTERAGENCY COOPERATION WITH STUDY.—AIl

18 agencies of the Federal Government shall cooperate fully
19 with the National Research Couneil in its activities in car-
20 rying out the study under this section, including access
21 by properly cleared individuals to classified information if
22 necessary.

23 (d) REPORT.—Not later than 18 months after the
24 date of the enactment of this Act, the Secretary of Com-

25 merce shall transmit to the Committee on Science of the
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House of Representatives and the Committee on Com-
merce, Science, and Transportation of the Senate a report
setting forth the findings, conclusions, and recommenda-
tions of the National Research Council for public policy
related to public key infrastructures for use by individuals,
businesses, and government. Such report shall be sub-
mitted in uneclassified form.

(¢) AUTHORIZATION OF APPROPRIATIONS.—There

O 0 NN N U R W N e

are authorized to be appropriated to the Secretary of Com-

—
]

merce $450,000 for fiscal year 2000, to remain available

—_
—

until expended, for carrying out this section.

—
o

SEC. 12. PROMOTION OF NATIONAL INFORMATION SECU-

RITY.

[T —
Fo VS

The Under Secretary of Commerce for Technology

—
@)}

shall—

—_
=)}

(1) promote the more widespread use of appli-

—
~

cations of cryptography and associated technologies

—
o0

to enhance the security of the Nation’s information

—
o

infrastructure;

[\*]
<

(2) establish a central clearinghouse for the col-

o
—

lection by the Federal Government and dissemina-

N
[\

tion to the public of information to promote aware-

[\
W

ness of information security threats; and

[y
RN

(3) promote the development of the national,

[\
Lh

standards-based infrastructure needed to support
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1 commercial and private uses of encryption tech-
2 nologies for confidentiality and authentication.

3 SEC. 13. ELECTRONIC AUTHENTICATION INFRASTRUC-
4 TURE.

5 (a) BLECTRONIC AUTHENTICATION INFRASTRUC-
6 TURE.—

7 (1) GUIDELINES AND STANDARDS.—Not later
8 than 1 year after the date of the enactment of this
9 Act, the Director, in consultation with industry,
10 shall develop electronic authentication infrastructure
11 guidelines and standards for use by Federal agencies
12 to enable those agencies to effectively utilize elec-
13 tronic authentication technologies in a manner that
14 is—

15 (A) sufficiently secure to meet the needs of
16 those agencies and their transaction partners;
17 and

18 (B) interoperable, to the maximum extent
19 possible.
20 (2) ELEMENTS.—The guidelines and standards
21 developed under paragraph (1) shall include—
22 (A) protection profiles for cryptographic
23 and mnonecryptographic methods of authen-
24 ticating identity for electronic authentication
25 products and services;
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1 (B) minimum interoperability specifica-
2 tions for the Federal acquisition of electronic
3 authentication products and services; and

4 (C) validation ecriteria to enable Federal
5 agencies to select cryptographic electronic au-
6 thentication products and services appropriate
7 to their needs.

8 (3) COORDINATION WITH NATIONAL POLICY
9 PANEL.—The Director shall ensure that the develop-
10 ment of guidelines and standards with respect to
11 cryptographic electronic authentication products and
12 services under this subsection is carried out in co-
13 ordination with the efforts of the National Policy
14 Panel for Digital Signatures under subsection (e).

15 (4) ReEViSIONS.—The Director shall periodically
16 review the guidelines and standards developed under
17 paragraph (1) and revise them as appropriate.

18 (b) VALIDATION OF PRODUCTS.—Not later than 1
19 year after the date of the enactment of this Act, and there-

[\
[}

after, the Director shall maintain and make available to

[\
Y—t

Federal agencies and to the public a list of commercially

N
\®

available electronic authentication products, and other

N
(S8 )

such products used by Federal agencies, evaluated as con-

)
~

forming with the guidelines and standards developed

N
W

under subsection (a).
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1 (¢) BLECTRONIC CERTIFICATION AND MANAGEMENT
2 SYSTEMS.—

3 (1) CRITERIA.—Not later than 1 year after the
4 date of the enactment of this Act, the Director shall
5 establish minimum technical criteria for the use by
6 Federal agencies of electronic certification and man-
7 agement systems.

8 (2) EvALUATION.—The Director shall establish
9 a program for evaluating the conformance with the
10 criteria established under paragraph (1) of electronic
11 certification and management systems, developed for
12 use by Federal agencies or available for such use.

13 (3) MAINTENANCE OF LIST.—The Director
14 shall maintain and make available to Federal agen-
15 cies a list of electronie certification and management
16 systems evaluated as conforming to the criteria es-

17 tablished under paragraph (1).

18 (d) REPORTS.—Not later than 18 months after the
19 date of the enactment of this Act, and annually thereafter,
20 the Dircetor shall transmit to the Congress a report that

21 includes—

22 (1) a deseription and analysis of the utilization
23 by Federal agencies of electronic authentication
24 technologies;
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1 (2) an evaluation of the extent to which Federal
2 agencies’ electronic authentication infrastructures
3 conform to the guidelines and standards developed
4 under subsection (a)(1);

5 (3) an evaluation of the extent to which Federal
6 agencies’ electronic certification and management
7 systems conform to the criteria established under
8 subsection (¢)(1);

9 (4) the list described in subsection (¢)(3); and
10 (5) evaluations made under subsection (b).

11 (e) NATIONAL POLICY PANEL FOR DIGITAL SIGNA-
12 TURES.—

13 (1) EsTABLISHMENT.—Not later than 90 days
14 after the date of the enactment of this Act, the

15 Under Secretary shall establish a National Policy

16 Panel for Digital Signatures. The Panel shall be
17 composed of government, academie, and industry
18 technical and legal experts on the implementation of
19 digital signature technologies, State officials, includ-
20 ing officials from States which have enacted laws
21 recognizing the use of digital signatures, and rep-
22 resentative individuals from the interested publie.

23 (2) RESPONSIBILITIES.—The Panel shall serve
24 as a forum for exploring all relevant factors associ-
25 ated with the development of a national digital sig-
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1 nature infrastructure based on uniform guidelines
2 and standards to enable the widespread availability
3 and use of digital signature systems. The Panel shall
4 develop—

5 (A) model practices and procedures for

6 certification authorities to ensure the accuracy,

7 reliahility, and security of operations associated

8 with issuing and managing digital certificates;

9 (B) guidelines and standards to ensure
10 consistency among jurisdictions that license cer-
11 tification authorities; and
12 (C) audit procedures for certification au-
13 thorities.

14 (3) CoorDINATION.—The Panel shall coordi-
15 nate its efforts with those of the Director under sub-
16 seetion (a).

17 (4) ADMINISTRATIVE SUPPORT.—The Under
18 Secretary shall provide administrative support to en-
19 able the Panel to carry out its responsibilities.

20 (5) REpoRT.—Not later than 1 year after the
21 date of the enactment of this Aect, the Under See-
22 retary shall transmit to the Congress a report con-
23 taining the recommendations of the Panel.

24 (f) DEFINTTIONS.—For purposes of this section—
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1 (1) the term “certification authorities” means
2 issuers of digital certificates;

3 (2) the term “digital certificate” means an elec-
4 tronic document that binds an individual’s identity
5 to the individual’s key;

6 (3) the term “‘digital signature” means a math-
7 ematically generated mark utilizing key cryptog-
8 raphy techniques that is unique to both the signa-
9 tory and the information signed;

10 (4) the term “digital signature infrastructure”
11 means the software, hardware, and personnel re-
12 sources, and the procedures, required to effectively
13 utilize digital ecrtificates and digital signatures;

14 (5) the term “‘electronic authentication” means
15 eryptographic or noneryptographic methods of au-
16 thenticating identity in an eleetronic communication;
17 (6) the term “electronic authentication infra-
18 structure” means the software, hardware, and per-
19 sonnel resources, and the procedures, required to ef-
20 fectively utilize electronic authentication tech-
21 nologies;
22 (7) the term “‘electronic certification and man-
23 agement systems” means computer systems, includ-
24 ing associated personnel and procedures, that enable
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fam—y

individuals to apply unique digital signatures to elec-
tronie information;

(8) the term “protection profile” means a list of
security functions and associated assurance levels
used to deseribe a produet; and

(9) the term ‘“Under Secretary” means the
Under Secretary of Commerce for Technology.

SEC. 14. SOURCE OF AUTHORIZATIONS.

O o0 N e bR W

There are authorized to be appropriated to the See-
retary of Commerce $3,000,000 for fiscal year 2000 and
$4,000,000 for fiscal year 2001, for the National Institute

e =
No= O

of Standards and Technology to carry out activities au-

—
W

thorized by this Act for which funds are not otherwise spe-

J—
B

cifically authorized to be appropriated by this Act.
O
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To amend the National Institute of Standards and Technology Act to enhance
the ability of the National Institute of Standards and Technology to
improve computer security, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES
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Mr. SENSENBRENNER (for himgelf, Mr. GorDON, and Mrs. MORELLA)
infroduced the following bill; which was referred to the Committee on Seience
SEPTEMBER 21, 2000
Additional sponsors: Mr. EHLERS, Mr. Cook, Mr. EWInNG, Mr. GUTKNECHT,
and Mr. KUYKENDALL
SEPTEMBER 21, 2000

Reported with an amendment, committed to the Committee of the Whole
House on the State of the Union, and ordered to be printed

[Strike out all after the enacting clause and insert the part printed in italie}

[For text of introduced bill, see copy of bill as introduced on July 21, 1999]

A BILL

To amend the National Institute of Standards and Tech-
nology Act to enhance the ability of the National Insti-
tute of Standards and Technology to improve computer
security, and for other purposes.
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1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Computer Security

2

3

4

5 Enhancement Act of 2000".
6 SEC. 2. FINDINGS AND PURPOSES.
7 (a) FINDINGS.D The Congress finds the following:

8 (1) The National Institute of Standards and
9

Technology has responsibility for developing stand-

10 ards and guidelines needed to ensure the cost-effective
11 security and privacy of sensitive information in Fed-
12 eral computer systems.

13 (2) The Federal Government has an important
14 role i ensuring the protection of sensitive, but un-
15 classified, information controlled by Federal agencies.
16 (3) Technology that is based on the application
17 of cryptography exists and can be readily provided by
18 private sector companies to ensure the confidentiality,
19 authenticity, and integrity of information associated
20 with public and private activities.

21 (4) The development and use of encryption tech-
22 nologies by industry should be driven by market

23 Jorces rather than by Government imposed require-
24 ments.
25 (b) PURPOSES.P The purposes of this Act are toD
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(1) reinforce the role of the National Institute of
Standards and Technology in ensuring the security of
unclassified information in Federal computer systems;
and

(2) promote technology solutions based on pri-
vate sector offerings to protect the security of Federal
computer systems.

SEC. 3. VOLUNTARY STANDARDS FOR PUBLIC KEY MANAGE-

W o0 N B W N =

MENT INFRASTRUCTURE.

—
o]

Section 20(b) of the National Institute of Standards
11 and Technology Act (15 U.S.C. 278¢+3(b)) is amendedD
12 (1) by redesignating paragraphs (2), (3), (4),
13 and (5) as paragraphs (3), (4), (8), and (9), respec-
14 twely; and

15 (2) by inserting after paragraph (1) the fol-
16 lowing new paragraph:

17 “(2) upon request from the private sector, to as-
18 sist wn establishing voluntary interoperable standards,
19 gutidelines, and associated methods and techniques to

20 Jacilitate and expedite the establishment of non-Fed-

21 eral management infrastructures for public keys that
22 con be used to communicate with and conduct trans-
23 actions with the Federal Government;'.
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1 SEC. 4. SECURITY OF FEDERAL COMPUTERS AND NET-
2 WORKS.
3 Section 20(b) of the National Institute of Standards
4 and Technology Act (15 U.S.C. 278g38(b)), as amended by
5 section 3 of this Act, is further amended by inserting after
6 paragraph (4), as so redesignated by section 3(1) of this
7 Act, the following new paragraphs:
8 (5) except for national securtty systemns, as de-
9 fined in section 5142 of Public Law 104406 (40
10 U.S.C. 1452), to provide guidance and assistance to
11 Federal agencies for protecting the security and pri-
12 vacy of sensitive information in interconnected Fed-
13 eral computer systems, including identification of sig-
14 nificant risks thereto;
15 (6) to promote compliance by Federal agencies
16 with existing Federal computer information security
17 and privacy guidelines;
18 (7) in consultation with appropriate Federal
19 agencies, assist Federal response efforts related to un-
20 authorized access to Federal computer systems;".
21 SEC. 5. COMPUTER SECURITY IMPLEMENTATION.
22 Section 20 of the National Institute of Standards and
23 Technology Act (15 U.S.C. 278g=33) is further amendedd
24 (1) by redesignating subsections (¢) and (d) as
25 subsections (e) and (f), respectively; and
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1 (2) by inserting after subsection (b) the following
2 new subsection:
3 Ye)(21) In carrying out subsection (a)(2) and (3), the
4 Institute shallD
5 4) emphasize the development of technology-
6 neutral policy guidelines for computer security prac-
7 tices by the Federal agencies;
8 (B) promote the use of commercially available
9 products, which appear on the list required by para-
10 graph (2), to prowde for the security and privacy of
11 sensitive mformation i Federal computer systems;
12 C) develop qualitative and quantitative meas-
13 ures appropriate for assessing the quality and effec-
14 tiveness of mformation security and privacy pro-
15 grams at Federal agencies;
16 D) perform evaluations and tests at Federal
17 agencies to assess existing information security and
18 prvacy programs;
19 (&) promote development of acereditation proce-
20 dures for Federal agencies based on the measures de-
21 veloped under subparagraph (C);
22 “(F) if requested, consult with and provide as-
23 ststance to Federal agencies regarding the selection by
24 agencies of security technologies and products and the
25 implementation of security practices; and
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G)(GE) develop uniform festing procedures suit-
able for determining the conformance of commercially
available security products to the guidelines and

standards developed wnder subsection (a)(2) and (3);

1
2
3
4
5 (1) establish procedures for certification of pri-
6 vate sector laboratories to perform the tests and eval-
7 uations of commercially available security products
8 developed in accordance with clause (v); and
9 “(4i3) promote the testing of commercially avail-
10 able security products for their conformance with
11 guidelines and standards developed under subsection
12 (a)(2) and (3).
13 Y2) The Institute shall mamtain and make available
14 to Federal agencies and to the public a list of commercially
15 available security products that have been tested by private
16 sector laboratories certified in accordance with procedures
17 established under paragraph (1)(G)(#), and that have been
18 found to be in conformance with the guidelines and stand-
19 ards developed under subsection (a)(2) and (3).
20 “(3) The Institute shall annually transmait to the Con-

21 gress, i an unclassified format, ¢ report containingd

22 “(A) the findings of the evaluations and tests of
23 Federal computer systems conducted under this sec-
24 tion during the 12 months preceding the date of the
25 report, wncluding the frequency of the use of commer-
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cially available security products included on the list
required by paragraph (2);

(B) the planned evaluations and tests under
this section for the 12 months following the date of the
report; and

(C) any recommendations by the Institute to
Federal agencies resulting from the findings described
w subparagraph (4), and the response by the agen-

O 0 9 N Ut B W N

cies to those recommendations.".

—_
o

SEC. 6. COMPUTER SECURITY REVIEW, PUBLIC MEETINGS,

—
Jum—y

AND INFORMATION.

—
N

Section 20 of the National Institute of Standards and

—_
W

Technology Act (15 U.8.C. 278g33), as amended by this Act,

[y
=N

is further amended by inserting after subsection (c), as

[y
(¥}

added by section 5 of this Act, the following new subsection:
(d)(1) The Institute shall solicit the recommendations

[ —
N

of the Computer System Security and Privacy Advisory

—_
co

Board, established by section 21, regarding standards and

ja—
\O

guidelines that are being considered for submittal to the

)
o

Secretary n accordance with subsection (a)(4). The rec-

N
—

ommendations of the Board shall accompany standards and

3]
[\S]

guadelines submitted to the Secretary.

[\®}
W

(2) There are authorized to be appropriated to the

)
B

Secretary $1,050,000 for fiscal year 2001 and $1,060,000

N
W

Jor fiseal year 2002 to enable the Computer System Security
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and Privacy Advisory Board, established by section 21, to

[—y

identify emerging issues related to computer security, pri-
vacy, and cryptography and to convene public meetings on
those subjects, recetve presentations, and publish reports, di-
gests, and summaries for public distribution on those sub-
Jjects.".

SEC. 7. LIMITATION ON PARTICIPATION IN REQUIRING

ENCRYPTION STANDARDS,

O 00 NNy W R W

Section 20 of the National Institute of Standards and

[—y
(=]

Technology Act (15 U.8.C. 278¢43), as amended by this Act,

F—t
ot

18 further amended by adding at the end the following new

[wa—y
[\

subsection:

—_
W

“(g) The Institute shall not promulgate, enforce, or oth-

Pt
N

erwise adopt standards, or carry out activities or policies,

—
W

Jor the Federal establishment of encryption standards re-

=
(@)

quired for use in computer systems other than Federal Gov-

[y
~]

ernanent computer systems.".

—
[09]

SEC. 8. MISCELLANEOUS AMENDMENTS.

—
O

Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278¢g33), as amended by this Act,

SRS

18 further amendedP

N
[\

(1) in subsection (b)(9), as so redesignated by

o
W

section 3(1) of this Act, by inserting “to the extent

)
=

that such coordination will improve computer secu-

N
wn

rity and to the extent mecessary for improving such

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 8 2002



9

1 security for Federal computer systems' after “Man-
2 agement and Budget)";
3 (2) in subsection (¢), as so redesignated by sec-
4 tion 5(1) of this Act, by striking “Shall drew upon'
5 and nserting in liew thereof “may draw upon'';
6 (3) in subsection (e)(2), as so redesignated by
7 section 5(1) of this Act, by striking “b)(5)" and in-
8 serting in liew thereof “(b)(8)"; and
9 (4) in subsection (f)(1)(B)(1), as so redesignated
10 by section 5(1) of this Act, by inserting “and com-
11 puter networks' after “computers".
12 SEC. 9. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.
13 Section 5(b) of the Computer Security Act of 1987 (40
14 U.8.C. 759 note) 1is amendedD
15 (1) by striking “ond' af the end of paragraph
16 (1);
17 (2) by striking the period at the end of para-
18 graph (2) and inserting in liew thereof ; and"; and
19 (3) by adding at the end the following new para-
20 graph:
21 “(3) to include emphasis on protecting sensitive
22 mformation in Federal databases and Federal com-
23 puter sites that are accessible through public net-
24 works.".
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SEC. 10. COMPUTER SECURITY FELLOWSHIP PROGRAM.

fo—ry

There are authorized to be appropriated to the Sec-
retary of Commerce $500,000 for fiscal year 2001 and
$500,000 for fiscal year 2002 for the Director of the Na-
tional Institute of Standards and Technology for fellow-
ships, subject to the provisions of section 18 of the National
Institute of Standards and Technology Act (15 U.S.C.
2789+ ), to support students at institutions of higher learn-

O 00 N N b W

g in computer security. Amounts authorized by this sec-

-y
o

tron shall not be subject to the percentage limitation stated

f—t
[aa—y

n such section 18.

o
[\

SEC. 11. STUDY OF PUBLIC KEY INFRASTRUCTURE BY THE

—
W

NATIONAL RESEARCH COUNCIL.

—
LN

(«) REVIEW BY NATIONAL RESEARCH COUNCIL.D Not

(Y
9,4

later than 90 days after the date of the enactment of this

j—
(=)

Act, the Secretary of Commerce shall enter into a contract

—
~l

with the National Research Council of the National Acad-

—
oo

emy of Sciences to conduct a study of public key wnfrastruc-

Y—
\O

tures for use by individuals, businesses, and government.

[\
o

(b) CoNTENTS.D The study referred to in subsection
(@) shallD

[N
—

22 (1) assess technology needed to support public
23 key infrastructures;
24 (2) assess current public and private plans for

25 the deployment of public key infrastructures;
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(3) assess interoperability, scalability, and integ-
rity of private and public entities that are elements
of public key infrastructures;

(4) make recommendations for Federal legisla-

1

2

3

4

5 tion and other Federal actions required to ensure the
6 national feasibility and wiility of public key infra-
7 structures; and

8 (5) address such other matters as the National
9 Research Council considers relevant to the issues of
10 public key infrastructure.

11 (¢) INTERAGENCY COOPERATION WiTH STUDY.D All
12 agencies of the Federal Government shall cooperate filly
13 with the National Research Council in its activities in car-
14 rying out the study under this section, mcluding access by
15 properly cleared individuals to classified information if
16 necessary.

17 (d) REPORT.D Not later than 18 months after the date
18 of the enactment of this Act, the Secretary of Commerce
19 shall transmit to the Committee on Science of the House
20 of Representatives and the Committee on Commerce,
21 Science, and Transportation of the Senate a report setting
22 forth the findings, conclusions, and recommendations of the
23 National Research Council for public policy related to pub-

24 lic key infrastructures for use by individuals, businesses,
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1 and government. Such report shall be submitted in unclassi-

2 fied form.

3 (¢) AUTHORIZATION OF APPROPRIATIONS.D There are

4 quthorized to be appropriated to the Secretary of Commerce

S $450,000 for fiscal year 2001, to remain available until ex-

6 pended, for carrying out this section.

7 SEC. 12. PROMOTION OF NATIONAL INFORMATION SECU-

8 RITY.

9 The Under Secretary of Comumerce for Technology
10 shallD

11 (1) promote an increased use of security tech-
12 niques, such as risk assessment, and security tools,
13 such as cryptography, to enhance the protection of the
14 Nation's information infrastructure;
15 (2) establish a central repository of information
16 Jor dissemination to the public to promote awareness
17 of mformation security vulnerabilities and risks; and
18 (3) promote the development of the national,
19 standards-based infrastructure needed to support gov-
20 ernment, commercial, and private uses of encryption
21 technologies for confidentiality and authentication.

22 SEC. 13. ELECTRONIC AUTHENTICATION INFRASTRUCTURE.
23 (a) ELECTRONIC AUTHENTICATION INFRASTRUC-

24 TURE.D
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1 (1) GUIDELINES AND STANDARDS.P Not later
2 than 18 months after the date of the enactment of this
3 Act, the Director, in consultation with industry and
4 appropriate Federal agencies, shall develop electromic
5 authentication infrastructure guidelines and stand-
6 ards for use by Federal agencies to assist those agen-
7 cies to effectively select and utilize electronic authen-
8 tication technologies in a manner that isP
9 (A) adequately secure to meet the needs of
10 those agencies and their transaction partners;
11 and
12 (B) interoperable, to the maximum extent
13 possible.
14 (2) ELEMENTS.D The guidelines and standards
15 developed under paragraph (1) shall included
16 (4) protection profiles for cryptographic
17 and noncryptographic methods of authenticating
18 wdentity for electronic authentication products
19 and services;
20 (B) a core set of interoperability specifica-
21 tions for the Federal acquisition of electronic au-
22 thentication products and services; and
23 (C) validation ecriteria to enable Federal
24 agencies to select cryptographic electronic ou-
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1 thentication products and services appropriate to
2 their needs.
3 (3) COORDINATION WITH NATIONAL POLICY
4 PANEL.D The Director shall ensure that the develop-
5 ment of guidelines and standards with respect to
6 cryptographic electronic authentication products and
7 services under this subsection is carried out in con-
8 sultation with the National Policy Panel for Digital
9 Signatures established under subsection (e).
10 (4) REVISIONS.D The Director shall periodically
11 review the guidelines and standards developed under
12 paragraph (1) and revise them as appropriate.
13 (b) LISTING OF VALIDATED ProDUCTS.D Not later
14 than 30 months after the date of the enactment of this Act,

—t
W

and thereafter, the Director shall maintain and make avail-

fa—y
(@)

able to Federal agencies and to the public o list of commer-

ok
-~

cially available electronic authentication products, and

[ury
oo

other such products used by Federal agencies, evaluated as

—
\O

conforming with the guidelines and standards developed

[\
)

under subsection (a).

21 (¢c) SPECIFICATIONS FOR ELECTRONIC CERTIFICATION
22 AND MANAGEMENT TECHNOLOGIES.D

23 (1) SPECIFICATIONS.D The Director shall, as ap-
24 propriate, establish core specifications for particular
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1 electronic certification and management technologies,

2 or their components, for use by Federal agencies.

3 (2) EVALUATION.P The Director shall advise

4 Federal agencies on how to evaluate the conformance

5 with the specifications established under paragraph

6 (1) of electronic certification and management tech-

7 nologies, developed for use by Federal agencies or

8 available for such use.

9 (3) MAINTENANCE OF LIST.D The Director shall
10 mamiain and make available to Federal agencies o
11 list of electronic certification and management tech-
12 nologies evaluated as conforming to the specifications
13 established under paragraph (1).

14 (d) REPORTS.D Not later than 18 months after the
15 date of the enactment of this Act, and annually thereafter,
16 the Director shall transmit to the Congress a report that
17 includesD

18 (1) a description and analysis of the utilization
19 by Federal agencies of electronic authentication tech-
20 nologies; and

21 (2) an evaluation of the extent to which Federal
22 agencies'  electronic authentication infrastructures
23 conform to the guidelines and standards developed
24 under subsection (a)(1).
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