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THE WASSENAAR ARRANGEMENT AND THE
FUTURE OF MULTILATERAL EXPORT CON-
TROLS

WEDNESDAY, APRIL 12, 2000

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AFFAIRS,

Washington, DC.
The Committee met, pursuant to notice, at 10:05 a.m., in room

SD-342, Dirksen Senate Office Building, Hon. Fred Thompson,
Chairman of the Committee, presiding.

Present: Senators Thompson, Lieberman, and Akaka.

OPENING STATEMENT OF SENATOR THOMPSON
Chairman THOMPSON. All right. Let us come to order, please. We

appreciate very much our witnesses coming to be with us here
today. We are considering a subject that a lot of people consider to
be one of the most important subjects that we have to deal with.
We spend an awful lot of time dealing with things that many of
us think do not amount to much, but this is clearly an area that
does. I remember shortly after I came to town, I was watching tele-
vision, I flipped on a speech that Senator Nunn, former Senator
Nunn, was giving in Houston. He was talking about the prolifera-
tion of weapons of mass destruction as the greatest threat that this
country faced. A few days later I watched former Secretary of State
Christopher on a Charlie Rose show and Charlie put the question
to him what was the greatest danger to our national security? He
gave the same answer. I know Secretary Cohen in the recent past
has basically said the same thing.

I think there is a growing realization that we do not have the
one big threat that we had back during the days of the Coordi-
nating Committee on Export Controls (or COCOM), but we now
have a different kind of threat. In many ways, it is more dangerous
and more insidious. Of course, what we do not agree upon is ex-
actly what we ought to be doing to deal with it. We have a major
debate going on about this right now in terms of the Export Admin-
istration Act. I hear that it is going to be brought to the floor short-
ly. I think the current EAA bill is a mistake. I think we have not
spent enough time on it. There are several committees, including
this Committee, that have jurisdiction in these areas and we are
just kind of going lickety-split. I know the Banking Committee has
spent a lot of time on it, but we are just now getting our focus on
the issue and we are going too fast because there is great pressure
in terms of the issues of trade and commerce to get this done.
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But anyway, we will have that debate. Also, I think most of us
do agree that we need to do what we can in terms of multilateral
regimes, arrangements, treaties, and what not to cut down on the
proliferation of weapons of mass destruction, ballistic missiles, and
biological, chemical, or dual-use items.

We are dealing here today primarily with to one of those multi-
lateral arrangements, the Wassenaar Arrangement, which I guess
you might say deals with the other edges of our concern. We have
more consensus in the area of missiles, nuclear, biological, and
chemical weapons than we do with regard to the sort of dual-use
items controlled by Wassenaar, for example. So we are not together
with our allies on exactly what we should be doing.

Some of us are going to be talking to our allies over this next
recess about those issues, and while we could spend an awful lot
of time disagreeing-as I'm sure I do with our first two witnesses
on some aspects of our export control policy and about what I be-
lieve to be an unjustified loosening in terms of many of these
areas-clearly we now live in a different world. We do not live in
a COCOM world anymore. There is more foreign availability of sen-
sitive technologies than ever before, but we have dangers that are
increasing-as we are told by the Rumsfeld Commission, as we see
with the North Koreans launching their three-stage rockets and
other things that come as a great surprise to us, as we read the
Cox Report that the Chinese are using our high performance com-
puters to enhance their own nuclear capabilities, as we see diver-
sions in high performance computers to China and to Russia, as we
see with the Loral problem, and now the Lockheed problem, and
as we read the Inspector Generals' reports concerning what they
believe to be a lack of training, lack of end-user verification, and
other controls of that nature. I simply believe that instead of push-
ing forward with what I would call a further loosening across the
board, especially in terms of high speed computers, encryption and
things of that nature where the technological pace is picking up,
instead of doing that, we ought to sit back and have a new assess-
ment of some kind.

The more I get into this, the more I see that all points have cer-
tain validity. And what we really need is not for Congress to sit
here and decide whether or not "x" item ought to be exported or
not. What we need is to make sure we have a process where all
of the relevant interests are presented, whether it be through a
separate, independent agency or whatever. I think we need to reas-
sess that. Perhaps our view in terms of what we ought to be con-
trolling should be changed. Now I read where some people are say-
ing we ought to control fewer items, build higher fences around
fewer items.

Some are also saying that we need to concentrate more on catch-
all provisions in terms of what countries we are sending things to-
that is, not to control so many things, but to concentrate more on
bad destinations. That sort of thing. I do not pretend to have the
answers to all of these questions, but the more I get into it, the
more I am convinced nobody else does either. Perhaps it is time
that we really sit back and take a look at the fact that we are in
a new world: One with more foreign availability and more opportu-
nities for even our allies to undercut us if we do not trade, but also

HeinOnline  -- 4 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 2 2002



many new dangers from many other countries. Even countries
whose people are starving to death apparently have the ability
today to launch chemical and biological weapons onto this country,
and perhaps shortly nuclear ones as well. I am referring to, of
course, North Korea.

So, in that kind of world, what should we be doing? I believe we
should be trying to exercise some leadership with regard to our al-
lies, which gets us into the Wassenaar and these other multilateral
arrangements, which is what we are dealing with here today. So
after saying I did not want to get into all that, I got into all of that.
But now, I really am going to try-and others can follow their own
lead, but I really am going to try-to direct my attention toward
what should we be doing in terms of these arrangements. Are they
really helping? What are our successes, our failures? What are we
trying to do as a nation in terms of exercising leadership with re-
gard to these arrangements?

What are our criteria for success? How do we know how much
good we are doing? Could things be done differently? How impor-
tant is it? To what extent are we getting cooperation from our al-
lies? How important is the fact that we have different views, clear-
ly, on some things?

We all seem to agree that there is a certain list of items that
ought to be of concern, and we pretty much agree what that list
is. We all agree that there are a certain group of countries that
ought to be of concern, but we certainly do not agree with our allies
with regard to what to do about that. And we disagree not only
about what to do about the so-called rogue nations, but with regard
to China. So that is why we asked you to come here today: To get
your views on the significance of these arrangements, and the sig-
nificance particularly of the Wassenaar Arrangement because we
saw with Iraq that this dual-use issue is very important and that
controlling such items is very difficult.

Where are we and where should we be going? So, gentlemen, I
appreciate your being here with us today to discuss these issues.
Thank you. Senator Lieberman.

OPENING STATEMENT OF SENATOR LIEBERMAN

Senator LIEBERMAN. Thanks, Mr. Chairman. Thanks for a
thoughtful statement and thanks for calling the hearing today be-
cause it does give us the opportunity to explore this important
issue of export controls from a perspective that often does not get
the attention it deserves and that is the multilateral perspective.

As you indicated, we are living in an age of remarkable
globalization. It is a different world and a world of stunning tech-
nological innovation, both of which have brought extraordinary
benefits to our country and to the world, but, as we have become
increasingly aware, there are some downsides to our entrance into
the otherwise happy post-Cold War global cyberage.

With the release of the Cox Committee Report last year and
other more recent allegations of improper transfers of sensitive
technology, we have all become aware that the proliferation of so-
called dual-use technology, which is to say technology with both ci-
vilian and military applications, has important and potentially dan-
gerous ramifications for our national security.
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Nowhere is addressing this concern more complicated than in the
context of multilateral export controls. During the decades of the
Cold War in our confrontation with the Soviet Union, we and our
allies were pretty much able to keep our enemies from obtaining
significant amounts of potentially harmful technology. We were
able to do this because our allies broadly shared our concerns and
our strategic views and because much of the technology that we
wanted controlled was, in fact, capable of being controlled by our
allies and us.

But with the end of the Cold War and our entrance into a period
of extraordinary technological advancement, all of that has now
changed. We live clearly in a multipolar rather than a bipolar
world, and our allies no longer share our strategic views on some
important issues. To cite the obvious example, some of our key per-
ceptions regarding countries like China, Iraq and Iran different
fundamentally from that of our allies.

Just as importantly, private industry today, not government sup-
ported military research, stands at the forefront of many new tech-
nological advances with security and military implications. So gov-
ernments have to run hard to stay in place technologically and so
they usually do not own or control new technologies in the same
way we did at an earlier stage of history.

All of that means that the old system under which the United
States through COCOM was able to essentially tell our allies not
to transfer sensitive items or technology and usually have them
abide by that decision and thereby keep dangerous technology out
of the hands of our enemies-that system no longer does or in some
measure can exist. Our allies no longer see a reason to give us a
veto over their export decisions. And the proliferation of readily ac-
cessible technology makes it very difficult for us to exercise the
control that we once did.

This all has very significant consequences for our national secu-
rity in the traditional sense by which I mean that it clearly can ex-
pose us to threats that are serious from those who wish us ill. And
if we and our allies cannot agree on who to sell to and who not to
sell to, it also potentially harms our national security in another
sense. If, for example, our allies decide to sell advanced tech-
nologies such as satellites or supercomputers to places that we will
not allow our American companies to sell to, our action may not
only fail to prevent a potential adversary from obtaining what they
want to obtain, but it may also do damage to our ability to main-
tain the robust technology and defense industries that are critical
to providing for our own defense.

These are not easy questions to balance. In some sense, as I be-
lieve the Chairman said earlier, there is a lot of right on all sides.
But the bottom line is that we have to figure out how to protect
our national security in this very different world. We must do what
we can, but we also obviously have to work with our allies, under-
standing that they are not always going to see things the way we
do.

This is a complicated problem that our witnesses today have
thought long and hard about. I am grateful that they are here and
I look forward to hearing their views on how best we can work in
this new multilateral high technology context to achieve both our
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central national goal of protecting our national security and also in
the process trying to keep the world as safe as we can. Thank you.

Chairman THOMPSON. Thank you very much.
Gentlemen, your statements will be made a part of the record.

If you would summarize those for us, we would appreciate it. Mr.
Holum.

TESTIMONY OF HON. JOHN D. HOLUM,' SENIOR ADVISOR FOR
ARMS CONTROL AND INTERNATIONAL SECURITY, U.S. DE-
PARTMENT OF STATE
Mr. HOLUm. Thank you, Mr. Chairman, and thank you for hav-

ing this hearing and for laying the basis, both you and Senator
Lieberman, for I think a productive discussion. We appreciate pre-
senting the Department of State the opportunity to discuss the
Wassenaar Arrangement and the future of multilateral export con-
trols. It is important to note at the outset, as both of you have
noted, that Wassenaar is not and cannot be COCOM.

COCOM and other multilateral control mechanisms had a clearly
defined, mutually agreed strategic threat, and addressed that
threat by embargoing exports of arms and sensitive dual-use items
to proscribed destinations. Along with our allies, we agreed on pro-
cedures for controlling exports to those destinations including al-
lowing for any Nation to veto a specific export.

The end of the Cold War, the disintegration of the Soviet Union,
moves toward democracy and market-based economies in the
former Warsaw Pact, deep cuts in the strategic arsenals of both
sides, and the goal of assuring or assisting economic and political
reform in Eastern Europe, Russia and other newly independent
States rather than retarding their economic development, all led
our allies to the view that the COCOM arrangement had outlived
its strategic rationale and could not be sustained.

The United States eventually joined this view when it became
clear that our trading partners would no longer agree to follow the
procedures outlined in the COCOM arrangement. In the waning
days of COCOM, the United States sought to preserve the controls
for as long as possible and push to establish a new world wide ar-
rangement to cover conventional arms and related technologies. It
was only through United States leadership that we were able to
stem the flow of arms and sensitive technologies to places such as
Iraq, Iran, North Korea and Libya, destinations largely ignored by
the former COCOM.

The world has changed for the better. The targets of COCOM
now are members of Wassenaar as well as trading partners, friends
and in some cases treaty allies. And our former COCOM partners
recognize that responsible national export controls and policies re-
main indispensable to promote international peace and security in
the post Cold War environment even though they opposed and con-
tinue to oppose any COCOM-like control regime. COCOM mem-
bers, eventually with participation by Russia, designed a new mul-
tilateral export control regime to address the new challenges posed
by regional instability in States whose behavior threatened inter-
national security.

'The prepared statement of Mr. Holum appears in the Appendix on page 49.
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The new regime, Wassenaar, is the first global multilateral ar-
rangement covering both conventional weapons and sensitive dual-
use goods and technologies. It was negotiated and established in
the mid-1990's at the same time that COCOM was disbanded. As
you noted, Iraq's build up of arms before the Gulf War dem-
onstrated the need for some form of global export regime and the
Wassenaar Arrangement responded to this challenge by covering
more than just dual-use items as had been COCOM's focus.

The Wassenaar Arrangement which began operation in Sep-
tember 1996 is designed to prevent destabilizing accumulations of
arms and dual-use goods and technologies. The arrangement en-
courages transparency, responsibility, consultation, and where ap-
propriate national policies of restraint. In doing so, it fosters ac-
countability in transfers of arms and dual-use goods and tech-
nologies.

It also provides a venue in which governments can consider col-
lectively the implications of various transfers on their international
and regional security interests. It also seeks to enhance cooperation
to prevent dangerous transfers. Wassenaar members maintain ex-
port controls on items covered by the munitions and dual-use lists,
which are regularly reviewed by experts as needed.

However, the decision to transfer or deny any controlled items
remains the responsibility of individual member states. There are
no, as there were in COCOM, case-by-case prior reviews of pro-
posed exports to proscribed destinations or vetoes on proscribed or
proposed exports. But members do report on their decisions to
transfer or deny to non-members certain classes of weapons and
dual-use technologies.

Again, unlike COCOM, Wassenaar members are not constrained
to honor each other's denials, but consultations are encouraged in
such cases. Although no country is an explicit target of the
Wassenaar Arrangement, members are committed to dealing firmly
with states whose behavior is a cause for serious concern. There is
broad agreement that these states presently are Iran, Iraq, Libya
and North Korea. Wassenaar members deal with these countries of
concern by preventing through shared national policies of restraint
their acquisition of armaments and sensitive dual-use goods and
technologies for military end-use.

So Wassenaar provides for the first time a global mechanism for
controlling transfers of conventional armaments and a forum in
which governments can examine and debate the implications of
various transfers on their international and regional security inter-
ests.

I have in my statement a further elaboration of some of the
achievements of Wassenaar which I hope we can get into in the
questions and answers, but I see my time has expired. So I will
conclude there.

Chairman THOMPSON. Thank you very much. Mr. Reinsch.
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TESTIMONY OF HON. WILLIAM A. REINSCH,' UNDER SEC-
RETARY FOR EXPORT ADMINISTRATION, U.S. DEPARTMENT
OF COMMERCE

Mr. REINSCH. Thank you, Mr. Chairman. In light of what you
and Senator Lieberman said and also what Mr. Holum said, I think
I can abbreviate my remarks, since I understand you will put the
whole statement in the record anyway.

Chairman THOMPSON. All right.
Mr. REINSCH. Let me concentrate for a few moments on the rela-

tionship between Wassenaar and COCOM and then conclude with
some suggestions as to what we might usefully do next, which I
think is what you said you wanted to focus on.

As both you and Mr. Holum made clear and in contrast to
COCOM, Wassenaar's membership has a much broader base. It is
not limited to NATO members. One of what we think is the major
successes of the Wassenaar Arrangement is that Russia, Ukraine
and other former Warsaw Pact countries are members and have
committed to develop effective export controls and to end desta-
bilizing arms sales to Iran.

Wassenaar's members also include countries that have been out-
side of NATO during the Cold War such as Austria, Sweden and
Switzerland and new industrial powers such as the Republic of
Korea and Argentina. We think this broad membership needs to be
considered as one the successes of Wassenaar.

Now, in retrospect, we are trying to, if you will, meld the legacy
of COCOM with the new realities that both senators so eloquently
described in their remarks. We inherited from COCOM a long list
of goods to be controlled. The selection of those goods was based on
preventing the Soviet Union from improving its weapons and its
high tech industries. That list is out of date. It is out of date in
terms of the objective. It is out of date in terms of the technologies.
And we believe it needs a good deal of work.

In addition, we inherited some mistrust that had arisen as a re-
sult of debates in COCOM, and this was an obstacle to progress in
building the new regime. Most importantly, COCOM permitted the
United States and other COCOM members to share a common ap-
proach to export controls. As you noted, as we discovered via Iraq,
this changed after the collapse of the Soviet Union.

Our export control policies and those of our allies differ widely
in some respects. The Europeans have made clear, for example,
that they have no intention of adopting our unilateral sanctions.
The Wassenaar Arrangement, covering as it does both conventional
arms and related dual-use equipment, also does not have the same
degree of consensus we find in other regimes. This is because there
is much legitimate trade in the items controlled by Wassenaar so
the kind of blanket denial policies found in the MTCR or the nu-
clear suppliers group for weapons of mass destruction or the em-
bargo approach found in COCOM will not work.

The United States is a major exporter of arms and military tech-
nologies and considers its ability to make such transfers a nec-
essary tool of foreign policy. Many of the items controlled by

1The prepared statement of "Mr. Reinsch appears in the Appendix on page 55.
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Wassenaar are also becoming widely available through the kind of
globalization that we were discussing earlier.

One thing our Wassenaar partners have consistently made clear
for the last 7 years is that they will never submit to the kind of
consensus arrangement for export approval known as a veto that
was found in COCOM. The military threat to European security
that justified a veto no longer exists. In addition, as the Europeans
have made clear in other contexts, they have no intention of adopt-
ing our unilateral sanctions such as those against Iran or Cuba or
our sanctions against India or Pakistan. And they believe that if
they accepted a veto, we would attempt to use it to enforce such
sanctions.

No other export control regime has a veto rule for export deci-
sions, and I believe we would be mistaken if we think we can per-
suade Wassenaar or the other regimes to adopt it. It is also worth
noting that one aspect of the veto debate is that some transfers we
make to our allies and security partners would likely trigger a veto
from other Wassenaar members. Unlike the other members, the
United States has global security commitments, and I am not sure
that we would want Russia or others to sit in judgment on our ex-
ports to our security partners in certain states in Asia or in the
Middle East.

And there is skepticism among our partners, frankly, as to how
we would react to a veto if we believed that our national interests
were at stake; in other words, if the tables were turned. Our
Wassenaar partners have also consistently made clear that China
is not a target of the regime. Many Wassenaar members wish to
see China join the arrangement. For the most advanced industrial
economies in Wassenaar, China is an important market, not a
threat. And they have told us that it is a market that they will
service.

The most salient examples are in machine tools and semi-con-
ductor manufacturing equipment. We often hear criticism of sales
of five access machine tools to China. The United States has ap-
proved only two in recent years, but in the same period our
Wassenaar partners have approved more than 20. In fact, exports
to China of the most advanced machine tools more than doubled in
the last year, and they did not come from the United States.

For semi-conductor manufacturing equipment, we have been told
by the other major producers, Japan, Netherlands and Germany,
that they will sell to China even if we will not. A good example of
that is China's Project 909, where Japan approved the joint ven-
ture using the most advanced chip making equipment before the
United States had even finished debating whether to allow its com-
panies to apply for a license.

Now let me make some suggestions in closing, Mr. Chairman, for
the future. First, we need to recognize that much of the debate in
the United States over export controls is out of sync with the rest
of the industrialized world. This reflects in part larger differences
over security policies, threat perceptions, or trans-Atlantic coopera-
tion. But it forms a crucial backdrop to improving multilateral con-
trols.

Second, we need to consult with our allies and with other regime
members on the scope for cooperation and improving controls. For
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conventional arms and related dual-use equipment, it may be less
than we would wish. Related to that, we should continue our ef-
forts to promote adoption of catch-all controls by our regime part-
ners in order to ensure that adequate authority exists for control-
ling a wide range of technology to specific end-users of concern.

Third, we need to refocus the list of those items that are control-
lable and critical to advance military capabilities. The globalization
of technology poses new challenges in that regard, as Senator
Lieberman pointed out.

Fourth, we need to give up the ghost of COCOM. COCOM was
a valuable tool for NATO in the Cold War, but it is gone and can-
not be resurrected.

Fifth, we need to continue efforts to get China to participate in
multilateral regimes such as Wassenaar. To this, China will need
to make progress in adhering to the international norms for non-
proliferation and arms sales. There is no question that they are not
there yet.

We must continue our efforts to encourage non-members to ad-
here to regime standards. The Commerce Department, working
closely with State and Defense, Customs and others, has worked
with the countries of the former Soviet Union and Warsaw Pact to
develop comprehensive and effective export control systems.

We have often found that even in cases where these governments
are willing to take the hard steps to keep items out of the hands
of unreliable parties, they do not have the practical means or the
legal basis to do so. We have had some success in encouraging
them to take all the necessary steps including adopting the control
lists of the multilateral regimes to allow them to adhere to the ob-
jectives of the regimes. But we need to do more in that area.

Finally, we need to continue to work towards national consensus
or as close as we can get to consensus in our national discussions
over export controls. The recent legislative debate, as you have
noted, Mr. Chairman, reveals the differences among us are wide in
some respects, and those differences do not provide a firm basis for
U.S. leadership at this time. So I think it is particularly important
that we try to get together and see if we can develop a common
view. Thank you.

Chairman THOMPSON. Thank you very much.
Let us kind of summarize for a moment. See if I am right, and

correct me if I mischaracterize anything, but under COCOM, basi-
cally each Nation had a veto over the other nations' export of any
particular item. The world changed and we moved away from
COCOM. Just a bit of history. I hear different things from different
people about how the demise of COCOM came about. I have always
read that the United States took the lead in doing away with
COCOM and moving to another arrangement.

In fact, did not President Clinton campaigned on this point? I do
not know specifically, but in terms of loosening controls I recall
that he thought many were out of date and too onerous. He kept
that commitment and took the lead in changing the COCOM ar-
rangement, moving away from that. Now the administration sug-
gests that the United States was kind of dragged away reluctantly
from COCOM and tried to keep what remnants of it we could as
we were being pulled away from it against our will.
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I do not know exactly whether you were in the middle of that,
Mr. Holum, at the time that it came about, but could you give us
a little history on this point in terms of your understanding?

Mr. HOLuM. I was not in the middle of it because at that time
I was Director of the Arms Control and Disarmament Agency. We
were involved but not centrally, but my understanding of that pe-
riod is that the United States was anxious to maintain as rigorous
an international control regime as we could. And when we con-
sulted with our allies and our former COCOM partners who had
long since begun agitating with the fall of the Soviet Union for a
liberalized regime, we found that there was very limited stomach
for that kind of an arrangement, and particularly, even during the
COCOM regime, some members had chaff against the veto ar-
rangement.

So at the end of the Cold War, it was our leadership which led
to a successor regime. I think there were some, certainly not all,
who would have been content to let the COCOM process disappear
and let things revert to national decision-making. And we pressed
very hard for a continued multilateral arrangement recognizing
that it could not have the same rules and procedures as COCOM.
But it did keep alive the export control lists and the basic arrange-
ments for consultation.

Chairman THOMPSON. So we went into the Wassenaar Arrange-
ment, which basically did away with the veto, as we were talking
about. It is an arrangement that has no large staff or anything like
that, but they have annual meetings. There is an agreed upon list
that countries agree to pay attention to. There's an agreed upon
list of bad countries that the members agree to pay attention to,
but they do not commit to do any particular policy with regard to
dual-use items.

They will make their own decisions. Each country makes its own
decisions as to what it should do. There is no agreement to notify
before a transaction is made. There is no agreement not to under-
cut. In other words, if one Nation turns down a sale or a transfer,
there is no agreement that somebody else will not come along and
take that opportunity instead.

There are discussions concerning problem areas and problem
items. But basically, some might consider it generally only a dis-
cussion society whereby the United States, and others, have an op-
portunity to persuade people to generally move in the right direc-
tion. And then you have Russia, who is a member of Wassenaar,
whose general interest and attitudes and behavior some might say
are quite different than those of most of our allies, not only in
terms of their proliferation activities but in terms of some of the
issues that they have taken on in the foreign policy and export con-
trol arena.

My understanding is that Russia has been most reluctant or one
of the more reluctant to do anything with regard to issues such as
prior notification or undercutting or anything of that nature.

I want to focus in one aspect of all this, and it has to do with
what Mr. Reinsch mentioned, the catch-all provision-which basi-
cally to me means that you look to the country the item is going,
and take that into consideration, and give additional weight and
consideration to where it is going, and not concentrate so much on
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having a strict control of the item or prohibiting it from being
moved per se.

The allies agree that there is a problem country list, but they do
not agree specifically as to what to do. What I would like is your
assessment of exactly where we are with regard to our allies on
that issue. They agree somehow to pay special attention to those
countries but do not agree to do anything specifically one way or
another.

Is it not true in practice that many of our allies require that
there be some very direct evidence of danger before they will stop
an export of a dual-use item that we might consider very sensitive?
That before they will stop such an export, for them there needs to
be shown a direct relationship between that export and the produc-
tion of weapons of mass destruction or their delivery systems?

In other words, it is easy to give lip service to export controls-
to say, yes, we agree. To say, 'These rogue countries are problems
and we are going to give them special attention," but when it
comes right down to brass tacks, many of our allies have different
criteria than we do. And I am talking about our European allies
now. Do they not as to what they ought to do with regard to ex-
ports to those countries? Is that a fair assessment, and could you
elaborate on that a little bit?

Mr. HOLUM. Well, I think it is a fair assessment that we have
far more consensus in regimes other than Wassenaar on sensitive
technologies. In the Missile Technology Control Regime and the
Australia Group, the Nuclear Suppliers Group, the Zanger Com-
mittee, all the other multilateral informal arrangements that are
nonetheless focused on weapons of mass destruction have a far
easier time reaching consensus on what should be controlled and
to where.

And the rules are much stricter. You have to look at Wassenaar
in the context of that, and as you said earlier, we are on the edges
of the technologies that contribute to arms programs. And the
United States in general is more active, more anxious and inter-
ested in controlling dual-use technologies with other weapons ap-
plications than some of our Wassenaar partners are.

That said, they all do have dual-use control lists that go beyond
the WMD regimes and delivery system regimes. And it is more
than a matter of persuasion. I think the existence of the
Wassenaar Arrangement and the continuous discussion in that con-
text has helped to bolster countries' national export control policies
on both dual-use and munitions. But I would agree or I would
argue that absent Wassenaar, those regimes would be or those na-
tional controls would be less rigorous.

Chairman THOMPsON. Well, that is an argument that can be
made. I am more interested right now, I guess, in understanding
exactly what their position is-if we can generalize with regard to
our allies-about how that works in the real world. There are sup-
posed to be notification requirements after sales are made periodi-
cally twice a year-notification requirements for certain things, cer-
tain sales that are made so everybody can kind of keep up with
what everybody else is doing. The notification is not item specific,
as I understand it. It is in categories. But it is still, I suppose,
somewhat helpful.
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Can you give us a feel-I do not know to what extent you deal
with Wassenaar, to tell you the truth-but can you give us a feel
for the extent to which our European allies are, in fact, exporting
dual-use items to problem countries that cause us concern? Can
you explain the extent to which there is discussion between our
country and our European allies about those matters? Have there
been any instances where they have refrained from such exports
because of perhaps intelligence that we had that we imparted to
them and that changed their mind? How much give and take is
going on? How much impact are we having? Lastly, can we say
that things are better than if we did not have Wassenaar or that
it is successful?

What criteria are we using? Is there any indication that there is
in the works a system whereby problem items can be kept from
winding up in these problem nations? In terms of government man-
agement, we are getting into a performance-based system around
here in trying to get the Results Act implemented. So it is not
enough anymore for agencies to say "we process this many pages
of paper" or "we approved this many applications" and "we had this
many discussions." We want to know: Is it really working? Is there
any indication that we are keeping bad stuff out of bad hands that
otherwise would go there?

Mr. HOLUM. Yes, I think there is. Some of it I cannot go into any
open session for reasons you understand. Generally, for example,
there is a decline in arms shipments to the four countries, to ter-
rorist list countries, under Wassenaar. I am not saying that
Wassenaar is the only reason for that. Part of the reason obviously
is that after the Iraq war Russia was not giving as much away and
was not able to sell as much.

In the dual-use area, my assessment is that the greatest accom-
plishments are bilateral rather than multilateral. But the multilat-
eral regime creates the framework and the overall political commit-
ment to control sensitive technologies. But we have four commit-
tees in the United States that the State Department chairs that ex-
amine transfers or potential transfers. We sift intelligence. We see
what is likely to happen and go to our Wassenaar partners or to
others and demarche them in case we see a bad shipment to a dan-
gerous destination.

And we have success in that process. I think Wassenaar contrib-
utes to our ability to have success. But I think the bilateral compo-
nent of it is also indispensable. The Wassenaar environment also
is a regime in which countries agree more generally on what are
the problem destinations. I have mentioned the four, but they have
also focused on areas in conflict. They focused on the Sudan. They
focused on Afghanistan and other regions where shipments are less
likely to take place. So there is a collective judgment rendered.

It is very difficult to do these things multilaterally for all the rea-
sons you know including the membership of Russia in Wassenaar.
Russia does take a different view on many of the issues. Given that
Russia has many of the technologies that we want to control, I
think it is better to have them in than to have them out, but it
makes consensus harder to achieve.

Chairman THOMPSON. It seems to me that you could almost
make the argument, on the other hand, that the Wassenaar Ar-
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rangement might hinder these bilateral activities. After all, you
have got the umbrella of approval with regard to certain things out
there that countries might not be as willing to take a chance on
if they did not know that others were doing it. You are going to
have to be reporting this periodically anyway. Everybody is going
to see that if you go ahead and do it, regardless of the United
States' objection, there will be no problem. So the next country
might be tempted to do the same thing.

I do not know. I have just one other follow-up. My time is over,
but I have a follow-up on something you said. How easy or difficult
is it for us to share our intelligence even with our allies concerning
these things? Is that flow going the way that it should?

Mr. HOLUM. It is always very difficult. It varies obviously with
the country, but there is a constant struggle to be able to share as
much intelligence information as we have and to tell as much as
we know to the country we are trying to influence because of
sources and methods problems and that is a legitimate concern of
the intelligence community. I will not dispute that it exists. I do
not want us to not have information, but it is a problem when you
have information and cannot act fully on it because you cannot re-
lease it.

Chairman THOMPSON. If you will indulge me, Senator, just one
more question. We clearly in this country do have a different view
of how to deal with the rogue nations. But why is this? And I won-
der if it relates to the intelligence part? Do our allies not perceive
the same kinds of threats that we do, especially with regard to
Iran? There seems to be a disconnect there. Why is it that our al-
lies do not see some of these nations being as much of a potential
threat as we do? Does it have to do with the nations, or does it
have to do with the kinds of items, dual-use items, that are often
at issue and that are going to these nations?

Mr. HOLUM. I think it has to do to some extent with both. I think
there is a perception among some of our allies that the best way
to deal with Iran, for example, is engagement, that we will change
their approach by being willing, for example, to transfer peaceful
nuclear technologies.

At the same time, I think it is important to note that our allies
generally have agreed with us on the conclusion that Iran is seek-
ing a nuclear weapons capability. So none of our European allies
engage in even peaceful nuclear cooperation with Iran. Russia obvi-
ously is a different story so they have a different perception of Iran
overall and think engagement can lead to positive results.

But I think at the same time, they have accepted our premise,
at least on the nuclear front and on the missile front, that these
are dangers. But again when you get into the level of dual-use
items where Wassenaar is applicable, it is more difficult to reach
a consensus.

Chairman THOMPSON. Senator Lieberman.
Mr. REINSCH. May I add something to that, Mr. Chairman? I

think the other perspective is some of these countries have a dif-
ferent, a different history, a different commercial relationship with
these countries where the breaking of ties and the whole hostage
episode which they did not experience has created a different atti-
tude.
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Chairman THOMPSON. France and Libya, for example.
Mr. REINSCH. Pardon me?
Chairman THOMPSON. France and Libya, for example?
Mr. REINSCH. Well, Italy and Libya in particular, yes.
Chairman THOMPSON. Italy and Libya.
Mr. REINSCH. I mean those are good examples. We also have

global commitments and a global perspective and despite what
some of our allies may say from time to time, they do not nec-
essarily. They do not look at Iran from the standpoint of a global
perspective. They look at it from a narrower perspective which
makes it easier to look at it commercially.

Chairman THOMPSON. Thank you. Senator Lieberman.
Senator LIEBERMAN. Thanks, Mr. Chairman. Very briefly, first, I

am interested if either of you know from a historical perspective
whether there was an attempt as the Wassenaar Agreement was
coming together to have veto authority within it. Was it discussed
at any point and rejected, or was it just assumed that we were in
a new world and it was-

Mr. HOLUM. Yes, I would have to get back to you on the specifics,
but my understanding is that we concluded after consultations that
it was hopeless to try to include it so it was not actively proposed.

Mr. REINSCH. My understanding is the same, Senator. We had
to, we had to do something because COCOM was aimed at the So-
viet Union and we were concerned about Iran, Iraq, Libya and
North Korea.

Senator LIEBERMAN. Right.
Mr. REINSCH. The pariah states necessitated a change. My un-

derstanding is our allies made it very clear from the beginning that
a veto wasn't one of the options that they were prepared to con-
sider.

Senator LIEBERMAN. And as a result, we have not at any point
since initiated discussions about putting veto authority into
Wassenaar just because we thought it was a non-starter?

Mr. HOLUM. That is right, although we have made a very active
effort including in the 1999 assessment. I was the head of the dele-
gation. Under Secretary Reinsch was also a participant in Decem-
ber in trying to strengthen the regime, in particular to provide for
notifications of all dual-use denials. One of our major objectives in
this context is to achieve a no undercut process.

It is not the same as a veto. You cannot force somebody not to
sell, but if we deny a license to somebody, we would like to report
that and have other members know than if they undercut, they are
going to be under a lot of pressure. Now that is available in a lim-
ited way for very sensitive items on the dual-use list. But it is not
available for all items, and that is what we would like to accom-
plish.

Mr. REINSCH. I am advised, Senator, that we did repeatedly pro-
pose a veto in various forms in the 1993-94 period, but we haven't
proposed it recently.

Senator LIEBERMAN. And those efforts were rejected?
Mr. REINSCH. That is correct.
Senator LIEBERMAN. Help me understand. When a nation, when

a member Nation of Wassenaar violates the agreement by export-
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ing an item on the agreed upon list, what are the sanctions that
are possible?

Mr. HOLUM. Well, there are no sanctions because ultimately the
decision making belongs to the countries. It is consultative arrange-
ment rather than a sanctions arrangement. Now individual coun-
tries can make their own determinations. If we decide as a matter
of national policy that we want to sanction somebody for an export
that goes beyond Wassenaar, we tend to do that in other areas, but
there is not a formal group sanction.

Senator LIEBERMAN. So this leads to me to the question I wanted
to ask, which is that some have suggested that we should consider
creating our own stronger hammer outside of Wassenaar, such as
trade sanctions against countries that are involved in the transfer
of dual-use technology, and I wanted to ask you what you think
about that idea?

Mr. HOLUM. I think as a general matter, we certainly need to
consider unilateral controls, and we do apply unilateral controls
and restraints, limits, for rare circumstances. But I think the en-
tire process of proceeding unilaterally in this area is a loser over
the long term, that the technology has spread so widely around the
world and is available from a lot of different places that pursuing
unilateral controls and sanctions will not achieve the objective, that
you really have to choose the best basis for getting multilateral
consensus among the suppliers.

Mr. REINSCH. I would agree with that, Senator. The only thing
I would add is that the Congress has, as I understand your ques-
tion, done that with respect to various pieces of legislation on Iran,
Iraq and Cuba.

Senator LIEBERMAN. Right.
Mr. REINSCH. I think I would leave to you to judge whether those

have been more effective than what we're describing.
Senator LIEBERMAN. Well, as the sponsor of a few of those, I hope

it has.
Mr. HOLUM. Well, one of the things they do is, and can have a

tactical advantage in persuading other countries that were serious
and as part of the efforts to bolster diplomacy, but I think they are
always more effective in the threat or the potential for doing them
than they are if you actually have to carry them out.

Senator LIEBERMAN. Let me come at this a different way, going
back to something I said in my opening statement, which is the ex-
tent to which our ability, U.S. ability, to maintain military domi-
nance depends on technological developments and to some extent
a vibrant technology industry here may depend on that industry
exporting.

So I wanted to ask you to what extent would you say that those
kinds of concerns, which we certainly hear from the industries in-
volved, express themselves or play a part in our approach to
Wassenaar and the whole question of controlling dual-use tech-
nologies? How do we balance the relative, the various national in-
terests we have here?

Mr. HOLUM. Well, we clearly do with the decline in defense budg-
ets and with the growth in reliance of defense industry and our se-
curity agencies on technologies developed in the private sector out-
side of the defense sector. It is unquestionably true that our ability
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to maintain a cutting edge in both military and dual-use tech-
nologies depends on exports and depends on a healthy industrial
base.

We take a slightly different view, and Under Secretary Reinsch
will want to comment on the dual-use side of this, slightly different
approach on munitions than we do on dual-use items.

Senator LIEBERMAN. Right.
Mr. HOLUM. If there is a security reason not to export a muni-

tions item, it will not be done whether or not there is an economic
consideration in favor of it. We do consider the industrial base as
part of our conventional arms transfer policy. But if the Depart-
ment of Defense, which has the primary security oar, says this sale
should not be made, the State Department will not issue the li-
cense.

In dual-use, there is more of a balancing between the risks and
the costs, but-

Mr. REINSCH. Yes. If I could add, Senator, I think that is a very
interesting question and one that deserves, I think, more thought
than we can put into it right now. The main impact of what you
are talking about occurs as each nation makes its own national de-
cisions about whether to approve a license or not.

Senator LIEBERMAN. Right.
Mr. REINSCH. Particularly on the dual-use side. One of the argu-

ments that we have made frequently with respect to a number of
sectors is that the real security issue is those sectors' health and
their ability to supply the Defense Department and that, in turn,
depends on their ability to export and plow their profits back into
R&D and so on, has been said.

As far as the international or the multilateral process is con-
cerned, at one level that is a little bit of a destabilizing factor rath-
er than an easy factor because we are making that analysis with
respect to our own industry. Presumably the European nations are
making that analysis with respect to their own industries which
are competing with us.

Our interest is, for example, to take a current one, the health of
our computer industry and the health of our satellite and tele-
communications industry because we think they are essential to
our security. The Europeans have the same concern about their
computer industry and their satellite industry. It does not nec-
essarily lead them to the same licensing decisions.

It is not a secret, and I know it will not be a surprise to you that
for years in COCOM-I have heard this less in Wassenaar, but I
am sure it is true-that all parties have occasionally accused other
parties of either making decisions or pressing positions on what
should be listed and what should not that had more to do with
local commercial interests than the larger good of nonproliferation.
All countries routinely deny that accusation when it is made, but
there is some history there.

Senator LIEBERMAN. Thanks. Let me ask a last question in a dif-
ferent area which is, as we all know, the Export Administration
Act, which is our major domestic export control, lapsed several
years ago and we have not yet reauthorized it, but we have contin-
ued the controls through executive orders. Has the absence of the
reauthorization, had any effect on our participation in the Was-
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senaar Agreement? Or have the executive orders basically had the
same force and not diminished our position there?

Mr. HOLUM. Well, what I miss most about the Export Adminis-
tration Act is the level of penalties that are available because they
are outdated. Bill, you might add to it?

Mr. REINSCH. I think in the spirit of detente with the Chairman,
I was not going to get into the Export Administration Act, but you
have asked an important question.

Senator LIEBERMAN. It was much too peaceful here.
Chairman THOMPSON. I am going to violate it again, go ahead.

[Laughter.]
Mr. RE1NSC-. Well, you have asked an appropriate and impor-

tant question. The biggest problem, I think, is absence of penalties,
but there are also police power problems from our standpoint. We
have to go be deputized marshals. It makes enforcement more dif-
ficult, the penalties are the cost of doing a business. It also has
caused us some legal difficulties. The law contained a confiden-
tiality provision that precluded us from making public proprietary
industrial information, for example.

We are now in the midst of two court battles where via FOIA re-
quests that kind of information has been sought, and the argument
of the plaintiff is that we have no authority to keep it confidential
because the act has expired. We are concerned about the litigation
risk here.

On the anti-boycott side, which is part of the statute it is the
same thing. Any lawyer worth his salt in an anti-boycott claim
would argue that under IEEPA the government has no authority
to pursue the anti-boycott law because it has expired.

In the multilateral context, the biggest problem I have seen is as
we go out to countries of the former Soviet Union particularly,
where we have a quite extensive program that I alluded to in our
testimony-I know Secretary Holum could talk about-to try to
help those countries develop export control systems of their own.
We have helped them draft laws. We have helped them draft regu-
lations. We have helped train their Customs and border officials.
We have helped them adopt control lists and done a wide variety
of things including providing hardware and software so they can
keep track of their exports, and we have done it on the theory that
while we do have policy differences with some of those govern-
ments, we also have policy congruities. There are areas where they
would like to stop that technology from leaking outside their bor-
ders, and they do not have the means to do it.

We can help them do that. In that context, our absence of a law
has been a problem because we go to them and say you need a law
and you need a regulation and you need all this stuff, and they say
you do not have one. And it really, I think, has damaged our credi-
bility with countries whose performance we are trying to beef up.
I think with the UK and our NATO allies, it has been less of an
issue.

Senator LIEBERMAN. Did you want to add anything, Mr. Holum?
Mr. HOLUM. No, I agree with the basic conclusion that we should

have a new law as soon as we can.
Senator LIEBERMAN. Yeah.
Mr. HOLUM. But we want it to be a good law.
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Senator LIEBERMAN. Right. Well, absolutely. I did not want to de-
stroy the detente too much by saying though there are some nega-
tives associated with no reauthorization, obviously that does not
mean we should adopt any law.

Chairman THOMPSON. We all agree we need a law. We have a
small problem with what goes into the law.

Senator LIEBERMAN. That is right.
Mr. REINSCH. If you will just do exactly what we want, Mr.

Chairman, then everything will be fine.
Senator LIEBERMAN. That is all it takes.
Chairman THOMPSON. That was what the Executive Orders did.
Senator LIEBERMAN. Thank you, both. Thanks, Mr. Chairman.
Chairman THOMPSON. Senator Akaka.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Mr. Chairman. Glad we
are having this hearing and hope maybe that we can come back
and reexamine this as was indicated. The end of the Cold War has
not meant an end to our concern about the diversion of technology
to the wrong parties for the wrong things. But it has meant a loos-
ening of export controls. Mr. Chairman, I ask that my opening
statement be made a part of the record.

Chairman THOMPSON. Without objection.
[The prepared statement of Senator Akaka follows:]

PREPARED STATEMENT OF SENATOR AKAKA

Mr. Chairman and Senator Lieberman I commend you for calling today's hearing.
The end of the Cold War has not meant an end to our concern over the diversion

of technology to the wrong parties for the wrong things.
But it has meant a loosening of export controls.
Unfortunately, the loosening of controls has come at the same time that the infor-

mation to develop weapons of mass destruction-chemical, biological or nuclear-
has become more widely available and the technology to manufacture these weapons
more easily obtained.

A building the size of this hearing room-perhaps smaller-would be sufficient-
I am told-to house a biological weapons plant. This makes it easy for a country
to hide its weapons program. I am also told that the technology to develop biological
and chemical weapons is widely available, making it easy for a state to develop such
weapons.

while the technology has become easier to obtain, the end of the Cold War has
also made it harder for the United States to convince other countries to share our
concern about states, such as Iran, whom we believe are secretly developing weap-
ons of mass destruction.

When we voice our fears, our allies charge us with trying to hinder their economic
growth, preventing competition in order to preserve American dominance of world
markets.

It has become sometimes harder to work with our friends and allies to ensure se-
curity in the world.

It has been made even more difficult by globalization. Corporations span inter-
national boundaries. Investments involve a multitude of businesses and nationali-
ties. This is especially true in high technology areas-aerospace, for example.

How to make progress without providing the seeds for our own destruction is the
central challenge of this century.

I welcome the witnesses to today's hearing. It promises to be a lively debate and
I hope not the only time this Committee examines this problem.

Senator ARAKA. And I would like to ask a few questions of Mr.
Holum. You state that countries in 1999 agreed only to a modest
increase in arms transparency. What were our proposals con-
cerning transparency?
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Mr. HOLUM. Essentially what we did accomplish, first, is mem-
bers are now going to report reconnaissance troop command and
electronic warfare equipment in the armored combat vehicle cat-
egory. There are several changes along that line that expand the
reporting requirements in certain Wassenaar categories of arms.
We proposed a number of additional categories which were not ac-
cepted. But we did make some modest headway.

The main thing we wanted to accomplish is to require reporting
on denials of dual-use exports or export licenses, which would lead
to then a no undercut possibility, the possibility of consulting if an-
other country moves to export something that you have already de-
nied. We think that is a fundamentally important reform of
Wassenaar to make it stronger. We also wanted to pursue in the
Wassenaar context a common approach to the export of
MANPADS, man-portable surface to air missiles, which have a
very grave threat or pose a very grave threat in the context of ter-
rorist use, for example.

The subject was remanded to the general working group. They
agreed we should continue to work on it, but we did not get as far
as we wanted in that area. So those are the kinds of priorities we
will continue to pursue.

Senator AKAKA. Just to get your comments of a witness that will
appear on the next panel. Henry Sokolski raises concerns that the
United States shows a-and I quote from him--"willingness to sub-
sidize known proliferating entities." And he cites several examples
such as the U.S. Export-Import Bank guaranteeing exports to the
Nanjing Chemical Company, which was proliferating chemical
weapons equipment to Iran. Do you agree with Mr. Sokolski that
we should not subsidize exports to foreign companies which pro-
liferate and could you give me your reasons one way or the other?

Mr. HOLuM. As a matter of principle, I would like to look at the
specific cases to see if my perception of the facts is the same as Mr.
Sokolski's, but as a general proposition, no, I do not think we
should subsidize proliferators.

Senator AKAKA. Mr. Reinsch, what do you think of the rec-
ommendation by Henry Sokolski, again, that the United States
should take steps to limit or prohibit the licensing of American ex-
ports to companies our intelligence agencies have clearly identified
as proliferators? Do we do this already?

Mr. REINSCH. Yes, we do. And I think it is an appropriate way
to go. The key word there is the word you emphasized, Senator
Akaka, which is the word "clearly." One of the problems of intel-
ligence, particularly the kind of intelligence we are talking about
here, is that it often is not clear. You are putting together two plus
two plus two, and you are assuming it is six, but you do not really
know because there are pieces missing.

The intelligence community often gives us as clear a picture as
they can and they tell us what they know and they tell us what
they do not know. I think the process works in the way that Henry
is recommending. That is, when we have that information, we act
on it, and when the intelligence community presents a clear picture
of a bad end-user, if you will, the licensing process has pretty con-
sistently denied those exports. When the intelligence community
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presents a mixed picture, then sometimes we have more of a de-
bate.

Senator AKAKA. Steve Hadley, who will appear, in his testimony
quotes a Defense Science Board report to support his proposal that
export controls should be targeted on what is unique, military, crit-
ical and controllable. Do you think this approach is workable or has
a distinction between what is of critical military use and what is
of civilian use been blurred by today's technologies?

Mr. REINSCH. Well, it has been blurred. There is no question
about that. I attended most of the sessions of that review board
task force, and I recommend it to all of you. It is a very thoughtful
piece that was produced primarily by ex-military officers and ex-
Defense Department officials from the last two administrations pri-
marily. So it is a very, I think, objective piece that is most useful
in its discussion of how the world has changed, which is something
that Mr. Hadley's testimony also comments on.

The recommendation that you are making, which is a variation
of what the Chairman alluded to, higher fences, smaller items-I
mean the reality is that we all give that speech. I have heard Sen-
ator Thompson give a variation of that speech. Senator Gramm has
given that speech. I give that speech all the time. The difficulty is
translating the speech into the specifics of saying what is going to
be on that list.

And once you get beyond fissile material and stealth technology,
and a couple other things, agreement over what those really critical
items are becomes a lot more difficult to reach, and people simply
do not always agree. One of the reasons they do not always agree
is the point that you made-because these things have both mili-
tary and civilian application.

Night vision equipment is a classic case. This is absolutely essen-
tial to the Army and its ability to outmaneuver its adversaries in
twilight or darkness. At the same time, you can buy them in an
L.L. Bean catalog. Night fisherman and boatmen use virtually the
same stuff. It is classic dual-use. There is not any question what
this is, but making decisions about a technology that we very much
do not want to fall into other people's hands creates dilemmas. Is
that critical or is it not? And the DSB report for all of its strengths
conveniently does not provide a suggested list. It suggested that we
create a list and, as I think you have discovered in the EAA debate,
that is a difficult task, and people of goodwill and good intentions
have honest disagreements over what should be on it and what
should be off it.

Mr. HOLUM. There is another caution I would add, and that is
that if we are talking about munitions, we have always treated,
and I think should continue to treat, exports of arms as a foreign
policy decision, whatever the level of technology. In Africa, in the
last decade, the AK-47 has been a weapon of mass destruction.
And I do not think the United States wants to be competing for all
those markets. I think the decision to export even low-tech muni-
tions must remain a matter of national determination.

We consider in the munitions realm where equipment that goes
to allies is likely to end up. We attach re-export control limitations,
for example. So this is an area that we need to focus on as well.
It is not only a question of technologies, and I agree that we can
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and should explore liberalizing transfers of technologies to close al-
lies and we are very much engaged in that kind of an effort. But
we have to treat munitions differently from dual-use technologies
because these are direct instruments of conflict.

Mr. REINSCH. And the Commerce Department agrees completely
with that. The issue that you are raising, which is the key issue,
is what is a weapon and what is not? And there I think the fact
is if it is an F-15, it is clear. If it is a computer, I think it is also
clear. But the reality is there are some things that are more in the
middle of that spectrum, and that is what some of these debates
that we have been involved in have been about.

Senator AKAKA. Mr. Chairman, let me conclude by mentioning to
both of our witnesses if, as Mr. Holum has said, that unilateral
controls do not work and if we have difficulty getting unilateral
agreement-multilateral agreement-where are we left at the end
of the day? Do we give up or do we keep pushing at the proverbial
open door while these dangerous goods get exposed to dangerous
countries? Can the situation become, as Senator Thompson has in-
dicated, any more frustrating?

Mr. HOLUM. I think it could become much more frustrating, but
it seems to me that we have no choice but to work to build the
strongest multilateral regimes we can. And I am not as pessimistic
as some about that. I think it is very important to decide what the
critical technologies are, what the proscribed destination should be,
and continue our efforts to work with other suppliers, principally
through multilateral regimes. Where countries are not party to a
regime, we should try to broaden it to have them-such as China-
to have China live up to the standards that would allow it to be-
come a member, for example, of the Missile Technology Control Re-
gime, the Wassenaar Arrangement. They are certainly not qualified
now, but I think it would serve our interests for them to be subject
to the same constraints as other members.

Mr. REINSCH. The thing to keep in mind, Senator, from my per-
spective is these regimes are works in progress. None of them
started with a whole loaf, if you will. And you do not get the whole
loaf in negotiation. It simply is not that easy. Brick by brick we
build them and make them better. As Secretary Holum pointed out,
we did not get everything we wanted in Wassenaar in 1999. We
will be back at the plenary in 2000 trying again. And the people
that come after us will be back the following year and eventually
we will get what we want.

But these things do not happen overnight and one of the main
characteristics that I think you have to demonstrate in Mr.
Holum's business in particular as a negotiator is patience.

Senator AKAKA. Thank you very much, Mr. Chairman.
Chairman THOMPSON. Thank you very much. One or two more

questions. What are we trying to get? What is on the table? What
was discussed in your December 1999 meeting? We have talked
about catch-all provisions, undercutting, and all those things. Are
these things that we are actively trying to get some movement on?
What are the most important things that realistically we could ex-
pect some movement on perhaps in the future?

Mr. HOLUM. I think the most important single step we can take
is notification of dual-use denials that would lead to the possibility,
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to something akin to a veto, at least an opportunity to persuade
with knowledge that somebody is undercutting a dual-use transfer.
That is the highest priority, I think, because of the threat it poses.
Getting some action on MANPADS is also crucial. We at the last
session, and I-in fact, Under Secretary Reinsch and I both made
a number of trips to engage in bilateral consultations leading up
to the December session. We wanted to expand the list. We found
a way to expand the list by not changing the number but adding
more reporting requirements in the various categories, and I can
supply you a list that would probably be useful for you to have be-
fore you leave on your trip of the kinds of things that we think
would strengthen the regime.

Chairman THOMPSON. There are some notifications for dual-use
denials, are there not?

Mr. HOLUM. For very sensitive items on the list.
Chairman THOMPSON. You are talking about broadening that?
Mr. HOLUM. That is the objective.
Chairman THOMPSON. On the catch-all that you referred to, Mr.

Reinsch, I take it that this is not realistic in the short term? I
mean, this issue has to do with their viewing end-user countries,
if you want to put it that way, the same way we do or with concen-
trating more on them than they are willing to right now. Is that
a correct assessment?

Mr. REINSCH. No, not exactly, Mr. Chairman. We have made a
good bit of progress getting our allies to adopt the catch-all, but we
have to keep in mind, I think, what the catch-all was designed to
do. It was invented in the last administration when we discovered
a circumstance in which we had identified a bad end-user but were
going to send something that was not at that moment under con-
trol, yet we wanted to stop it because of its significance to that end-
user and our high level of confidence as to how it would be used.

Chairman THOMPSON. We have learned there are some things
that are not on anybody's control list necessarily but that are prob-
lems when they are going to the wrong place.

Mr. REINSCH. Well, exactly, and that is what catch-all is about.
It is designed to provide in our case a regulatory basis for stopping
things that would not normally require a license because we know
the nature of the end-use and because we have a high level of con-
fidence it is going to be used for proliferation purposes. This is even
more important for some of our allies whose legal authority to con-
trol exports is rooted in the multilateral list.

In other words, they do not have a unilateral list of their own
that goes beyond whatever is on the Wassenaar and the other lists
they belong to. So on occasion, we have gone to them and said this
bad thing is about to go there and they will say, well, we agree
with you, it is a bad thing; we have no legal authority to do any-
thing about it. A catch-all provision, if we can persuade them to
adopt it, gives them a legal basis to respond to the kinds of dia-
logue Secretary Holum wants to have with them when we discover
these things.

In fact, we have had a lot of success with the Japanese and with
I think-I cannot give you a number-I think the State Depart-
ment can-most of our allies in getting them to put this into place.
Now, the next step, of course, is to watch it, observe it, and take
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advantage of it when we see something going notwithstanding the
catch-all, to go back and remind them that they have one and they
can take these steps.

Chairman THOMPSON. I see what you are talking about. On the
undercutting provision-I take it we are trying to get some move-
ment on that also-

Mr. HOLUM. Yes, sir.
Chairman THOMPSON. Could that turn around and bite us on any

occasion, such as an outright veto might? You point out the down-
side of the veto. I am wondering about whether or not there would
likely be instances where one of our allies would come forth and
say, they approached us first and we denied them these sales and
therefore, you, the United States, cannot sell these things to your
allies.

Mr. HOLUM. That raises the same point why a number of people
think a veto is not in our national interests. We are a country that
leads in technology.

Chairman THOMPSON. But this is not an outright veto, of course.
Mr. HOLUM. This is not an outright veto.
Chairman THOMPSON. It is a no-undercutting arrangement.
Mr. HOLUM. We would have to be able to stand up and defend

our decision if we had made a decision to undercut. I think the rea-
son something like this would serve our interests is the United
States is unquestionably the most aggressive country in the world
in terms of controlling exports of arms and dual-use items. The
likelihood of our being caught in that kind 'of a bind and being un-
willing to defend our self is limited compared to others.

Chairman THOMPSON. Finally, Mr. Reinsch, I cannot resist the
temptation, since you kind of opened the door here a few minutes
ago in terms of credibility.

Mr. REINSCH. I am going to pay for that.
Chairman THOMPSON. What does it say about our credibility

when we have our intelligence experts, our CIA analysts come be-
fore this Committee and tell us that China is still one of the
world's greatest proliferators? The same countries that they are
selling to we are told by the Rumsfeld Commission and others are
posing an ever-increasing threat. And yet we are engaging more
and more in dual-use trade with China, expanding the MTOP per-
formance level export license threshold for supercomputers, what
have you. I wonder what our allies think when they look at what
we are doing with regard to China. Senator Akaka referred to one
of the other witnesses' statements about the fact that when they
use our capital markets, they raise billions of dollars for state-
owned companies. Some think the money goes back to enhance
their military. We do not know where it goes because there is no
transparency.

Even leaving all the other human rights issues and so forth
aside, they seem to be thumbing their nose at us in every respect,
reminding us that they can lob a missile on to our cities, and
threatening Taiwan. From the front page of the Washington Post
today it looks like the Great Leap Forward guys in Beijing are hav-
ing their say now, brooking no dissent and all that. What does it
say to our allies when we so aggressively pursue trade with China
when the PRC is so clearly proliferating to nations that our own
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people tell us are increasing threats to us? I mean does that
not-

Mr. REINSCH. We are dividing the answer, Mr. Chairman, and
Mr. Holum is going to go first.

Chairman THOMPSON. All right.
Mr. HOLUM. I think putting it in a broader context, we are cer-

tainly dissatisfied with China's performance on non-proliferation
standards, but we also have to proceed on the basis of two other
realities. One is that we are not going to solve the non-proliferation
problem if we do not have China assisting, if we do not have them
actively participating in control regimes and agreeing to contain
their transfers of technologies and especially WMD and delivery
system items. That is one reality.

Another reality is we have had some considerable success in pur-
suing those efforts through a combination of steps that include
sanctions, that include positive inducements, that include the full
range of diplomatic engagement at every level up to and including
the President.

In 1994, as part of a process to lift sanctions related to missile
transfers to Pakistan, China agreed not to transfer MTCR class
missiles to anyone. That goes beyond the MTCR commitment. And
they have lived up to it. They have as near as we can tell not since
that time transferred such missiles anywhere. They have agreed,
and President Zhang said they would not transfer CA801 or 802
missiles to Iran.

Chairman THOMPSON. When they get caught on a particular
thing, they make only very specific agreements not to do very spe-
cific things.

Mr. HOLUM. I agree, but it is a step in the right direction to have
them agree to that. I would like to have them in the MTCR. If they
can meet the standards of that regime, I would like to have them
in that regime so that they would be constrained like other mem-
bers are. But their nuclear-

Chairman THOMPSON. But there is really no-I mean that is not
even on the distant horizon. They do not have adequate export con-
trols. They do not adhere to existing nonproliferation regimes. They
do not have responsible policies towards the so-called rogue na-
tions. All of those are requirements for becoming a part-

Mr. HOLUM. That is right.
Chairman THOMPSON [continuing]. Of the Wassenaar Agreement.

And they do not, they will not be a part of any regime that requires
full IAEA controls. I mean, what in the world gives us reason to
even hope that they might change their policies enough that they
might qualify even for the Wassenaar Arrangement?

Mr. HOLUM. If they will not, they will not be members. But what
I am saying is I want to continue the effort to make them part of
the solution because if they are part of the problem, we are not
going to solve the problem. And we have made some headway. In
the nuclear area after the 1996 ring magnets case, they agreed to
not transfer nuclear technology to countries without full scope safe-
guards. They have continued, lived up to that obligation. They are
not cooperating except for a couple of winding down projects with
Iran's nuclear program, unlike Russia.
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All I am trying to say is we are not happy with their perform-
ance, but this is a mixed picture, and we need to keep working it.
If we give up, we are not going to solve the proliferation problem.

Chairman THOMPSON. That is good enough for me unless you
just want to add something?

Mr. REINSCH. Well, I was going to say also, first, Mr. Chairman,
on the export control side, we have had a series of encounters with
our counterpart in China, which is MOFTEC, not the Ministry of
Foreign Affairs, which actually administers Chinese export con-
trols, and have had two sessions last year which were essentially
training and information sharing sessions in which they sent I
think virtually all their people here a week at a time to learn about
how to maintain a competent export control system.

We are planning to go back now in the fall. This was arranged
last week. We are planning to go back in the fall to Shanghai and
meet with their businesses. This is a slow process. We are doing
the same thing in Russia. We are doing the same thing in Ukraine.
I mean Mr. Holum is right. It is a mixed picture. It is coming
along.

On the industry side, I would just say that I urge you not to let
the computer issue obscure all the other issues. One of the com-
ments I made earlier was that in the last couple of years, we sold
them two machine tools, five axis machine tools, while our Euro-
pean friends sold them 20.

We actually maintained quite tight controls over manufacturing
technology and production technology going to China, and if you
want to have a panel of the machine tool people and semi-con-
ductor manufacturing equipment people here, they will tell you
their long litany of complaints about this administration's repeated
denials of things that they want to send, and we will tell you our
repeated efforts to demarche our European friends not to sell ei-
ther, which have not been very successful.

Computers are a different story. It is a different technology. They
make them themselves. They make high performance computers
themselves. The reality, the commercial reality in China right now
is Legend, which is a Chinese company, is now fourth in computer
marketing in the Asia-Pacific region. It is the largest producer in
China. At the PC level, they are eating American companies' lunch.

Chairman THOMPSON. They do not need ours anymore. That is
good news.

Mr. REINSCH. Well, that is what is happening. If you think about
it from the standpoint of economic development history, this is
going to be like everything else. They are moving up the value-
added chain and they are going to start making the bigger PCs.
They are going to start making the servers. They are going to start
making work stations, and they are going to displace us in the
marketplace there. The thing that people forget about regarding
the proliferation issue, if you are the PLA and you want to use a
high performance computer for something, keeping in mind that
most of the things you would want to use a computer for, you can
use an ordinary PC for in the weapons area, which is what we did
for our designs-all the weapons in our arsenal were designed with
computers of a thousand MTOPS or below-there are many ways
to acquire them.
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I mean the technology is way out of the box. But if they want
an HPC, they make them. They do not make enough of them to
compete with us. They are not as good as ours, they are not as
cheap as ours, but, if you are the PLA, what do you need? Ten, 20?
They can do that in a few months. So what we have tried to do
about that technology, not all technologies, but that technology, is
take a realistic view of what is going on in the world an get a sense
of what is most in the interest of our security, which we think is
a healthy industry, but I would not extrapolate that history or that
case to cover all technologies or our entire policy.

Mr. HOLUM. Mr. Chairman, I am sorry I need to correct some-
thing. I was playing my last answer through in my head, and I
think I said that China agreed not to transfer nuclear technology
to countries without full scope safeguards. That is not correct. They
agreed not to assist unsafeguarded nuclear facilities.

Chairman THOMPSON. Because Pakistan would not fit that cri-
terion.

Mr. HOLUM. That is right. That is an important distinction. I
think I misspoke.

Chairman THOMPSON. All right. Thank you.
Senator AKAKA. Mr. Chairman, may I follow up with a quick

question?
Chairman THOMPSON. Yes, go ahead, Senator Akaka.
Senator AKAKA [continuing]. On China. Mr. Holum, you said that

you hoped to broaden membership in the Wassenaar and suggested
including China in it. And the Missile Technology Control Regime.
Has not China said that it would adhere to the MTCR?

Mr. HOLUM. China has said it would consider membership in the
MTCR and they gave us a long list of questions that were serious
questions that they wanted answered, but they would have to live
up to the obligations of the MTCR and so this would be a decision-
making process on our part as well as the other members. But at
this stage, they are not prepared.

Senator AKAKA. Thank you, Mr. Chairman.
Chairman THOMPSON. OK. Well, we can continue our discussion

on these other items at a later date. It will be ongoing. I would
refer anyone who is interested in this to make part of their reading
the Cox Report, but I appreciate your being here with us today. We
have another panel that is patiently waiting, so we will move on
to that. Thank you, gentlemen.

Senator LIEBERMAN. Thank you.
Chairman THOMPSON. I would like to ask our second panel to

come forward. Our first witness will be Frank Gaffney, Director of
the Center for Security Policy. He will be followed by Henry
Sokolski, Executive Director of the Nonproliferation Policy Edu-
cation Center, and the Hon. Stephen Hadley, former Assistant Sec-
retary for International Security Policy at the Department of De-
fense.

Thank you for being with us today. It just occurred to me I do
not think I ever introduced our last two gentlemen. But I think Mr.
Reinsch and Mr. Holum are so well known I suppose they did not
need any introduction. Mr. Gaffney, do you have an opening com-
ment or two?
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TESTIMONY OF FRANK J. GAFFNEY, JR.,' PRESIDENT, CENTER
FOR SECURITY POLICY

Mr. GAFFNEY. I have about 20 minutes of opening comments, Mr.
Chairman, to be honest. And I will try to reduce it to the time that
light will give me. I appreciate very much the chance to appear and
ask you to submit for the record my entire tome and will try to
summarize three main points.

Chairman THOMPSON. Your statements will be made a part of
the record.

Mr. GAFFNEY. Thank you, sir. Three main points. The first is
really in the nature of an acknowledgement and a thank you to you
personally, Mr. Chairman, and many other members of this Com-
mittee and the Senate, for taking this issue up. I have had the
privilege of working on it off and on for about 20 years, starting
back when I worked for a member of this Committee, Scoop Jack-
son. And I believe we are in serious danger when there is not ag-
gressive oversight by the Congress in this area. And so I commend
you both for what you are doing to look at the multilateral side of
this and, of course, the activities that look like they are going to
resurface today on the floor in terms of the domestic EAA and I
wish you well in that regard.

I will turn second and quickly to how we got here and you have
heard a little bit of what I would consider to be revisionist history
of the demise of COCOM and the construction of the Wassenaar ac-
cord. I have indicated in my testimony several themes that I think
actually contributed materially to the decision to end COCOM. And
there is no getting around it, the allies wanted it ended, but I re-
member one of my first tasks working for Senator Jackson, as a
matter of fact, was supporting an effort he made in 1977 to prepare
for then the new president Jimmy Carter a strategic arms control
proposal that would involve the kind of radical reductions that ulti-
mately characterized President Reagan's initiatives.

And that proposal was taken to Moscow and presented by Cyrus
Vance and a negotiating team including Paul Warnke who wanted
no part of that agreement any more than the Soviets did. And I
would suggest to you that you had precisely the same kind of phe-
nomenon at work here. This administration, I regret to say, popu-
lated senior positions in several departments, but most notably in
the Defense Department, with responsibility for export controls
with people who had a very clear record of hostility to export con-
trols in general and specifically to COCOM.

When you had such people going to our allies and saying we need
to keep that veto, if they did indeed do that, it was not credible,
and the fate of a very valuable, very important institution, not only
during the Cold War but I believe arguably even more so today,
was a foregone conclusion.

I will not belabor some of these other points except to say that
I think the principle that we can trust people who regard as clients
countries we regard as rogue states, to be full and reliable allies
and partners in these kinds of multilateral arrangements is foolish
in the extreme.

' The prepared statement of Mr- Gaffney appears in the Appendix on page 61.
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It is not an accident, in other words, that quite apart from many
of our allies, who frankly are not terribly reliable in these areas ei-
ther, some of our long-time adversaries have proven to be part of
the problem. To hear Secretary Holum talking about getting them
into these multilateral arrangements and thus making them part
of the solution I think, in fact, preordains that there will be no so-
lution at least through this approach.

Quickly, I would like to just cover a couple of the points that I
think you need to think about concerning what do we do now? I
know you do not want to talk about it and I will not except to say:
First, do no harm. And the EAA bill before the Senate today will
do more harm, I believe. We need to reestablish an appropriate bal-
ance. We all agree there are subjective judgments and a lot of nu-
ances here, but we need to reestablish balance between commercial
interests and national security interests, a balance that I think has
been egregiously lacking in this administration.

To start with, you need to have a focus. And as you said, Mr.
Chairman, and I think Senator Lieberman and others, it is obvious
that the old Soviet focus is no longer relevant. But I am afraid as
your colloquy just now indicates a focus on China and for that mat-
ter a focus on Russia ought to be part and parcel of what we under-
stand to be a continuing contributing force in the problem export
controls are designed to address.

We need to reestablish in the Pentagon a real voice for a national
security-minded approach to export control. This involves personnel
questions. It involves organizational questions. It demands really
your attention, if I may be so bold as to suggest, particularly this
Committee, because others have not given it the attention that it
requires.

I would like to leave you with one further thought. It is now pret-
ty clear that because of the complications that have been intro-
duced with the destruction of COCOM, because of the proliferation
of a lot of technologies that contribute to proliferation, that it is
going to be very hard to get the genie back in the bottle. I think
therefore it is incumbent upon us, before we do more damage, to
be insisting upon some kind of rigorous exercise. I have come up
with the term of a "qualitative edge impact statement." Because let
us be clear. To the extent that we are contributing to the arming
of potential adversaries, we are having a negative effect on the
qualitative edge that our military has relied upon and I will believe
will continue to require to assure its ability to prevail on the battle-
field, minimize casualties and so-on.

This has a corollary. We not only need to understand what we
are doing to harm our qualitative edge, we need to be introducing
new energy into the need to restore it. This means a really con-
certed effort in the research and development area. And I would
suggest-and maybe this is heretical, but I would suggest that the
very companies that are so keen to contribute, not intentionally, of
course, but practically to deteriorating the qualitative edge of our
military ought to be assigned the task of helping to restore it, to
build it up, using some of perhaps the same technologies and capa-
bilities and certainly know-how that would go into their exports.

Finally, Mr. Chairman, I would just suggest that there is a ques-
tion of leverage. You have asked-I think both of you have asked-
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what do you do now that we have destroyed COCOM. We have got-
ten rid of a veto, a veto which I believe on balance, if you do not
have the Russians exercising it, is still in our interest to have exer-
cised. I think you have leverage in a couple of areas.

Secretary Hadley will speak to the question of access to U.S.
technology. I would like to just address, though, access to our mar-
kets. To the extent that companies or for that matter their coun-
tries are bound and determined to sell harmful technologies over
our objections to potential adversaries, we ought to let them know
that there is a cost to doing so. And that cost could-in my judg-
ment, should-be that they will not be able to sell their products
to our market. And I think in that calculus most people would pre-
fer to sell to the American economy than to Iran's or North Korea's.

Last, I wanted also just again to commend you, Mr. Chairman.
You have personally taken an interest in an issue that I know
Henry Sokolski is going to speak to, too, and that is a new front
that is being opened up in the proliferation fight. That is the front
of companies and their governments coming to our capital markets
to finance their proliferation and technology acquisition and espio-
nage and other hostile activities. The most recent of these, of
course, was the very controversial IPO issued last week by Petro
China, a company with close ties both to the Chinese government
and the largest oil giant in China. The parent company is doing
business with Sudan, helping Sudan's government engage in weap-
ons of mass destruction and proliferation-Bill Safire has written
about possible missile construction there-but also genocide and
slave trading.

So this is an area that I commend to your further attention and
urge you to focus on as well as these other very complex but very
important questions. Thank you, sir.

Chairman THOMPSON. Thank you very much. Mr. Hadley.

TESTIMONY OF STEPHEN J. HADLEY,1 FORMER ASSISTANT
SECRETARY FOR INTERNATIONAL SECURITY POLICY, U.S.
DEPARTMENT OF DEFENSE

Mr. HADLEY. Mr. Chairman, if my statement could be submitted
for the record.

Chairman THOMPSON. It will be part of the record.
Mr. HADLEY. It is a real privilege to have the opportunity to be

with you today. I would like to focus on the broader question of
multilateral export controls and how to improve them. Much of my
statement in the beginning talks about how the world has changed,
and the opening statements that you made and Senator Lieberman
made are clear that you understand this fact and I will not go over
it.

My basic point is that we need, in light of all the changes that
we have seen, a fundamental relook at the whole export control
issue. What truly is in our national security interest? What do we
want to protect? How best to protect it? I think only if we conduct
this kind of intensive review are we going to be in position to go
to our allies effectively and to get them to do more from a multilat-
eral export control standpoint.

IThe prepared statement of Mr. Hadley appears in the Appendix on page 67.
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Just about three or four points on that theme, if I might. The De-
fense Science Board Report, which was referred to earlier, is inter-
esting because it really suggests that military advantage is going
to come in a different way in the future than it has in the past.

Rather than developing capabilities in the military establishment
and fielding them, the prize is going to go to the country that can
take what is available, primarily commercially, and incorporate it
quickly into military hardware put in the hands of well trained and
well led military forces. I am not competent to say whether that
analysis is right. It is interesting that it comes from a group of peo-
ple that have had long experience in a number of administrations
with the defense establishment.

And for me it underscores the need for a new look, particularly
at this issue of what do we want to be controlling through export
controls. So far as I know the last major look was 1991 and 1992
when the United States began to move out of the Cold War. The
military led that effort and the most difficult issue was to identify
the criteria to use to try to identify the technologies and capabili-
ties to protect.

We, at that time, came up with what we called gap closing tech-
nologies. Was it a technology or capability that could really allow,
in that case the Soviet Union, to close a gap with our own military
forces? I do not know if that is the right criteria for the new con-
text in which we find ourselves in but I am convinced that it is this
kind of analysis that we need to give content to some of the things
Frank Gaffney has talked about. When we say preserving our tech-
nological edge, we need to know what that means and in concrete
terms what that means we need to protect.

I talk, in the statement, about some of the questions that I think
this review ought to undertake, some of the implications the an-
swers may have for our approach to export control. I also think
that once we have completed that review, we need to have a dif-
ferent approach with respect to our allies. I think our tendency is
to go over and want to talk to them about export controls and the
details of the Wassenaar Agreement. I think that is the wrong ap-
proach. I think we have to go back much further in the analysis
and talk to them about our assessment of the serious risks of pro-
liferation of various kinds, what are the countries of concern, why
we are worried about countries like Iran. I think we really see Iran
very differently in strategic terms and I do not think we are going
to make progress on export controls until we have an intensive dia-
logue that tries to get our allies to understand how we see Iran and
why.

We then need to start talking about strategies that will be fo-
cused on the states of concern and that will use all the various
tools that are available-of which export controls is one but only
one. And I think only if we have this kind of active engagement
with our allies are we going to be able at the end of the day to get
a strengthened approach to multilateral export controls. Thank you
very much.

Chairman THOMPSON. Thank you very much. Mr. Sokolski.
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TESTIMONY OF HENRY D. SOKOLSKI,' EXECUTIVE DIRECTOR,
THE NONPROLIFERATION POLICY EDUCATION CENTER

Mr. SOKOLsKI. Thank you very much. Having worked up here, I
am reminded of a story. I used to work for a little known senator
from Indiana, Dan Quayle. And I would come in and complain
about things. One day he turned on me and he said, Henry, what
is it with you? It is always doom and gloom. What is the good
news? What I told him then is what I will tell you now.

The good news, Senator, is that you still have not fired me, and
you will ask the questions necessary to get to the bottom of what
I am complaining about. I think in essence what you are doing
with these hearings will only be useful if you keep it up. I urge you
to keep asking the very questions both of you asked at the begin-
ning because those are the right questions. It is going to take a
long time to get the answers, but if you keep asking, you will get
to where you want to go.

In that regard, let me try to speak to some things which have
not been raised. I ask that the balance of my remarks be placed
in the record.

Chairman THOMPSON. Without objection.
Mr. SOKOLSKI. Thank you very much. Look, as you have all now

established, post-Cold War trends have made controlling strategic
weapons goods much more difficult. I think this highlights the need
for three new kinds of restraint.

First, we need to prevent not just listed strategic commodities,
but unlisted strategic goods from going to foreign weapons projects.
We focus on lists because the analytical work has to be done to
know what it is we should worry about. But there will never be a
list that will be perfect. And in that regard, we need to get other
nations to adopt the kind of catch-all controls the United States
and the European Union are using and apply them with existing
multilateral export controls regimes, not just Wassenaar. I know
this Committee is focused on Wassenaar, but it turns out other
control regimes have no undercut provisions. And we can use them.
And the coverage of items these regimes control is pretty good. It
is not as expansive as Wassenaar and what they look at, but it is
pretty good.

Second, as these charts will demonstrate, getting a more accu-
rate inventory on the status and amounts of nuclear weapons usa-
ble materials worldwide and especially with Russia is imperative.
I know the Committee wants to talk about dual- use controls, but
if we want to talk about multilateral proliferation controls, we need
to understand that there is a limited budget of political capital and
you have to pick what you want to emphasize. I would say the
trends here are really disturbing and have major implications for
national security.

Finally, and a point that I think both of you have raised, we have
got to strengthen our authority as a nation to negotiate on any of
this. The two recommendations I have are ending U.S. subsidies to
known proliferators and upholding U.S. nonproliferation laws par-
ticularly with regard to U.S. trade and nonproliferation cooperation

1The prepared statement of Mr. Sokolski with attachments appears in the Appendix on page
79.
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with, and I emphasize the word, known, proliferators in Russia,
China and North Korea.

Let me make a few comments beyond what I have made to am-
plify these three points. On the first point, I think encouraging the
multilateral use of catch-all controls is our best bet for preventing
risky exports to bad end-users. This approach avoids the fruitless
multilateral debates over what items should be controlled to what
destination and instead gives control regime members an incentive
to exchange threat assessments. In essence, if you want to get en-
gagement, you have got to have something operational and concrete
to bring to your ally or friend and say, look, this left-handed
franostat, whether it is on a list or not, if it goes to Country X, is
going to do this kind of harm.

When you present it that way, and you do a denial and you ask
for no undercut, you get the dialogue that you need. I think we can
go much further than we have in producing that dialogue, however.
We, in fact, drag our feet. How? We listen to the exporting commu-
nity demand that we develop a list again of what those things that
should be controlled and because we cannot get a list, we do not
do the no undercut and catch-all controls the way we could by sim-
ply taking actions instead of focusing on endless debates about the
list.

Now, I am going to move very quickly because my time is run-
ning out. These charts I believe are self-explanatory and they are
in the testimony. At the height of the Cold War, almost all the
fissile that could be made into bombs was in bombs. If you take a
look at the middle chart, you will notice, and just as a peg, United
States now only deploys about 6,000 nuclear weapons. The civil
material that is not only in Russia but Japan and Europe can
make many, many times more than that number of bombs now.
That overhang did not used to exist during the Cold War.

In addition, we have only the vaguest idea of the various cat-
egories of nuclear materials Russia has. Now the United States is
an open country. People know what all the categories are and the
numbers are for the United States and its nuclear holdings. We
need to get others to step up to the plate and start showing some
nuclear candor as well. If we cannot, that has enormous implica-
tions. You will notice that the only categories of materials that can
be most quickly deployed as bombs are those highlighted on the
chart. We do not pay, our policies do not pay any attention to the
other categories. Those other things are very dangerous as well.

That then brings me to the last point and that is to get a better
fix on all of these things and to do better, we have got to stop being
part of the problem and I am afraid we are. The earlier admission
by one of the administration witnesses that we export controlled
items to proliferators I thought was chilling. Look, the intelligence
community does know who the proliferators are. It is the other
agencies that do not want to listen to the facts. I know, I was in
the Pentagon. I did nonproliferation for the Pentagon for 4 years.
The problem is not a lack of intelligence. It is a lack of will to use
what intelligence we have got.

I think with that, I will conclude except to put one ad for one
piece of legislation. I would not be useful if I did not plug some-
thing. You cannot possibly not want to demand that the worst
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proliferator not receive U.S. nuclear cooperation until it has lived
up to the nonproliferation obligations it has admitted and others
have admitted it has violated. I am talking about North Korea.
There is a piece of legislation that was introduced yesterday by
Congressmen Gilman and Markey, that passed last fall overwhelm-
ingly by 300 votes, it included a lot of Democrats. I sure hope
somebody picks that up over here. That concludes my remarks.

Chairman THOMPSON. Thank you very much. Senator Lieberman,
do you want to start?

Senator LIEBERMAN. Thanks. I have to go. I thank you for your
testimony. I will just take advantage of your courtesy to ask one
question which is the extent to which we can do a better job engag-
ing our allies in this effort and underneath that is the question
which I gather was being suggested by the first panel, that we are
at a point in the multipolar, post-Cold War world where, yes, of
course, we have overlap of interest with our allies, but they are
limited now when it comes to both vision of some of these rogue
nations that we are very worried about and commercial interests.

So I guess my question is-because I think you are right that we
do need to more directly engage our allies on this-do you feel that
we have not adequately done it? In other words, is there a gap here
that is overcomeable, if there is such a word?

Mr. GAFFNEY. Well, I might just kick it off by saying I think that
there is no getting around the fact that for many of our allies, the
syndrome that I tried to address in my testimony concerning our
own government is even more rampant. That is the idea that really
there is not any security problem, period. And therefore there is no
further impediment to doing whatever feels good or whatever
would be lucrative in terms of either the company's quarterly bot-
tom line or the country's GDP.

I believe, Senator, that there are in most of the governments that
run our allies' nations these days still people who appreciate that
that is probably not true. I think they are undercut, however, with-
in their own councils when they witness how our government con-
ducts itself. Giving Secretary Holum the benefit of the doubt about
our government-to-government representations, bilateral or multi-
lateral, the allies see that as sort of going through the motions in
which we say, we really don't think you should do that. Yet, they
are watching what is actually the policy of our government. And
this is why, whether we want to talk about it or not, what you are
going to be debating today and the next couple of days is so impor-
tant.

They are looking at what kind of laws will be enacted in this gov-
ernment that will, in fact, make it harder still for us to exercise
export controls and to inject national security into our decision-
making about exports.

So I think that we must look to our own sins first and why I am
so proud really of what you all are trying to do here to have some
accountability in this area and to do some second-guessing of judg-
ments that are being made. I think that will almost certainly help,
at least at the point where we have a U.S. Government that is will-
ing forcefully to go in and not just issue what my friend, Richard
Perle, used to call "demarshmellows" but really raise hell with al-
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lies that what they are doing is contrary not only to our security
but to theirs as well.

Senator LIEBERMAN. Richard Perle never issued a
"demarshmellow."

Mr. GAFFNEY. Not willingly.
Senator LIEBERMAN. Mr. Sokolski, do you want to add anything

to that?
Mr. SOKOLSEI. Yeah. You come at these questions that are big

usually at high and low levels. Let us start low because that is
easier.

Senator LIEBERMAN. OK.
Mr. SOKOLSKI. It would be useful for someone on this staff to get

the poor assignment-I notice everyone is looking back there-how
backed up are our denial notices and other's denial notices, how are
these things working, please? Because the no undercut plus catch-
all, in theory, can work. In practice, of course, it does not. But it
is up to you to find out how bad is it. And if you do not ask, they
will say it is working pretty well. So that is point one.

Point two, I know that there is a book-this is ears-only intel-
ligence-that lists every piece of code word information on every
proliferation action that has taken place since I was in office. I
know because I created the book. That was back in 1990. It is there
somewhere in the government. Go find it. Because when you do,
you will see mismatch between what we know and what we do.
And by the way, it is a bipartisan equal opportunity critic machine.
This is not going after this administration. It is going after the sys-
tem. You want to take a look at that if you can find it.

Finally, Export-Import Bank and who we are exporting to? A
useful thing to look into. A nice bipartisan thing. Now that is the
low road.

High road. I served on a commission that had a name that went
on forever and ever. It was going to tell you how to organize our
government. It was pretty funny. The acronym was so long, we did
not use it. It was the Commission to Assess the Organization of the
Federal Government to Combat the Proliferation of Weapons of
Mass Destruction. OK. Big acronym.

One of the things that we did stumble into despite all of our ef-
forts not to look at it was that this country does not have a long-
term set of objectives, time phased goals, and never mind strat-
egy-let us leave that alone-with regard to key countries that are
troublemakers for us. When we asked the State Department, and
Mr. Holum, by the way, he was very candid about this-I think he
is a great man-when he came to the commission, he admitted
there was a problem. When we asked what are our time-phased ob-
jectives regarding North Korea, he said, well, we have got them
written down, but they are not very good.

And then he sent us a performance report produced because of
the laws coming out of this Committee that went 12 months into
the future. That was it. And you know what it was-implementa-
tion of the Agreed Framework. That was all. If you do not have
more than that going with regard to North Korea and can explain
it publicly and privately, you are not going to get any allies to do
anything on the low road with you. But if you do, it is amazing
what you can get. But if you do not, there is no hope.
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You should be asking what our time phased objectives are with
regard any two countries-I do not care which ones they are-that
you think are important, get people up here in closed and open
hearings and see whether or not we've got a plan.

Senator LIEBERMAN. Thank you. You have given our staff and us
some things to do. Thanks, Mr. Chairman.

Chairman THOMPSON. Thank you very much. Those performance
reports are supposed to be in March 31. I have not seen them yet,
but I am looking forward to it. Because for most agencies, we found
out that the goals they set out is how much paper they are sup-
posed to shuffle next year or how many phone calls they are to an-
swer-and not whether lives are being saved or whether there are
fewer proliferators than there were before, and so forth. That is
going to be another one of those long processes, getting the Results
Act to work.

Mr. SOKOLSKI. Right.
Chairman THOMPSON. This is an area where it really could go do

some good because it will focus people on the fact, if nothing else,
that they have no real goals.

Mr. SOKOLSKI. Absolutely. Our commission interviewed people in
the Department of Energy, who when talking about Nunn-Lugar,
said we have scientist-to-scientist programs and we asked how
many scientists do we need to reach by when? And they looked at
us like you must be crazy. Well, they said, a million. I said, well
how have you engaged? Well, they said, we have got 6,000 that we
have touched. You got to do better than that. And whether you are
for that program or not, that is not a program with serious time-
phased goals. You cannot measure success or failure.

Chairman THOMPSON. While we are on that subject, what do you
think about the Cooperative Threat Reduction programs and Nunn-
Lugar and all that? You have pointed out something here that is
extremely important. Of course, as far as I know, nobody has ever
developed so far a nuclear capability solely based on what they
have stolen-except perhaps the Soviets. Unfortunately, they have
developed it on what they have been able to buy on the open mar-
ket plus a little help from their friends. But you pointed out the
tremendous potential out there, and that it is another one of those
good case/bad case scenarios.

The good case is that we are getting the START agreements. The
bad case is that the more we do there, the more we have got stuff
arriving from off the books and nobody knows how much and
where it is, or how rapidly it could be taken and put back in to
weapons. And we are spending hundreds of millions of dollars try-
ing to get some security and some fences around some places and
placating some scientists and things like that.

I think you are right. I am not sure that we have any feel for
how much good it is doing yet, but everybody agrees that we've got
to do something. So this is what we are doing. What do you think
about those programs?

Mr. SOKOLSKI. Look at the charts. You see the highlighted cat-
egories. Arms control as we know it, START, reduces the number
of deployed nuclear weapons. It takes the warheads and puts them
on a shelf and maybe it cuts up the missile or the bomber. Nunn-
Lugar takes whatever is declared by us and the Russians as mili-
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tary surplus and tries-it has not done it yet-tries to push this
material to the last category which makes it locked up in spent fuel
or spent fuel equivalent, either by irradiating it in mox or by lit-
erally taking it and mixing it up with spent fuel and making it into
logs.

You will notice our policies in toto, never mind cooperative threat
reduction, ignores all the other categories. It does not do anything
with regard to them. The civil plutonium holdings, which I use
very conservative figures, is something I know you worked with.
The numbers keep rising. We have got conservatively five times the
number of nuclear weapons that could be made out of civil fuel,
and we do not even have the exact figure. And it hanging around
and literally floating around as it is being shipped between the Eu-
rope and Japan. Talk about terrorism problems.

When you get to the United States and Russia, we can tell you
essentially what the U.S. surplus military fissile holdings are. You
can go Natural Resource Defense Council. They have pretty good
figures. Maybe we can make them a little bit better, but even Tom
Cochran, who I talk with a lot, says they are pretty good. What we
do not know is within-what is it-23,000 advance weapons-what
Russia's surplus holding are. An advanced nuclear weapon is where
you have two warheads mated together to make one. So the real
figure if you want crude weapons is like-I don't know-50,000
weapons. I mean the mind boggles. We have no idea of whether
they have that breakout capability.

Now it seems to me, whether you are a hawk or you are a dove,
whether you like nuclear weapons, whether you want to test or you
do not, whether you like missile defenses or you do not, you want
to reduce that certainty budget. You want to at least fail at trying.
We have not tried. We have not even talked about this seriously
or put it at the head of the lst. It is interesting. Apparently some-
one read an editorial of mine-I think it was Paul Wolfowitz, and
got Candidate Bush to put that in his speech.

Now I am not so sure that Gore would not agree on that one.
Maybe if we succeeded, we do not have to spend so much money.
You know what we spend a year on nuclear weapons hedge? It is
a lot. I think it is like several billion dollars. What is it? Eight bil-
lion? That could go to missile defense or something else.

Mr. GAFFNEY. Senator, could I just add a point. This Committee
is especially well suited for what I think is desperately needed in
this area. I have worked with Senator Nunn and Senator Lugar,
as you have, for a long time, and I think in no small measure out
of a sense of respect for them, as much as out of a sense of what
else are you going to do, this program has gotten precious little rig-
orous oversight. There are a slew of General Accounting Office re-
ports that document what would under any other program I think
be considered to be at least abuse, if not fraud, and perhaps most
certainly waste.

We are in many cases I think building as you said yourself high-
er fences, better padlocks, better surveillance systems, and the like
for some of the repositories of this stuff. Unfortunately, this takes
into no account at all, as best I can tell, the underlying problem.
And that is the guy who has got the key to those better padlocks
may be part of the problem.
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Maybe what we are doing by enhancing the security of these fa-
cilities is just maximizing his monopoly over the sale of what is in
them. But this is an area that I entreat you to take a hard look
at.

Chairman THOMPSON. Freeing up some of his resources to put in
another place.

Mr. GAFFNEY. Absolutely, fungibility.
Mr. SoKoLsKi. Well, actually, fundamentally, we gave $12 billion

over the next 20 years to Minatom for highly enriched uranium.
We have no idea where that money is going. If we are lucky, it is
going into dachas as just corruption. If we are not, it is going into
weapons or financing weapons sales to Iran. We need to find out
where the money is going.

Mr. HADLEY. I think the issue here is not priority. I think this
ought to be-the Nunn-Lugar ought to be a priority. I think the
issue is effectiveness in the things that Henry and Frank have
raised. And in some sense, it is very important for this Committee
or others to look into the issue of effectiveness because the program
is too important not to be effective-not to be doing as much as it
can be doing as effectively as it can do it. So I think the issue is
not priority or importance. It's effectiveness.

Chairman THOMPSON. OK Mr. Hadley, you talked about taking
kind of a new look at this whole thing. We are about to start the
discussion on the Export Administration Act apparently. It is kind
of mind-boggling really when you think about it. I guess people
have been around here a lot longer than I have who have spent a
lot of time on this. I do not know. You have got a committee called
the Banking Committee that produces this and the rest of us are
kind of scrambling to read various iterations of changes and so
forth as it is going to the floor. And we're all haggling over national
security matters and staffs are arguing with each other over stuff.

I wonder who if anybody has read it? You talk about the high
road and the low road. That is the real low road. On the other
hand, we have got all these grandiose multilaterals agreements
that we are trying to do. And people seem to think that the more
people we can get into them, the better, regardless of fact that
some countries spend all their time trying to undercut us once they
are in.

I am amazed, coming in from the outside, to find that nobody has
got a handle on all this stuff. I mean nobody really knows. You
know I started out thinking probably the more controls the better-
a pretty simplistic view, I suppose. But I can see now that nobody
really knows what the right answers is. I mean we ought to have
a plan. The government ought to have a plan as to where we are
trying to go in this world that we live in while we all talk about
catch-alls and so forth. But it doesn't make sense to say that you
cannot do any good in restricting exports unilaterally-and that we
should no longer try-and then to complain that our own allies will
not cooperate with us multilaterally because they don't trust us not
to take unilateral trading advantage. How does that work?

Mr. Sokolski, with regard to the catch-all matter, how would that
work in practice? You would have some kind of a deal that says
when we do "x", the catch-all provision will kick in. Clearly what
is going on is a bilateral deal. I guess we are doing that, and we
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will always be able to do that. It could be coupled with a no under-
cut, I suppose. But how would that actually work?

Mr. SOKOLSKI. I can tell you how it has worked in the few in-
stances where I have worked it. First, before you go anywhere, you
do not simply go to some general forum, even as general as NATO,
you go bilaterally, MOD to MOD first, because it's the ministries
of defense that will either save or break this. It is not the Com-
merce Departments. They will break it but they will not make it.
They will always say, no, it is a bad idea to control.

And the state departments of the foreign ministries, they are
torn frequently. They are sort of in between. But if the ministries
of defense do not care about something, you can count on the other
two saying yes to some export. So you have got to establish rela-
tions between ministries of defense. Now we did that in the Bush
administration. I set up threat bilaterals with the only two coun-
tries that have ever bled with us and projected force. That is
France and Great Britain. And, boy, were they interesting. They
were telling us stuff we did not know, telling us to pay more atten-
tion to this, this, and this.

When it got to circumstance with regard to Brazil, it was, where
some French Viking liquid fueled engines were going to go to
Brazil. I went with my assistant secretary. I was just a deputy dog.
And we went and had a discussion with our French counter parts.
You know they never explicitly blocked the export, but it never
went. They said they had no authority to block it, but the rocket
engine never went.

So I see it working the same way. I have talked with some of my
former employees who are still in the bowels of the Pentagon. They
actually are telling me that we need to do more. For example, re-
cently there is a steel that is made for SCUDS, apparently if you
take one ingredient out, it is still pretty good but it is not con-
trolled. And guess what? Someone was trying to sell it to the wrong
person. That is stuff that was not on the list.

Now in this case, the country in question was informed but they
chose not to act because they did not have catch-all authority.
Change that.

Mr. HADLEY. Mr. Chairman, I think that is really the answer.
Chairman THOMPSON. Give them legal cover to do what they

might want to do anyway.
Mr. SOKOLSKI. Encourage it. Really pursue it.
Mr. HADLEY. Right. And it is something, it is a marker you can

put down on your upcoming trip. The answer to Senator
Lieberman's question is to pick up Frank's point; there are people
in these governments that care about these issues. We need to
reach out to them and establish a dialogue with them to in some
sense empower them within their own bureaucracies. It has got to
be our intelligence communities having a dialogue with their intel-
ligence communities, our defense department having a dialogue
with their defense officials. It has got to be at that level. Have a
strategic dialogue about why we are concerned about Iran. The
kind of specific examples that Henry Sokolski was talking about
you can put in the hands of people in the ministries of defense and
intelligence communities there.
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Chairman THOMPSON. But how would it actually work? What
would the language be for a situation that is not on anybody's con-
trol list but is a problem-and one ally goes to the other? I mean
what kind of language do you use to cover situations like that?

Mr. SOKOLSKI. Sure. Literally what happens is this. And we had
it occur during the Consare case, which was a furnace, an induc-
tion furnace, which frankly was going to be used for missile pur-
poses, not nuclear, and we had to use a nuclear catch-all law to get
it. And essentially there was a German firm that could make it as
well. What we did after we did our denial is we went to that coun-
try and said don't you dare send yours to the same spot.

Now, with these regimes, Missile Technology Control Regime,
Australia Group, Nuclear Suppliers Group, they all have dual-use
items on their lists. In fact, if you put them all together, what you
have is not much different than Wassenaar. But unlike Wassenaar,
they have no undercut provisions. Work it.

Mr. HADLEY. Could you give him language that you would have
the Senate adopt that would give them the authority?

Mr. SOKOLSKI. I do not think you have to give them language.
It is working now with like-minded countries. I will tell you where
the difference comes. When the French came to us in 1990 and said
you need to worry about Iran and they gave us a better intelligence
brief than we could give them, we were able to work on a couple
of things.

What you need and I think what both Steve and Frank have
raised is enough studies, enough public diplomacy, enough analysis
about what are the kinds of problems with China, for example, and
Russia so that you do not necessarily condemn the whole country,
but you get down to specific concerns such that you then got the
public diplomacy to do the no undercut and the catch-all with like-
minded countries.

There is a limit to what you can do. You cannot convince people
that do not agree with you, but we are not even trying to convince
people of what the problems are.

Mr. GAFFNEY. But on that point, Mr. Chairman, could I just put
in a word for unilateral steps, too. I do not think it is correct to
say we should rule them out. Even John Holum was saying there
are some places where you-we have a case right now where Ger-
many is reported to be providing phosgene manufacturing capabili-
ties to Iran, shades of the earlier effort to provide, as it happens,
a deeply buried manufacturing facility we believe for poison gas in
Libya.

Now, I do not think that foreign availability, taken to its logical
extreme, suggests we ought to be competing to do that. The fact
that we are not going to do it and the fact that we could raise hell
about them doing it on the basis of us saying that is not in any
of our interests gives us the kind of leverage, moral suasion, behind
the scenes, public diplomacy, whatever you want to call it-that I
think can help produce results.

But I am afraid it is now increasingly pushed off the table, wit-
ness what you are going to be debating this afternoon. The very
fact that foreign availability or mass market availability is asserted
is going to suddenly make it fair game for anybody who wants to
do anything in those areas. That is just not right.
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Chairman THOMPSON. And we are acting as if there is no threat
at a time when we are trying to convince our allies that we need
a national missile defense system, for example. We are behaving in
every respect as if we really perceive no problem with regard to the
threat from rogue nations and as if we do not believe the Rumsfeld
Commission or the Deutch Commission results or any of these re-
ports with regard to our failure to impose sanctions on known
proliferators.

Mr. GAFFNEY. To the contrary, we are actually rewarding, in the
case of North Korea most especially, we are now, as you probably
know, the largest purveyor of foreign aid to North Korea in the
world.

Mr. SOKOLsKi. Yes.
Mr. GAFFNEY. Why is that? I suggest it is because they now have

a ballistic missile with which to threaten us, which we assess-
CBS, by the way, the other night, in "Failsafe" said North Korea
now has the bomb. If they do not, they shortly will.

This is evidence, I am afraid, not only that we are not taking the
threat seriously. Steve Hadley and you are among those who have
been working on missile defense for a long time. We feel frustrated
that we are not doing something on that front, but we are certainly
signaling to our allies-look at South Korea, Japan, Italy, Euro-
pean Union-that we want these guys to engage with North Korea
just as fully as they can. What does that mean? Trade. What does
that mean? More access to precisely this kind of technology.

Chairman THOMPSON. And it tells our allies that we are in less
position to protect them. It tells other rogue nations that all you
need to be able to do is blackmail the United States. Mr. Hadley,
you talked about doing more to explain our security risk to our al-
lies. I have talked a long time to people over in the State Depart-
ment about this. I keep asking why do not our allies understand
what we understand? Don't our allies read the public reports that
we get in here, the CIA assessments, the Rumsfeld Commission Re-
port, and what have you?

The impression I get is that they think our allies fully appreciate
it, but they just don't care. And that our allies just place trade
above everything else. And that while they appreciate the danger
of what some of these countries are doing, unless the particular ex-
port directly relates to the production of weapons of mass destruc-
tion or their means of delivery, our allies say it does not count.

Now obviously they would care if they thought that they were de-
livering something that in the next few weeks would be fashioned
into a weapon to hit even us-maybe not them, but even us, they
would care about that. But where is the disconnect there in your
opinion? From your statement, you seem to think that-and this
was my first suspicion, and I guess it still is-we are certainly not
doing enough to convince our allies of the nature of the threat or
not doing enough to share intelligence where we can share it. And
there's also the fact that our own behavior is sending the message
that we do not really think there is much of a threat.

Mr. HADLEY. Right.
Chairman THOMPSON. What do you think?
Mr. HADLEY. I think we have a disconnect in some sense between

our rhetoric of concern about proliferation and our actual oper-
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ational steps. I will give an example. If you have an opportunity
to meet with the commander-in-chief of our forces for CENTCOM,
one of the questions you might like to ask him is does he have
someone on his staff who everyday gets up in the morning and asks
themselves, "What am I doing today to set back Iran's efforts to get
a nuclear weapon? Be it finding out where Iran is are trying to ac-
quire equipment or technology and trying to intervene to stop it,
whether it is disinformation, whatever. I think we are not oper-
ationally serious enough about the problem.

I think if we could establish these links between intelligence
communities, DOD people, uniformed military, with our allies, we
would start giving them the ammunition they need to be able to
make their governments more serious about it. The allies, particu-
larly Europeans, have a lot on their plate. They are very regionally
focused. They seem to think that proliferation is a global problem
and that it is our problem; we have to handle it. But
specifically-

Chairman THOMPSON. Or under more economic stress than we
are.

Mr. HADLEY. Right. So that is the hurdle we have to, that is the
sort of barrier we have to break through. But, if you just think
about how we would have had to run the Gulf War if Saddam Hus-
sein had, for example, a long-range ballistic missile that could have
come down even with a conventional warhead on one of their cap-
itals, there could have been a different vote in the Senate and
would have been a different issue in terms of the activities of our
allies. And I think it is those kinds of pointed discussions-plus the
kind of particular intelligence cases that Henry was talking
about-that we need to use in the discussion with our allies at
every level and engaging all of the relevant agencies. It is hard
work. It is a full-time job.

But if we really believe, as everyone seems to say, that prolifera-
tion-particularly of weapons of mass destruction-is our No. 1
problem, then it seems to me that it is worth the effort. That is
the best answer I can give you.

Mr. GAFFNEY. Senator, the other part of this disconnect, and I
think Steve is exactly right, is one that is very much within your
purview. The president has said-he did not know that he was say-
ing it in a public forum, but he said it, that when it comes to imple-
menting pieces of legislation, famously the Gore-McCain Act, but
others as well, that require certification when something is being
done like transfer of cruise missile technology to bad guys-

Chairman THOMPSON. He has to fudge the facts.
Mr. GAFFNEY. He has to fudge the facts. Now what signal does

that send to people who are at least as willing to ignore-the phe-
nomenon the psychologists call cognitive dissonance, you are not
seeing what you do not want to see. I believe that they are very
much keying off what they judge to be a very cynical and commer-
cially as well as politically expedient policy on the part of the U.S.
Government. They are not going to be more righteous about this,
by and large.

There are exceptions. I think the Japanese on the supercomputer
example, for instance, were more righteous than we were and were
undercut by our cynicism.
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Mr. SOKOLSKI. Actions that are successful speak louder than
words that fail. And in this regard, when you bend your law, you
waive your law concerning nonproliferation, that is troublesome.
One of the things I have actually publicly come out in favor of, just
to radicalize and zero-base the debate, is to sunset all the sanc-
tions. I will settle for you just not subsidizing nonproliferators and
freeing up those assets in the intelligence community to pick two
or three countries, get that darn time-phased set of objectives and
go hit the role and operationalize.

By the way, a lot of people will probably vote for that formula
including the intelligence agencies. But then you better have some
time-phased goals so you can judge whether or not you are getting
your money's worth because otherwise you will get baffle gabble. I
do not care who is in office. They will tell you everything is fine.
I think finally that brings everything back. If nonproliferation is
just export control, you are in a world of hurt, not simply because
you cannot control everything. It is because export control is not
taken seriously. Foreign policy is. And so if nonproliferation is not
at the tip of the iceberg of foreign policy, you are not going to get
very far. And that is, in essence, the problem. We have so suc-
ceeded because of our victory in the Cold War, we do not really
want to talk about how we might have foreign policy failures again
and as a result, no one takes it seriously when we do raise prob-
lems about the prospects of bad things happening in the future.

Chairman THOMPSON. Do we need to take a whole new look at
our export control policies? What do you gentlemen think about
this EAA debate? You know we are down to the fine print again
and sometimes I wonder if we're just totally missing the point. The
whole thing needs to be shaken up. You know, some of our allies
at least have one agency controlling all this, a separate agency.

Mr. SOKOLSKI. Yes.
Chairman THOMPSON. You talk about Defense. Everybody has

got their own constituency.
Mr. SOKOLSKI. Yes.
Chairman THOMPSON. Commerce obviously has got theirs. State

wants to keep peace among their allies. But even the Pentagon,
they want low cost weapons-

Mr. SOKOLSKI. Right.
Chairman THOMPSON [continuing]. And things. Everybody has

got an interest except those components that have national security
solely in mind, I guess you might say. But we are consolidating
those components within others now in this administration, so that
they have less effect. And we're putting the DTSA people out in
Dulles and all of that. What about our export policy in general, and
as this EAA thing comes up again?

Mr. SOKOLSKI. I am sorry. Go ahead.
Mr. HADLEY. I do not know. The answer to your question is yes,

we need a fundamental look. It is hard to stop the train and stop
the world while we do it, but it seems to me part of any EAA ought
to be a commitment and legislation that calls for exactly the kind
of look that would address the issues that you have raised today
and have a schedule for doing that. It seems to me that is a min-
imum of something that ought to come out of this EAA debate.
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Mr. GAFFNEY. But would you not think you would start doing it
before you start legislating? I have got to reinforce the point you
made, Mr. Chairman, because it underscores the thing I said at the
outset. With all due respect to the Banking Committee, it does not
have the ability to take into account all of the equities that are at
stake here. The failure frankly of other committees-I think rather
less so yours, in part thanks to your leadership-but other commit-
tees that have jurisdiction and have responsibility in this area to
ensure that precisely this kind of oversight has driven a review and
has formed answers to the kinds of questions we are all wrestling
with here before you start legislating is maddening.

Chairman THOMPSON. Mr. Sokolski.
Mr. SOKOLSKI. Having lived through so many extensions of the

EAA, I do not want to trivialize the difficulties raised by Mr.
Holum, but if you do not do your homework and you act simply on
those sets of concerns, even he admitted not a good idea. I think,
however, you cannot bureaucratically solve the problem of what is
the problem on this commission.

The first meeting, Mr. Deutch said, well, we have seven solutions
that are possible and he listed them, make the national security
adviser, have one agency, and other. I said that is great. What is
the problem? They had spent a year and a half discussing solu-
tions. What probably needs to be done in doing a reevaluation is
get those what we call green line/red line studies. I mean who are
your problems? It is probably China. It is probably North Korea.

Mr. GAFFNEY. It is Russia.
Mr. SOKOLSKI. It is Russia. Well, certainly parts of Russia for

darn sure. And so you then have to say, OK, what is it that we
have to worry? Now I do not think you want to have a list and say,
ah, this is all we have to control, but it gives you some idea if you
have a list of what you have to worry about. And I think you need
to have that work done.

Now one of the nice things that Congress can do and has been
doing and it has been doing really great work is that it asks for
certain certifications and sometimes some useful reports. The dif-
ficulty is sometimes the staff reads the reports and that is it. You,
Senator, have a bully pulpit. If you use it, do not underestimate
what you can do.

Chairman THOMPSON. Mr. Hadley, I think you too in your state-
ment indicated that we might ought to concentrate on less and do
more. How does that translate? It is kind of what you are talking
about, I think, Mr. Sokolski. How does that translate into a policy?
What do we concentrate on with regard to areas of concern and
countries of concern? What do we do with regard to that?

Let us say, on the other side of the ledger, you can take some
things off the dual-use control list and say they are not controllable
anymore. We are going to free up some people, maybe free up some
assets, some time. But in terms of concentration, concentrating on
the problem areas, it gets back to a major political question. I
mean it does not matter what your rules and regulations say if you
have an administration who will not impose sanctions under any
conditions and who will certify that proliferators are not
profilerating. But even with regard to the rogue nations, if we
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adopted a policy more in that direction, what would that mean in
practical terms?

Mr. HADLEY. You would have to have, I think, military people,
technologists, sitting down and asking what are the kinds of capa-
bilities that we need to have and that we do not want our enemies
to have, and list them. And this is what we did in 1991 and 1992
and it was a shrunken list but an important list. And then you
say-let us assume it is stealth technology. All right. What are the
components that go into giving another country having stealth
technology?

What are those components? Who has got them? How hard are
they to get? And what are the really critical ones? And you may
find, as you do that analysis, that there is a variety of dual-use
items that are elements of stealth technology, but they are too pro-
liferated, you cannot control them. And what you hope is that you
can do a strategic analysis of stealth technology and find the three,
four, five things that are critical to the capability that we have a
shot at controlling. And you focus on those.

And if you focus on those to give a focus for our own export con-
trol approach, it gives you an agenda when you go to your allies.
But it is hard to give more than an example because it is very
nitty-gritty and you really need to get technologists and military
people who know this stuff in a room sorting it out. That is the
process I think we need.

Chairman THOMPSON. What do you think?
Mr. SOKOLSKI. I would be most interested in the list of capabili-

ties. I would be very leery about how a quote-unquote "critical list"
might be used and let me explain why. There were numerous cases
on my watch where folks just wanted to control I think it was the
State Department proposal. Well, we really only have to worry
about reentry vehicles they said, not the rest of the missile. Now
that is an extreme cartoon of how these critical lists can go.

But clearly you are most concerned about controlling against the
capabilities and frequently that will mean going outside of the cur-
rent or latest list. I would say that the listmaking is to be expan-
sive, not focused so much, but expansive so that you are flexible
enough to go after things maybe that are not on lists.

Chairman THOMPSON. If you had a catch-all approach, you would
not need to worry about that so much, would you?

Mr. SOKOLSKI. Well, but the analysis that Mr. Hadley is talking
about needs to be done so that you are alert to that kind of metal
that one less ingredient from which still works would be something
you would want to control. But I would not want to not have to
have it on the list to control it. I would want the list as the tem-
plate for what to control, as some way to keep bureaucrats alert
to what they need to be paying attention to.

Chairman THOMPSON. Did you want to comment on it?
Mr. HADLEY. Yes, just on your effectiveness point. The reason I

think you want to take the kind of strategic approach I described
is, that if you have too many things on the list, people show that
they have a tough export control regime by how many things they
are controlling and how many licenses they issue. But the question
is are we preventing somebody from getting critical capabilities?
And I am concerned that if you do not really try and focus on what
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is important and critical, you will lose effectiveness. That is the
concern I would have. It is a tradeoff.

Mr. GAFFNEY. Mr. Chairman, we have been talking for a long
time frankly about smaller numbers of things and higher walls. At
some point I think we actually crossed over into having a lot of
things that are important outside of the walls. And while I take the
point that you got to have a rigorous process and you have got to
have people focused and so on, we are doing exactly the opposite
of that right now and your point about DTSA is a perfect example.

Right now we have emasculated the one agency of the govern-
ment that at least during the Reagan years and I think during the
Bush years you could count on to be doing the kind of focused seri-
ous national serious-minded analysis on export contracts. It was
not always perfect by any means, and in some places it was down-
right uneven, but at least it was not subject to the same kinds of
pressures that as you say yourself are so much in evidence else-
where. That is just not the case today.

So where is the check in the check and balance? Where is the
focus, the wall on a variety of things, some of which are now going
through without any kind of controls at all?

Chairman THOMPSON. Good. One final area. This DSB Report.
When I hear about these reports, the first thing I always want to
know is who are the guys that wrote it and who do they work for?
I do not want to cast any aspersions on anyone, but there are a
lot of people out there who have a lot of interest in maybe doing
things differently.

And I look at what I understand it to be saying-and what you
say that it is saying-and that is that the name of the game in the
future should not be trying to develop new technology and holding
onto it, and keeping anybody else from getting it. The name of the
game in the future is to be able to integrate that technology more
rapidly into a military system in good hands.

I can understand the second part, but why not have both? Why
not be able to rapidly integrate but also take steps to maintain an
advantage in those areas, weapons areas, in which we have such
advantages in so many ways? I mean, why not do both?

Mr. HADLEY. I think you should.
Chairman THOMPSON. I am asking you about the Report.
Mr. HADLEY. Yes. I would do both, but again it is this issue of

what is strategic, what matters, and what can we really realisti-
cally control? But I would try and do both. On your question, that
is one of the things I thought was interesting about the study. I
mean, we all have our lists, but when I got it I went first to the
list of who prepared it and there were some names on that list that
gave me some confidence that it was a serious effort.

And thirdly, one of the reasons I think it is a good time for a re-
view of this issue is that two people who I read on this subject are
Bill Schneider and Richard Perle, and they have both talked
about-Bill Schneider, for example, was one of the principal au-
thors of parts of that Defense Science Board Report. He has given
some-

Chairman THOMPSON. That makes me feel better. I have a great
deal of respect for both of those gentlemen.
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Mr. HADLEY. I do as well. And Richard Perle has been talking
about the need, as he says, to focus more on the bad actors and
beefing up our ability to focus on the efforts by bad actors to ac-
quire things we do not want them to have. And focusing on that
end of the spectrum with better intelligence, law enforcement and
a whole host of other steps with a constant program of interdiction
and disruption. And that is the question that I would have you put
to CENTCOM, does he have that kind of program, because I think
that it is also a high leverage opportunity for an updated approach
to this whole problem which we sort of say export controls, but it
really is the proliferation issue. It is a very hard issue. We have
got about ten things we have got to do of which export control is
one of them, an important one, but only one of them, and we need
to bring our allies along because we need their help on a lot of
them.

Mr. SOKOLSKI. What makes nuclear weapons, missiles and to
some extent chemical and biological weapons and perhaps a hand-
ful of other things that we can argue about different is that staying
ahead is not a real sure thing. In the immortal words of one of the
scientists in the Manhattan Project, a better nuclear weapon in
many instances does not neutralize a worse one.

Now that is the nature of this beast, unlike the competition of
the Cold War. What you really want to do is slow the other fellow
down to have time to do something and I would suggest if you want
to think big, it is regime change in some cases. That is what we
are talking about. It is a Russia that is orderly, that is not just
democratic but orderly. It is a China that is not communist, but fi-
nally not that at all; it is liberal and democratic. It is a lot of things
that are big foreign policy.

So, first of all, you have got to have some time lines with some
big objectives. Iran may become a decent regime at the rate it is
going. Who knows? Iraq may not be under this maniac. You have
got to have those kinds of objectives. Figure out what the time
lines are. And one other thing. You got to start acting now as if
you might fail.

A lot of the things that you need to do if Iran gets a nuclear
bomb are the things you should be doing that make sure it does
not get one. It is getting closer to Turkey so it does not decide to
get a bomb. It is getting closer to Saudi Arabia so it does not make
a deal with Iran. It is making sure Egypt does not get some crazy
idea that it should get nuclear weapons to take care of business.

Now it turns out doing these things now may actually help you
do nonproliferation, too. But I think we need to start thinking what
happens if there is failure and particularly act where it is not at
cross-purposes with nonproliferation and then be ready for the
event.

Finally, let us be optimistic. We won the Cold War. At least the
Soviets lost it. And the problem sets that we have now frankly look
trivial in comparison. We ought to be able to get through to that
better future. So let us not despair too much, but let us get to
work.

Chairman THOMPSON. We have got a window of opportunity here
now.

Mr. SOKOLSKI. I think so.
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Mr. GAFFNEY. Just the other thing that ought to be on his list,
and I know it is, is missile defense.

Mr. SOKOLSKI. Well, clearly.
Chairman THOMPSON. I was thinking about that.
Mr. GAFFNEY. This is something that I consider to be a tremen-

dous export control technique in terms of curbing the impact of
these exports that are getting away from us.

Mr. SOKOLSKI. Clearly.
Chairman THOMPSON. Gentlemen, thank you very much. This

has been extremely beneficial and helpful, and I hope that it lays
the groundwork for some fature cooperation among ourselves. We
would certainly like to be able to call on you as we go forward here.
Thank you very, very much for your contribution.

[Whereupon at 12:45 p.m., the Committee was adjourned.]
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The Department of State appreciates this opportunity to
discuss the Wassenaar Arrafgemen, and ths future of multilateral
export controls. I am encouraged by C6ngressional interest in
this important subject, and looclforw ard to working closely with
the Cor-mittee on this and other rultiiiteral export. control
issues. I would like to begin r test:rony by describzng the
Wasscnaar Arrangenent, then disc sinLWooscmar'e strengths and
weaknesses.

It is imortant to note at ths outset that Wassenaar is not,
and cannot be; COCOM. COCO, anilotheri.anilateral control
meohanzn Laced a clearly defined, =utuely agreed strategic
threat, and addressed that threat by embargoing exports of arms
and sens-tive dual use items to proscribed destinationa. Along
with our allies, we agreed upon proc d'res for controlling exports
to these destinations, includinga2.lwing for any nation to veto a
specific export.

The end of the Cold War, the disltegratlon of the Soviet
Union, moves toward democracy ai aihet-bssed economies in the
former Warsaw Pact, deep cuts in theisrategic arsenals of both
sIdes, and the goal of assisting econopic and political reform in
East Europe, Russia and the ether newly independent states --
rother than retarding their econ4' ic2ovelopment -- all led our
allie to the view that the CCO! arrabgemant had outlived Its
strategic rationale and could no boeshsted. The U.S.
eventually joined this view when it iecare clear that our trading
partners would no longer agree t; follbw the procedures outlined
sn the coca arrengeo, ent. In th waihg days of CaOZM, the U.S.
sought to preserve the controls gor as! long as possible, and
pusned to establish a new worldwide arrangenent to cover
conventional arms and related technologies. It was only throusgh
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U.S. leadership that we werelable to t~m the flow of arms and
sensitive technologies to pldces such a6 Iran,*Iraq, North Korea
and Libya, destinations largely ignored by the former COCOM.

The world has changed for the better. Many of the targets of
COCOM now are members of Wassenaar, as Iell as trading partners,
friends, and in sone cases treaty alliee.

Our former COCOM partners 'recognizedlthat responsible national
export controls and policies! remained indispensable to pronote
international peace and security in tna poit-Cold War environment,
even though they opposed, ana continue to dppose, any COCOM-like
control regina Despite thislbroad agreement, it was only through
persistent and strong U.S. leadership, that COCOM members,
evertually with participation by Russia, designed a new
multilateral export control regime to. address the new challenges
posed by regional instability and stat~s whose behavior threatened
international security.

That new regime is the Wassenaar Arrangement (WA) -- the
first global, multilateral arrangemenr overing both conventional
weapons and sensitive dual-u"e goods arid technologies. It was
negotiated and established in the mi-90's at the same time that
COCOM was disbanded, when iti became apparent that the Cold War's
East-West export controls no:longer we-s appropriate. However,
Iraq's builduo of arms before the GulfiWar demonstrated the need
for some forn of global export regime, and the Wassenaor
Arrangement responded to thi6 challenge by covering more than just
dual-use items, as had been COOM'- focus. The Wassenaar
Arrangement received final approval byJ33 co-founding countries in
July 1996, and began operations xn Sepoerber 1996.

The WA is designed to prevent destabilizing accumulations of
arms and dual-use goods and Pachnolocies. The Arrangement
encourages transparency, responsibil~t$, consultation and, where
appropriate, national policies of restraint. in doing so, the WA
fosters accountability in transfers dflarms and dual use goods and
technologies. The Arrangement also orovides a venue in which
governments can consider collectively he implications of various
transfers on their inzernational andiregional security interests.
It also seeks'to enhance cooperationitg prevent dangerous
transfers.

WA members maintain export controls on items covered by the
Wassenaar Munitions and Dua Use lists! These lists regularly are
reviewed by experts of the @articpailg States and revised as
needed. However, the decislon to transfer or deny any controlled
i en remains the responsibility of individual member states.
There are not, as there were in CCCOM, case-by-case prior reviews
of proposed exports to proscribed destinations, or vetoes on
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proposed exports. To facilitate meeting the WA's principal
objective of preventing destabilizing accumulations, members
report on their decisions to transfer or deny to non-members
certain classes of weapons and dual-use technologies. Again
unlike COCOM, Wassenaar members' are not constrained to honor each
other's denials, but consultations are encouraged in such cases.

In order to enhance transparency in arms transfers, Wassenaar
members report semiannually on their deliveries to non-mertbers of
seven weapons categories derived from the UN Register of
Conventional Arms. These categhries are Battle Tanks, Armored
Combat Vehicles, Large Calibre Artillery Systems, Combat Aircraft,
Attack Helicopters, Warships, and Missiles and H7ssile Launcrhors.

In order to promote transparency ana like-mtndedness,
assenaar members also report Qn their transfers to non-merbers of
dual use goods. The Wassnaar:List of Dual Use Goods and
Technologies consists of a Basic List of controlled items, on
which members semiannually repqrt aggregated license denials. The
Basic List is subdivided into a Sensitive List of tachnolocies on
which members report Individual denials of licenses within 30-60
days. In addition to these individual denials, members a-so
report semiannually aggregated numbers of licenses issued or
transfers made. Finally, the Sensitive !ist is further subdivided
into a Very Sensitive List, consisting of technology subject to
extreme vigilance in national licensing decisions.

Although no country Is an'eXplicit target of the WA, members
are commaitted to dealing firml4 with states whose behavior is a
cause for serious concern. Theie is broad agreement that these
states presently are Iran, Iraq, Libya and North Korea. Wassenaar
members deal with these "countries of concern" by preventtcg,
through shared national policies of restraint, their acquisition
of armaments and sensitive dual use goods and technologies for
military end-use.

Wassenaar provides for the first time a global mechanism for
controlling transfers of conventional armaments, and a forum in
which governments can examine and debate the implications of
various transfers on their-international and regional security
interests. it also calls attention to potentially destabilizing
accumulations of weapons, and to situations that may call for
concerted actions.

The United States works atively within this unique forum to
advance our national interests. wassenaar has addressed such
topics as the conflict in Sudan, Worth Korea's weapons production
programs, Iran's conventional arms procurement objectives, arms
flows to areas of conflict in Africa, and the situation in Kosovo.
At the December 1996 Plenary meeting, members issued a public
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statement confirmng that they do not transfer arms or ammunition
to Afghanistan. In 199 , members reiterated the need to exercise
maximum restraint when considering Licenses for the export of
sensitive items to dest~inattons where the risks are judged
greatest. This statement was refined in 1998 to include regions
in conflict. In 1999 members discussed Small Arms/Light Weapons
and the possibility of developing c~nrron export guidelines for
man-portable Surface-toAir missiles (MANPADS). They agreed to a
modest increase in axmsitransparency, and reaffirmed their
policies of "maximum restraint" regarding arms exports to areas of
conflict.

Wassenaar is more than just a !orum for discussion. The,
United States has helped establish end maintain Wassenaar's
control lists, has benefited from sharing data on arms and
technology transfers, and has gaine ' nsight into the policies and
positions of other members. It has~also served to promote and

reinforce strong norms of responsible export behavior, which over
time has encouraged resraint.

As head of the U.S. deleg~tioq to the 1999 Wassenaar Plenary
meeting, I am well aware that the Nrrangement falls short of U.S.
goals in some important, areas.i, We 'would like to see more ,
transparency in both arms and dual kise transfers, more targeted
information sharing, move discussion of common problems and
possible solutions, as well asisomn form of a no-undercut
provision for dua. use Ienials:: W would like to get agreement on
guidalines fox HANPADS hransfers, Jontrols on brokering, and
possibly an arms transfler code!of conduct.

These are ambitious, but attainable, goals. I observed at
the Plenary that national view! increasingly are converging around
the ideas of responsibility, tansparency and accountability.
This is a noteworthy achievemeht after just four years.
Nonetheless, significant national differences remain, both in
substance and procedure, that will require patient persuasion and
diplomacy to resolve.

We are well aware!of the strog advantages to a veto-type
arrangement, but it is critica, tolrecognize that we will never be
able to impose one uniaterally. our allies simply would not
agree to it. Additionally, a letofstyle arrangement could
actually harm U.S. exporters by inreasing dramatically license
processing times by reuirirg oorontion with as many as 33
countries, ceding to those out1idelthe regimes che ability to
respond in a more timely manner. It is also important to
recognize that in manyfiels," the U.S. is the leader
technologically; we do!not believe 'ihait twould be advantageous
to delegate to other c6untries whose industries are not as
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advanced as the U.S. the right to deter.ine which sales can and
cannot be made.

The Future ofCWassenaar

As you prepare for your upcoming travel to Europe, I would
recon end looking to the future, rather than the vast. Wassenaar
is a product 8f the post-Cold War period, and faces a dramatically
different security environment vhan institutions developed during
that period. -

in the new global economy we must lead by example. I believe
we have made solid steps in this direction, and that a consensus
is emerging among Wassenaar partners that reflects their
commitment to responsible transfers. This commitment already is
implemented in the national policies of Wassenear partners, and
ultimately is.what unites us. The most effective way to achieve
U.S objectives is to continue to act collectively to assess the
risks, and to coordinate policies.

T'he Wassenaar Arrangement provides a unique venue for the
evaluation, coordination and cooperation that can yield a safer,
more peaceful. international environment. We will continue to make
a concerted effort in this forum to foster greater like-mindedness
as we examine sensitive transfers, 'assess the risks, and determine
appropriate responses at the national level.
The Future of Multilateral Export Controls

While arms and sensitive dual-use technology transfers to
State sponsors of terrorism have droppped dramatically since the
beginning of ithe decade, we must continue our work to constrdin
the ability of these countries to develop weapons of mass
destruction and advanced conventional weapons. Recognizing that
the spread of weapons of mass destruction and sophisticated
conventional arms is the most important security threat in the
post-Cold Wa4 world, the role of the multilateral nonproliferatlon
regimes has now shifted to focus on the behavior of programs of
proliferation concern and the entities that supply and procure for
them, rather than targeting particular recipient countries.

Our exDort control system for-the post-Cold War world
responds to these new security. threats. We have emphasized
broadening !iternational adherence to our non-proliferation and
export control goals. Especially since 1991, significant strides
have been made in strengthening the -contributions of eport
controls to nuclear nonproliferation. Moreover, memberships in
both the Zangger Committee and the Nuclear Suppliers Group
together now include all of the significant nuclear supplier
states and almost all relevant suppliers are members of the other
regimes. Increasingly, countries that had bean contributing to
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the proliferation problem -- such as Argentina, Brazil and South
Africa -- are becoming part of the'solution.

With the backing of Congress,-we have been able to assist
former Warsaw Pact countries with weak border controls and weaker
legislation to bolster their resources and to resist commercial
incentives to trade in sensitiiie dual-use items, arms, and
components of WMD. Our overalL approach has been to:

" Reduce the demand for dgngerous weapons and technologies
through support for inte'rntiona- non-proliferazion norms
and through strategies to "d*dce regional instability;

" Pursue a multilateral a proach to achieving our
nonproliferation goals through the Missile Technology
Control Regime (MTCR), -theIAustralia Group (AG), and the
Nuclear Suppliers Groupj(NSG);

" Tmplement end further sAre~gthen the Wassenaar Arrangement
(WA), and use the WA to!promote responsible transfers of
arms, sensitive dual-usm goods, and related technology, end
require transparency im;suh transfers;

" Work with key suppliers tLansshipment centers, and
intermediaries that are. not members of the nonproliferation
regimes to adopt export , poiicies and practices compatible
with international staridaras, thereby increasing the number
of countries, as described in the draft EAA, "whose
policies and activitiesa; e consistent with the objectives"
of the regLmes; and

" Retain the ability to ispo~e unilateral controls in those
limited and extreme circumistances that may require them.

We also continue the effort1o reduce demand for dangerous
weapons through regional dipl ,aj -- as in the North Korea, the
Midd2e East, and South Asia --Ttolrespond to the underlying
sources of stability and insecarity.

I would like to thank thel!Committee for the opportunity to
address this timely topic. An y forn of export control requires
difficult and delicate compromises. Multilateral export controls
multiply these difficulties, bht also multiDly the rewards. The
fact that so many countries p jtiipate in these regimes, and try
to improve them, says that the'reards outweigh the difficulties.
1 look forward to working furtherlwith you on this important
subject.

HeinOnline  -- 4 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 54 2002



55

The Wassenaar Arrangement
Testimony of Under Secretary Willim A. Reinsch

Before the
Senate Government Affairs

12 April 2000

Thank you for this opportunity to testify oa the Waesenaar Axraogemeat, its strengths and
weaknesses, and actions that caa be taken to improve multilateral export controls. The
Committee has identified a topic that is both timely and central to our efforts to reform our
national export control system. Understanding the Wassenrar Anangement and its problems lies
at the hear of understanding what contribution exportcontrolcan make to our national security
now that the Cold Waris hehind us.

The Wassenar Arrangement is the basis for multilateral controls on the items that have
dominated the export control debate for the past several years - computers, Machine tools,
satellites, encryption. For this reason alone it is worthy of our atention, and it is a fitting place to
begin any effort to improve export controls.

The Wassenaar Arrangement has enhanced tbe security of the United States. Still, there is a
sense shared by all ofus that it could do more. The task of strengthening multilateral export
controls will be difficult; and much will depend on our ability in this country to reach agreement
on what needs so be dono and how to do it.I will hae some specific comments lat4 on this
Matter.

How Did We Get Here

The efforts that led to Wassenaar date from the first days of ti Clinton Administration. The
context for developing the Arrangement was the end ofthe Cold War and the increased
prominence of new threats to regional stability around the globe. The U.S. no longer confrntcd
a single. massive military threat to its national security but instead faced arange of threats to its
regional interests. Looming over this was our thcn-recent experience in the Persian Gulf
Although U.S. and allied forces had performed effectively in defcating the Iraqi military, the
ability oflracq to assemble powerful forces and develop extensive programs for weapons ofmas
destruction posed a serious challenge for multilateral arms control and nonproliferation regimes.

Iraq built its forces with purhases of arms, chiefly from Russia and France, and with pirchases
ofindustrial equipment from around the wostrld. One of our realzations was that the COCOM
regime, which targeted the Soviet Union, did not control exports of either arms or industrial
equipment to Iraq. it controlled exports only to the Wsrtaw Pact and other communist countries
and did not address the new dana-ra to regiona sabily.

At the same time, our closest allies questioned the need to continue COCOM and its controls.
The Cold War was over, and the threat COCOM addressed no longer existed. The challenge for
the U.S. was to find a way to prestrv multilateral controls on exports of industrial cquipment, to
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expand the application of those controls from the Warsaw Pact to a global basis, and obtain
multilateral cooperation in preventing future Iraqs from acquiring destabilizing accumulations of
conventional arms. In these areas, the Wassenaar Arrangement has proven to be a success.

What Do We Have

After two and a half years of difficult negotiations, during which time the United States managed
to ensure' that our allies continued to control the items on the COCOM control lists, 33 countries
agreed to establish a new, global regime for multilateral export controls. In contrast to COCOM,
where membership was based on NATO, Wassenaar's membership has a much broader base.
One of the major successes of the Arrangement is that Russia, Ukraine, and other former Warsaw
Pact countries are members and have committed to develop effective export controls and to end
destabilizing arns sales to han. Wassetsar's members also include countries that had been
outside of XATO during the Cold War, such as Austria, Sweden and Switzerland, and new
industrial powers such as the Republic of Korea and Argentina. This broad membership must
also be considered one of the successes of Wassensar.

Wassenaar has two control lis - the Munitions List and tha Basic Liet (for industrial equipment)
and a set ofInitial Elements which lay out the obligations ofthe members. Chief among these
elements - and a significant expansion in scope over COCOM -- is a commiment to prevent
"des'abiliiriag accumulations of conventional arms" in any country or region around the world.
Each member country chooses how it will achieve this goal through its national policies, but
Wassenear provides the vehicle for coordination and information exchange. There is also an
understanding in Wassena=, although it is increasingly under pressure, not to sell dual use
equipment to military end users in Iran, Iraq, Libya and North Korea.

1999 was the first opportunity to review and strengthen these Initial Elements. Although there
was strong support from most countries, a few blocred significant progress. We will press again
this year for various measures to strengthen the regime.

Wassenzar members have also committed to promote wansparency in exports of arms and related
dual use items. In practicc this takes the form of reporting on arms transfers and dual-use
exports. Dual use reporting, which is more extensive than the reporting on arms, provides
information on exports and denials of certain sensitive items. One area in which we hope to
make progress is expanding transparency by increasing reporting on arms and dual-use exports.

Wesscnaar operates on the basis of consensus, meaning that all 33 members must agree to any
change. While this is cumbcrsome and at times fiustrating, it is the standard practice for many
multilea r.l organizations. The othcr nonproliferation and export controls regimes - the Missile
Technology Control Regime, the Nuclear Suppliers Group and the Australia Group - operat e on
the same basis ofconsensus. It is important to bear this consensus prinuiple in mind when
considering how to move ahead with strengthening multilateral export controls.
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The Legacy of COCOM

In retrospect, some COCOM-era legacies are apparent. First, we inherited from COCOM a long
list of goods to be controlled whose selection had been based on preventing the Soviet Union
from improving its weapons and its high-tech industries. This list is out of date and needs much
work. In addition, we inherited some mistrust that had arisen as a result of debates in COCOM,
and this was an obstacle to progress In building a new regime. Most importantly, COCOM
permitted the U.S. and the other COCOM members to share a common approach to export
controls. As we found in Iraq, this changed after the collapse of the Soviet Union. Our export
control policies and those of our allies differ widely in some respects. The Europeans have-made
clear, for example, that they have no intention of adopting our unilateral sanctions.

The Wassenaar Arrangement, covering as it does conventional arms and related dual-use
equipment also does not have the same degree of consenasus we find in the other regimes. This
is because there is much legitimate trade in the items controlled by Wasscna, so the kind of
blanket denial policies found in MTCR or NSG for weapons of mass destruction or the
"embargo" approach found in COCOM will not work. The U.S. itselfis a major exporter of
arms and military technoloSy and considers its ability to make such transfers a necessary tool of
foreign policy. Many of the items controlled by Wassenaar arc also becoming widely available
as we see the continuing globalization of technology and productiom One of the challenges for
Wassenaar is developing a consensus, and the U.S. could play an important role in the process of
building common understandings of what should be controlled and where exports should be
denied.

The Veto - Gone but Not Forgotten

One thing our Wassertar partners have consistently made clear for the last seven years is that
they will never submit to the kind of consensus rangcment for export approval - known as the
"veto"-- that was found in COCOM. The military threat to European security that justified a
veto no longer exists. In addition, as the Europeans have made clear in other contexts, they have
no intention ofadopting our unilateral sanctions, such as those against Iran or Cuba, or our
sanctions against India and Pakistan, and they believe that if they accepted a veto we would
attempt to use it to enforce such sanctions. No other export control regime has a veto rule for
export decisions, and we would be sadly mistaken if wa think we can get Wassennar or any other
export control regime to adopt such a constraint.

It is also worth noting that one forgotten aspect of the veto debate is that some transfers we make
to our allies and security partners would likely trigger a veto from other Wasensar members.
Unlike any other Wassenaar Arrangement member, the U.S. has global security commitments,
and I am not sure we would want Russia or others to sit in judgement of our exports to our
security parmers in Asia. or the Middle Eas, and there ie skepticism among our partners as to
how we would react to a veto when we believed our national interests were at stake.
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China

Our Wassenaar partners have consistently made clear that China is not a target of the regime.
Many Wassenar members wish to see China join the Arrangement. For the most advanced
industrial economies in Wassenaar, China is a an important market, not a threat and they have
told us that it is a market they will service.

The most salient examples are in machine tools and semiconductor manufacturing equipment.
We often hear criticism of sales of five-axis machine tools to China. The U.S. has approved only
two in recent years, but in the same period, our Wassenaar partners have approved more than
twenty. In fact, exports to China of the most advanced machine tools more than doubled in the
last year. For semiconductor manufacturing equipment, another technology the U.S. has sought
to deny to China, we have been told by the other major producers - Japan. Netherlands and
Germany - that they will sell to China even if we will not. A good example of that is China's
Project 909, where Japan approved ajoint venture using the most advanced chip making
equipment before the U.S. had even finished debating whether to allow its companies to apply
for a license.

The European Union

One issue that has at times complicated work in Wassenaar but which offers opportunity for
progress in the futur is the role of the European Union. All EU members are also members of
Wassenar. On occasion, we have seen the coordination of positions among EU members,
providing a bloc of votes. Since the establishment of Wassenaar, the EU has also developed as a
multilateral vehicle for coordination of dual use and arms exports, and this offers both challenges
and opponunities for the Waaanaar Arrangement and for the U.S. The European Union has
been given responsibility for dual-use export controls. The Commission publishes a common
control list, based on Wassenaar and other regimes, and members work to develop common
standards for dual-use transfers, although decisions to authorize an export are made by the
individual member state. In addition, the European Union has also adopted a code of conduct for
anna exports, including some information exchange on denials of licenses.

These are positive steps, reflecting efforts to develop a common security and foreign policy
among RU members. We would like to see similar progress in Wassenaar, especially in the field
of arms exports. That said, in the larger context of'preserving cooperative transatlantic defense
trade and the strengthening of multilateral export controls, there is seme riskthat if Wassenaar
falters or if our own policies move in directions the international community will not support, the
competitive tensions that sometimes mark U.S.-EU -trade issues would arise in export controls.
We have already seen such tensions emerge in the areas of arms cooperation and the satellite
industry, and managing the growing divergence between U.S. export control policies and those
pursued by our allies in a way that reinforces our national security will be a. major challenge for
this Administration and the next
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Where Do We Go Next

The Wassenaar Arrangement has a strong record ofsuccess in bringing new parties to observe
the international norms of export controls and nonproliferation and in reducing sales of arms to
dangerous places. Wassenanr provides the structure that could let us address the export control
issues that have proved the most troubling over the past several years. I would like to conclude
by listing a few issues and actions which the U.S. could consider as we move ahead in this
difficult area

First, we need to recognize that much of the debate in-the-United States over export cotrols is
out of sync with the rest of the industrialized world. This reflects in part larger differences ovr
security policies, threat perceptions or transatlantic cooperation, but It forms a crucial backdrop
to improving multilateral controls, but I hope we all agree that unless controls are multilateral
they will have, except in avery few cases, questionable benefit for national security while putting
our economic strength at risk.

Second, we need to continue to consult with our allies and with other regime members on the
scope for cooperation in improving controls. For conventional arms and related dual-use
equipment, it maybe less than we would wish. In particular, we must bear inmind that others
will not adopt our sanctions policlcs. Related to that, ,e should continue our efforts to promote
adoption of"catch-all" controls by our regime parmers in order to ensure that adequate authority
exists for controlling a wide range oftechology to specific end users of concern.

Third, in the context of Wassenaar, we need to refocus the list of dual-use controlled items on
those that are controllable and critical to advanced military capabilities. The globaliztion of
technology poses new challenges for U.S. security and limits the utility of export controls. Both
the Wassenaar Arrangement and our own national export controls need to be adjusted in light of
this, and this adjustment would put us in n better position to seek foreign cooperation with our
national licensing decisions. We need to do a betterjob reconciling our domestic and
multilateral controls.

Fourth, we need to give up the myth of COCOM.. COCOM was a valuable tool for NATO in the
Cold War, but it is gone and cannot be resurrected.

Fifth, we need to continue efforts to get China to participate in multilateral regimes such as
Wassenaar. To do this, China will need to make progress in adhering to the international norms
for nonproliferation and arms sales.

We must continue our efforts to encourage non-members to adhere to regime standards. The
Department of Commerce, working closely with the State Department, has worked with the
countries of the Sarmrr Soviet Union and Warsaw Pact to develop comprehensive and effective
export control systems. We have often found that even in cases where these governments are
willing to take hard steps to keep items out of the ha-ds of unreliable parties, they do not have
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the practical means or legal basis to do so. We have had some success encouraging them to take
all the necessary steps, including adopting the control lists of the multilateral regimes, to allow
them to adhere to the objectives of the regimes. but more needs to be done.

Finally, we need to continue to work towards a national eonensus, or as close as we can get to
consensus, in our own national discussions over export controls. The recent legislative debate
revealed the difFerences among us are wide, and these diffcrcnces do not provide a firm basis for
U.S. leadership at this time.

The Wassenaar Arrangement is good place to start this effort and a good place to test our chances
for success. If we can make the Wassenaar Arrangement work better, we will enhance both
national and international security.
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Mr. Chairman, Iwant first of all to commend you and Sen. Cochran for the considerable
personal attention and political capital you have invested in the cxport control issue in recent
years. I believe that it is no exaggeration to say the Senate has not seen the kind of robust
scrutiny that you have applied to this strategically important subject since my forncr boss, the
late Senator Henry M. "Scoop" Jackson, made it a priority when he served with distinction as the
Chairman of this Comnittee's Permanent Subcommittee on Investigations.

Permit me also to take this opportunity to thank you, on behalf of all of us who are
concerned about our Nation's security, for your leadership - together with Senators Kyl, Helrm,
Inhofe, Wamer and Shelby, among others - in resisting efforts to push through the Senate a
reauthorization of the Export Administration Act (EAA) that would, in my judgment, compound
the mistakes made by the Clinton-Gore Administration in this area.

In a moment, I will discuss what I consider to be some of the more serious defects that
this new EAA (S.1712) proposes to codify. Suffice it to say at this junctare that I very much
agree that the Senate's on-going deliberations on S.1712 add urgency to this Committee's efforts
to ensure the right lessons are learned, and applied from past, often costly experience. Specifi-
cally, we must take stock of the damage done by the Administration's deliberate "take-down" of
COCOM (the Coordinating Committee on Export Controls) - and the belated introduction in its
place ofa Potemkin arrangement known as the Wassnaar Agreement.

A Case Study of Policy Malre2san=e

I regard this two-step action as an appalling, yet highly revealing, microcosm of the
Clinton-Gore Administration's dismal stewardship of the larger security policy portfblio.
Consider the following themes underpinning the decisions that destroyed COCOM and the birth
of the mechanism established at Wassenaar to contribute, in the words of its charter, "to regional
and international security and stability, by promoting transparency and a greater responsibility in
transfers ofconventional arms and dual-use goods and technologies":

* "The Cold War is over" and "It's the economy stupid": These cliches have been the
leitmotifs of what might loosely be described as the Clinton-Gore Administration's guiding
philosophy. By the first, the President and his subordinates sought to justify their disdain for and
disregard of virtually every traditional instrument and practice of U.S. security. With the fervor
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of the counterculture activists many of them were at formative stages of their lives, these officials
have inflicted grievous harm on the armed forces, the intelligence community, law enforcement,
even the rule of law itself.

Arguably none of these instruments was wielded with greater effect during the Cold War
-- nor suffered more at the hands of the Clinton team - than the multilateral, voluntary
organization called COCOM and the U.S. government mechanisms that supported national
security-minded export controls. People entrusted with top policy-making responsibilities in this
area were appointed by President Clinton despite, ifnot because of their records of hostility to
such controls and the institutions that promoted and policed them. Not surprisingly, the
wrecking operation was most evident at the Defense Department where the senior leadership and
Defense Technology Security Administration once represented formidable impediments to ill-
advised technology transfers.

The apphcation of the principle that there is no longer any appreciable threat to American
security -- and its corollary that economic interests should supercede all others - has greatly
exacerbated the government's mistakes. Effectively encouraged to "see-no-evil" in a world in
which it still abound., corporate leaders have responded by focusing narrowly and parozhially on
shareholder concere about the quarterly bottom line. The business community has become a
powerful advocate for the further evisceration of what few export controls have survived the
Clinton liberalization campaign. I need not tell members of this Committee ofthe efforts being
launched right now to back up industry's desires in this regard with campaign contributions. In
short, in this instance as in so many others, the Clinton-Gore Administration has managed to "do
well" by "doing bad."

* Sacrificing U.S. sovereignty and its ability, where necessary, to exercise influence
through unilateral action. The Clinton-Gore Administration has seemed to share the hostility
others around the world have felt towards American power. Lstruments of that power - like
COCOM, which once enabled this country effectively to block its allies' ability to export dual-
use technologies - were especially resented. In the absence ofleadership in Washington
determined to adapt but preserve this vital mechanism, its fate was sealed.

Two years after COCOM was formally interred in 1994, the Clinton-Gore Administration
finally cobbled together a very different sort of"arrangement." Under Wassenaar, "the decision
to transfer or deny transfer of any item will be the sole responsibility of each Participating State."
Now, if we are lucky, we may be forewarned that a "participating state" is going to effect
technology transfers we considered to be unwise. But we have lost, for the moment at least, the
ability to interpose definitive objections.

* "The Russians are our strategic partners" The saone is often said of China as well, by
those who fail to appreciate that neither the Kremlin of Vladimir Putin nor the Forbidden City of
Jiang Zemin can be counted upon to see their interests as coincident with ours. To the contrary,
the aailable evidence suggests that they perceive a shared interest in acting as each others'
strategic partners, at the expense of this country.

In keeping with the Clinton-Gore Administration's potentially fatal conceit about the
nature of today's world, the Wassensar Arrangement includes Russia and two other, smaller-
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scale but problematic nations, Ukraine and the Slovak Republic. Having as members countries
that regard as dents: those we call "rogue states" assures that this "Arrangement" will be as
ineffectual in the future as it has been to date in slowing the hemorrhage of strategic technologies
to the cabal of bad actors former Under Secretary of State William Schneider has dubbed "Club
Mad-"

0 Potemkin security mechanisms are better than none. In the area ofexport controls,
as elsewhere, the Chnton-Gore Administration has tried to obscure a dangerous policy failure
with a multilateral fig leaf. Unfortunately, as in the case of Wassenaar and various unverifiable
arms control agreements it has promoted to "prolubit" chemical and biological and nuclear
weapons tests, these Potemkin exercises can induce a false sense of security. The soporific effect
of such an illusion will surely be to compound the damage done when a relatively effective
multinational endeavor like COCOM is replaced with a regimen that was designed tojal.

What flo We no Now?

I believe that the purposeful evisceration of the domestic multilateral export control
regimes will be among the most lasting and expensive ofthe Clinton-Gore team's legacies. As a
practical matter, like Humpty-Dumpty, the destruction of COCOM ensures that there will be no
putting something like it back together anytime soon. There are, nonetheless, a number ofsteps
that would, I believe, help to mitigate some (if by no means all) the dangers associated with an
"anything goes" approach to technology transfers:

* First, do no harm. It would be a grave mistake to adopt legislation like S.1712 that
would confirm in law the Clinton-Gore practice of precluding executive branch agencies
responsible for national security from exercising real influence over the export control process,
This bill would grant the Commerce Department, for all intents and purposes, sole authority over
which technologies are subjected to tech transfer restrictions. The bill would also confer on the
Banking Committee exclusive jurisdiction for areas clearly within the purview of other Senate
committees charged with oversight of the defense, foreign policy and intelligence portfolios.

The bill unduly restricts the circumstances under which export controls can be imposed.
This is done to such an extent that the next President may be hamstrung should he believe, unlike
the incumbent, that the transfer of certain dual-use U.S. technology should be blocked from
going to undesirable end-users.

It would, for example, be illegal to do so if would-be exporters claim that foreign
competitors can offer a comparable product. Another loophole would be created if the product is
not available overseas but is widely available domestically. No data base exists, nor is any
provided for by S. 1712, to support such evaluations. If the new EAA were in force, the President
would be prohibited from blocking the export unless he could establish both that U.S. security
would be harmed and that foreign availability can eliminated via multilateral controls in under 18
months - neither of which are likely to b demonstrable in advance.

In its latest iteration, S. 1712 would create a new National S -curity Control List (NSCL).
Every item currently found on the Commerce Control List (CCL) ofrestricted dual-use items
would have to be approved by the Commerce Department before it could appear on the NSCL
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In other words, Commerce could, at its sole discretion, veto any proposal to control existing, let
alone new technologies.

Two other sections ofS.1712 create worrisome loopholes: 1) Section 204 allows the rc-
export of any product if the controlled U.S. content amounts to 25% or less of the vatue (not the
strategic significance) of the product. Even worse f-om a non-proliferation point of view, is
Section 301(c) which prohibits the control of U.S. parts or components if the item is assembled
overseas. And 2) S.1712 does not take into account the U.S. practice of recognizing that Israel
is an adherent to the Missile Technology Control Regime (MTCR), even if Israel is not an
MTCR member.

0 Restore appropriate balance between commercial and national security interests in
the U.S. export control process. For this to occur, several changes will have to be made to
reestablish the authority, expertse and effective involvement of the Defense and State
Departments and the intelligence community. These would include the following:

** Restoring a focus for the export control effort. Russia and China must be

understood to be part oftheproblem, not -- for the time being, at least - part of the solution.
Equipping them with militarily relevant technologies is a strategic mistake in its own right.
Thinking that either Moscow or Beijing, to say nothing of both, will help us prevent such
technologies from reaching rogue states is recklessly irresponsible.

** Reconstituting the Pentagon's ability to play its proper role: It is not enough to
give the Defense Department a voice in export control matters. The Department must be staffed
and represented in interagency forums in such a way that that voice constitutes a real national
security-minded check on the rest of the process. During the Clinton years, this has not been the
case as political appointees and their career subordinates at DoD have become among the most
forward-leaning of any agency when it comes to approving the transfer of strategic technologies.
The Joint Chiefs of Stafforganization has all but ceased to perform needed analyses of the
military impact of licensing decisions.

Matters have been made vastly worse by an internal reorganization of the Department that
has resulted in subordinating the Defense Technology Security Agency (DTSA) to additional
layers of bureaucracy, the vesting of relevant responsibilities in the Pentagon's exporter-friendly
Acquisition organization and the physical relocation of DTSA to the functional equivalent of
Siberia.

I would recommend that the Congress look hard at ways of reversing these undesirable
developments. All appointees for senior Defense Department positions office bearing
responsibility for export controls should be subject to confirmation and vetted for their
commitment to err on the side of caution when it comes to decision-making on licensing
decisions.

** To aid in that effort, legislation should be considered that would require a
"Qualitative Edge Impact Statement" be completed before decisions on releasing sensitive
technologies are reached. Such a QEIS would evaluate the likely impact on the vital
technological advantage upon which the U.S. military has traditionally depended to ensure its
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success on the battlefield despite inferior numbers and with minimal casualties.

** At a minimum, a QEIS would be helpful in identifying areas where an intcnsificd
research and development effort will be required to restore and/or to enhance our
qualitative edge. We stand to suffer even more grievous harm to the extent that our military is
subjected to the combined effect of continued, sharp decline in Pentagon investment in R&D and
further sharp increases in potential adversaries' offensive capabilities thanks to access to Western
dual-use technology.

** One other idea worth exploring would be to ensure that companies interested in
exporting technologies that will adversely affect our military's qualitative edge work with
the Department ofDefense to find ways to mitigate the damage that will otherwise be done to
U.S. security.

0 Other efforts clearly will be needed to address the loss of export controls and/or the
United States' inability effectively to enforce them. This includes enhancing U.S. intelligence
collection and analytical activities with a view to gaining early warning about sensitive
technology transfers and the uses to which they might be put.

We must, in particular, resist the temptation to rely upon ineffectual arms control
agreements to prevent such transfers. In the future, the United States will have to increase its
ability -- whether overt or covert - to intervene so as to prevent particularly sensitive dual-use
technologies from reaching their intended destinations.

0 A new, more effective multilateral effort needs to be mounted since unilateral export
controls will, in most cases, be of limited value. (It needs to be said, however, that there are
some areas in which the United States should not compete, even if other countrics' companies
are prepared to make sales. The willingness of Germany's chemical industry, for example, to
sell Libya and Iran plants that could be used to mass produce nerve gas is acase in poinL)

Such a new organization needs to differentiate - as COCOM did, but as Wassenar does
not - between "good guys" and "bad guys." Russia, China should therefore be outside of the
decision-making body, enabling it to pursue policies that might necessarily impinge upon trade
with them, as well as their clients. This organization might be modeled after the Australia
Group, which was created by the Western powers and their allies in the 1980s to slow the
proliferation of chemical weapons-relevant technology.

While Ameaica's leverage is much diminished from what it once was, I believe that the
United States can still catalyze cooperation in this regard by offering recalcitrant companies a
choice: They can sell sensitive technologies to coantries we believe will misapply them, or sell
them to third parties who will surely do so. Or they can sell to the American market. The issue
ofextratermtoriality is moot; we are simply exercising our right to protect our security against
those who would, intentionally or otherwise, do us harm.

* The United States must also recognize that access to technology is not the only impetus to
proliferation. Chances that strategic technologies will be purchased and diverted to undesirable
purposes increase markedly if would-be proliferators have ready access to hard currency.
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In this connection, -Mr. Chairman, I would like once again to salute you for the concern
you have expressed about a worrisome trend: Global bad actors are increasingly seeking to
penetrate the U.S. capital markets in search ofillions, if not actually billions, of dollars in
Lndisciplined funds - at least some of which may wind up underwriting proliferation, terrorism,
genocide, ctc.

The Initial Public Offering issued on the New York Stock Exchange last week by
PetroChina, a subsidiary of the PRC's largest oil company, China National Petroleum Company
(CNPC), is an object example. CNPC owns a 40% share in the government of Sudan's oil
conwrtium; proceeds from this consortium's development and exploitation activities in southern
Sudan are being used by the radical Islamic regime in Khartoum to underwrite its genocidal civil
war and slave-trading in that region, as well as its support for terrorism and the proliferation of
weapons of mass destruction.

With respect to the last of these, New York Times columnist William Safire recently
reported that the U.S. intelligence suspected Iraq was bankrolling ajoint venture between Sudan
and North Korea to produce long-range missiles in a factory now under construction near
Khartoum. Unfortunately, another possibility is that American investors' funds may, unbe-
knownst to them, wind up making this dangerous endeavor possible via the purchase of
PetroChina shares that translate into part of the up to $5 billion CNPC reportedly plans to invest
in Sudan's oil consortium and, in turn, into ready cash for the ruthless Sudanese regime.

I urge members of this Committee, and the Congress more generally, to join the broad-
based coalition spearheaded by my colleague, Roger W. Robinson, Jr., the chairman of our
Center's William J. Casey Institute, that has so usefully raised an alarm about the PetroChina
IPO -- and the hundreds more that other global bad actors have waiting in the wings. The effect
of their eftorts have been palpable: Conservatively, some $15 billion to have been raised by
Chinese state-owned enterprises between now and the end of June have been averted, for the
time being at least, from falling into the hands of these worrisome Chinese companies (i.e.
PetroChina, Sinopec and Baoshan Iron and Steel). We are confident that, with the requisite
involvement by the executive and legislative branches, preventing such penetration of our debt
and equity markets in the future can be done without capital controls by affording U.S. investors
the fullest possible transparency concerning the true nature and actual end-uses of foreign
offerings.

enClasion

In summary, I want to thank you, Mr. Chairman, and all of your colleagues who
appreciate just how much is at stake with respect to the control of dual-use technologies. With a
few exceptiuns - notably, the Cox Committee report, studies performed by the House Armed
Services Committee and your Committee's excellent Proliferation Primer - the direct
relationship between greatly increased access to advanced dual-use technology and diminished
national security has gone unaddressed by the Congress. I hope that my remarks today
contribute to your efforts to take corrective action.
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It is a great privilege to have the opportunity to appear before you today to discuss the

Wassenaar Arrangement and the Future of Multilateral Export Controls.

Other witnesses are more expert than I on the details of the Wassenaar Arrangement and

its strengths and weaknesses. I would like, therefore, to focus on the broader question of

multilateral export controls and how to improve thern.

Although currently engaged in private law practice here in Washington, D. C., I had

considerable experience with export control issues while serving as an Assistant Secretary of

Defense from 1989 to 1993 during the Bush Administration Since leaving government, I have

had further exposure to export control issues in connection with my law practice. My comments

today draw on both of these experiences but reflect only my own personal views and opinions

In brief I believe that the strategic context in which export controls operate has changed

radically since the end of the Cold War some ten )eas ago, but that the U.S. approach to export

controls has not. If the United States is to engage effectively its friends and allies to improve the

multilateral export control system, then it needs to take a hard look at its o%n approach to export

controls in light of the new strategic situatinn The United States needs to make sure that its own

approach to export controls is most effectively serving U.S. national interests. Once that is done,

then the United States needs to take a much different approach to engaging its friends and allies

in improving the multilateral export control system.
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The New Strategic Context for Export Controls

In the 19gOs, the multilateral system of export controls was centered on the Coordinating

Committee on Multilateral Export Controls (or"COCOM"), which was a critical element of a

successful strategy to confront and diminish Soviet military power. Support for this multilateral

export control system was fairly strong among both U.S. European and Asian allies because

Soviet military power represented a direct threat to the peoples and territories of these nations.

While the Soviet military was armed with weapons of mass destruction (including biological

chemical, and nuclear weapons), the core of the Soviet military threat was its overwhelming

conventional military forces - tanks, artillery, missiles, ships, and planes.

It was true for both the Soviet and U.S. militaries that the technology that produced their

military hardware and capabilities was largely developed and resident in the defense industrial

establishments of the two countries and their respective allies. For the Western countries,

concentration in the defense industrial sector meant that the relevant technologies could he

effectively protected from falling into the hands of common adversaries by a system of export

controls So export controls became critical to maintaining Western military advantage

The 1990s presented a very different situation. The Soviet Union had disappeared as a

discrete political entity as had its ideologically-driven boast to "bury" the West. First Soviet and

then Russian military power declined to the point that it is no longer viewed as representing an

offensive military threat to the existence of the United States and its friends and allies despite

Russia's continued possession of thousands of nuclear weapons,
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The place at the center of U.S. national security concerns once occupied by the Soviet

Union has now been taken not by a single country but largely by a single problem- the

proliferation of weapons of mass destruction ("MD") and the means to deliver them The

focus is on perhaps six to twelve potentially hostile states (such as Iran, Iraq. and North Korea)

intent on using these weapons to impose their will on their neighbors, as well as subnational

groups or terrorist organizations pursuing ideologically-driven agendas against real or imagined

enemies.

At the same time, the ability of these potentially hostile states, groups, and organizations

to gain access to the basic technology of these weapons and delivery systems has only increased

over the past decade. The relevant technology, no-how, and trained personnel, as well as key

hardware and components, are increasingly available through the Intemet, through a lghly

mobile technical work force, and through a globalized commercial marketplace.

This is only part of a broader trend that has undermined the technological basis for

traditional military capability and has changed the future source of military advantage. This

phenomenon is the subject of a recent report issued in December, 1999, by a Defense Science

Board Task Force on Globalization and Security (the "DSB Report")

The DSB Report notes that the defense sector is no longer the predominant source of

cutting-edge technology, developed first for military purposes and then "trickling down" to the

commercial sector. Rather, technological innovation increasingly has its source in the

commercial sector, particularly in the areas of information technology, telecommunications,

microelectronics, and critical materials. Several of these technologies are of great interest to
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those defense analysts who say that the world stands on the brink of a "Revolution in Military

Affairs" They are also at the heart ofthe new military capabilities on which "battlefield

dominance" is likely to depend in the fiture. Yet because of "globalization," these

commercially-based technologies have spread throughout the world.

The Significance for U S National Security

The views expressed in the DSB Report have not been universally accepted. But to the

extent that the report's analysis is correct, it has real implications for U.S. national security

policy, Let me offer a few quotations from the DSB Report-

"The strategic significance of the ongoing leveling of the global-
technological playing field cannot be overstated. It presents a direct challenge to
the fundamental assumption underlying the modem concept of U.S. global miliary
leadership: that the United States enjoys disproportionately greater access to
advanced technology than its potential adversaries. This assumption underpins
the increasingly strained logic holding that technology controls are the sine qua
non ofU S. military dominance.

"However, such a parochial assumption is simply not consistent with the
emerging reality of all nations' militaries sharing essentially the same global
commercial-defense industrial base." (DSB Report at 29.)

The DSB Report argues that, in the future, military advantage will come not from

developing military-specific technology and denying it to adversaries, but from being able rapidly

to integrate commercial technology into military capability that can be promptly delivered to and

exploited by a well-trained and well-led military force. The United States will need to rely

heavily on this "run faster" strategy.

"Future U S. military dominance will denve less from the protection of
individual defense-related technologies and more from proactive measures taken
by DoD to retain and/or acquire essential military capabilities (defined as those
capabilities DoD must have to defend U.S. global interests at acceptable costs).
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Accordingly, DoD's strategy for maintaining military dominance should center on
the concept of creating and preserving essential capabilities rather than protectihg
their constituent technologies. To achieve this objective amidst global
technological leveling, DoD will need to rely on, and maintain a robust level of
investment in, the United States' strengths." (DSB Report at 32)

Implications for Export Controls

This analysis suggests that an effort to control or limit the commrcially-available

technologies from which military capabilities can be derived is the wrong focus for export

controls since an effort to control what is globally available will simply fail. A better focus for

export controls would be the military capabilities that result from these underlying tcchnologies,

Even then, the DSB Report suggests that eport controls should be targeted on what is unique,

militarily critical, and controllable.

"Strategies for preserving essential capabilities will not rely heavily on
restricting the export of U.S. mihtazy goods and services, or the protection of
large amounts of military information. Rather, the Task Force's strategies
identified a few, very specific matters that were both worth protecting and actually
protectable (i.e., they or their functional equivalent were neither available outside
the U.S. nor easily rcplicable)." (DSB Report at 33 )

"DoD should attempt to protect for purposes of maintaining military
advantage only those military and dual-use capabilities and technologies of which
the United States is the sole possessor (and for which there are no functionally
equivalent foreign counterparts), or which are effectively controlled by like-
minded states." (DSB Report at 35.)

"In limited cases, DoD may need to protect aggressively U S -unique,
cutting-edge knowledge and/or individual military technologies in order to
preserve an essential U.S. military capability. In short, DoD should put much
higher walls around a much smaller group of essential capabilities and
technologies." (DSB Report at 36.)

William Schneider, former Under Secretary of State for Security Assistance, Science and

Technology in the Reagan Administration, has suggested that the transition described in the DSB
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Report is already under way He cites as evidence the fact that, while dual-use export licenses

issued by the Department of Commerce have declined by more than an "order of magnitude" in

the last ten years, munitions licenses for military items, issued by the Department of State, have

declined by only 20%.

What Is To Be Done'

The seriousness of the potential threat from weapons of mass destruction and the means

to deliver them is not in dispute. It is a common assessment shared by people on both sides of

the political spectrum that these weapons represent the number one potential national security

risk to the United States. Yet there appears to be little consensus on how to deal with this risk -

as has recently been in evidence in the debates regarding the Comprehensive Test Ban Treaty

("CTBr"), national missile defense, and export controls.

I am not qualified to say whether the DSB Report is right in all of its analyses and

conclusions, but the Task Force was made up of persons with broad experience in the defense

field. It seems to represent solid evidence that a lot has changed in the strategic context for

export controls and that the United States needs a good hard look at its approach. To the best of

my knowledge, this was last done in any comprehensive way in the 1990-1991 time frame, and a

lot has changed since then.

The 1990-1991 review was conducted primarily by the military staff ofthe Joint Chiefs of

Staff. The military needs to be involved in any new comprehensive review. But precisely

because of the changes identified in the DSB Report, representatives from key defense and

commercial sectors need to be involved, as well as key members of Congress. The need is for
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both a highly professional review and broad participation, so as to build a political consensus

behind the result.

This comprehensive review needs to address a number of questions, including the

following:

- Is it true that Cold War export controls were based-on the premise that the objects
of control should be technologies rather than military capabilities or equipment"
Is that approach still correct? Or is a new paradigm required focusing, as the DSB
Report suggests, more on unique military capabilities than the underlying
technologies increasingly found in the commercial marketplace? (Its interesting
that this suggestion comes from sources as diverse as Ashton Carter, former
Assistant Secretary of Defense in the Clinton Administration, and William
Schneider, former Undersecretary of State in the Reagan Administration.)

- What military capabilities will be most critical in the first and second decades of
the 2 1" century9 What does the United State need to protect from a national
security perspective? What does the United States most want to keep out ofthe
hands ofpotential adversaries?

- What is the best way to protect critical military capabilities? Are there critical
elements or unique "choke points" on the way to acquiring these military
capabilities that should properly be the focus of U.S. export control efforts?

- Does the Cold War paradigm of focusing on suppliers from which potential
adversaries could obtain critical technologies or capabilities still make sense now
that the sources of this technology or capability have proliferated across virtually
the entire globe? Would it be better to concentrate more on the handful of states
or groups of concern that are seeking these capabilities and less on the
proliferating sources of supply (as Richard Perde, former Assistant Secretary of
Defense in the Reagan Administration, has suggested)?

- What contribution could an improved export control system make to preventing
critical military capabilities from falling into the hands of potential adversaries?
Is a better approach an aggressive program of interdiction and disruption of the
acquisition efforts of potential adversaries, based on better intelligence, vigorous
lav, enforcement, and military action if necessary?
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The result of the comprehensive review envisioned here could be a very different

approach to export controls than that of the current system My own guess is that such an

approach might be characterized by the following:

-- A modest list of protected military capabilities - not tie underlying commercial
technologies - that are critical to the ability of the United States to defend its
interests at acceptable costs.

These would be military capabilities that can be effectively controlled by the
United States, in conjunction with those countries joining with the United States
in supporting the effort against proliferation, and for which there is no ready
substitute in the world market

Adoption of a more "strategic"approach to controlling these capabilities by
identifying those critical elements of each capability, or those unique "choke
points" through which any potential adversary must pass on the road to acquiring
these capabilities, that are most amenable to control.

- A strengthened multilateral supplier export comrol regime targeted at those
capabilities for which it still makes sense to have supplier-oriented controls.

Greater focus on those "bad actors" to whom critical military capabilities should
be denied by coordinating improved intelligence-gathering, law enforcement, and
military resources in a constant, proactive program of disruption and interdiction
of the efforts of these "bad actors" to acquire these critical Capabilities.

Greater government effort to identify suspect end users and "front companies'
through intelligence and other sources and an improved system for promptly
notifying U.S. supplier companies so they can readily terminate transfers to these
entities.

- Greater emphasis on the importance of improving the effectiveness of company
export control systems through such things as requiring auditors to review and
certify the adequacy and effectiveness of a company's system.

- A more efficient governmental licensing process with more personnel, better
training, greater computerization and networking between agencies, and
streamlined procedures so that the U.S, can have what Richard Perle has described
as a"reliable, expeditious, and non-capricious" system of export controls.
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Reflecting the emphasis of the DSB Report, this reinvigorated approach to more effective

control of military capabilities needs to be complemented by a program to enhance the U.S

ability to incorporate technology more quickly and effectively into military equipment for its men

and women in uniform. It is critical from a national security perspective for the United States to

maintain global leadership in those cutting-edge technologies from whichiifture military

capabilities will come. Too often, however, the U.S. defense procurement process is very slow

to incorporate these technologies into military hardware. The U.S. Department of Defense and

other agencies need to learn from industry and acquire its ability rapidly to bring technology into

products and to get those products to the user - in this case, the U.S armed forces.

Imorovin, Multilateral Export Controls

The United States will in some circumstances undoubtedly need to continue to pursue

unilateral export controls, both because of the intrinsic importance of an individual case, and

because of the need to lead by example But where the United States is not the exclusive source

of a key military capability or technology, any effort to deny the capability or technology to the

nation's adversaries is likely to fail if the United States is unable to get cooperation from other

potential sources of supply, especially close U.S. friends and allies.

Obtaining this cooperation will be much more difficult in the poet-Cold War world

While the Soviet Union posed a direct and overwhelming military threat to the territory of many

U.S. friends and allies, the risks presented by weapons of mass destruction seem to many to be

remote and to present a problem primarily for the United States, as a nation with global interests

and global responsibilities. European and Asian friends and allies are often too focused on
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domestic issues or on narrow regional concerns. It is hard, therefore, to get these nations to take

seriously the need for effective multilateral export controls, to give them a high priority, and to

join with the U.S. in a concerted effort against proliferation.

In many instances the fault lies with these countries and their failure adequately to

appreciate the new security context and to step up to their responsibilities. They have in many

instances failed to take their own national security seriously.

But the United States also shares some of the blame for this situation. In too many

instances, the United States has not invested the time required to convince even its closest friends

and allies of the risks associated with the proliferation of weapons of mass destruction and the

means to deliver them - and what is required to discourage or prevent this proliferation,

including effective multilateral export controls. In my judgment, the difficulty that the United

States has traditionally had with its European allies over Iran, for example, results in large part

from a difference in view as to the security risks posed by an Iran armed with weapons ofmass

destruction- This gap can only be remedied by working quietly, intensively, and systematically

with the relevant intelligence and policy communities of these countries in order to:

- come to a common assessment of the seriousness of the risks posed by

proliferation ofweapons of mass destruction and the means to deliver them;

- reach a consensus on the countries and groups of concern,

- develop a common strategy for dealing with each of these countries and groups in

a tailored, coordinated way, using all available instruments - political, economic,

diplomatic, and military,
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- strength cooperation in the areas of intelligence gathering, law enforcement, and

potential military activity; and

- develop a common conception of how to revitalize multilateral export controls as

one aspect of the overall effort.

Export controls had such a prominent role in the Cold War era that many U.S. friends and

allies see them as a relic of that era and the apotheosis of"old think" The United States has in

some measure contributed to this view by not having done the kind of major comprehensive

review ofthe role of export controls in the new strategic context that is required Once the

United States has completed such a review, it will be much more credible in seeking support

from friends and allies for a new, more effective approach to multilateral export controls and

other measures to deal with proliferation.

It would be useful for U.S. friends and allies to conduct similar comprehensive reviews

themselves. Members ofthe United States Congress in meetings with U.S. friends and allies

could encourage their governmental officials to undertake such a review and their

parliamentarians to demand it. It might even be appropriate and useful to try to involve

representatives of some of the United States' closest friends and allies directly in the U.S.

comprehensive review.

The Dual Role of U S. Friends and Allies

The United States needs to recognize that many of its closest friends and allies are not

only necessary partners in any multilateral approach to export controls but are also the objects of

U.S. export control restrictions. In this context, U.S. export controls present a barrier to the
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sharing oftechnology and cooperation with these countries to develop common military

capabilities and interoperable military equipment. To the extent export control restrictions stand

in the way of such cooperation, they exact a real national security cost in terms of U.S. and allied

military forces unable to operate together in wartime. They also impair the ability of European

and Asian allies to assume a greater share oftbe burden of the common defense.

This consideration adds to the urgency of getting agreement with friends and allies on the

most effective multilateral export control system to prevent, discourage, or delay the transfer of

key military capabilities to potentially hostile countries, subnasional groups, and terrorist

organizations Such a system will allow the United States to ease export control restrictions on

its friends and allies with confidence that such loosening will not contribute to the proliferation

of significant military capability to countries or groups of concern. The prospect ofsuch U.S.

action could be an important incentive for U S. friends and allies to cooperate with the United

States in achieving a more effective multilateral export control system. I the interim, there are a

variety of measures that the United States government could and should adopt to case cxpert

control barriers to U S. and allied defense industrial cooperation, including. up-front licensing of

fill-product export (rather than licensing each component); advance approval of re-export of a

product to certain pre-approved fiends and allies; and authorization to develop and market

"blended" products with inputs from both U.S. and allied companies.

At the same time, the United States needs to recognize that to craft an effective strategy

against proliferation of weapons of mass destruction and the means to deliver them is an

enormously demanding challenge that will require bringing to bear in a coordinated way the full

range of political, economic, diplomatic, and military tools available- A more effective system of

multilateral export controls can be one of these tools but only one. The United States needs the

effective cooperation of its friends and allies in wielding the other tools as well.

HeinOnline  -- 4 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 78 2002



79

What Post-Cold War Proliferation Controls Require

By
Henry Sokolski

Executive Director
The Nonproliferation Policy Education Center

Testimony Before a Hearing of the Senate Governmental Affairs Committee,
"The Wassenaar Arrangement and the Future of Multilateral Export Controls"

SD 342
12 April 2000

Washington, DC

Since the end of the Cold War, sustaining or expanding multilatral controls over strategic technology
and materials has become a much more difficult task for a rumbcr of reasons. Fit. with the fall of the
Berlin Walt came the collapse of East-West trade controls. Wcstern aid and trade (including in high
technology) flowed freely into former Warsaw pact nations. tnvestment in China increased
dramatically. Even U.S. relations toward North Korea eased.

Second, whatever international consensus there might have been for targeting nonproldferaon controls
against a specific list of countries became far less powerful once the Cold War ended. Dung the Cold
War, Western policy planners worded that any regional war that went ballistic or nuclear might draw in
the superpowers and risk a global conflagration. Keeping strategic weapons capabilities out of touble
spots, therefore, made as much sense as East-West export contros. After the Co/d War ended, though.
key proliferators - e.g., China, India, Pakistan, Iran, Iraq, and North Korea - became targets for trade or
aid not only from Russia and European Union nations, but from the US. In fact, in the early 1990s. the
U.S. and other like-minded nations felt compelled to ease trade restrictions toward export control egime
members in order to maintain and expand these regimes' memberslip.

Third, the early stecesses that nonproliferation regimes enjoyed preventing the transfer of listed items
have been recentlyundermined by proliferatots' acquisition and sale of unlisted goods that can be used
to produce strategic ,xeapos.

Finally, since the end of the Cold War, the availability and uncertainties regarding te amouants and
status of th most threatening of strategic commodities - nuclear wcapcns useable materials -has grown
dramatically. Indeed, during most of the Cold War almost all of thee materials were contained in U.S
and Soviet deployed forces. With the reduced military deployments that followed START I, however,
the number of nondeployed warheads in each force now wall exceeds the number of deployed warheads,
Moreover, the possible amount of surplus weapons usable materials (highly enriched uranuum and
separated plutonium) in Russia is now both uncertain and potentially vast - possibly three to four times
the amoant contained in Moscow's deployed strategic force.

This is just the b.eginning. In addition to surplus military fissile, the amount of surplus civilian separated
plutonium world-wide has more than tripled since 1990. This civilian material today could b fashioned
into more than 30,000 crude bombs - i.e. more than five times the number C wearons the U.S. currently
deploys. Ftnal:y, the uncertainties surrounding China's and India's growing nuclear production
capabilities and stockpiles ere no less profound.

Together these Post Cold War trends have made controlling strategic %eapons goods mch more
difficult and highlight the need for three new forms of restraint;
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1. Preventing not just listed commodities, but unlisted stra:egic goods from going to weapons projects
by using new and existing export control authority. In specific, getting other nations to adopt the
lend of catch-all controls the U.S. and the European Union have and using existing multilateral
export control regimes to assure members' denials are not undercut by other members.

2. Getting mote accurate inventories of the status and amounts of nuclear weapons usable materials
world-wiue, starting with Russia.

3. Strengthening U.S. authority to negotiate both of the above by ending U.S. subsidies to known
proliferators and by upholding existing U.S. nonproliferation laws, particularly with regard to US.
cooperation with known proliferstors, such as Russia, China, and North Korea.

Catching Bad Exports to Bad Destinations

Wtth the precipitous decline in the number of licensed exports both here and abroadt there has been
increased interest in focusing the controls that remain on "end users of concern." As the Deutch-Specter
Commission to Assess the Organization of the Federal Government to Combat the Proliferation of
Weapons of Mass Destruction noted in its final report (recommendation 4.1):

For export controls to keep prolifeation-scsitive materials, eqoipusect and technology, out of the wrong hands, assessments
of the likely end user should be critical to decisions of whether to approve or deny any export license. This is increasingly
mie. as shown by our expenience in Iraq. ProltUtors will revert to using "low" rechnotc when they are denied acoss to
high scheology and ther WMD aspiradions rcquire ody a "low-tech" soltisun.

Thin new proliferation challenge, however, cannot simply be addressed with good intelligence In
addition, nations must have legal authoity to control not only "high" technology, but relevant "low"
technology not on any current control list. The question is how. During the Cold War two approaches
,ere taken. Mulilateral consensus was reached either to add items to legal control lists or to limit
experts to specific destinations. Sometimes consensus was reached on both.

Today, however, it is much more difficult to reach such consensus- On the one hand, key exporting
nations disagree about what countries or projects might be dangerous. On the other hand, the range of
technologies that might be used to make strategic arms is me broad and expanding to permit a
descripuon in any static legal listing. As such, trying to force agreement over such matters, as we tried
in creating the Waisenaar Arrangement, is a surefire way to fail.

There is, however, an alternative. Instead of trying to force agreement over end destinations and control
entries, the US. coald continue to use existing export control regimes but encourage members to use
and adopt catch-all restraints. Such restraints were first developed in the 1970s to capture U.S. dua-use
exports not on any U.S. or multilateral control lists that might nonetheless help make nuclear weapons.
After Desert Storm, the U.S. expanded its use of such catch-all authority to cover unlisted dual use
exports that might help other nations make long-range missiles or chemical and biological weapons.
Shortly after it promulgated export regulations, the European Union (EU) adopted such catch-all
controls as well.

Under such restraints, if an exporter knows or is informed by his government thet one of his exports
might be used to develop a foreign strategic weapon, his government can require that an export license
be secured for the export and deny its approval. The genius of this approach is that it encourages least
common denominator results - i.e., maximum restraint - instead of lowering controls to a common

I, At the height of the Cold War, the U.S. licensed over 150,000 dual-use items annually.
Currently, the U.S. licenses approximately 8,000.
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denominator that all parties to export control efforts might be able to agree to. Instead of debating
endlessly among multilateral export control members about what items should be controlled to whts
destinations, then, this approach encourages members to exchange substantive threat assessments and
leaves each to determine what it should control where.

This is quite flexible. On the other hand, the approach is firm where it needs to be. The reason why has
to do with the no undercut provision already present in the charters of the Australia Group, Nuclear
Suppliers Group and the Missile Technology Control Ragime. As is clearly provided in these regimes'
rules, once a member deies an export and so notifies the control regime, no nember can undercut the
denial by shipping the same i:em to the same destination without first gaining the agreement of the other
members. In a number of cases, the EU and the U.S. have mated existing no undercut requirements with
their own catch all controls and successfully blocked critical goods that were not any control list from
being exported to bad destinations.

This trend should be encouraged. Unfortunately, not all members of existing export control regimes
have catch-all control authority in place. In addition, those promoting exports both here and abroad
generally oppose the use of such authority. If we are serious about catching bad exports to bad
destinations, though, we need to encourage the adoption and use of such controls and back their use
much more vigorously with appropriate intelligence shaing.

Reducing Uncertainties Over the Greatest Proliferation Threat

If all one had to worry about was improving multilateral controls over strategic technology and
materials, tightening such controls would be our sole nonproliferation objective. Unfortunately, there is
a far greater proliferation threat, which has grown dramatically since the end of the Cold War. That
threat is the burgeoning world-wide surplus of nuclear weapons usable materials and the increasing
number of nondeployed U.S. and Russian nuclear warheads.

At the height of the Cold War, most nuclear weapons usable materials were contained in the 50,00 or
more warheads the U.S. and Soviet Union had deployed. Since START I, though, the US. and Russia
have reduced their combined strategic nuclear weapons deployments to approximately 12,000.
Although the U.S. has been fairly open about the number of tactical weapons, ready and inactive reserve
warheads and weapons pits it has along with how many tons of military fiasile it is hold'ng, the Russia s
have not.

Indeed, there are significant uncertainties. Experts believe Moscow has an additional 14,000 tactical
and ready and inactive reserve warheads although these experts have only the vaguest idea of what the
breakout is for each category (see chart I). Even more disturbing are the uncertainties surroinding how
much surplus weapons materials - highly ennched uranium (BE') and separated plutonium (Pu) -
Russia might have. Conservative estimates of Russia's surplus lIEU holdings range betwcn 700 and
1,200 metr tons. As for its surplus weapons-grade plutonium holdings, these estimates range from 135
to 150 metric tons. By any measure, these numbers and the uncertainties are large,. Indeed, the
difference between current high and low estimates of Russia's military nuclear surplus - 515 metric tons
of fissile -is enough to fabricate approximately 23,000 advanced thermonuclear devices - i.e., between
3 and 4 times the number of weapons that the U.S. currently deploys. It also should be noted that in the
Russian case, the U.S. has been working to reduce these uncertainties for at least 10 years. In the case of
China, we have even less information.

This, then, brings us to yet another worrisome uncertainty - what the future status and size might be of
the world's civilian holdings of separated weapons usable plutonium. During the height of the Cold
War, there was relatively little of this material. Today, however, over 30,000 crude weapons could be
fabricated from civilian separated plutonium now on hand. Although this is a median estimate, this
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figure is likely to remain this high and might even nse during the next ten years. Again these figures are
estimates; the exact numbers are unknown (see chart II).

That said, such uncertainties about size and weapons status of both the world's civil and military fissile
holdings confront us with a new set of sectnty challenges. On the one hand, these uncertainties are
making it in.'reaingly difficult to know how many weapons nations like Russin, China, India and Japan
might be able to fabncate how quickly (see char', M). On the other hand, they ar, increasing the
chances that nuclear diversions could go undetected to smaller hostile states (or subnational groups).

None of this makes sound defense planmng or effective arms control any easier. Indeed, whether one is
for or against nssile defenses or for deploying or reducing more nuclear weapons, the large size of
these uncertainties make one's life far more difficult. Certainly, more accurate inventories of these
materials and their status would allow defense planners to do a much bette job of bounding and hedging
against potential breakout scenarios. In fact, with the current high level of uncertainties, most defense
planners will simply want to hold on to as many nuclear warheads at the highest level of readiness as
they can. Similarly, the level of missile defense deemed sufficient must be much higher, if the number
of weapons other nations might quickly deploy remains so large and unertain. With a more accurate
inventory that reduces such mcertainties followed by multilateral efforts to make nuclear weapons
usable materials less accessible, high-end nuc:ear or missile defense hedging would be less necessary.

At the same time, getting such an inventory is critical to the future of ars control. Certainly, arms
controllers can no longer argue that they are significantly reducing the nuclear threat if all they can
ccnstraan are the relatively small numbers of deployed strategic weapons. The uncertainties and risks
posed by surplus nuclear holdings, after all, could easily result in the deployment of many times the
number of currently fielded weapons.

G,en these realities, not only liberaI organizations, such as the Natural Resources Defe-ise Council, but
conservatives, including presidential candidate George W. Bush, have made getting a more accurate
inventory of these nuclear holdings a top priority. In this, both realism and optimism are at pI.y.
Certa.nly, if we are unable to secure more accurate nuclear inventory data from our friends and others, it
recommends far more investment in national security. If, on the other hand, other nations et willing to
match our level of nuclear openness, we may be able to take additional steps to reduce the size and
accessibility of the world's stockpiles of nuclear weapons usable materials. In such a world, the nuclear
threat mght lein& and spending on nonucleaz defenses to fend off the risks that remained would make
"ense

Maintaining Our Moral Authority

Tackling the challenges nosed by dual-use exports and the growing surpluses of nuclear weapons
useable materials will be stressful enough. What will make addressing these problems even more
difficult, though, is continued U.S. inattentiveness to its own proliferation behavior. I am speaking here
not about lax enforcement of U.S. nonp-oliferation sanctions laws, which in many cases are too
dstasteful to our commercial and diplomatic instincts to command strict adherence. Instead, I am
talking about our govemment's continued willingness to subsidize known Iroliferating entit;es. The
US. goveronieet still licenses and frequestly guarantees and finances suategic technclogy exports to
known proliferating entities. These entities, meanwhile, are free to raise funds in U.S. bond and equity
markets without disclosing how such funds might be used

In the past, such subsidies included $21 million in U.S. Export-Import Bank guaranteed exports of
precursors and controlled chemical production equipment to Nanjing Chemical. The U.S. knew this
firms was proliferating to harn but only sanctioned it after the Senate ratified the Chemical Weapons
Conveition. China National Nuclear Corporation. meanwhile, received approximately a billion dollars
in Export-Import Bank subsidized steam turbines, nuclear engineering, and U.S. Department of Energy
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nuclear assistance even while it was helping Iran with its nuclear program. Even now, hundreds of
millions in U.S. satellite exports continue to be transferred to the very Chinese firms selling missile and
rel ted technology to Iran, Pakistan, and the Middle Eas. These are the same Chinese firMs who are
making the M-11 missiles now being targeted against Taiwan. In addition, the U.S. has allowed Chinese
financial institutions with clear ties to the Peoples Liberation Amy to raise billions of doll in untied
loans through the U.S. bond market.

Matters are hardly much different with Russia. Her. the U.S. is givingldinatom - a Russian entity
building nuclear reactors in Iran and nuclear weapons in Russia - billions for eTuichd uranium and
other forms of nuclear cooperation. And yet, in most cases, U.S. officials have only the vaguest idea of
how Minatom is spending this money. Also, the Specter-Deutch Commission received several bnefings
on how Russian firms trying to develop Ian's oil industry were seeking billions of dollars in Wall
Street's bond market

2 
Finally, until recently, NASA was paying th: Russian Space Agency (RSA)

hundreds of millions of dolla for cooperative work ot the International Space Agency even though the
RSA was helping Iran develop long-range rockets.

Then, there is North Korea, a Stalinist state for which the U.S. plans to build two modem reactora
capable of producing at least 50 bombs worth of plutonium a year at a cost of over $4 billion. What's
astounding about this is that Pyongyang is still in violation ef its Nuclear Nonproliferation Treaty and its
International Atomic Energy Agency safeguards obligations. In fact, President Clinton recently notified
Congress that there was evidence that Pyongyang is pursuing a covert nuclear weapons program

At beat, this is bad business. Not only is engaging in such trade and aid a risky way to make money (or
lose it), it directly undramines oar ability to work effectively with others against proliferation. After all.
we can hardly ask our friends to mae sacrifices for nonproliferation if we ourselves are lending i nown
proliferatsrs such direct support.

Congress understands this. Indeed, it recently made this clear with its unanimous passage of the Iran
Nonproliferation Act, which suspends further NASA progress p,.ymerts to the Russian Space Agency
(PSA) until the White Hose can certify that the RSA has stopped prolifersating missile technology to
Iran. For the first time, Congress has said no to subsidizing bad actors. More, however, neds to be
done. At a minimum, Congress must make sure implementation of the Agreed Framework and other
nonproliferation agreements do not violate or bead existing U.S. nonprotiferaton requiraemenis and that
all pasties live up to their nonproliferation pledges. In the case of the Agreed Framework, Bipartisan
House legislation Passed overwhelmingly last fall that would have asstred tins had the Senate had time
to act This legislation was recently reintroduced by Congressmen Gilman and Markey and will soon be
marked up in committee.

Beyond this, Congress needs to consider what steps could be taken to limit or prohibit the licensing of
U.S. exports to entities our intelligence agencies have clearly identified as proliferators. Proposed
legislation, the 'Trolifera:ion Desubsidization Act" introduced by Congressman Weldon and olser3
attempts this. It too deserves review. Finally, to keep proliferators from funding their projects with US.
private funds, Congress should make sum that U.S. investors at least know what they are investing in. A
proposal to legislate such transparency, was recently offered in the "U S. Market Security Act' by
CongressmanBauchn. I understand that this committee is interested in such legislation as well.

In short, there's plenty of good work yet to be done. What work them is to do, however, will require
more than simply extending controls created before the fall of the Berhn Wall. I trust this corsarltee
and our government in corcert with others will not shy from taking this work on. This concludes my
testimony.

2. See page 78, recommendation 5.25 ofthe Report oft.e Corwi.isaon roAnters the Orgaeizrion ofthe Federal Govrmme to
Ccrns the Proiferaion of Weaponr of Ma Dearucticr.
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