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INTRODUCTION

Three major pieces of copyright legislation were passed by the 105th
Congress. The first to be enacted was the No Electronic Theft (NET) Act,
passed in response to a federal district court decision finding no criminal
liability in the distribution of copyrighted software where there was no
financial gain. Under the NET Act, liability is determined by the retail
value of the work in question. Reproduction of works worth over $1,000
is a misdemeanor, while copying works valued over $2,500 ranks as a
felony. Those convicted face fines and imprisonment of up to three years
for the first offense, and up to six years for a second conviction. The act
also extends the statute of limitations from three to five years and
mandates “victim impact statements.”

More controversial was the issue of copyright term extension. Oppo-
nents viewed such proposals as a move by major publishers and produc-
ers to deprive the public of access to copyrighted works soon to enter the
public domain with the expiration of the old copyright term, most
notably Disney’s Mickey Mouse in 2002. Proponents claimed the exten-
sion of the copyright term by twenty years would promote creativity by
offering artists and authors a greater return on their work, and would
bring the United States into line with the copyright term in effect
overseas.

Their views prevailed with the passage of the Sonny Bono Copyright
Term Extension Act. Title ] of the Act amends federallaw so as to extend
from fifty to seventy years the duration of copyrights. Most notably this
includes copyrights on works created after Jan. 1, 1978, for which it
extends the term to the life ofthe author plus seventy years. Section 104
of the Act provides an exception for libraries and archives, allowing
reproduction for preservation, scholarship, or research during the last
twenty years of the copyright term. This limited exception applies only
ifit can be determined that the work in question is not subject to normal
commercial exploitation, cannot be obtained at a reasonable price, and
the copyright holder has not provided notice that either of these condi-
tions applies. Title IT consists of the Fairness in Music Licensing Act of
1998. This provides that the use of transmission or retransmission of a
non-dramatic musical work originated by a radio or television broadcast
is not a copyright infringement if the establishment is a food service or
drinking establishment, no direct charge was made to see or hear the
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transmission, and such, and that the transmission or retransmission
was licensed by the copyright holder.

The final and most important copyright enactment of the 105th
Congress was the Digital Millennium Copyright Act. The most notable
part of the legislation was Title I, the WIPO Copyright and Perform-
ances and Phonograms Treaties Implementation Act of 1998. This Act,
which amends federal law to conform to these treaties, sparked contro-
versy because of its “anti-circumvention” provisions which opponents
claimed would render unlawful such legitimate activities as encryption
research and reverse engineering. The remainder of the legislation
includes:

Title II - the Online Copyright Infringement Liability Limitation
Act which limits the liability for copyright infringement of Internet
service providers;

Title ITI - the Computer Maintenance Competition Assurance Act
providing that under certain conditions there is no copyright vicla-
tion where copies of computer programs are made solely in conjunc-
tion with the repair of computer equipment;

Title IV - Miscellaneous Provisions;

Title V - Vessel Hull Design Protection Act which amends federal
copyright law to protect original hull designs which make vessels
distinctive or attractive.

Notably absent from the Act was any provision extending copyright
protection to databases. Such a provision had been a last minute
addition by the House to H.R. 2281, but was dropped from the final bill
version by the Conference Committee.

This compilation includes the full text of all three enactments, prior
bill versions, relevant congressional reports and hearings, Congres-
sional Record references, and presidential statements. Also included are
the full texts of the WIPO treaties.

St. John’s University
June 1999

iv
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eration of the WIPQ treaties).

Doc.No. 130 144 Cong. Rec. S12985 (daily ed. Nov. 12, 1998) (Reso-
lution of Ratification of the Treaties).

VII. Related Reports

Doc.No. 131 Vessel Hull Design Protection Act, H. Rep. No. 105-436,
105th Cong., 2d Sess. (Mar. 11, 1998).

Doc. No. 182 Digital Millennium Copyright Act of 1998, S. Rep. No.
105-190, 105th Cong., 2d Sess. (May 11, 1998).

Doc. No. 133 Collections of Information Antipiracy Act, H. Rep. No.
525, 105'® Cong., 2d Sess. (May 12, 1998).

Doc. No. 13¢ WIPO Copyright Treaty (WCT) (1996) and WIPO Per-
formances and Phonograms Treaty (WPPT) (1996),
Exec. Rep. No. 105-25, 105th Cong., 2d Sess. (Oct. 14,
1998).
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VIII. Related Hearing

Doc. No. 135 The Copyright Infringement Liability of On-Line and
Internet Service Providers, Hearing before the Commit-
tee on the Judiciary on S. 1146, 105th Cong., 1st Sess.
(Sept. 4, 1997).

IX. WIPO Treaties and Documents

Doc. No. 136 WIPO Copyright Treaty adopted by the Diplomatic Con-
ference on Dec. 20, 1996.

Doc. No. 1837 WIPO Performances and Phonograms Treaty adopted
by the Diplomatic Conference on Dec. 20, 1996.

Doc. No. 138 Resolution Concerning Audiovisual Performances (Dec.
2-20, 1996).

Doc. No. 139 Agreed Statements Concerning the WIPO Copyright
Treaty (Dec. 20, 1996).

Doc. No. 140 Agreed Statements Concerning the WIPO Perform-
ances and Phonograms Treaty (Dec. 20, 1996).

xvii
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LEGISLATIVE CHRONOLOGY

1. No Electronic Theft (NET) Act

Jul. 25, 1997
Aug. 5,1997:

Sep. 11, 1997:
Sep. 30, 1997:

Sep. 30, 1997:

Oct. 7, 1997:
Oct. 7,1997:
Oct. 23, 1997:

Oct. 23, 1997:
Nov. 4, 1997:

Nov. 5, 1997:
" Nov. 18, 1997:
Nov. 14, 1997:

Nov. 13, 1997:
Dec. 5,1997:

House Actions
Referred to the House Committee on the Judiciary.

Referred to the Subcommittee on Courts and Intellec-
tual Property.

Subcommittee Hearings held.

Subcommittee Consideration and Mark-up Session
held.

Forwarded by Subcommittee to Full Committee
(Amended) by Voice Vote.

Committee Consideration and Mark-up Session held.
Ordered to be Reported (Amended) by voice vote.

Reported to House (Amended) by House Committee
on the Judiciary. H. Rep. No. 105-338.

Placed on the Union Calendar, Calendar No. 198.

Called up by House under suspension of the rules.
Considered by House as unfinished business. Passed
House (Amended) by voice vote.

Senate Actions

Received in the Senate and read twice and referred to
the Commitiee on the Judiciary.

Passed Senate without amendment by unanimous
consent.

Message on Senate action sent to the House.

Executive Actions
Cleared for White House.
Presented to President.
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Dec. 16,1997:  Signed by President. Became Public Law No: 105-147.

II. Sonny Bono Copyright Extension Act
Senate Actions

Mar. 20, 1997:  S. 505 read twice and referred to the Committee on
the Judiciary.

Mar. 26, 1998: H.R. 2589 received in the Senate and read twice and
referred to the Committee on Judiciary.

Oct. 7, 1998: S. 505 discharged by Senate Committee on the Judi-
ciary. Measure laid before the Senate by unanimous
consent. Amendment SP 3782 proposed by Senator
Lott for Senator Hatch agreed to in Senate by unani-
mous consent. Passed Senate with an amendment by
unanimous consent. Message on Senate action sent to
the House.

House Actions

Oct. 1, 1997: H.R. 2589 referred to the House Committee on the
Judiciary.

Mar. 3,1998:  Committee Consideration and Mark-up Session held
on H.R. 2589.

Mar. 4,1998:  H.R. 2589 ordered to be Reported (Amended) by voice
vote.

Mar. 18, 1998: H.R. 2589 reported to House (Amended) by House
Committee on Judiciary. H. Rep. No.105-452.

Mar. 18,1998: H.R. 2589 placed on the Union Calendar, Calendar
No. 258.

Mar. 24, 1998: H.R. 2589 reported to House.

Mar. 25, 1998: HL.R. 2589 Amendments: HA 531 Amendment offered
by Representative Coble, and ageed to by voice vote;
HA 533 Amendment Offered by Representative
McCollum, and failed by recorded vote: 150 - 259; HA
532 Amendment Offered by Representative Sensen-
brenner, and agreed to by recorded vote: 297 - 112.
Rule H. Res. 390 passed House. Called up by House
under the provisions of rule H. Res. 390. The House
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Oct. 7, 1998:

Oct. 7, 1998:
Oct. 15, 1998:
Oct. 27, 1998:

adopted the amendment in the nature of a substitute
as agreed to by the Committee of the whole House on
the state of the Union. H.R. 2589 passed House
(Amended) by voice vote.

8. 505 called up by House under suspension of the
rules and passed by voice vote.

Executive Actions
Cleared for White House.
Presented to President.
Signed by President. Became Public Law No: 105-298.

III. Digital Millennium Copyright Act

July 29, 1997:
Aug, 7,1997:

Sep. 16, 1297:
Apr. 1, 1998:
Apr. 1,1998:
May 22, 1998:

May 22, 1998:

Jun. 5, 1998:
Jun. 17, 1998:

Jul. 17, 1998:
Jul. 17, 1998:

Jul. 22, 1998:
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House Actions
Referred to the House Committee on the Judiciary.

Referred to the Subcommittee on Courts and Intellec-
tual Property.

Subcommittee hearings held.
Committee consideration and mark-up session held.
Ordered to be Reported (Amended) by voice vote.

Reported to House (Amended) by House Committee
on 105-551, Part 1.

Referred jointly and sequentially to the House Com-
mittee on Commerce.

Subcommittee hearings held.

Subcommittee consideration and mark-up session
held.

Committee consideration and mark-up session held.

Ordered to be Reported (Amended) by Yeas- Nay vote:
41-0.

Reported to House (Amended) by House Committee
on Commerce. H.Rep No. 105-551,Part IT.
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May 22, 1998:

Jul. 22, 1998:

Aug. 4,1998:

Apr. 30, 1998:

May 6, 1998:

May 11, 1998:

May 14, 1998:

Sep. 17, 1998:

Aug. 31, 1998:

Sep. 17, 1998:

Sep. 18, 1998:

Referred jointly and sequentially to the House Com-
mittee on Ways and Means.

House Committee on Ways and Means discharged.
Placed on the Union Calendar, Calendar No. 362.

Called up by the House under suspension of the rules.

Passed House (Amended) by voice vote.

Senate Actions

S. 2037 ordered to be reported by the Committee on
Judiciary.

S. 2037 reported to Senate by Senator Hatch without
areport, and is placed on Senate Legislative Calendar
under General Orders. Calendar No. 358.

By Senator Hatch from Committee on Judiciary filed
written report on S. 2037. Report No. 105-190. Addi-
tional views filed.

S. 2037 laid before Senate by unanimous consent.
Amendment SP 2411 proposed by Senator Hatch, and
agreed to in Senate by voice vote. Passed Senate with
an amendment by Yea-Nay vote. 99-0.

Senate incorporated S. 2037 in H.R. 2281 as an
amendment. Senate passed companion measure H.R.
2281 in lieu of this measure by unanimous consent.
Senate vitiated previous passage. Indefinitely post-
poned by Senate by unanimous consent.

Received in the Senate. Read twice. Placed on Senate
Legislative Calendar under General Orders. Calen-
dar No. 535.

Measure laid before Senate by unanimous consent.
Senate struck all after the Enacting Clause and sub-
stituted the language of S. 2037 amended. Passed
Senate in lieu of S. 2037 with an amendment by
unanimous consent.

Message on Senate action sent to the House.

xxii
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Oct. 8, 1998: Conference papers: Senate report and managers’
statement official papers held at the desk in Senate.
Message on Senate action sent to the House.

Conference Actions

Sep. 17,1998: Senate insists on its amendment asks for a conference
and appoints as conferees Sens. Hatch; Thurmond
and Leahy.

Sep. 23,1998: On motion that the House disagree to the Senate
amendment, and agree to a conference Agreed to
without objection. The Speaker appoints as conferees
Reps. Hyde, Coble, Goodlatte, Conyers, Berman
Bliley, Tauzin, and Dingell..

Sep. 24, 1998:  Conference held.

Oct. 8, 1998: Conference report H. Rep No. 105-796 filed in House.
Senate agreed to conference report by unanimous
consent. Conferees agreed to file conference report.

Oct. 12,1998: House agreed to conference report by voice vote.

Executive Actions
Oct. 12,1998: Cleared for White House.
Oct. 20,1998: Presented to President.
Oct. 28,1998:  Signed by President. Became Public Law No: 105-304.

i
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NO ELECTRONIC THEFT (NET) ACT
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111 STAT. 2678 PUBLIC LAW 105-147—DEC. 16, 1997

Public Law 105-147
105th Congress

An Act
Dec. 16, 1997 To amend the provisions of titles 17 and 18, United States Code, to provide greater
——ee. 10, 2L copyright protection by amending criminal copyright infringement provisions, and
[HR. 2265] for other purposes.

Be it enacted by the Senate and House of Representatives of
No Electronic the United States of America in Congress assembled,

Thefs (NET) Act.
Theft QP SECTION 1. SHORT TITLE.

note. This Act may be cited as the “No Electronic Theft (NET) Act”.
SEC. 2. CRIMINAL INFRINGEMENT OF COPYRIGHTS.

(a) DEFINITION OF FINANCIAL GAIN.—Section 101 of title 17,
United States Code, is amended by inserting after the undesignated
paraﬁraph relating to the term “display”, the following new para-

grap . s . .
“The term ‘financial gain’ includes receipt, or expectation
of receipt, of anything of value, including the receipt of other
copyrighted works.”.

(b;J CRIMINAL OFFENSES.—Section 506(a) of title 17, United
States Code, is amended to read as follows:

“(a) CRIMINAL INFRINGEMENT.—Any person who infringes a
copyright willfully either— .

“(1) for purposes of commercial advantage or private
financial gain, or
“2) by the reproduction or distribution, including by
electronic means, during any 180-day period, of 1 or more
copies or phonorecords of 1 or more copyrighted works, which
have a total retail value of more than $1,000,
shall be punished as provided under section 2319 of title 18, United
States Code. For purposes of this subsection, evidence of reproduc-
tion or distribution of a copyrighted work, by itself, shall not be
sufficient to establish willful infringement.”.

(c) LIMITATION ON CRIMINAL PROCEEDINGS.—Section 507(a) of
title 17, United States Code, is amended by striking “three” and
inserting “5”.

(d) CRIMINAL INFRINGEMENT OF A COPYRIGHT.—Section 2319
of title 18, United States Code, is amended—

(1) in subsection (a), by striking “subsection (b)” and

inserting “subsections (b) and (c)”;

(2) in subsection (b)—

(A) in the matter preceding Paragraph (D), by striking
“subsection (a) of this section” and inserting “section
506(a)(1) of title 17”; and

(B) in paragraph (1)—

(i) by inserting “including by electronic means,”
after “if the offense consists of the reproduction or
distribution,”; and
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(ii) by striking “with a retail value of more than
$2,500” and inserting “which have a total retail value
of more than $2,500”; and

(8) by redesignating subsection (c) as subsection (e) and
inserting after subsection (b) the following:

“(c) Any person who commits an offense under section 506(a)(2)
of title 17, United States Code—

“(1) shall be imprisoned not more than 3 years, or fined
in the amount set forth in this title, or both, if the offense
consists of the reproduction or distribution of 10 or more copies
or phonorecords of 1 or more copyrighted works, which have
a total retail value of $2,500 or more;

“(2) shall be imprisoned not more than 6 years, or fined
in the amount set forth in this title, or both, if the offense
is a second or subsequent offense under paragraph (1); and

“(3) shall be imprisoned not more than 1 year, or fined
in the amount set forth in this title, or both, if the offense
consists of the reproduction or distribution of 1 or more copies
or phonorecords of 1 or more copyrighted works, which have
a total retail value of more than $1,000.

“(d)(1) During preparation of the presentence report pursuant
to Rule 32(c) of the Federal Rules of Criminal Procedure, victims
of the offense shall be permitted to submit, and the probation
officer shall receive, a victim impact statement that identifies the
victim of the offense and the extent and scope of the injury and
loss suffered by the victim, including the estimated economic impact
of the offense on that victim.

“(2) Persons permiftted to submit victim impact statements shall
include—

“(A) producers and sellers of legitimate works affected by
conduct involved in the offense;

d“(B) holders of intellectual property rights in such works;
an|

“(C) the legal representatives of such producers, sellers,
and holders.”.

(e) UNAUTHORIZED FIXATION AND TRAFFICKING OF LIVE MUSICAL
PERFORMANCES.—Section 2319A of title 18, United States Code,
is amended—

(1) by redesignating subsections (d) and (e) as subsections
(e) and (f), respectively; and

(2) by inserting after subsection (c) the following:

“(d) VicTiM IMPACT STATEMENT.—(1) During preparation of the
presentence report pursuant to Rule 32(c) of the Federal Rules
of Criminal Procedure, victims of the offense shall be permitted
to submit, and the probation officer shall receive, a victim impact
statement that identifies the victim of the offense and the extent
and scope of the injury and loss suffered by the victim, including
the estimated economic impact of the offense on that victim.

%(2) Persons permitted to submit victim impact statements shall
include—

“(A) producers and sellers of legitimate works affected by
conduct involved in the offense;

“(B) holders of intellectual property rights in such works;

“(C) the legal representatives of such producers, sellers,
and holders.”.
(f) TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES.—Section
2320 of title 18, United States Code, is amended—
(1) by redesignating subsections (d) and (e) as subsections
(e) and (f), respectively; and
(2) by inserting after subsection (c) the following:
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“d)(1) During preparation of the presentence report pursuant
to Rule 32(c) of the Federal Rules of Criminal Procedure, victims
of the offense shall be permitted to submit, and the probation
officer shall receive, a victim impact statement that identifies the
victim of the offense and the extent and scope of the injury and
loss suffered by the victim, including the estimated economic impact
of the offense on that victim.

“(2) Persons permitted to submit victim impact statements shall
include—

“(A) producers and sellers of legitimate goods or services
affected by conduct involved in the offense;

“(B) holders of intellectual property rights in such goods
or services; and

“C) the legal representatives of such producers, sellers,
and holders.”.

(g) DIRECTIVE TO SENTENCING COMMISSION.—(1) Under the
authority of the Sentencing Reform Act of 1984 (Public Law 98-
473; 98 Stat. 1987) and section 21 of the Sentencing Act of 1987
(Public Law 100-182; 101 Stat. 1271; 18 U.S.C. 994 note) (including
the authority to amend the sentencing guidelines and policy state-
ments), the United States Sentencing Commission shall ensure
that the applicable ﬁuideline range for a defendant convicted of
a crime against intellectual property (including offenses set forth
at section 506(a) of title 17, United States Code, and sections
2319, 23194, and 2320 of title 18, United States Code) is sufficiently
stringent to deter such a crime and to adequately reflect the addi-
tional considerations set forth in paragraph (2) of this subsection.

(2) In implementing paragraph (1), the Sentencing Commission
shall ensure that the guidelmes provide for consideration of the
retail value and quantity of the items with respect to which the
crime against intellectual property was committed.

SEC. 3. INFRINGEMENT BY UNITED STATES.

Section 1498(b) of title 28, United States Code, is amended
by striking “remedy of the owner of such copyright shall be by
action” and inserting “action which may be brought for such
infringement shall be an action by the copyright owner”.

Approved December 16, 1997.

LEGISLATIVE HBISTORY—H.R. 2265:

HOUSE REPORTS: No. 105-339 (Comm. on the Judiciary).
CONGRESSIONAL RECORD, Vol. 143 (1997):

Nov. 4, considered and passed House.

Nov. 13, considered and passed Senate.

O
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105TH CONGRESS REPORT
1st Session HOUSE OF REPRESENTATIVES 105-339

NO ELECTRONIC THEFT (NET) ACT

OCTOBER 23, 1997.—Committed to the Committee of the Whole House on the State
of the Union and ordered to be printed

Mr. COBLE, from the Committee on the Judiciary,
submitted the following

REPORT

[To accompany H.R. 2265]

[Including cost estimate of the Congressional Budget Office]

The Committee on the Judiciary, to whom was referred the bill
(H.R. 2265) to amend the provisions of titles 17 and 18, United
States Code, to provide greater copyright protection by amending
criminal copyright infringement provisions, and for other purposes,
having considered the same, reports favorably thereon with an
amendment and recommends that the bill as amended do pass.

TABLE OF CONTENTS

The Amendment
Purpose and Summary

Background and Need for Legislation
Hearing
Committee Consideration
Committee Oversight Findings
Committee on Government Reform and Oversight Findings .................
New Budget Authority and Tax Expenditures
Congressional Budget Office Estimate
Constitutional Authority Statement
Section-by-Section Analysis and Discussion

Changes in Existing Law Made by the Bill, as Reported ....ccecceneereeseenn

The amendment is as follows:
Strike out all after the enacting clause and insert in lieu there-
of the following:

~
= &
RaaaomaoooneeAS

59-006
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SECTION 1. SHORT TITLE.

This Act may be cited as the “No Electronic Theft (NET) Act”.
SEC. 2. CRIMINAL INFRINGEMENT OF COPYRIGHTS.

(2) DEFINITION OF FINANCIAL GAIN.—Section 101 of title 17, United States Code,
is amended by inserting after the undesignated paragraph relating to the term “dis-
play”, the following new paragraph:

‘“The term ‘financial gain’ includes receipt, or expectation of receipt, of any-
thing of value, including the receipt of other copyrighted works.”.

(b) CRMINAL OFFENSES.—Section 506(a) of title 17, United States Code, is
amended to read as follows:

h “(2) CRIMINAL INFRINGEMENT.—Any person who infringes a copyright willfully
either—

“(1) for purposes of commercial advantage or private financial gain, or

“2) by the reproduction or distribution, including by electronic means, dur-
ing any 180-day period, of 1 or more copies or phonorecords of 1 or more copy-
righted works, which have a total retail value of more than $1,000,

shall be punished as provided under section 2319 of title 18.”.

(c) LIMITATION ON CRIMINAL PROCEEDINGS.—Section 507(a) of title 17, United
States Code, is amended by striking “three” and inserting “5”,

(d) CRIMINAL INFRINGEMENT OF A COPYRIGHT.—Section 2319 of title 18, United
States Code, is amended—

(1) in subsection (a), by striking “subsection (b)” and inserting “subsections
(b) and (c)”; .

(2) in subsection (b)—

(A) in the matter preceding paragraph (1), by striking “subsection (a)
of this section” and inserting “section 506(a)(1) of title 177 and
(B) in paragraph (I)-- . .
(i) by inserting “including by electronic means,” after “if the offense
consists of the reproduction or distribution,”; and
(ii) by striking “with a retail value of more than $2,500” and insert-
ing “which have a total retail value of more than $2,500”; and

(3) by redesignating subsection (c) as subsection (e) and inserting after sub-
section (b) the following:

%) Any person who commits an offense under section 506(a)(2) of title 17—

“(1) shall be imprisoned not more than 3 years, or fined in the amount set
forth in this title, or both, if the offense consists of the reproduction or distribu-
tion of 10 or more coTies or phonorecords of 1 or more copyrighted works, which
have a total retail value of $2,500 or more;

“(2) shall be imprisoned not more than 6 years, or fined in the amount set
forth in this title, or both, if the offense is a second or subsequent offense under
paragraph (1); and

“(3) shall be imprisoned not more than 1 year, or fined in the amount set
forth in this title, or both, if the offense consists of the reproduction or distribu-
tion of 1 or more copies or phonorecords of 1 or more copyrighted works, which
have a total retail value of more than $1,000.

%d)(1) During preparation of the presentence report pursuant to Rule 32(c) of
the Federal Rules of Criminal Procedure, victims of the offense shall be permitted
to submit, and the probation officer shall receive, a victim impact statement that
identifies the victim of the offense and the extent and scope of the injury and loss
suffered by the victim, including the estimated economiec impact of the offense on
that victim.

“(9) Persons permitted to submit victim impact statements shall include—

“(A) producers and sellers of legitimate works affected by conduct involved
in the offense;

“(B) holders of intellectual property rights in such works; and

*(C) the legal representatives of such producers, sellers, and holders.”.

(e) UNAUTHORIZED TION AND TRAFFICKING OF LIVE MUSICAL PERFORM-
ANCES.—Section 2319A of title 18, United States Code, is amended—

(1) by redesignating subsections (d) and (e) as subsections (e) and (f), re-
spectively; and

(2) by inserting after subsection (c) the following:

“d) ViermM IMPACT STATEMENT.—(1) During preparation of the presentence re-
port pursuant to Rule 32(c) of the Federal Rules of Criminal Procedure, victims of
the offense shall be permitted to submit, and the probation officer shall receive, a
victim impact statement that identifies the victim of the offense and the extent and
scope of the injury and loss suffered by the victim, including the estimated economic
impact of the offense on that victim.
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“(2) Persons permitted to submit victim impact statements shall include—

“(A) producers and sellers of legitimate works affected by conduct invelved
in the offense;

“(B) holders of intellectual property rights in such works; and

“(C) the legal representatives of such producers, sellers, and holders.”.

(f) TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES.—Section 2320 of title 18,
United States Code, is amended—

(1) by redesignating subsections (d) and (e) as subsections (e} and (f), re-
spectively; an
(2) by inserting after subsection (c) the following:

“d)(1) During preparation of the presentence report pursuant to Rule 32(c) of
the Federal Rules of Criminal Procedure, victims of the offense shall be permitted
to submit, and the probation officer shall receive, a victim impact statement that
identifies the victim of the offense and the extent and scope of the injury and loss
suffered by the vietim, including the estimated economic impact of the offense on
that victim.

“(2) Persons permitted to submit victim impact statements shall include—

“(A) producers and sellers of legitimate goods or services affected by conduct
involved in the offense;

“(B) holders of intellectual property rights in such goods or services; and

%(C) the legal representatives of such producers, sellers, and holders.”.

(z) DIRECTIVE TO SENTENCING CoMMiSSION—(1) Under the authority of the
Sentencing Reform Act of 1984 (Public Law 98-473; 98 Stat. 1987) and section 21
of the Sentencing Act of 1987 (Public Law 100-182; 101 Stat. 1271; 18 U.S.C. 994
note) (including the authority to amend the sentencing guidelines and policy state-
ments), the United States Sentencing Commission shall ensure that the applicable

ideline range for a defendant convicted of a crime against intellectual property
gzlcluding offenses set forth at section 506(a) of title 17, United States Code, and
sections 2319, 23194, and 2320 of title 18, United States Code) is sufficiently strin-
gent to deter such a crime and to adequately reflect the additional considerations
set forth in paragraph (2) of this subsection.

(2) In implementing paragraph (1), the Sentencing Commission shall ensure
that the guidelines provide for consideration of the retail value and quantity of the
items with respect fo which the crime against intellectual property was committed.

SEC. 3. INFRINGEMENT BY UNITED STATES.

Section 1498(b) of title 28, United States Code, is amended by striking “remedy
of the owner of such copyright shall be by action” and inserting “action which may
be brought for such infringement shall be an action by the copyright owner”.

SEC. 4. CLARIFICATION OF LIABILITY FOR COPYRIGHT INFRINGEMENT.

Except as expressly provided in this Act, nothing in this Act or the amendments
made by this Act modifies liability for copyright infringement, including the stand-
ard of willfulness for criminal infringement.

PURPOSE AND SUMMARY

The purpose of HL.R. 2265, as amended, is to reverse the practical
consequences of United States v. LaMacchia, 871 F. Supp. 535 (D.
Mass. 1994) [hereinafter LaMacchia], which held, inter alia, that
electronic piracy of copyrighted works may not be prosecuted under
the federal wire fraud statute; and that criminal sanctions avail-
able under Titles 17 and 18 of the U.S. Code for copyright infringe-
ment do not apply in instances in which a defendant does not real-
ize a commercial advantage or private financial gain.

BACKGROUND AND NEED FOR LEGISLATION
THE EXTENT OF ELECTRONIC PIRACY

Section 106 of the Copyright Act (Title 17 of the U.S. Code)} gives
the owner of a copyright the . . . exclusive rights . . . to reproduce
¢ . . [and] distribute copies of . . . the copyrighted work. . . .” An
individual who otherwise violates any of these exclusive rights is
an infringer, and may be subject to criminal penalties set forth in
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Section 506 of the Act and section 2319 of Title 18. Current pen-
alties include fines of $250,000 per individual ($500,000 per organi-
zation) and imprisonment of up to five years (10 years for second
or subsequent offenses).

Notwithstanding these penalties, copyright piracy flourishes in
the software world. Industry groups estimate that counterfeiting
and piracy of intellectual property—especially computer software,
compact discs, and movies—cost the affected copyright holders

’ more than $11 billion last year (others believe the figure is closer
to $20 billion). In some countries, software piracy rates are as high
as 90% of all sales. The U.S. rate is far lower (27%), but the dollar
losses ($2.3 billion) are the highest worldwide. The effect of this
volume of theft is substantial; 130,000 lost U.S. jobs, $5.6 billion
in corresponding lost wages, $1 billion in lower tax revenue, and
higher prices for honest purchasers of copyrighted software.

Unfortunately, the potential for this problem to worsen is great.
By the turn of the century the Internet is projected to have more
than 200 million users, and the development of new technology will
create additional incentive for copyright thieves to steal protected
works. The advent of digital video discs, for example, enable
individuals to store far more material on conventional discs and, at
the same time, produce perfect secondhand copies. The extension of
an audio-compression technique, commonly referred to as MP-3,
now permits infringers to transmit large volumes of CD-quality
music over the Internet. As long as the relevant technology evolves
in this way, more piracy will ensue. Many computer users are ei-
ther ignorant that copyright laws apply to Internet activity, or they
simply believe that they will not be caught or prosecuted for their
conduct.

In light of this disturbing. trend, it is manifest that Congress
must respond appropriately with additional penalties to dissuade
such conduct.

THE LAMACCHIA CASE

Representative Goodlatte introduced H.R. 2265 on July 25, 1997.
Chairman Coble, Ranking Member Frank, and Representative Can-
non of the Subcommittee on Courts and Intellectual Property are
cosponsors of the bill.

H.R. 2265 constitutes a legislative response to the LaMacchia
case, in which the defendant, a graduate student attending MIT,
encouraged lawful purchasers of copyrighted computer games and
other software to upload these works via a special password to an
electronic bulletin board on the Internet. The defendant then trans-
ferred the works to another electronic address and urged other per-
sons with access to a second password to download the materials
for personal use without authorization by or compensation to the
copyright owners. The defendant never benefitted financially from
any of these transactions.

A federal grand jury returned a one-count indictment against the
defendant, charging him with violating a federal wire fraud statute
(18 U.S.C. 1343). The Massachusetts district court dismissed the
case, however, ruling that Congress never envisioned protecting
copyrights under the wire fraud statute. The court further noted
that criminal copyright infringement law, from its origin in the
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Copyright Act of 1897 through passage of the Copyright Felony Act
of 1992, always required prosecutors to prove that a defendant
acted willfully and for commercial advantage or private financial
gain. LaMacchia, as noted, did not personally benefit from his con-
duct. In concluding dicta, the court observed that Congress has al-
ways tread cautiously and deliberately in amending the Copyright
Act, especially when devising criminal penalties for infringement;
and that it is Congress’s prerogative to change the law if it wishes
to criminalize LeMacchia-like behavior.

In effect, H.R. 2265 does just that: it criminalizes computer theft
of copyrighted works, whether or not the defendant derives a direct
financial benefit from the act(s) of misappropriation, thereby pre-
venting such willful conduct from destroying businesses, especially
small businesses, that depend on licensing agreements and royal-
ties for survival.

HEARINGS

The Committee’s Subcommittee on Courts and Intellectual Prop-
erty held an oversight hearing on electronic piracy of copyrighted
works and a legislative hearing on H.R. 2265, the “No Electronic
Theft (NET) Act,” on September 11, 1997. Testimony was received
from eight witnesses who, collectively, represented two government
entities, two corporations, and four industry trade associations.

CoMMITTEE CONSIDERATION

On September 30, 1997, the Subcommittee on Courts and Intel-
lectual Property met in open session and ordered reported the bill,
H.R. 2265, as amended, by voice vote, a quorum being present. On
October 7, 1997, the Committee met in open session and ordered
reported favorably the bill, HLR. 2265, with amendment by voice
vote, a quorum being present.

CoMMITTEE OVERSIGHT FINDINGS

In compliance with clause 2(1)(8)(A) of rule XI of the Rules of the
House of Representatives, the Committee reports that the findings
and recommendations of the Committee, based on oversight activi-
ties under clause 2(b)(1) of rule X of the Rules of the House of Rep-
resentatives, are incorporated in the descriptive portions of this re-
port.

COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT FINDINGS

No findings or recommendations of the Committee on Govern-
ment Reform and Oversight were received as referred to in clause
2(3)(D) of rule XI of the Rules of the House of Representatives.

NEW BUDGET AUTHORITY AND TAX EXPENDITURES

Clause 2(1)(3)(B) of House Rule XI is inapplicable because this
legislation does not provide new budget authority or increased tax
expenditures.
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CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

In compliance with clause 2(1)(8)(C) of rule XI of the Rules of the
House of Representatives, the Committee sets forth,with respect to
the bill, H.R. 2265, the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
403 of the Congressional Budget Act of 1974:

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, October 16, 1997.
Hon. HENRY J. HYDE, Chairman,
Committee on the Judiciary,
House of Representatives, Washington, DC.

Dear MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 2265, the No Electronic
Theft (NET) Act.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Rachel Forward (for fed-
eral costs), who can be reached at 226-2860, and Alyssa
Trzeszkowski (for revenues), who can be reached at 226-2720.

Sincerely,

JUNE E. O'NEILL, Director.
Enclosure.

H.R. 2265—No Electronic Theft (NET) Act

CBO estimates that enacting H.R. 2265 would not result in any
significant net costs to the federal government. The bill would af-
fect direct spending and receipts through the imposition of criminal
fines and the resulting spending from the Crime Victims Fund.
Therefore, pay-as-you-go procedures would apply. CBO estimates,
however, that the amounts of additional direct spending and re-
ceipts would not be significant. H.R. 2265 contains no intergovern-
mental or private-sector mandates as defined in the Unfunded
Mandates Reform Act of 1995 and would not affect the budgets of
state, local, or tribal governments.

H.R. 2265 would establish criminal fines and penalties for repro-
ducing and distributing copyrighted works by electronic means
even if the perpetrator does not benefit financially from the theft.
Based on information from the Department of Justice (DOJ), CBO
expects that enacting this bill would enable DOJ to prosecute sev-
eral additional copyright infringement cases each year. Because
DOJ may prosecute certain criminal cases that would not be tried
under current law, enacting H.R. 2265 could result in additional
costs for federal prosecutors and the federal court system, subject
to the availability of appropriated funds. CBO, however, expects
that any additional discretionary costs would not be significant.

Depending on whether DOJ wins a case, the fine assessed for
each case could range from about $25,000 to $50,000 of more. Any
collections from such fines are recorded on the budget as govern-
mental receipts (revenues). They are deposited in the Crime Vic-
tims Fund and spent the following year. Because any increase in
direct spending under H.R. 2265 would be the same as the amount
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collected with a one-year lag, the additional direct spending would
be negligible.

H.R. 2265 also would extend from three years to five years the
statute of limitations on criminal proceedings brought under the
Copyright Act and would permit victims of copyright infringement
to submit information on the damages caused by the infringement
during the sentencing phase of the infringer’s trial. CBO estimates
that these provisions would not have any budgetary impact.

The CBO staff contacts for this estimate are Rachel Forward (for
federal costs), who can be reached at 2262860, and Alyssa
Trzeszkowski (for revenues), who can be reached at 226-2720. This
estimate was approved by Robert A. Sunshine, Deputy Assistant
Director for Budget Analysis.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to Rule XI, clause 2(1)(4) of the Rule of the House of
Representatives, the Committee finds the authority for this legisla-
tion in Article I, clause 8, section 8 of the Constitution.

SECTION-BY-SECTION ANALYSIS AND DISCUSSION
SECTION 1—SHORT TITLE

The short title of the legislation is the “No Electronic Theft
(NET) Act.”

SECTION 2—CHANGES TO TITLES 17 AND 18 OF THE U.S. CODE

“Financial Gain” Defined

The bill amends the term “financial gain” as used in the Copy-
right Act to include “receipt, or expectation of receipt, of anything
of value, including the receipt of other copyrighted works. ” This re-
vision, set forth in Section 2(a) of H.R. 2265, will enable authorities
to prosecute someone like LaMacchia who steals or helps others to
steal copyrighted works but who otherwise does not profit finan-
cially from the theft. In addition, the er bloc amendment adopted
by the Subcommittee added the phrase “expectation of receipt’ to
the bill as drafted in deference to a suggestion by a subcommittee
witness who testified that it is difficult, if not impossible, to prove
that money has changed hands when the Department of Justice
raids a duplicating laboratory or warehouse to seize pirated works.

Phonorecords, Other Copyrighted Works, and Related Infringement

Under the amended bill’s rewording of Section 506(a) of the
Copyright Act,

[alny person who infringes a copyright willfully either (1)
for purposes of commercial advantage or private financial
gain; or (2) by the reproduction or distribution, including
by electronic means, during any 180-day period, of 1 or
more copies or phonorecords of 1 or more copyrighted
works with a total retail value of more than $1,000, shall
be punished as provided under Section 2319 of Title 18.

The Copyright Office recommended that the Subcommittee codify
the threshold limits of Paragraph (2), id., governing time periods,
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number of copies misa{)propriated, and their retail value under
Title 17 rather than Title 18. This change was incorporated in the
Subcommittee en bloc amendment and remains a part of the bill.

In addition, the full Committee, as part of its en bloc amend-
ment, revised the misdemeanor threshold under the bill. Pursuant
to this change, a misdemeanor is defined as an offense in which an
individual reproduces or distributes one or more copies or
phonorecords of one or more copyrighted works with a total retail
value of more than $1,000. The Committee adopted this change in
response to a suggestion by the Department of Justice, which envi-
sions prosecuting some infringment cases that would fall below the
misdemeanor standard incorporated in the bill as ;:.Ported by the
Subcommittee (10 or more copies with a total retail value of be-
tween $1,000 and $2,500). The Department believes it will want to
pursue some actions involving thefts of fewer than 10 copies or
phonorecords of especially popular or valuable copyrighted works.

The practical significance of these changes is that they
criminalize LaMacchia-like behavior; that is, “computerized” mis-
appropriation in which the infringer does not realize a direct finan-
cmg benefit but whose actions nonetheless substantially damage
the market for copyrighted works. De minimis infringement (e.g.,
a teen-ager copying a software program for a younger sibling) wi
not be punished. At the same time, however, the Department of
Justice, in its discretion, will be allowed to use the newly-defined
misdemeanor standard to extract plea bargains from infringers who
would otherwise be prosecuted under the felony threshold (10 cop-
ies with a total retail value of $2,500 or more).

Clarification of Penalties

The bill as drafted established a higher threshold ($5,000) for fel-
ony prosecution under its terms. The Subcommittee, however,
elected to retain the current threshold ($2,500) in the en bloc
amendment pursuant to recommendations made at the hearing by
certain membhers of the copyright community. In light of their will-
ingness to accept the substitution of a de minimis threshold for the
Subcommittee misdemeanor standard (more than $1,000 but less
than $2,500), the retention of the $2,500-felony offense was even
more appropriate. As noted, the full Committee changed the mis-
demeanor standard further while retaining the Subcommittee ver-
sion of the felony offense.

Taken together, the changes set forth in the bill as amended re-
sult in the following criminal penalties governing willful infringe-
ment under Section 2319 of Title 18:

(1) For purposes of commercial advantage or private fi-
nancial gain:

(a) imprisonment of not more than five years, or fines
of not more than $250,000 per individual ($500,000 per or-
ganization), or both,if the offense consists of the reproduc-
tion or distribution, including by electronic means, in any
180-day period, of at least 10 copies or phonorecords of one
%rz gnac())re copyrighted works with a total retail value of

(b) imprisonment of not more than 10 years, or fines
of not more than $250,000 per individual ($500,000 per or-
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ganization), or both, if the offense is a second or subse-
quent offense under (a), id.;

(c) imprisonment of not more than one year, or fines
of not more than $100,000, or both, in every other case.

(2) For reproduction or distribution, including by elec-
tronic means, during any 180-day period, of one or more
copies or phonorecords of one or more copyrighted works,
which have a total retail value of more than $1,000:

(a) imprisonment of not more than three years, or
fines of not more than $250,000 per individual ($500,000
per organization), or both, in a case involving a total retail
value of $2,500 or more; ’

(b) imprisonment of not more than six years, or fines
of not more than $250,000 per individual ($500,000 per or-
ganization), or both, if the offense is a second or subse-
quent offense under (a), id.; and

(c¢) imprisonment of not more than one year, or fines
of not more than $100,000, or both, in a case involving a
total retail value of $1,000.

Victim’s Impact Statement and Sentencing

Section 2319 of Title 18 addresses criminal infringement of copy-
rights, while Section 2319A of that same Title prohibits “boot-
legging” (audio taping and videotaping) of live musical perform-
ances, as well as trafficking in bootlegged products. Section 2320
proscribes the act of trafficking in counterfeit (pirated) goods or
services.

Sections 2(d) and (e) of the bill permit three classes of “victims”
to submit impact statements during the sentencing phase of an in-
fringer’s trial. See Fed. R. Crim. P. 32(c). The three classes are
comprised of producers and sellers of legitimate works affected by
criminal conduct that is the subject of Sections 2319, 2319A, and
2320; the relevant copyright holders; and the legal representatives
of the producers, sellers, and copyright holders.

Any such statement will be made part of the presentence report
which a sentencing judge reviews before rendering a decision, and
elaborates on the scope of the defendant’s behavior, especially as it
contributed to a victim’s economic loss as a result of infringement.
Egregious conduct as documented by a victim’s impact statement
would compel a judge to deliver a tougher sentence in a given case.

Sentencing Commission

Section 2(g) of H.R. 2265 directs the U.S. Sentencing Commission
to ensure that its guideline range is “sufficiently stringent” to deter
crime against intellectual property, including those offenses set
forth in Section 506(a) of the Copyright Act and Sections 2319,
28194, and 2320 of Title 18. -

“Willful” Misconduct Defined

The Ranking Member from Massachusetts made clear when
questioning witnesses during the September 11 hearing that the
Subcommittee could improve the bill by amending it to define “will-
ful” misconduct. In the absence of such clarification, those with
questions concerning the meaning of the word and its application
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in the electronic environment were reluctant to rely on report lan-
guage or existing case law for guidance.

Accordingly, the en bloc amendment adopted by the Subcommit-
tee contains a provision, now set forth in Section Four, which
states that nothing in the bill “. . . modifies liability for copyright
infringement, including the standard of willfulness for criminal in-
fringement.” By accepting this provision, the Subcommittee (and
full Committee) intend that H.R. 2265 will not change the current
interpretation of the word as developed by case law and as applied
by the Department of Justice.

The issue was resurrected during full Committee consideration of
the bill when Representative Goodlatte offered, but eventually
withdrew, an amendment to clarify the point further. The
Goodlatte amendment stated that, for purposes of Section 506(a) of
the Copyright Act only, “. . . a person does not infringe a copyright
willfully unless that person has an infent to violate another per-
son’s copyright” (italic added). Some members noted that federal
case law on the subject was not entirely uniform, and that the
Goodlatte amendment might make it more difficult for the Depart-
ment of Justice, in some instances, to prosecute cases. Chairman
Coble observed that the use of the word “intent” in the Goodlatte
amendment might inadvertently cause some to ascribe a different
meaning to “willfully” as it is currently understood, since the ma-
joritj’r, view on the matter is that “willful” conduct necessitates “in-
tent.

Chairman Coble alsc emphasized that other parties interested in
shaping H.R. 2265 might use the bill to influence the progress of
separate legislation, H.R. 2180, which speaks to the liability of on-
line service providers in the electronic environment. The bills are
unrelated on the point of willfulness, since H.R. 2180 addresses
civil infringment of copyrights, while H.R. 2265 deals with criminal
misconduct. In fact, the Department of Justice contrasts criminal
copyright actions with civil copyright infringement by noting that
the latter . . . remains a strict liability tort.” Federal Prosecution
of Violations of Intellectual Property Rights, U.S. Dept. Of Justice
(May 1997) at p. 24.

Non-Application to Intelligence Guthering Activities

The National Security Agericy (NSA) informed the Subcommittee
that the bill as written might technically apply to, and therefore in-
hibit, the legitimate intelligence gathering activities of various fed-
eral entities and workers on behalf of the U.S. government. The
NSA sought assurance from the Subcommittee that H.R. 2265
would not interfere with current federal law on the matter, codified
at 28 U.S.C. 1498. In brief, that statute confines copyright infringe-
ment cases against the government to the Court of Federal Claims
for the recovery of damages. Language set forth in the en bloc
amendment adopted by the full Committee makes clear that the
«_ . . exclusive action which may be brought for . . . infringement
shall be an action by the copyright owner . . .” under 28 U.S.C.
1498 (italic added). Since an action is either civil or criminal, and
the existing statute addressing the matter speaks only to a civil
remedy, the language added to the bill in Section Three ensures
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that H.R. 2265 will not apply to intelligence gathering activities
that are protected and dealt with in 28 U.S.C. 1498.

Statute of Limitations

Finally, the bill requires that any criminal proceeding brought
under the Copyright Act must commence within five years from the
time the cause of action arose. The current limit, as contained in
Section 507(a) of the Act, is three years.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In cempliance with clause 3 of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italics,
existing law in which no change is proposed is shown in roman):

TITLE 17, UNITED STATES CODE

* * * * * * *
CHAPTER 1—SUBJECT MATTER AND SCOPE OF
COPYRIGHT
% * * * * * *

§101. Definitions

Except as otherwise provided in this title, as used in this title,
the following terms and their variant forms mean the following:

% * * * * * *

To “display” a work means to show a copy of it, either di-
rectly or by means of a film, slide, television image, or any
other device or process or, in the case of a motion picture or
otilﬁer audiovisual work, to show individual images nonsequen-
tially.

The term “financial gain” includes receipt, or expectation of
receipt, of anything of value, including the receipt of other copy-

righted works.
* E3 *® LS £ * £
CHAPTER 5—COPYRIGHT INFRINGEMENT AND
REMEDIES
* * * * * ® ®

§506. Criminal offenses

[(a) CRIMINAL INFRINGEMENT.—Any person who infringes a
copyright willfully and for purposes of commercial advantage or
private financial gain shall be punished as provided in section 2319
of title 18.3

(¢) CRIMINAL INFRINGEMENT.—Any person who infringes a
copyright willfully either—
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(1) for purposes of commercial advantage or private finan-
cial gain, or
(2) by the reproduction or distribution, including by elec-
tronic means, during any 180-day period, of 1 or more copies
or phonorecords of 1 or more copyrighted works, which have a
total retail value of more than $1,000,
shall be punished as provided under section 2319 of title 18.

* * ES * * * *

§ 507. Limitations on actions

(a) CRIMINAL PROCEEDINGS.—No criminal proceeding shall be
maintained under the provisions of this title unless it is com-
menced within [three] 5 years after the cause of action arose.

* * * * * * &

CHAPTER 113 OF TITLE 18, UNITED STATES CODE

CHAPTER 113—STOLEN PROPERTY

* * * * * * %

§2319. Criminal infringement of a copyright

(a) Whoever violates section 506(a) (relating to criminal of-
fenses) of title 17 shall be punished as provided in [subsection (b)]
subsections (b) and (¢) of this section and such penalties shall be
in addition to any other provisions of title 17 or any other law.

(b) Any person who commits an offense under [subsection (a)
of this section] section 506(a)(1) of title 17—

(1) shall be imprisoned not more than 5 years, or fined in
the amount set forth in this title, or both, if the offense con-
sists of the reproduction or distribution, including by electronic
means, during any 180-day period, of at last 10 copies or
phonorecords, of 1 or more copyrighted works, [with a retail
value of more than $2,5001 whick have a total retail value of

more than $2,500;
% * * * * * *
(c) Any person who commits an offense under section 506(a)(2)
of title 17—

(1) shall be imprisoned not more than 3 years, or fined in
the amount set forth in this title, or both, if the offense consists
of the reproduction or distribution of 10 or more copies or
phonorecords of 1 or more copyrighted works, which have o
total retail value of $2,500 or more;

(2) shall be imprisoned not more than 6 years, or fined in
the amount set forth in this iitle, or both, if the offense is a sec-
ond or subsequent offense under paragraph (1); and

(3) shall be imprisoned not more than 1 year, or fined in
the amount set forth in this title, or both, if the offense consists
of the reproduction or distribution. of 1 or more copies or
phonorecords of 1 or more copyrighted works, which have a
total retail value of more than $1,000.
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(d)(1) During preparation of the presentence report pursuant to
Rule 32(c) of the Federal Rules of Criminal Procedure, victims of
the offense shall be permitted to submit, and the probation officer
shall receive, a viciim impact statement that identifies the victim of
the offense and the extent and scope of the injury and loss suffered
by the victim, including the estimated economic impact of the of-
fense on that victim.

' (c21) Persons permitted to submit victim impact statements shall
include—
(A) producers and sellers of legitimate works affected by
conduct involved in the offense;
(B) holders of intellectual property rights in such works;

(C) the legal representatives of such producers, sellers, and
holders.

[(c)] (e) As used in this section—

(1) the terms “phonorecord” and “copies” have, respec-
tively, the meanings set forth in section 101 (relating to defini-
tions) of title 17; and

(2) the terms “reproduction” and “distribution” refer to the
exclusive rights of a copyright owner under clauses (1) and (3)
respectively of section 106 (relating to exclusive rights in copy-
righted works), as limited by sections 107 through 120, of title
17.

§2319A. Unauthorized fixation of and trafficking in sound
recordings and music videos of live musical per-
formances

(a k ok ok

(d) Victive IMPACT STATEMENT.—(1) During preparation of the
presentence report pursuant fo Rule 32(c) of the Federal Rules of
Criminal Procedure, victims of the offense shall be permitted to sub-
mit, and the probation officer shall receive, a victim impact state-
ment that identifies the victim of the offense and the extent and
scope of the injury and loss suffered by the victim, including the es-
timated economic impact of the offense on that victim.

(2) Persons permitted to submit victim impact statements shall
include—

(A) producers and sellers of legitimate works affected by
conduct involved in the offense;
(B) holders of intellectual property rights in such works;

(C) the legal representatives of such producers, sellers, and
TS.

* * * * * * *

[(d)] (¢) DEFINITIONS.—As used in this section—

(1) the terms “copy”, “fixed”, “musical work”, “phono-
record”, “reproduce”, “sound recordings”, and “transmit” mean
those terms within the meaning of title 17; and

(2) the term “traffic in” means transport, transfer, or oth-
erwise dispose of, to another, as consideration for anything of
value, or make or obtain control of with intent to transport,
transfer, or dispose of.

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 13 1999



14

[(e)} (/) AprLiCABILITY.—This section shall apply to any Act or
Acts that occur on or after the date of the enactment of the Uru-

guay Round Agreements Act.
§2320. Trafficking in counterfeit goods or services
(a * %k ok
* * * * * * *

(dX1) During %reparation of the presentence report pursuant to
Rule 32(c) of the Federal Rules of Criminal Procedure, victims of
the offense shall be permitted to submit, and the probation officer
shall receive, a victim impact statement that identifies the victim of
the offense and the extent and scope of the injury and loss suffered
by the victim, including the estimated economic impact of the of-
fense on that victim.
ol l£(2i) Persons permitted to submit victim impact statements shall
include—
(4A) producers and sellers of legitimate goods or services af-
fected by conduct involved in the og'ense;
(B) holders of intellectual property rights in such goods or
services; and
(C) the legal representatives of such producers, sellers, and

holders.
[(d)] (e) For the purposes of this section—

* * ® * * * *

[(e)]1 (f Beginning with the first year after the date of enact-
ment of this subsection, the Attorney General shall include in the
report of the Attorney General to Congress on the business of the
Department of Justice prepared pursuant to section 522 of title 28,
an accounting, on a district by district basis, of the following with
respect to all actions taken by the Department of Justice that in-
volve trafficking in counterfeit labels for phonorecords, copies of
computer programs or computer program documentation or packag-
ing, copies of motion pictures or other audiovisual works (as de-
fined in section 2318 of title 18), criminal infringement of copy-
rights (as defined in section 2319 of title 18), unauthorized fixation
of and trafficking in sound recordings and music videos of live mu-
sical performances (as defined in section 23192A of title 18), or traf-
ficking in goods or services bearing counterfeit marks (as defined
in secﬁo?l?%g()*og title 18):

* * * * * * *

SECTION 1498 OF TITLE 28, UNITED STATES CODE

§1498. Patent and copyright cases

(@) * * *

(b) Hereafter, whenever the copyright in any work protected
under the copyright laws of the United States shall be infringed by
the United States, by a corporation owned or controlled by the
United States, or hy a contractor, subcontractor, or any person,
firm, or corporation acting for the Government and with the au-
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thorization or consent of the Government, the exclusive [remedy of
the owner of such copyright shall be by action] action which may
be brought for such infringement shall be an action by the copyright
owner against the United States in the Court of Federal Claims for
the recovery of his reasonable and entire compensation as damages
for such infringement, including the minimum statutory damages
as set forth in section 504(c) of title 17, United States Code: Pro-
vided, That a Government employee shall have a right of action
against the Government under this subsection except where he was
in a position to order, influence, or induce use of the copyrighted
work by the Government:; Provided, however, That this subsection
shall not confer a right of action on any copyright owner or any as-
signee of such owner with respect to any copyrighted work pre-
pared by a person while in the employment or service of the United
States, where the copyrighted work was prepared as a part of the
official functions of the employee, or in the preparation of which
Government time, material, or facilities were used: And provided
further, That before such action against the United States has been
instituted the appropriate corporation owned or controlled by the
United States or the head of the appropriate department or agency
of the Government, as the case may be, is authorized to enter into
an agreement with the copyright owner in full settlement and com-
promise for the damages accruing to him by reason of such in-
fringement and to settle the claim administratively out of available
appropriations.
* * * * * ® ®

@)
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THE COPYRIGHT INFRINGEMENT LIABILITY
OF ONLINE AND INTERNET SERVICE PRO-
VIDERS

THURSDAY, SEPTEMBER 4, 1997

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The committee met, pursuant to notice, at 10:08 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Orrin G. Hatch
(chairman of the committee) presidin%.(
Leﬁfo present: Senators Grassley, Kyl, Asheroft, Abraham, and

y.

OPENING STATEMENT OF HON. ORRIN G. HATCH, A U.S.
SENATOR FROM THE STATE OF UTAH

The CHATRMAN. I am happy to welcome you all out to our hearing
this morning. The purpose of our hearing today is to hear testi-
mony on how we can best combat the risk of copyright infringe-
ment facing content providers on the Internet. Now, this may seem
to be a very obscure issue to some, but depending on your perspec-
tive, an improper resolution of this issue may either stunt the
growth of the Internet or facilitate the piracy of copyrighted works.
So those seem to be the two broad issues.

By means of digital technology, the Internet enables users to re-
produce perfectly and to distribute globally, and almost instanta-
neously, copies of the digital works that represent some of the most
valuable products of American creativity. While some of these digi-
tal transmissions are legal, many others are not. Unless this illegal
activity is eliminated or at least substantially minimized, American
creators and businesses will be denied the reward for their labors
which is an indispensable incentive to continue the level of creativ-
ity and entrepreneurship that the United States currently enjoys.

Even if one does not care about movies, music, literature, art,
news, or software, the fact remains that copyright is a major com-
ponent of the American economy. Total copyright industries rep-
resent nearly 6 percent of the U.S. gross domestic product, adding
close to $400 billion to the U.S. economy in 1994. These same in-
dustries employ approximately 5 percent of the U.S. workforce, and
they are creating new jobs at twice the rate of the U.S. economy
as a whole. Yet, according to the copyright industries, American
companies lose $18 to $20 billion every year due to international
piracy of copyrighted works.

@
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But the copyright owners, the content providers, are not anti-
Internet. To the contrary, content providers are an increasingly
healthy and vital component of our information technology indus-
try. Content providers appreciate and will profit from the oppor-
tunity that the Internet provides to distribute their products, pro-
vided, however, that they can be sure the Internet will not reck-
lessly facilitate infringement. They say they would use it more if
they felt less vulnerable.

Similarly, those who provide the Internet or services on the
Internet to service providers are not anticopyright. But under exist-
ing case law, the argument can be made that service providers may
be held liable for the infringing acts of others, acts that the service
providers are not aware of and cannot be aware of in the ordinary
course of their activities.

For example, it might be said that a service provider would be
held liable for the unauthorized posting of copyrighted photographs
on a Web site or electronic bulletin board residing on the service
ﬁovider’s network, regardless of whether the service provider

ew of the posting or exercised any sort of control over the con-
tent of the site. In short, the question is whether consumers will
be able to tap into the Internet’s full potential and whether compa-
nies will continue to invest billions in this industry if massive copy-
right infringement liability is a reality.

Consider the growth of the Internet. From the inception in the
1960’s, the Internet has grown from a relatively small connecting
Defense contractors, universities and the Pentagon to what has
now become a global infrastructure connecting countless independ-
ent networks representing more than 1.3 million domains, with
more than 19.5 million host computers in more than 200 countries.

In the past few years alone, the Internet has more than tripled
in size. According to a recently released Nielsen Media Research
study, nearly one in every four people in the United States and
Canada over the age of 16 are on the Internet. This represents
some 50 million users in the United States and Canada alone, more
than double the number just 18 months ago. Do we want this
growth to be retarded by a series of adverse court rulings or be-
cause content providers are reluctant to make full use of the
Internet? But is our technology horizon far enough away to be able
to intel]iiently legislate for the future? Will technology itself solve
some of the problems that have arisen?

These are just a few of the basic questions that illustrate the dif-
ficulties posed by the opening of the information highway. Others
will be raised in the course of this hearing, and maybe when we
are done the outlines of a solution may be dimly perceived. I hope
gozie than dimly perceived, but I am not counting on a lot. [Laugh-

Y.

Senator LEAHY. Let there be light.

The CHAIRMAN. Yes, let there be light.

I have not introduced legislation on service provider liability be-
cause it is not clear to me at this time what the solution is. Senator
Ashcroft, Congressman Coble, Congressman Goodlatte, and Com-
missioner Lehman have all made proposals. As far as I know, the
content providers and the service providers have not agreed on any
of these proposals.
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Now, I am clear about one thing, however, and that is that I
have an open mind on this issue and will keep an open mind on
this issue. I want to work with both sides to arrive at a mutually
acceptable solution. It is my hope that at the very least we can
begin a productive dialog wherein innovative solutions are consid-
ered and agreed to so that an appropriate balance can be struck
among the property interests of content providers, the desire for a
predictable and fair liability scheme for service providers, and the

ublic’s desire and need to access information. Such a balanced so-
ution will ensure the vigorous operation and expansion of the
Internet.

So I am really happy to have you witnesses here today to testiaf?r
about this. You are experts in your fields, and I have met with all
of you and will appreciate listening to what your suggested solu-
tions are in these areas. I am hopeful that we can come to some
meeting of the minds where we can pass legislation that would ba-
sically be acceptable to all concerned.

We will now turn to my distinguished colleague from Vermont,
the ranking Member of this commitiee, who works very hard in
this area and for whom I have a great deal of respect in this area.

Senator Leahy.

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Senator LEAHY. Thank you, Mr. Chairman, and I appreciate the
fact that we are having this hearing. So people will understand
some of my views—and I will be in and out of the hearing because
of the involvement with the land mines meeting in Oslo that is on-
going, but we have the successful adoption by the World Intellec-
tual Property Organization of two new copyright treaties in Geneva
last December, and that was good news to people in this country,
and actually around the world.

The WIPO Copyright Treaty and the WIPO Performances and
Phonograms Treaty, I think, will help protect intellectual property
rights. I think they can help American creators and copyright-
based companies whose copyrighted materials are subject to in-
fringement, especially online.

Over the past several months, I have spoken and I have written
to Secretary Daley and urged him to transmit without delay the
Administration’s proposal for implementing legislation. That is
where we get into the real details. I was pleased when the Admin-
istration did so in July, and Senator Hatch and I, joined by Sen-
ators Thompson and Kohl, were able to introduce that legislation
on behalf of the Administration on July 31. It is pending before us,
S. 1121. I think it is an excellent start, and I commend the Admin-
istration, the Vice President, Secretary Daley, and Assistant Sec-
retary Bruce Lehman for getting that here. We need to proceed
promptly to deliberation of these important matters. It is some-
thing that we ought to wrap up before the Congress goes home this
year because of the significance of it.

Technological developments are leading to, we all know, impor-
tant advancements and accessibility and affordability of art, lit-
erature, music, film, and information services for Americans and
people all over the world. Vinton Cerf, the co-inventor of the com-
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puter networking protocol for the Internet, recently stated in the
New York Times, “The Internet is now perhaps the most global and
democratic form of communications.”

When I get notes from friends all over the world who send me
something that they picked up either from our press or an article
or something like that and they just sit down and click and I am
sitting in my farm house in Vermont or my office here in Washing-
ton and just get these notes and answers, you suddenly realize that
this is something that goes across all barriers.

We see opportunities to break through those barriers that faced
those of us who live in rural areas, for example, inaccessibility for
a number of things in rural areas, or people with ﬁh sical disabil-
ities; you can use all kinds of examples. So we help democratic
ic%)elals when we make more information and more services avail-
able.

But you have got to properly balance copyright protection to en-
courage and reward creativity, and promote accessibility, and that
is the challenge. Copyright has been the engine that has tradition-
ally converted the-energy of artistic creativity into publicly avail-
able arts and entertainment. Historically, the Government’s role

--  has been to encourage creativity and innovation, and doing that by
protecting copyrights that create incentives.

I think of the Digital Performance Right in Sound Recording Act,
and I was pleased to work with that and with Senator Hatch to
pass that legislation—in many ways, the precursor to the WIPO
treaty. I have been supportive of copyright protection, encryption,
and anticircumvention legislation over the past several years. I
have been trying to find ways to utilize copyright management in-
formation to protect and inform consumers.

Today’s hearings will focus on concerns raised by online service
and Internet service providers regarding their potential lability for
copyright infringement when they are involved in making available
copyrighted material. Neither the treaties nor the implementing
legislation specifically addresses the liability of these commercial
entities for their participation in infringing activities. In this area,
as in others in which competing economic interests are implicated,
I have urged the parties to come together and reconcile their dif-
ferences as best they can.

This is something where we can mandate something, but it
would be far more helpful if some of the conflicting interests could
join together. Nobody is going to get every single thing they want,
but we want to have as much available online as possible. We want
to make it possible for online providers to continue this explosion
of material that is there, but we also know that we are not going
to have the creators and the artists and those whose genius make
the material available in the first place—they are not going to be
ghere if they are unable to at least be rewarded for what they have

one.

So we have an interesting balance. I don’t think it is an insur-
mountable problem, but it is a new challenge created by a tech-
nology that is still evolving. I see Mr. Attaway here and others. I
am sure they think about what it is going to be like when every-
thing is on digital, from movies to music, and when we are doing,
as Mr. Neel knows well, the ability to transmit data at a much
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faster rate than we do today. Computers will chaﬁge, technology
will change, and the delivery systems will improve, and then we
have got a real problem and it is better that we address it today

than after the fact.
So, Mr. Chairman, we are prepared to work with you in any way
we can,

The CHAIRMAN. Thank you, Senator Leahy.
[The prepared statement of Senator Leahy follows:]

PREPARED STATEMENT OF SENATOR PATRICK J. LEAHY

The successful adoption by the World Intellectual Property Organization (WIPQO)
of two new copyright treaties in Geneva last December was ap']grropriatelg' lauded in
the United States and around the world. The WIPO Copyright Treaty and the WIPO
Performances and Phonograms Treaty will help protect intellectual pm(ferty rights
and stand to benefit important American creators and copyright-based companies
whose copyrighted materials are subject to piracy and infringement online.

According to Commerce Secretary Daley, “the treaties largely incorporate intellec-
tual property norms that are already gart of U.S. law.” What these treaties will do
is give American owners of copyrighted material important tools to protect their in-
tellectual prop in those countries that become a party to the treaties. With an
ever-expanding global marketplace, such international protection is critical to pro-
tect American creators and companies and, ultimately, American jobs and the U.S.
economy.

QOver the past several months, I have spoken and written to Secretary Daley urg-
ing him to transmit without delay the Administration’s proposal for implementing
legislation. I was very pleased when the Administration did so in July and that Sen-
ator Hatch and I, joined by Senators Thompson and Kohl, were able to introduce
that legislation on behalf of the Administration on July 31. The legislative gackage
now pending before us, S. 1121, is an excellent start for moving forward, and I com-
mend the Administration, Vice President Gore, Secretary Daley and, in particuler,
Assistant Secretary Bruce Lehman for their hard work on these important treaties
and its implementing legislation.

I hope we will proceed promptly to deliberation on those important matters. That
bill would conform our copyright laws to two new treaty obligations. Specifically, the
treaties obligate the signatories to provide legal protections against circumvention
of technological measures used by copyright owners to protect their works, and
against violations of the integrity of copyright management information which iden-
tifies a work, its author, the coiyright owner and any information about the terms
and conditions of use of the wor

Technological developments, such as the development of the Internet and remote
computer information data bases, are leading to important advancements in acces-
sibility and. affordability of art, literature, music, film and information and services
for Americans and people all over the world. As Vinton Cerf, the co-inventor of the
computer networking protocol for the Internet, recently stated in The New York
Times: “The Internet is now perhaps the most global and democratic form of com-
munications. No other medium can so easily render outdated our traditional distinc-
tions among localities, regions and nations.”

We see opportunities to break through barriers Breviously facing those living in
rural settings and those with physical disabilities. Democratic values can be served
by maling more information and services available.

Properly balancing copyright protection to encourage and reward creativity, while
promoting accessibility is our challenge. Ours is a time of unirecedented challenge
to copyright protection. Copyright has been the engine that has traditionally con-
verted the er'x:?axl‘fy of artistic creativity into Eublicly available arts and entertain-
ment. Historically, the government’s role has been to encourage creativity and inno-
vation by protecting colg'rights that create incentives for the dissemination to the
g;xblic tio new works and forms of expression. That is the tradition which I intend

continue.

I was glad to have played a role in the development and enactment of The Digital
Performance Right in Sound Recording Act, Public Law No. 104-39. That legislation
served in many respects as the precursor to the WIPQ treaty on performance rights
adopted last December. Performance rights for sound recordings is an issue that has
been in dislfute for over 20 years. I was delighted in 1995 when, with Senator
Hatch’s leadership, we were finally able to enact a U.S. law establishing that right.
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I believe that musicians, singers and featured performers on recordings ought to
be compensated like other creative artists for the public performances of works that
they create and that we all enjoy. I wanted companies that export American music
not to be disadvantaged internationally by the lack of U.S. recognition of such a per-
formance right. Most of all, I wanted to be sure that our laws be fair to all parties—
to performers, musicians, songwriters, music publishers, performing rights societies,
emerﬁing companies expanding new technologies and consumers and the public.

I have also been supportive of copyright protection, encryption and anti-
circumvention legislation over the past several years and been working on ways to
utilize copiright management information to protect and inform consumers.

Today's earing will focus on concerns raised by online service and Internet serv-
ice providers (OSP/ISPs) r:garding their potential liability for copyright infrin,
ment when they are involved in making available copyn;thed material, Neither the
treaties nor the implementing legislation specifically address the liability of these
commercial entities for their participation in mfr.u:\gm%l activities. In this area as in
others in which competing economic interests are implicated, I have urged the par-
ties to come together and reconcile their differences as best they can.

In addition fo pressing forward on WIPO implementing legislation, another sig-
nificant intellectual property issue that was raised last year in Geneva but left un-
resolved was the question of the scope of legal protection accorded data bases. Rec-
gﬂﬂzing the importance of this issue to creators and users of data bases, Chairman

tch earlier this year asked the Copyright Office to conduct a study on protection
of data bases. Late last month, I understand, the Copyright Office issued a detailed
report on the subject of legal protection for data bases. This is an issue of both do-
mestic and international imcgortance and also needs careful review by Congress. It
is yet another area in which we will be called upon to balance protection for the
substantial investments of data base creators against unauthorize copiying and dis-
semination with our interests in encouraging access to information for American
consumers, including our scholars, educators, researchers and scientists.
frg jo;u}i the Chairman in welcoming the witnesses today and look forward to hearing

m them.

The CHATRMAN. We are pleased to have a distinguished panel of
witnesses with us today who represent the major industries and in-
terests affected by the issues we will be discussing throughout the
course of this debate. Naturally, we are going to look forward to
hearing from each of you and hearing what you have to say on
these matters.

Our first witness will be Mr. Fritz Attaway, who is the senior
vice president for government relations and Washington general
counsel to the Motion Picture Association of America. Mr. Attaway
first joined the Motion Picture Association more than 20 years ago
and has long been active in copyright and international trade is-
sues in both the Government and the private sector. I have been
privileged to work with Fritz and the Motion Picture Association
over the years and I look forward to your testimony today.

Following Mr. Attaway’s testimony, we will be pleased to hear
from Mr. Cary Sherman, who was appointed senior executive vice
president and general counsel to the Recording Industry Associa-
tion of America earlier this year. Prior to joining the Recording In-
dustry Association, Mr. Sherman was a senior partner at the
Washington, DC, law firm of Arnold & Porter, where he headed the
firm’s intellectual property and technology practice group. So we
are really pleased to have you with us here today and look forward
to your testimony.

We will then hear from Mr. Dan Burton, from my home State of
Utah, who is vice president for Government Relations at Novell,
Inc., based in Orem, UT. Novell is the world’s leading network soft-
ware provider. Mr. Burton joined Novell in 1995: Prior to that, he
served as president of the Private Sector Council on Competitive-
ness. He is a member of the Council on Foreign Relations, the
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chairman of the Government Affairs Committee of the Software
Publishers Association, and former chairman of the Public Policy
Council of the Business Software Alliance. So we welcome you,
Dan, and look forward to your testimony.

We will next hear from Mr. George Vradenburg, who was named
this year as senior vice president and general counsel to America
Online, Inc. Prior to joining AOL, he was a partner in the Los An-
geles law office of Latham and Watkins, where he co-chaired the
firm’s entertainment, sports, media industry practice group. He
was also senior vice president and general counsel with CBS and
executive vice president at Fox., Mr. Vradenburg will be testifying
on behalf of the Ad Hoc Copyright Coalition, which represents more
than 1,400 Internet service providers, content providers, and tele-
phone companies. So we welcome you, Mr. Vradenburg, and look
forward to your testimony.

After Mr. Vradenburg, we will turn to Mr. Roy Neel, who is the
president and chief executive officer of the United States Telephone
Association, USTA. USTA is the primary trade association of local
telephone companies representing more than 1,100 telephone com-
panies. Prior to joining the USTA, Mr. Neel served as deputy chief
of staff to President Clinton and was an aide to Vice President
Gore during his entire 16-year tenure in both the House and the
Senate, serving as his chief of staff for the 6 years leading up to
his election to the Vice Presidency. So we are happy to have you
here, Roy, and look forward to hearing you.

Finally, we will be pleased to hear from Professor Robert Oakley,
who will testify on behalf of the American Association of Law Li-
braries and 17 other prominent educational and library associa-
tions. For the past 14 years, Professor Oakley has been the director
of the law library and professor of law at the Georgetown Univer-
sity Law Center. He has been an active member of the American
Association of Law Libraries for nearly a decade. So we surely look
forward to your important testimony today on behalf of the edu-
cational and library communities.

So let us turn to you, Mr. Attaway, and we will be——

Senator Leary. Mr. Chairman, I am glad to see Georgetown Law
School represented. I just happen to mention that for no particular
reason other than having graduated from there.

The CHAIRMAN. Well, don’t anybody hold that against George-
town is all I can say. I know it is a fine school.

Senator LEAHY. Yes, thank you very much, for those of us who
love it, to quote another New Englander.

The CHAIRMAN. Now, we are going to limit you to 5 minutes be-
cause we do have a potential problem. There may be an objection
to meeting after the 2 hours and they may invoke that rule. If that
is so, we only have an hour to hold this hearing, and I would like
to hold it in an hour anyway. [Laughter.]

So if you can limit yourselves to 5 minutes. I know you do have
a slide presentation and it may take a little bit longer. We will
allow for that, but if you can, we would be very appreciate., So
when you see that red light go on, I hope you will stop or just sum
up in a few seconds.
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PANEL CONSISTING OF FRITZ E. ATTAWAY, SENIOR VICE
PRESIDENT, GOVERNMENT RELATIONS, AND WASHINGTON
GENERAL COUNSEL, MOTION PICTURE ASSOCIATION OF
AMERICA, WASHINGTON, DC; CARY H. SHERMAN, SENIOR EX-
ECUTIVE VICE PRESIDENT AND GENERAL COUNSEL, RE-
CORDING INDUSTRY ASSOCIATION OF AMERICA, WASHING-
TON, DC; DANIEL BURTON, VICE PRESIDENT, NOVELL,
OREM, UTAH, ON BEHALF OF THE BUSINESS SOFTWARE AL-
LIANCE AND THE SOFTWARE PUBLISHERS ASSOCIATION;
GEORGE VRADENBURG, 1II, SENIOR VICE PRESIDENT AND
GENERAL COUNSEL, AMERICA ONLINE, INC., DULLES, VA,
ON BEHALF OF THE AD HOC COPYRIGHT COALITION; ROY
NEEL, PRESIDENT AND CHIEF EXECUTIVE OFFICER, UNITED
STATES TELEPHONE ASSOCIATION, WASHINGTON, DC; AND
ROBERT L. OAKLEY, DIRECTOR OF THE LAW LIBRARY AND
PROFESSOR OF LAW, GEORGETOWN UNIVERSITY LAW CEN-
TER, WASHINGTON, DC, ON BEHALF OF THE AMERICAN AS-
SOCIATION OF LAW LIBRARIES

STATEMENT OF FRITZ E. ATTAWAY

Mr. ArrawaY. Thank you for giving me the ogportu.nity to be
here today. Ordinarily, this seat would be taken by Jack Valenti.
Unfortunately, he had to represent the U.S. film industry at film
festivals in Italy and France. ’

Senator LEAHY. Poor baby.

The CHAIRMAN. It sounds like hard duty. [Laughter.]

Senator LEAHY. The chairman and I will send him a condolence
note right away. .

Mr. ATTAWAY. I was going to say I am sure that you all share
with me deep sympathy for the sacrifices he is making on behalf
of the country.

The CHAIRMAN. We have noticed those sacrifices over the years.

Mr. ArrAwAy, The issues that we are here to discuss today have
been the subject of a great deal of talk recently. I hope that today
we can help you separate the facts from some of the speculation
that you have heard.

Mr. Chairman, you have already mentioned the importance of
the copyright industries to the economy, to the United States, both
in terms of export revenues and gross domestic product and jobs.
The copyright industries generally, and the motion picture industry
specifically, are very excited about the explosive growth of the
Internet and other forms of digital distribution for copyrighted
works. We know that this new technology will allow us to reach
more markets faster, with greater diversity of products, and the
American consumer and consumers around the world will have
easy access to more entertainment choices than ever before.

But it is also no secret that our excitement about these new fron-
tiers is tinged with anxiety. The very same technology that facili-
ties the legitimate distribution of our creative products around the
world can also be used to facilitate copyright piracy.

Internet piracy is not a “maybe” problem or a “could be” problem
or a “someday” problem. It is a problem, a very serious one, here
and now, today. Today, Internet piracy focuses on computer pro-
grams, video games and, increasingly, recorded music. Movies and
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videos are not much in evidence yet. That is because the audio-vis-
ual content is so rich in information that it cannot yet move easily
through the digital network. The volume of flow is simply too great
for some of the pipes. But we also know that our present reprieve
is only temporary. The same technology that will smooth the way
for l:fitimate delivery of video on demand over digital networks
will also prime the pump for copyright pirates.

MPAA is very familiar with video pirate marketplaces. In China,
in Russia, in Italy, in scores of other countries around the world,
video pirates steal more than $2 billion of our intellectual property
each and every year. We know that the next battleground will be
in cyberspace, a virtual pirate bazaar that, in scope, volume and
agility of operation, may dwarf those that we are fighting today.

Today, the pirate who obtains by stealth or malfeasance a copy
of the latest blockbuster picture must cope with formidable dis-
tribution problems. Physical copies must be smuggled across bor-
ders, duplicated, warehoused, and parceled out to distributors be-
fore reaching the ultimate consumer. Digital networks will soon
make this complex and dangerous undertaking cheap and simple.

It will be technically possible for the pirated master to be
digitized, posted on the Web, and made available to Net surfers
around the world. It will also be possible to download the master
over the Internet to a digital video recorder half a world away, and
that can churn out thousands of pristine, perfect copies at the
touch of a button for immediate distribution to customers. This is
the context in which this committee should take a long, hard look
at the question of online service liability.

Most of the millions of OSP and ISP customers are law-abiding
and ethical, but OSP’s and ISP’s can also be a critical link in the
chain of Internet piracy. OSP’s and other telecommunications com-
panies must shouﬁler their fair share of this burden. Of course, we
as copyright owners must take the lead, but the cooperation of
service providers is essential.

Our copyright law must provide the right incentives to stimulate
that cooperation. Accountability under appropriate circumstances
for copyright violations committed by network users is one of the
legal incentives provided under the copyright law.

Some service providers have painted a nightmare scenario of
their future. Unless the copyright law is changed to immunize
them, they foresee a flood of liability and litigation. This committee
must cast a cold eye on those predictions. They fly in the face of
experience of the first few years of the Internet revolution. The
feared flood of infringement litigation has never materialized. In
fact, it is remarkable how few lawsuits have been brought against
OSPs and ISPs.

The growth rates of the business of providing access to the
Internet are astronomical. The Interactive Services Association es-
timates that revenues from providing Internet access nearly quad-
rupled between 1995 and 1997. Over the same time span, the num-
ber of households in North America with online service more than
doubled. The subscriber base of the single leading OSP alone,
American Online, just reached 9 million, 3 times the total of just
2 years earlier. The forward velocity of Internet growth is ap-
proaching warp speed, and if, as some telecommunications compa-
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nies claim, the copyright lability issue is a drag on that momen-
tum, mere mortals have been unable to detect it.

You may hear the argument that giving service providers full or
partial immunity from copyright infringement liability is something
the United States must, or at least should do in order to implement
the two new treaties negotiated last year at the World Intellectual
Property Organization. You should reject these arguments because
they are manifestly untrue.

Ratifying and implementing the treaties is a top priority for the
United States. If online service provider liability is injected into
this mix, the level of complexity and controversy will make a quan-
tum leap. Any hope of rapid U.S. implementation of the treaties
within the I-year timeframe set by President Clinton will be
dalslhed, and with it the position of leadership on global copyright
policy.

Mr. Chairman, the facts before us include no hard evidence that
existing copyright law is imposing unreasonable or debilitating li-
ability on OSPs or ISPs. There is hard, confirmable evidence that
my industry alone is losing over $2 billion to pirates each and
every year, and that piracy in the digital world will become even
more costly. I respectfully urge you to act on the basis of facts, not
speculation. If you do, you will act to strengthen the copyright law,
not to weaken it.

Thank you very much.

The CHAIRMAN. Thank you.

[The prepared statement of Mr. Attaway follows:]

PREPARED STATEMENT OF FRITZ E. ATTAWAY

Chairman Hatch, members of the Committee, my name is Fritz Attaway and I
am Senior Vice President and Washington General Counsel of the Motion Picture
Association of America. I am pleased that this Committee is taking a preliminary
look at the liability issues associated with copyright infringements that occur online.
These issues deserve a long hard look before considering any proposals to change
the copyright law in this area.

This Committee is particularly well situated to give this issue the long hard look
that is required. I know you realize how important the creative industries are to
this country’s economy and our nation’s position in global trade. You fully appreciate
that the industries that depend on copyright—such as publishing, software,
videogames, music and recordil:ﬁs, as well as the motion picture industry—contrib-
ute a quarter-trillion dollars each year to the U.S. Gross Domestic Product. You also
understand about the three million American jobs that are directly dependent on
these industries, and about an equal number that are generated indirectly. You also
know that these industries account for over $50 billion in orts and foreign sales
each year, creating an enormous plus in our nation’s trade ledgers.

The copgright industries generally, and the motion picture industry s&eciﬁcally,
are excited about the explosive growth of the Internet and other forms of digital dis-
tribution of copyrighted works. We know that this new technology will allow us to
reach more markets faster, with a greater diversity of products, and with less ex-
pense and hassle, In the long run—and, very probably, sooner than we think—digi-
tal networks could be an incredible bonanza for the American consumer, and for
consumers around the world, who will have easy access to more entertainment
choices than ever before,

But it is no secret that our excitement about these new frontiers is tinged with
anxiety. The very same technology that facilitates the legitimate distribution of our
creative products around the world also can be used to facilitate copyright piracy.
The theft of the intellectual property that is the basis for the great economic and
cultural success story that our industry represents. .

Internet piracy is not a “maybe” problem, a “could be” problem, a “might someday
be” problem. It is a problem—a serious one—here and now. In odd corners of the
‘World Wide Web, in linked sites based in Europe, Asia and Australia as well as the
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U.S., a pirate bazaar is underway. Its customers span the globe, wherever the
Internet reaches, and its wares are the fruits of American creativity and ingenuity.

Today, Internet piracy focuses on computer programs, videogames, and, increas-
ingly, recorded music. Movies and videos are not much in evidence—yet. That’s be-
cause our audio-visual content is so rich in information that it can’t yet move easily
everywhere in the digital network—the volume of flow is too great for some of the
pipes. We know that the reprieve is temporary, however. The same technology that
will smooth the way for legitimate delivery of video on demand over digital net-
works will also prime the pump for copyright pirates.

MPAA is very familiar with the great video pirate marketplaces of today. In
China, in Russia, in Italy, in scores of other countries, video pirates steal more than
$2 billion of our intellectual property each year. By spending millions of dellars on
anti-piracy campaigns, and with the invaluable help of Congress and of the Execu-
tive Branch, we’re making great progress in the fight a%ainst these physical pirate
bazaars. But we know that the next battleground will be in cyberspace: a virtual
pirate bazaar that—in scope, volume and agility of operation—may dwarf those we
are fighting today.

The Internet will be the crucial link in the pirate operations of tomorrow. Teday,
the pirate who obtains, by stealth or malfeasance, a copy of the latest blockbuster
picture before it is even released in the theaters must cope with formidable distribu-
tion problems. Physical copies must be smuggled across borders, duplicated,
warehoused and parceled out to distributors before reaching the ultimate consumer.
Digital networks will soon make this complex and dangerous undertaking cheap and
simple. It will be technically possible for the pirate master to be digitized, posted
on the Web, and made available to Net surfers all over the world. It will also be
possible to download the master over the Internet to a digital video recorder half
a world away, that can churn out thousands of pristine, perfect copies at the touch
of a button, for immediate distribution to customers. By the time those pirate digital
copies hit the street, the pirate web site will have disappeared, to be set up anew
tomorrow in a different country, where a different current hit will be available,

This is the context in which this Committee should take its long, hard look at the
question of online service provider (OSP) liability. Let’s be clear right up front: most
of the millions of customers of OSPs and Internet service providers (ISPs) are law-
abiding and ethical. They use these services to reach the “Net for perfectly legiti-
mate purposes: to communicate by electronic mail; to participate in online commu-
nities of shared interests; to access news and information; and to reach the mush-
rooming number of legitimate, authorized sites that offer entertainment, including
sites affiliated with all of our studios. But at the same time, OSPs and ISPs can
also be a critical link in the chain of Internet piracy. None of the piracy scenarios
Tve outlined could take place without the use of these services. The questions before
this Committee are: who is responsible—and who is accountable—for copyright in-
fringements that take place over digital networks? If no one is responsible—or if no
one is accountable—then how will we stop the flood of piracy that will surely follow?
And, what recourse does an author, songwriter or movie producer have to recover
the income lost due to online theft?

OSPs and other telecommunications companies have a key role to lSlay in ensur-
ing that this nightmare scenario never comes to pass. They must shoulder their fair
share of this burden. Of course copyright owners must take the lead; our vigilance
is absolutely essential in combating the growth of Internet-based piracg. But so is
the cooperation of the service providers. OQur copyright law must provide the right
incentives to stimulate that cooperation, Acccuntability, under appropriate cir-
cumstances, for cogy'right violations committed by network users is one of the legal
incentives provided under current law.

Some service providers have painted a nightmare scenario of their own. Unless
the copyright law is changed to immunize them, they foresee & flood, not of Internet
piracy, but of lability litigation. They assert that the burden of taking steps to pre-
vent and detect online pira% will be crushing, that it will stunt the growth of the
Internet and take down with it many of the high-flying cyberspace ventures that
the World Wide Web has spawned.

This Committee must cast a cold eye on those predictions. They fly in the face
of the experience of the first few years of this Internet revolution.

The feared flood of infringement litigation has never materialized. In fact, it is
remarkable how few lawsuits have been brought in which copyright owners seek to
hold OSPs or ISPs ﬁnanciallg responsible for infringements committed on their net-
works. This should tell the Committee that the incentives provided by current law
are working pretty well to encourage cooperation between copyright owners and
service providers in the fight against piracy. I know that in many instances, motion
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icture companies and online service providers have worked together quickly, quiet-
y and effectively to nip such situations in the bud.

Of those few cases that have gone to court, none has resulted in the imposition
of debilitating damage awards on an “innocent” OSP or ISP that had no involve-
ment, other than providing network services, in infringing activity. Where providers
have been held liable, it's quite clear that they were well aware of, or were even
active participants in, the violations enabled by their services.

As for the assertion that the threat of infringement liability is a sword of Damo-
cles poised over the jugular vein of the Internet—it simply is not so! The growth
rates of the business of providing access to the Internet are astronomical. The Inter-
active Services Association estimates that revenue for providing Internet access
nearly quadrupled between 1995 and 1997; over the same time span, the number
of households in North America with online access more than doubled. The sub-
scriber base of the single leading OSP alone, America Online, just reached 9 million,
three times the total of 2 years earlier. These statistics are the envy of many other
sectors of the U.S. economy, including our own. The forward velocity of Internet
growth is approaching warp speed; and if, as some telecommunications companies
claim, the copyright hability issue is a drag on that mementum, mere mortals have
been virtually unable to detect it.

the Committee takes its long, hard look at this issue of online service provider
liability, it will see a legal status quo that functions well. Over many decades, the
courts have developed doctrines of vicarious and contributory liability that deter-
mine when one party—such as a service provider—can justly be held responsible for
copyright infringements that are directly committed bg' another party—such as net-
work users. In the few lawsuits that have been decided so far, the Federal courts
have begun to apply these doctrines to the Internet environment, and the results
show no threat of imminent doom to service providers. Before jumping straight to
legislative “fixes” of the online liability “problem,” Congress must specifically iden-
tigrl what—if anything—is broken in the current law. In other words, it should ap-
roach this issue with care, caution and a respect for continuity in our copyright
aw. If it does so, I believe it will conclude that any change in the statute on thi
issue is, at best, premature.

You may hear the argument that giving service providers full or partial immunity
from copyright infringement liability is something the United States must do in
order to implement the two new treaties negotiated last year at the World Intellec-
tual Property Organization. You should reject that argument because it is mani-
festly untrue. Some countries did propose that the treaty be written in a way that
would require ratifying countries to establish these immunities; but all those pro-
posals were firmly rejected in Geneva. The treaty as actually drafted gives the Unit-
ed States, and every other country, sufficient latitude to craft the lability rules that

" best fit their own particular legal systems, so long as the law secures the rights
guaranteed by the treaties and provides adequate remedies to deter and punish

piracy.

I af;o urge you to approach with skepticism a variation on this argument that will
certainly be put forward by some of our colleagues in the telecommunications busi-
ness. It may be true, they will concede, that OSP liability relief isn’t required in
order to implement the treaties, but Congress should handle these issues in tandem
anyway. Let me give you three reasons why you should resist this siren song.

First, ratifying and implementing the treaties should be a top priority for the
United States. Implementing legislation already must address some controversial
and complex issues, such as how best to outlaw circumvention of technologies used
to protect copyrighted material against unauthorized access and copying. If online
service provider liability is injected into this mix, the level of complexity and con-
troversy will take a quantum leap, Any hope of rapid U.S. implementation of the
treaties within the I1-year timeframe set by President Clinton earlier this month will
go_a-glimmering, and with it the U.S. position of leadership on global copyright

policy.

Second, if treaty implementing legislation is expanded to embrace issues that are
extraneous to the requirements of the treaties, it wont stop with OSP liability.
There will be plenfri' of other co;&ﬂght ornaments to hang on this legislative Christ-
mas. tree, thus er clouding the prospects for rapid U.S. adherence.

Third, even if OSP/ISP immunity legislation is “linked to,” rather than “incor-

orated in,” legislation’ to implement the new treaties, that subtle distinction will
e completely lost on one of the important audiences for this exercise: governments
around the world who are looking to the U.S. to lead the way into the new level
of international copyright standards that these treaties represent. If these countries
perceive that the U.S. is relaxing its liability standards at the same time that it
1s implementing the treaties, they will do likewise. I have confidence that if the
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Congress of the United States chooses to go this route, it will ensure that strong
and effective remedies v;iainst Internet-based piracy are preserved. I have no con-
fidence that the same will be true in the legislatures of countries arcund the world
which are already hotbeds of video piracy.

As more and more of our trade in copyrighted materials moves to digital net-
works, we must remember the truism that any chain is only as strong as its weak-
est link. If we were to change our law to further limit the liability of OSPs and
ISPs, the weakening of that worldwide chain of copyright protection would be a
clear and present danger to a very substantial segment of our economy.

OSPs and ISPs are essential to the future of electronic commerce. So are content
providers who will create much of what travels over the electronic highway. OSPs
and ISPs should not be Cplaced in jeopardy by laws that subject them to unfair and
unreasonable liability. Content providers should not be denied copyright protection
which is essential to their existence.

The facts before us include no hard evidence that existing copyright law is impos-
ing unreasonable or debilitating liability on OSPs and ISPs. There is hard, confirm-
able evidence that my industry alone is loging over $2 billion to pirates each and
every year, and that piracy in the digital world will become even more costly.

I respectfully urge you to act on the basis of facts, not speculation. If you do, you
will act to strengthen the copyright law, not weaken it.

Thank you for your attention.

The CHAIRMAN. Mr. Sherman.

STATEMENT OF CARY H. SHERMAN

Mr. SHERMAN. Thank you, Mr. Chairman and members of the
committee, for the opportunity to testify today on Internet piracy
and online liability. My name is Cary Sherman and I am the senior
executive vice president and general counsel of the Recording In-
dustry Association of America.

The Internet presents the music industry with tremendous op-
portunities. Record companies and artists can interact directly with
consumers about the music they create. Our Web sites provide de-
tailed information about artists, tour schedules, upcoming releases,
and sound clips of current songs. We can also garner interest in
new bands by giving consumers online access to audio and video
clips that they may not hear on the radio or see on MTV. Already,
some companies are experimenting with the online delivery of
music directly to consumers. In short, the Internet offers an en-
tirely new medium for the communication of music to a global mar-
ketplace.

Most people who access the Internet do so with personal comput-
ers. They were in 19 million U.S. homes in 1985. By the year 2000,
they will be in 154 million homes in the United States and half a
billion worldwide. The growth of the Internet can only be described
as phenomenal. Just look at the purple on these slides to see how
the Internet has connected virtually the entire planet in just the
last 5 years.

What are all these people accessing on the Internet? Information,
information that is stored on computer servers. There were 213
servers in 1981. Today, there are 60 million. By the year 2001, we
expect to see 110 million servers.

What does this growth mean? A greatly expanded market for our
music. Already, record retailers, record companies, new startup la-
bels, and artists themselves are going online to offer their music
directly to the consuming public. The ways through which consum-
ers can access music are multiplying. Here are just a few examples
of the new businesses sprouting up all over the Internet.
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Retailers like Tower Records use a Web site to enable their cus-
tomers to sample music. They can then place their order electroni-
cally and have the CD shipped right to their home. A new online
company, superSonic BOOM, just announced that surfers can pick
their favorite songs from a catalog of 30,000 jazz and oldies hits
and create their own personalized CD’s.

The Internet Underground Music Archive site lets users check
out new bands and artists organized by genre and even location.
J-Bird Records, the World Wide Web’s first recording label, offers
consumers the opportunity to purchase music from the artists
signed to this cyberlabel. And, finally, Music Boulevard has begun
to download music directly to consumers, selling music electroni-
cally instead of on physical discs.

Unfortunately, the rapid growth of the Internet also means peril
for our industry. Our recordings are easily copied to a computer
hard drive. Once on the computer, those copies can be uploaded to
the Internet with the push of a button without the knowledge or
authorization of the record companies, artists, songwriters, or mu-
sicians who created the music. And once the recordings are on the
Internet, they are available to be downloaded by millions of users.

How do Internet users find these recordings? It is easy. This
slide shows how a typical search engine points users to sites, some
of which brazenly announce that they offer pirate songs. This slide
shows once of those sites featuring hundreds of full-length songs
listed alphabetically by artist, available for download by anyone,
anywhere, at any time. This is what a downloaded recording
sounds like.

[Sound recording demonstrated.]

Mr. SHERMAN. In case you don't recognize it, this is from the
“Evita” soundtrack, and as you can hear, the sound quality is vir-
tually indistinguishable from that of a compact disc. Songs by art-
ists such as Mariah Carey, the Rolling Stones, the Police, Sheryl
Crow—they are all available for download in near CD quality and
they are all unauthorized.

Here is another example of a pirate site, “Jon’s Take But Don’t
Tell Page.” No doubt about the intent here. [Laughter.]

How long would it take you to copy the song we were listening
to? About the same amount of time as it takes to listen to it. But
using newer cable modem technology that is being rolled out into
homes across the river in Alexandria right now, that song can be
downloaded in a fraction of a second. Using a cable modem, a full
1-hour compact disc will be able to be downloaded in just 3 min-
utes. And once a user has downloaded those songs, they can be
;CﬂByed back at any time as if the user had actually purchased the

Mr. Chairman, imagine the impact on the songwriters, artists,
musicians, background vocalists, record companies, and all the
other creators of American music when their new single is sent up
over the Internet with a potential of reaching millions of users
worldwide with the click of a mouse. Imagine, also, the impact that
pirate sites will have on companies, small and large, and artists
who are attempting to build legitimate music businesses on the
Internet. Why would anybody buy music from a Web entrepreneur
when the same music is available from a Web pirate for free?
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The good news is that current copyright law appears for now to
be flexible enough to handle the new, ever-changing technology of
the Internet. Just a few months ago, relying on well-established
principles of copyright law, RIAA brought infringement actions
against three music archive sites. Federal courts in New York,
Texas, and California had no difficulty concluding that the opera-
tors of those sites were infringers and they issued restraining or-
ders accordingly. ’

Note that the defendants in these cases were the individuals who
operated the sites, not the Internet service providers or the tele-
phone companies that provided Internet service to them. In fact,
the Internet service providers were generally cooperative in provid-
ing information.

Several witnesses will testify today that the copyright law should
be changed to provide exemptions from copyright liability for
Internet access providers, or IAP’s. They argue that copyright li-
ability will stifle the growth of the Internet, chill investment in
companies that provide Internet access, and unfairly harm their
companies when they have no control over or knowledge of what
users may be doing on their network.

Frankly, we don’t see it. Look at some examples in today’s world.
In theory, bookstores are all technically at risk that they are com-
mitting or contributing to copyright infringement by virtue of their
ordinary day-to-day business operations. The same can be said for
printers, record retailers, book and magazine publishers, TV broad-
casters, and scores of others.

Bookstore owners can’t know the content of every book they sell.
Magazine publishers can’t know whether every word or picture
they distribute is noninfringing. Yet, you don’t see any of them
quaking in their boots or clamoring to Congress for an exemption.
What makes Internet access providers any different?

Nor are we aware of any onslaught of debilitating lawsuits that
threaten the very foundation of the Internet. We count only a
dozen or so decisions dealing with copyright liability on the
Internet and only a couple of them have involved IAP’s, and the
one decision dealing directly with the issue of IAP liability came
out on the side of the IAP.

Where, then, is the crisis? What is it precisely that we are trying
to solve, and why should we be trying to solve anything by changes
to the law when it is very possible that in the near future we will
be able to use new technologies to deal with the infringement is-
sues that technology has created?

Mr. Chairman, any proposal to exempt Internet access providers
from copyright liability is a solution in search of a problem. We
don’t have a problem now, but if we try to legislate a solution, we
most surely will have a problem in the future. Removing the possi-
bility of liability would eliminate the incentive for Internet access
providers to help deter infringements. It would discourage them
from working with the creative community to combat online piracy.
We need cooperation, not immunity.

Copyright protection is important to all of us and it is critical to
the growth of legitimate electronic commerce on the Internet. You
know the old saw, “If it ain’t broke, don't fix it.” Let us not jeopard-
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ize the copyright protection we all need by trying to fix a copyright
system that is working, and working well.

Thank you very much.

The CHAIRMAN. Thank you.

[The prepared statement of Mr. Sherman follows:]

PREPARED STATEMENT OF CARY H. SHERMAN

Thank you, Mr. Chairman, Senator Leahy, and members of the Committee, for
the o;gmrtunity to testify today on Internet piracy and online liability. My name is
Cag herman, and I am the Senior Executive Vice President and General Counsel
of the Recording Industry Association of America. The RIAA is the trade association
representing the sound recordiﬁg industry in Washington. The RIAA’s member com-
panies create, manufacture and/or distribute ap&ro:dmately 90 percent of all legiti-
mate sound recordings produced and sold in the United States.

The Internet presents the sound recording industry with tremendous o;g)ortuni—
ties. Record companies and artists can interact directly with consumers about the
music they create, Qur websites now provide detailed information about artists, tour
schedules, upcoming releases, and sound clips of current songs. We can also garner
interest in new bands by giving consumers online access to audio and video clips
that they may not hear on the radio or see on MTV. And, already, some companies
are experimenting with the online delivery of music directly to consumers, on de-
mand. In short, the Internet offers an entirely new medium for the communication
of music to a global marketplace.

Most people who access the Internet do so with personal computers. In 1985, per-
sonal computers could be found in 19.1 million homes in the United States. Just
10 years later, this figure had reached 91.5 million, and it is estimated by the year
2000 to climb to 154 million homes. Worldwide, were talking about more than a
half billion PCs in people’s homes.

The growth of the Internet can or;:lg be described as phenomenal. Just look at the
purple on these slides to see how the Internet has connected virtually the entire
planet in the last 5 years.

What are all these people accessing on the Internet? Information that is stored
on computer servers. There were just 213 servers in 1981; today there are 16 mil-
lion. By the year 2001, this figure is expected to explode to an astonishing 110 mil-
lion servers.

What does this growth mean? It means a grea’cclly expanded market for our music,
just like for other creative works, Already, record retailers, record companies, new
startup labels and artists themselves are going online to offer their music directly
to the consuming public. While we do not anticipate traditional retail outlets to dis-
appear, the ways through which consumers can access music will multiply. Today,
we are seeing these new businesses sprout up all over the Internet. Here are just
a few examples:

tailers like Tower Records use a website to enable their customers to sample
music; they can then place their order electronically and have the CD shipped right
to their home; superSonic BOOM is a new online company that announced just last
month that surfers at its website can pick their favorite songs from superSonic
BOOM’s catalog of 30,000 jazz and oldies hits to create their own personalized CDs;
TUMA, or the Internet Underground Music Archive site, lets users check out new
bands and artists, organizing this information by genre and even location; the site
ets 250,000 “hits” every day and thus provides enormous exposure to the bands;
—Bird Records is the worldwide web’s first recording label, offering consumers who
visit their virtual record store the opportunity to purchase music from the artists
signed to this cyberlabel; and finally, Music Boulevard has begun to download music
directly to consumers—selling music electronically instead of on physical discs.

As you can see, the Internet holds great promise for electronic commerce for music
and other forms of entertainment.

Unfortunately, the rapid growth of the Internet also means that the peril faced
by our industry is of the same magnitude. Our sound recordings are easily copie
to a2 computer hard drive. Once on the com&uter, those co;fies can be “uploaded” to
the Internet with the push of a button without the knowledge or authorization of
the record companies, artists, songwriters or musicians who created the music. And
once the recordings are stored on gervers on the Internet, they are available to be
downloaded by mﬁh ions of users.

How do Internet users find these recordings? It’s easy. They can use any number
of popular search engines to identify sites that contain sound recordings. %his slide
shows how a typical search engine points users to hundreds of sites, some of which
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brazenly announce that they offer “pirate songs.” This slide shows one of those sites
featuring hundreds of full-length songs, listed alphabetically b,f artist, available for
download by anyone, anywhere, at any time. This is what a downloaded recording
sounds like. (In case you don’t recognize this track, this is Madonna J)erfogmiqg her
current hit from the “Evita” soundtrack). As you can hear, the soun ty is vir-
tually indistinguishable from that of & comgact disc. Songs by artists such as
Marigh Carey, the Rolling Stones, the Palice, Sheryl Crow—they're all available for
download, in near CD-quality; and they’re a1l unauthorized.

Here’s another examﬁle of a pirate site—"Jon’s Take But Don't Tell Page.” No
doubt about the intent here. Also, notice that when we downloaded this site, it had
already received more than 36,000 visitors in a 3-month period.

How long would it take you to copy the song we're listening to now? Right now,
this song can be downloaded in about the same amount of time as it takes to listen
to it. But using newer cable modem technology that is being rolled out into homes
across the river in Alexandria right now, this song can be downloaded in a fraction
of a second. Just last week, Jones Communications announced that it will ba;in of-
fering héﬁlh-speed Internet connection through cable modems in Prince William
County this menth. Using a cable modem, a full 1-hour compact disc will be able
to be downloaded in just 3 minutes. And, once a user has downloaded those songs,
they can be played back at any time, as if the user had actually purchased the CD.

Mr. Chairman, imagine the impact on the songwriters, artists, musicians, back-
ground vocalists, record companies, and all the other creators of American music
when their new single is sent up over the Internet with a potential of reaching mil-
lions of users worldwide with a click of a mouse. Thievery has reached new heights.
Imagine, also, the impact that pirate sites will have on companies—small and
large—and artists who are attempting to build legitimate music businesses on the
Internet. Why would anybody buy music from a web entrepreneur when the same
music is available from a web pirate for free?

The good news is that current copyright law appears, for now, to be flexible
enoutih to handle the new, ever-changing technology of the Internet. Just a few
months ago, relying on well-established principles of copyright law, RIAA brought
infringement actions against three Music Archive Sites, including the one I dem-
onstrated earlier. Federal courts in New York, Texas and California had no dif-
ficulty concluding that the operators of these Music Archive Sites were violating the
rights of sound recording copyright owners, and they issued restraining orders ac-
cordingly. Note that the defendants in these cases were the individuals who oper-
ated the sites, not the Internet service providers or the telephone companies that
provided Internet service to them. In fact, the Internet service providers were gen-
erally helpful and cooperative in fpmvidiug relevant information once they learned
of the infringing conduct of the defendants.

Several witnesses will testify today that the copyright law should be changed to
provide exemgtions from copyright Liability for online service providers and Internet
service providers (such as telephone companies). These Internet Access Providers,
or IAPs, argue that copyright liabili wﬂf stifle the growth of the Internet, chill in-
vestment in comEanies that provide Internet access, and unfairly harm their compa-
nies when they have no control over or knowledge of what users may be doing on
their network.

Frankly, we don’t see it. Look at some examples in today’s world. In theory, book-
stores are ali technically at risk that they are committing or contributing to copy-
right infringement by virtue of their ordinary, day-to-day business operations. And
the same can be said for record retailers, magazine publishers, TV broadcasters, and
scores of others. And they've all been at risk for years. Bookstore owners, for exam-
Ef’ cannot know the content of evelt-ﬁ book they sell. Magazine publishers cannot

ow whether every word or tiicme ey distribute is non-infringing. Yet, you don’t
see any of them quaking in their boots or clamoring to Congress for an exemption.
What makes Internet Access Providers any different’

Nor are we aware of any onslaught of debilitating lawsuits that threaten the very
foundation of the Internet. To date, we count only a dozen or so decisions dealin;
with copyritft liability on the Internet—and only a couple of them have involve
1APs. And the one decision dealing directly with the issue of JAP liability came out
on the side of the IAP.

Where, then, is the crisis? What is it precisely that we're trying to solve? And why
should we be trying to solve anything by changes to the law when it is very possible
that in the near future we will be able to use new technologies to deal with the in-
fz'i;ﬁement issues that technology has created?

. Mr, Chairman, any proposal to exem%t Internet Access Providers from copﬂright
liability is a solution in search of a problem. We don't have a problem now. i
we try to legislate a solution, we most surely will have a problem in the future. An
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outright exemption from liability would discourage the JAPs from working with cre-
ators to aveid infringements. We need cooperation, not immunity. Cooperation—
that’s the way to deal with the new world of the Internet.

If there is any burgeoning crisis on the Internet, it’s the crisis of online piracy
of intellectual property. The Committee will scon have before it two international
copyright treaties that will help ensure that the copyright laws of other countries
are as good as our own. Today we are unable to protect American investment
around the world from piracy on the Internet. We need the legal rights necessary
to fight online piracy wherever it occurs. No country has more at stake. We urge
the Committee to move quickly to pass the implementation legislation for the WIPO
treaties.

Thank you, Mr. Chairman,

The CHAIRMAN. Mr. Burton.

STATEMENT OF DANIEL BURTON

Mr. BURTON. Thank you, Mr. Chairman and members of this
committee, for holding these hearings. I am Dan Burton, with
Novell. I share the sentiments expressed by my colleagues in the
movie and recording industries, although I feel a little intimidated.
Novell is not dealing with “Evita” and Madonna. I haven’t been to
film festivals in France and Italy lately. We are more in the plumb-
ing business.

Novell creates the network software that allows much of the
Internet and allows computers to talk to each other. We are a util-
ity, I think, on the back of which much of the Internet revolution
and the software revolution rides. We are fortunate to be founded
and flourishing in the great State of Utah, and look forward to a
long tenure there.

T am here today testifying on behalf not only of Novell, but also
of the Business Software Alliance and the Software Publishers As-
sociation. BSA and SPA member companies provide the majority of
the popular PC software products that we see on the market today
and conduct vigorous anti-piracy campaigns in more than 50 coun-
tries worldwide.

I want to thank you, Mr. Chairman and members of this commit-
tee, for holding these hearings and for your fireless efforts to pro-
tect what is certainly one of America’s greatest assets in the past,
and I think will clearly even grow in importance in the future, and
that is its intellectual property.

As I understand it, your goal today is to determine what
changes, if any, are needed in current copyright law to ensure that
both content providers and network service providers have a strong
interest in promoting the rapid development of digital markets.
Novell is in a unique position to comment on this issue, since we
share the concerns of both content companies and network service
providers.

As a company that creates software, Novell is a strong believer
in enforcing copyright laws to prevent piracy on electronic net-
works. As a company that sells powerful cashing software and that
counts over 55 million people on its networks, Novell is also sympa-
thetic to the interests of equipment and service providers. After
weighing both sides of this issue, we have concluded that copyright
law should not be changed to create general immunities for online
ser\éilce providers. I would like to make five points in support of this
conclusion.
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No. 1, the concern about liability for network service providers is
exaggerated. We all can recognize the dangerous chilling effect that
pervasive litigation against network service providers would have
\gn electronic commerce. The fact is, however, that there are many

ew entrants into this business and investment dollars are flowing

freely. Network service providers are simply not paying onerous li-

ability judgments today.

No.\2, and by contrast, the problem of electronic piracy on the
Internet™is very, very real. Over $12 billion was stolen from soft-
ware companies last year, $2.3 billion in the United States alone.
Commercial software products are available today illegally on thou-
sands of sites on the Internet. Each time a copy of illegal software
is posted on the one“of the af)proximately 30,000 news groups in
cyberspace, it becomes available to millions of people.

Point No. 3: the Internet and the market for electronic commerce
are still evolving. The products;services, and companies that make
up the Internet continue to change.rapidly, and the market for
electronic commerce still remains largely undefined. It is hard to
predict how it will evolve and the businegs model that will ulti-
mately prove successful.

Given this uncertainty, it is premature to change the current bal-

- ance of the copyright law, especially since the law has proven to
be sufficiently flexible to be fair in a digital environment. We recog-
nize that there are situations in which the service provider is pas-
sively enabling distribution of a work and copyright liability should
not result. For example, when works are delivered from one point
to another, certain copies are made because simply that is the way
the technology works and they do not involve a volitional act on the
part of the entity transmitting the work.

The fourth point I would like to make i3 that the current copy-
right law is not an impediment to the development of the Internet.
We do not see innocent intermediaries paying large judgments or
going to jail for copyright infringement of users. We do see the op-
erators of illegal Internet sites sued and shut down when they put
copyrighted products onto those sites without permission. We also
see Internet service providers cooperating to close infringing user
sites when they have been identified.

The fifth point I would like to make, and the final point, is that
two key Congressional actions are needed to help fight Internet pi-
racy. First, we must clarify that criminal penalties apply when the
pirate receives anything of value in return for an unauthorized
cogy of the work. Senators Leahy and Kyl have recently introduced
a bill, the Criminal Copyright Improvements Act, to close this loop-

hole. We support their bill and urge its enactment.

And, second, Congress must ratify the WIPO Copyright Treaty
and implement its provisions on anticircumvention. 'I%at treaty
would make it clear in international law that making a work avail-
able without permission is an act of infringement.

On balance, then, Mr. Chairman, we see no urgent need to legis-
late on the matter of liability of providers of networking service.
Court cases to date have been fairly decided, There is no compel-
ling evidence of a chilling effect in the marketplace from an ab-
sence of specific rules, t is not to say that such a need will
never arise, but we would like to have more experience with this
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market and with this still rapidly emerging technology before we
write new rules. Instead, we would encourage you to take action to
fight the very real and persistent problem of Internet piracy, and
we stand ready and willing to help you in whatever way we can
in that effort.

Thank you.

The CHAIRMAN. Well, thank you.

[The prepared statement of Mr. Burton follows:]

PREPARED STATEMENT OF DANIEL BURTON

Mr. Chairman and Members of the Committee: 1 am Daniel Burton, Vice Presi-
dent of Novell. Today, I appear on behalf of the Business Software Alliance (BSA)
and the Software Publishers Association (SPA), which appreciate the opportunity to
testify before this Committee and thanks you for holding a hearing on the copyright
law implications of network based-distribution of works.

Recently, 10 leaders of the software industry, including the CEO of Novell, Dr.
Eric Schmidt, sent a letter to the U.S. Congress articulating 10 key principles to
ensuring the success of electronic commerce. I would like to submit that letter for
theterecurd and note that one of those principles is strong intellectual property
protection.

Novell and the member companies of the BSA and SPA approach this matter from
the context of now evolving electronic commerce ogforhmmes. In that context, we
see that network operators and those (froviding e information content commu-
nicated over those networks, have shared interests and responsibilities.

¢ Their common interest is the rapid establishment and acceptance by consumers
of electronic networks as a reliable, efficient, effective and robust means to conduct
their business.

¢ Their common responsibility is to ensure that these networks are not abused
or perverted to pernicious purposes, including making them a haven for those who
would steal others’ software.

Each of the BSA’s and SPA’s members is in the business of making the software
and computer tools that will enable electronic commerce. The industry sees great
potential for consumers, businesses and governments in the rapid growth and wide-
spread use of the Internet and other network technologies.

We are now entering a new era in which software enables seamless interactions
between computers, which in turn enable consumers and businesses to exchange in-
formation almost instantaneously and without regard to geography. This networking
capability is the key to electronic commerce. Enabling it is a promising growth op-
portunity for the software industry and the U.S. economy in general.

The Internet and other network technologies “ride on” communications networks.
Such communications technologies have enabled simple point-to-point communica-
tion for years, but it is sofiware that empowers users to manipulate information,
customize products and analyze data, and then interact with others to use the infor-
mation productively. These are the essential elements which differentiate “commu-
nications” from “electronic commerce”, Examples are as simple as ordering clothes
from online mail order catalogs where the consumers can specify exact measure-
ments and receive customized items, to complicated inventory-management pro-
grams that enable businesses to predict their needs in advance and order from sup-
pliers only what they need and when they need it.

Electronic commerce is here today, but not yet on the mass scale we hope it will
realize in the near future. The software products that enable electronic-commerece—
web browsers, remote access software, data base management programs, collabo-
rative %roject systems—are impressive, but in their infancy. The best is yet to come.

The biggest winners, aside from consumers, are likely to be small and mid-size
businesses. Simply put, network technologies enable all businesses to compete in na-
tional and international markets by dramatically reducing their barriers to entry.
Until recently, only large companies could afford the costs involved in far-flung busi-
ness operations. The Internet has already changed this scenario. Benefits to busi-
nesses and individuals include:

¢ Reduced marketing and advertising costs,
* Reduced warehousing costs,

s Reduced retail space costs,

¢ Increased international opportunities, and
o Increased U.S. competitiveness
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As we see it, these are the near term benefits we can attain through the rapid
development of robust and secure network-based commerce, including the sale and
distribution of copyrighted works.

Electronic commerce is already taking hold. Last year, nearly 1,000 software com-
panies surveyed report that they use the Internet—including the world-wide web—
in conducting business, and 48 percent expected to distribute software electronically.
Also, in a recent Price Waterhouse survey, over 800 CEOs and senior executives
identified their top concerns for the software industry, and among them were the
effect of the Internet, intellectual property protection, and software piracy.

As we understand it, your goal is to determine what changes or clarifications, if
any, are needed in current copyright law to ensure the rapid development of net-
work delivery of works.

Networking environments indeed pose clear and present dangers of increased
theft and misuse of works. By design, works in digital form are easy to copy and
redistribute. With the aid of networks, thousands of copies of a single work can be
distributed in seconds. The commercial harm of such mass piracy is self evident.

Every company in the software business is harmed daily by piracy. We estimate
that Novell's commercial products are today available on as many as 1,000 sites on
the Internet. This ranges from sites where counterfeit CD’s from China are made
available by mail order, to file-transfer sites where hackers Elut products for 50 mil-
lion Internet users to download, to Web sites that publish illegal passwords to our
products. Overall, the industg loses $12 hillion per year to pirates.

At the same time, we see the dan%;arous chilling effect it would have on network-
based commercial activity to hold liable for copyright infringement every single per-

son—for example, developers of multi- ose search engines, web browsers, or com-
munjglaﬁons protocols—who had a role, however tenucus, in making such piracy
possible.

As a general matter, we approach legislating on copyright liability in the Internet
with great caution because network based distribution of works, such as software,
as well as electronic commerce generally, are now in the early stages of develop-
ment. To illustrate this point, just 2 years ago, the common wisdom was that the
future of online activity would be driven by multi-faceted online service providers
such as Prodigy, ComguServe and America Online. Today, the focal point is no-frills
Internet access. Rapid enhancements and improved ease of use of the Internet and
world-wide web are making the services offered directly by the access provider far
less critical. Two years from now, with further technological change, the market is
certain to shift again.

With this in mind, while we can identify a number of areas where changes in cur-
rent law would enhance the abili:ly"l of software companies fight piracy, it is_very
hard to identify specific aspects of the law which are foday having an actual chilling
effect on the development of network based businesses. To date, we have had but
a handful of cases where liability of network operators was at issue in a copyright
dispute. We are not aware of any major cases having been filed over the past 12
months, nor are we aware of any instance where AOL, Bell Atlantic, Sprint, or MCI,
among others, have been sued for copyright infriniement. To date, the courts have
demonstrated their ability to interpret the copyright law flexibly, and in a manner
which has produced fair results.

Moreover, we are not aware of evidence showing that the absence of a firm rule
on the c(i):ﬁyright Hability of network operators is in any way chilling the develop-
ment of the Internet, investment in network-based business, or new entrants into
these markets. In fact, competition is thnvﬁf Today, there are literally hundreds
of companies, some large, and most very small, offering Internet access. ¥From a con-
sumer’s perspective, not only is there lots of choice, but the cost of service is declin-
ing. Internet access is now widely available for $10, or less, per month.

This is not to say that we do not see the possibility of some court, in a future
case, interpreting the copyright law in a way that would have a chilling effect. But
until such a case is a reality, we believe that legislating based on hypothetical
“chilling effects” may result in a remedy that is far worse than the ill it aims to
cure. Given the rapidly changing nature of network based businesses, and our gen-
eral inability to predict with certainty how these businesses will evolve, it is our
judgment that the copyright law should not be changed to create general immunities
for providers of network sexvices.

H is our view that current law provides a sound balance. We have had good expe-
riences in obtaining the help and collaboration of network operators in removing
and/or blocking access to infringing material. In part, we believe such collaboration
is due to the incentives now provided by the copyright law for online services and
other intermediaries to cooperate with software companies, Based on my company’s
experience in software piracy on the Internet, the ephemeral character of many pi-
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rate software sites makes it extremely difficult to take action against pirates with-
out help from service providers.

The most often cited cause of potential danger is the fact that under US. law,
temporary copies of works constitute copies within the meaning of the Copyright
Act. Thus, any copy of an infringing work, the argument is made, no matfer how
transient, would form the basis for liability. For example, a provider of network
services, such as a phone company, because its routers and switches make tem-
porary copies of an infringing copy of work in the course of its delivery between two
points, would be liable for cantributing to the infringing act.

While this is a misleading over-simplification of current U.S. law, some nonethe-
less argue that the solution is to declare temporary copies, such as copies in a router
or a switch, as well as in a computer’s random access memory ( , 1o be outside
the scope of the copyright law. Such a solution is coneeptually flawed, and would
pose an extreme and immediate threat to the software industry. It is conceptually
wronﬁ because the life-span of the copi,; (its mere duration) has never been the factor
that has determined whether a co;a; as been made, Whether a book is printed on
fine bond paper and bound in leather, or whether it is printed on flash paper, is,
not what determines whether it is within the bounds of the copfyright law, but rath-
er whether the author of the work has authorized the making of that copy.

For the software industry, an overwhelming proportion of the copies of our works
are “temporary.” Today, the common way to make software available is through site
licenses. Typically, a business will be given a sinilg copy of a work, which will be
copied onto a server (a central computer) and a defined number of peo%lﬁ, for exam-
ple 25, will be authorized by the terms of the license to use that work. These people,
i the course of their using the software, will make temporary copies in at
their respective work stations of the software. If these femporary copies were out-
side the scope of the Copyright Act, the software vendor would be precluded from
litigating if the business were permitting 100 or more persons to use the work, in-
stead of the 25 which had been authorized under the license.

The sroblem would become more acute if this rule of excluding temporary copies
were adopted internationally. If the server in the example above were located out-
side the United States, perhaps in a country with no copgight protection or on a
ship on the high seas, and the only copies made in the United States were tem-
ggrag copies in RAM in the course of using the work, the software developer would

left without any remedy for these acts of infringement.

‘We recognize, however, that not all temporary copies should lead co&yﬁght liabil-
ity. For example, when a person accesses a page on the World Wide Web, that per-
son’s computer makes a temporary copy in of that page—an act called caching.

ile no explicit permission may have been given to make that copy, because the
web page could not be accessed without it, and the person making the web site
available knew this, it is our view that caching by end-users should not create liabil-
ity, because, in effect, such copies are implicitly licensed.

There are situations in which the service srovider is passively enabling distribu-
tion of a work, and copyright Hability should not result. For example, when works
are delivered from one point to another, certain copies are made because of the way
the technology works, and they do not invelve a volitional act on the part of the
entity transmitting the work. For example, the switches of a telephone system make
copies of packets of data as they are routed across the country, while the system
determines the most efficient way to route the data. Such copies while technically
a copy, should not create liability.

Similarly, when providing e-mail services, the provider of the service may have
to store the work, pending the user sliﬁni.ug onto the system. Such stored copies,
even if the material is infringing, should not lead to liability, so lonc;g-1 as the onl.
service provided by the operator of the system is to store the work pending retrieval.

These are but a few examples in a universe of situations where a network opera-
tor should not face liability. As a general matter, they have at least three features
in common. First, the copy is made because the egﬁ'ineering design of the network’s
systems dictates the act, i.e., it is made automatically and solely as a matter of engi-
neering necessity and not as a matter of simple convenience. Second, in making tile
copy, the content is neither altered nor examined, it is simply passed through. Fi-
nally, the operator of the network system exercises no control over the content, its
source, or its eventual destination.

A second element often raised in this context is the concept of “notice and take-
down.” Under this approach, operators of networking systems would be subject to
liability only if they were first given notice of the fact tiat infringing material was
on their system, Thus, a precondition for suit would be notice to the operator; the
operator would then have to ignore such notice, and fail to “take down” the infring-
ing copy, and only then would be liable. This is simply an unworkable model. When
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conducting anti‘;ﬁiracy work, and 1ﬁwen nature of works in electronic form, making
notice a precondition for suit would simply constitute an invitation for the pirate
to destroy the evidence of his infringement. That is not to say that copyright owners
should not be encouraged to work with network operators to stop mgm ingement,
some network operators are already working with us. But making notice a pre-
condition to suit is not a solution.

Threats of piracy on the Internet are indeed quite real for the software industry.
We believe that there are three areas where Congress should take immediate action.

Most urgent is the need to clarify that criminal penalties attach in all instances
&here tlge pirate receives anything of value in return for an unauthorized copy of

e worl

In the recent litigation against a student at MIT operating a barter-bulletin
board, a Massachusetts court speculated that no criminal liability would apply be-
cause Mr. LaMacchia did not receive cash payments for the copies of the pirated
works obtained from his site. In fact, persons downloading software were required
to upload copies of other works in return. Obviously these uploaded works had real
commercial value. Thus, the criminal provisions of the law should be amended to
make clear that receiving angrthing of value in return for a pirated copy of a work
satisfied the laws provisions for criminal prosecution.

Making this change in the law is critical because the most effective way to put
pirates out of business is to make them liable to criminal penalties.

Senators Leahy and Kyl recently introduced a bill which would sgeci.ﬁca]ly ad-
dress this issue, S. 1044—“Criminal Copyn;ﬁht Improvement Act of 1997.” We urge
you to act promptly and favorably on this bill.

The other two areas of Congressional action are related. They are ratification of
the WIPO Copyright Treaty, and implementation of its provisions on anti-
circumvention. That Treaty would make clear in international law a key element
already part of U.S. law; that making available a work without permission is an
act of m%'m ingement. Today, the laws of many countries attach liability only to-the
person making the unauthorized copy (reproduction). In practical terms, that means
that we cannot attack the source point of piracy by suing a person meking the work
available, such as the operator of a pirate bulletin board, but only the gersons
downloading from it. By ratifying the WIPO Copyright Treaty we will be leading
the way for others to do the same, and in doing so amending their laws to making
distributors of pirated works liable.

Software companies and other copyright owners are increasingly using techno-
logical means, such as scrambling, encryption, and electronic locks, to prevent pi-
racy of their works. Today it is fperfectly legal to make and sell tools intended to
break such protections. A major feature of the WIPO Copyright Treaty is an obliga-
tion on Parties to make the sale and distribution of such devices illegal. We stron%y
support this provision of the Treaty. In implementing this provision, care must be

en, however, to focus on the devices intended to achieve illicit circumvention of
effective technological protections, and not inadvertently make illegal multi-purpose
computers or software. A

Chairman Hatch recently introduced S. 1121, the “WIPQ Copyright Treaties Im-
plementation Act”. This bill would enable the United States to become a Party to
the WIPO Copyright Treaty. We support this bill, with only minor changes, and

e your prompt action.

n balance, Mr. Chairman, we do not see an urgent need to legislate on the mat-
ter of lability of providers of networking services. Court cases to date have been
fairli/ decided, and we do not see compelling evidence of a chilling effect in the mar-
ketplace from an absence of specific rules. That is not to say that such need will
never arige, but we would like to have more experience with information based eco-
nomic activity before we write new rules.

Finally, we do see areas in urgent need of Congressional action to aid our fight
against piracy: clarifying rules on criminal liability of operators of pirate bulletin
boards; rapid ratification of the WIPO Copyright Treaty; and new rules making it
ﬂhﬁ‘t afﬁ-: defeat effective technological protections.

you..

The CHAIRMAN. Mr. Vradenburg.
STATEMENT OF GEORGE VRADENBURG, III

Mr. VRADENBURG. Good morning, Mr. Chairman. I want to thank
you for your personal leadership on this very important matter and
your commitment to achieving a balanced approach to the issues
that we are addressing here this morning. I also want to take note
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of the positive contribution made by Senator Ashcroft in the bill
that he introduced yesterday afternoon. We claim partial residency
both in Utah and Senator Kyl's district in Arizona, and I am
pleased to be in the company of fellow geographic participants.

I am here today on behalf of the Ad Hoc Copyright Coalition,
over 1,400 Internet service providers, content creators, telephone
companies, among others, who are together building the Internet,
the global communications medium of the 21st century.

I come here today with a unique perspective. Over the last 20
years, I have worked in the entertainment, recording, broadcast,
and cable industries. At Twentieth Century Fox and CBS, I rep-
resented companies that invested literally billions of dollars a year
in creative works distributed worldwide and whose financial viabil-
ity depended upon the quality and integrity of the world’s intellec-
tual property regime. That experience has given me an enormous
respect for the value of creative works and a special appreciation
for the critical importance of the investment incentives created by
copyright. '

Today’s issue is the relationship between the copyright system
and the Internet. The Hollywood community argues that the
growth of the Internet is a threat to the integrity of copyright and
to the creative community; a “cancer,” in the words of Jack Valenti.

I must tell you we have seen this movie before. The history and
hostility of the content companies to new technologies is long and
not very attractive. In the early 1970’s, Arthur Taylor of CBS de- .
clared the cable industry a cancer on copyright and the broadcast
system. In the early 1980’s, the Hollywood community believed pas-
sionately that VCR home-copying of movies was a theft of their cre-
ative works that would doom the value of Hollywood film libraries.
In the late 1980’s, the recording community thought the same of
digital audio tape technology.

The frequency of the apocolyptic and apoplectic visions of the
content community to new technology reminds one of childhood sto-
ries of chicken little. In each instance, the film, broadcast, and re-
cording industry has sought to suppress or cripple these new tech-
nologies. Fortunately, the content industries have not had their
way. Cooler heads have prevailed. The copyright system has accom-
modated new technology and has proved more flexible and resilient
than its defenders.

In the end, the very companies who sought to suppress new tech-
nologies have benefited handsomely from their development. So,
too, with the Internet. The content industries express fear and anx-
iety about the Internet, but there is no question that authors of
new interactive works, as well as of old linear works, will actually
benefit from this more rapid, less expensive means of making their
works available to consumers around the world.

The Internet is not a cancer; just the contrary. The Internet
promises great economic and social benefits. In particular, the
Internet promises a burst of creative energy and new creative
works, importantly, from individuals whose personal creativity
would otherwise never be seen or heard. Since the success of the
Internet depends importantly on the quality of the content that
flows through it, authors of creative works must have confidence
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that their valuable intellectual property is adequately and effec-
tively protected.

At the same time, an equal measure of care must be taken to as-
sure that in setting the bounds for such protection, technological
innovation and the free flow of information not be stifled. There-
fore, Congress must strike a careful balance between the interests
of content creation and technological innovation, as Congress and
as the courts have done with other innovations such as cable, xe-
rography, satellites, DAT, and VCR’s.

The rest of the world is watching how we, the world’s creative
and technology leaders, balance these issues. We must get it right.
So how should we achieve that balance? Since we are here as part
of the WIPO implementation process, I suggest we approach that
question in the context contemplated by the treaties, namely an en-
vironment where intellectual property and Internet transmissions
are protected primarily by secure encryption, supplemented by
legal protections against circumvention.

In that context, where created works are securely encrypted, no
one would claim that Internet service providers would be liable for
transmission of an infringing work, since they would have no
means of knowing or controlling the mfrmgmg transmission, With
billions of messages flowing across the Internet in a single day,
monitoring would not be financially feasible or, frankly, consistent
with this Nation’s commitment to communications privacy. The
Hollywood position is thus, in my view, simply untenable.

Our message today is simple. Liability for copyright infringement
should fall where it belongs, on the Web site operators, on those
who create an infringing work or on those who reproduce it or per-
form it with actual k.nowledge of the infringement and who are ca-
pable, as a legal and practical matter, to do something about it.

If an Internet service provider itself posts infringing material, it
should be liable. If the Web site operators in Mr. Sherman’s exam-
ple are posting infringing material, they should be liable. However,
if an Internet user is using the condults, the access, the browser,
the navigation, or the cashing machines of an Internet service pro-
vider, it is the user and not the Internet service provider that
should be responsible for the copyright infringement.

A workable solution to this issue requires service providers and
content owners to work as a partnership, but a partnership on fair
terms. Content owners must locate and identify infringing mate-
rials, and we as service providers must be willing to help remove
them where it is legal and appropriate to do so. A balanced ap-
proach must also assure that any mechanisms designed to require
or incent us to remove such materials from our systems be care-
fully designed to reflect important privacy, competitive, and other
interests of third parties, as Senator Ashcroft’s proposal has sug-
gested, and to provide a speedy judicial resolution to infringement
or fair use claims.

Finally, it is critical from our perspective that resolution of ISP
liability be considered in conjunction with the legislation imple-
menting the WIPO treaties on digital copyright. As those treaties
expand and elaborate on copyrights in the digital environment im-
plying liability for the disregard of those rights, we must at the
same time carefully fix the bounds of that liability.
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With a clear signal from Congress that it intends to address
these issues together, the private parties will have the incentive to
develop together a workable solution to these copyright issues. Just
as other nations are seeking to set out clear and balanced ground
rules for the digital age, we as the country leading Internet devel-
opment must do so as well.

Mr. Chairman, I know you and the other committee members ap-
preciate these points, that you recognize that challenge of develop-
ing a workable and fair balance among competing content and tech-
nology innovation issues as you refine our Nation’s law on copy-
right as it applies to the Internet. We stand ready to work with the
committee and its members and with other interested parties to re-
solve these issues and to get on with the business of building the
most exciting communications medium on the planet.

you again for inviting us here today.
The CHAIRMAN. Thank you.
[The prepared statement of Mr. Vradenburg follows:]

PREPARED STATEMENT OF GEORGE VRADENBURG, 111

Good morning Mr. Chairman. I want to thank you for your personal leadership
on this very important matter,

I am here today on behalf of the Ad Hoc Copyright Coalition, over 1,400 Internet
service providers, content creators and telephone companies, among others, who to-
%ether are building the Internet—the global communications medium of the 21st

entury.

I come here today with a unique perspective. Over the last 20 years, I have
worked in the entertainment, recording, broadeast and cable industries. At Twenti-
eth Century Fox and CBS I reﬁsresented companies that invested literally billions
of dollars & year in creative works distributed world-wide and whose financial viabil-
ity -depended on the quality and integrity of the world's intellectual prog)erty re-
gimes. That experience has given me an enormous respect for the value of creative
works, and a special appreciation for the critical importance of the investment in-
centives created by copyright systems.

Today’s issue is the relationship between the copyni’_iht system and the Internet.
The Hollywood community argues that the growth of the Internet is a threat to the
integrity of cOfxyright and to the creative—community a “cancer” in the words of
Jack Valenti. 1 must tell you, I've seen this “movie” before. The history of hostility
of the content companies to new technologies is long and ugly. In the early 1970s,
Arthur Taylor of CBS declared the cable industry a “cancer” on copﬂright and the
broadcast system; in the early 1980’s, the Hollywood community believed passion-
ately that VCR home copying of movies was a “theft” of their creative works that
would doom the value of g—lollywood film libraries; and in the late 1980’s, the record-
ing community thought the same of digital audio tape technology. The frequencly of
the apocalyptic and aptzflectic visions of the content community to new technolo,
reminds one of childhood stories of “chicken little.” In each instance, the film, broad-
cast and recording industry has sought to suppress or cripple these new tech-
nologies. Fortunately, the content industries have not had their way. Cooler heads
have grev&iled. The copyright system has accommodated new technologies and has
proved more flexible and resilient than its defenders. In the end, the very companies
who sought o suppress these new technologies have benefited handsomely from
their subsequent development.

So, too, with the Internet. The content industries express fear and anxiety about
the Internet, but there is no question that authors of new interactive works as well
as of old linear works will actually benefit from this more rapid, less expensive
means of making their works available to consumers around the world.

The Internet is not a “cancer”. Just the contrary. The Internet promises great eco-
nomic and social benefits. The Internet’s capacity to promote electronic commerce,
learning and the free exchange of ideas and democratic values world-wide is un-
matched by any other communications medium in history. And the Internet prom-
ises a burst of creative energy and new creative works, importantly, from individ-
uals whose personal creativity would otherwise never be seen or heard. Recognizing
these enormous potential benefits, policymakers world-wide are united in seeking
ways to promote and encourage the Internet’s growth and success.
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The United States leads the world, hands-down, in both the network technolo;
and the content creation which will make the global Internet medium a reality. It
will be the combined effort of content creators and Internet service providers who
will drive this economic engine of domestic and export growth into the next century.

Since the success of the Internet depends importantly on the quality of the con-
tent that flows through it, authors of creative works must have confidence that their
valuable intellectual property is adequately and effectively protected. At the same
time, an equal measure of care must be taken to assure that in setting the bounds
fcgﬂ s1tlich protection, technological innovation and the free flow of information not be
8 ed.

Therefore, in the interests not only of the consumers of this medium, but also the
innovators of both the technology and creative works that will build it, and the U.S.
economy and balance of trade, Congress must strike a careful balance between the
interests of content creation and technological innovation—as Congress and the
courts have done with other innovations such as cable, xerographty, satellites, DAT
and VCR’s. And Congress must insist on a balanced application of copyright to this
new innovation, as it has in the past, notwithstanding the seemingly perpetual anxi-
ety of the incumbent content indus%ly to the emergence of a competitive new me-
dium relying on new technologies. The rest of the world is watching how we, the
world's creafive and technology leaders, balance these issues. We must get it é-’iﬁlp]t.

So, how should we achieve that balance? Since we are here as part of the 0
implementation process, I suggest we approach that question in the context con-
templated by the WIPO treaties, namely an environment where intellectual prop-
erty in Internet transmissions of creative works are protected by secure encryption
supplemented by legal prohibitions against circumvention. In that context, where
creative works are securely encrypted, no one would claim that Internet service pro-
viders would be liable for transmission of an infringing work, since they would have
no means of knowing or controlling the infringing transmission. Indeed, they would
not be permitted to circumvent the encryption system protecting a transmission in
order to assess a claim that a work is infringing and, if infringing, delete it. Yet,
if you listen to my friends in Hollywood, Internet service providers should be placeé
in precisely that position; a position of monitoring, and deleting, potentially infrinf—
ing communications of all Internet users, or otherwise stand financially responsible
for any infringements. With billions of messages ﬂowiu% across the Internet in a
single day, such a monitoring requirement would not be financially feasible or,
frankly, consistent with this nation’s commitment to communications privacy. The
Hollywood position is, in my view, ﬁmﬁ}ﬁ untenable.1

Our message today is simple. Liability for copyright in.ﬁ'intﬁement should fall
where it belongs—on those who create an mﬁ'ligg‘ng work or on those who reproduce
or perform it with actual knowledge of the infringement and who are capable, as
a legal and practical matter, to do something about it. The innocent or powerless
transmitter should not be held liable for mgm inging acts of others. If an Internet
service provider itself posts infringing material, it should be liable. If however, an
Internet user is using the conduits, access, browser, navigation or caching machines
of an Internet service provider, it is the user and not the Internet service provider
that should be responsible for the copyright infringement. Fundamental fairness
must limit the service provider's exposure.

Congress must make clear that service providers which act simply as a conduit
for transmitting information are immune for third-party infringement. No other op-
tion is practical. The Internet is designed to split and separately route communica-
tions into billions of tiny, discrete digital packets in order to malke the most efficient
use of the network system. As a practical matter, it is impossible for conduit provid-
ez];s tg know whether infringing material is in these transmissions or to do anything
about it.

Similarly, in other cases, where an infringer is using the machines and software
engines of an Internet service provider to place or transmit infringing materials,
fairness dictates that a service provider’s duty to act, and to be liable, should be
triggered only when it has actual knowledge of the infringement, and where it is
technically and legally feasible and economically reasonable, to remove or stop it.

A workable solution to this issue requires service providers and content owners
to work as a partnership, but a partnership on fair terms. Content owners must lo-
cate and identify infringing materials, and service gmviders must be willing to help
remove them where it is legal and appropriate to do so. A balanced approach must

11 for one, do not believe that the full benefit of secure digital transmission systems for cre-
ative works can ar will be fully realized unless and until national administrations also liberalize
their regulation of encryption exports and thereby permit secure global distribution of creative
works but this is an issue for another day.
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also assure that any mechanisms designed to require or incent service providers to
remove such materials from their systems be carefully designed to reflect important
privacy, competitive and other interests of third parties, and to provide a speedy ju-
dicial resolution of infringement or fair use claims.meystem providers should be pro-
tected from any claims that removal of potentially infringing material was wrongful,
and transmitters whose material is removed must have a speedy resolution of their
claims of wrongful removal.

Finally, it is critical from our perspective that resolution of ISP liability be consid-
ered in conjunction with the legislation implementing the World Intellectual Prop-
erty Organization treaties on digital copyright. As those treaties and and elabo-
rate on copyrights in the digital environment, impil:i,;ing liability for disregard of
those rights, we must at the same time carefully fix the bounds of that liability. We
are disappointed that the Administration’s proposed implementing legislation, Sen-
ate Bill 1121, does not address these inherent liability issues. With a clear signal
from Congress that it intends to address these issues together, the private parties
will have the incentive to develop, together, a workable resolution to this copyright
issue. Just as other nations are seeking to set out clear and balanced ground rules
fo;u the digital age, we, as the country leading Internet development, must do so as
w

Mr. Chairman, I know you and the other Committee members appreciate these
points and that you recognize the challen%e of developing a workable and fair bal-
ance among competing content and technology innovation issues as you refine copy-
right law’s application to the Internet. We stand ready to work with the Committee
and with other interested pariies to resolve these issues and get on with the busi-
ness of building the most exciting communications medium on the planet. Thank
you again for inviting us to appear today.

The CHAIRMAN. Mr. Neel.

STATEMENT OF ROY NEEL

Mr. NEEL. Mr. Chairman, of course, there should be sanctions for
copyright infringement. The harm that Mr. Sherman and Mr.
Attaway have noted to their industry’s potential, and current, is
real and it may be even more serious in a digital environment. I
would point out that the $2 billion Mr. Attaway points out that
their industry has lost is really in street sales. That is not in trans-
mis:ions over the Internet, so I think that clarification is impor-
tant.

But the issue is who should be held liable for these infringe-
ments, and copyright law doesn’t quite work now. It has been
pointed out by Mr. Sherman that local telephone companies are not
going to be sued in this environment. Well, that is a nice assur-
ance, but that needs to be incorporated into law because current
law is vague and telephone companies are liable, not only big tele-
phone companies, but small, rural telephone companies, all 1,100
of them. This is not just big corporations against big corporations.
You have got telephone companies and service providers every-
where that will be liable in this situation.

There are really a couple of issues here that are important. This
environment is new. The Internet has no owner. It doesn’t act like
a big old xerox machine or a dance hall, Current copyright law
works in those environments; it doesn’t work for the Internet.

Clearly, our industry, the telephone industry, needs this protec-
tion as well. Frankly, we have substantial intellectual property, ev-
erything from directories, data bases, software, as well as tradi-
tional content. So we have every incentive to come up with a coop-
erative solution, but the fact is it has to be cooperative. It can’t be
z}i]?ply on the back of the service provider or the carrier to police

s.
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Also, the fact is we can’t do it. We have no way of knowing what
those trillions of bits of information are flowing over our networks.
We simply cannot do it, and to be held liable for those trans-
missions is simply nonsense and it will tie us up in court, create
more litigation and more work for lawyers, but won’t do anyth.mg
to advance the construction and deployment of the Internet, nor
will it protect copyright owners to any significant degree.

So the only realistic solution here is a system of notice and take-
down. It is very simple. Each side has a responsibility. The copy-
right owner identifies when there is an alleged infringement and
it notifies the carrier or the Internet service provider that there is
suspicion of infringement and that service provider shuts it down.
It is as simple as that.

You don't have to go into court to get an injunction under our
solution here. You simply give the notice and the Internet service
provider takes it down, and then it is up to the content owner to
resolve this with the alleged bffender here. The liability should not
be on the carrier or the Internet service provider. Clearly, this
would stifle the evolution of the Internet. You will have literally
thousands of companies out there who can’t be in business if they
are under constant threat of huge lawsuits. Companies like Warner
Brothers or whoever are in a position to come in and put a huge
foot down on them and shut them down.

This system is cooperative. It has been mentioned earlier that
the industry should come together and work out a solution. That
is the best way to do it, but the other point here is that unless this
committee exercises serious oversight over that negotiation, holds
the industry’s feet to the fire, particularly the content industry,
there is no incentive whatsoever to negotiate and come up with an
industry solution. The only way to do is to not move WIPO treaty
legislation unless you solve this problem as well. If you do that, the
content community, Hollywood, the record industry, will have no
incentive whatsoever to come and work this problem out. If that
doesn’t happen, there will be serious legal problems, and clearly
there will be legislative problems as well.

So I would just encourage you, in summary, to consider that this
is not the old environment. Old copyright law doesn’t work. A solu-
tion on liability is absolutely imperative and it ought to accompany
in some form the treaty legislation implementation. We will come
to the table. We will go into any room that you tell us to go into
and we will sit there until this problem is worked out, with your
oversight and with your hand over the process. It can’t simply be
assumed that the industries can come together and work this out
on their own. It won’t happen, and the only way to do that is to
nolt ﬁwve any treaty legislation until this liability problem is
solve

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Mr. Neel.

[The prepared statement of Mr. Neel follows:]

PREPARED STATEMENT OF ROY NEEL

Good morning, my name is Rog Neel, Presxdent and CEO of the United States
Telephone Association (USTA). USTA is the primary trade association of local tele-
phone companies which serves more than 98 percent of the access lines in the Unit-
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ed States and represents over 1,100 telephone companies ranging from the smallest
of independents to the largest regional companies.

Until recently, two voices have dominated the debate about how to reconcile copy-
right law to the Internet. The first voice argues that the Internet poses an intracta-
ble threat to copyright law. To protect intellectual property in the online environ-
ment, the first voice urges that existing copyright doctrine strictly be applied to
punish Internet service providers (ISPs) whose users commit copyright infringe-
ment. The second voice argues that copyright law poses an intractable threat to the
Internet. To protect the Internet’s unique capability to foster human communication,
the second voice urges that the Internet be declared a copyright “free zone,” immune
from any legal regulation. Both of these voices reflect a siege mentality: the shared
premise that there is an insoluble tension between the goals of copyright and the
Internet. Each side digs in, refusing to admit the possibility of compromise.

The Clinton Administration has called on Congress to reject this siege mentality,
and to work instead toward achieving “an equitable and balanced solution that is
agreeable to interested parties”—ISPs and copyright holders alike. The United
States Telephone Association (USTA) believes that achieving the Administration’s
goal is both desirable and possible.

There is no insoluble tension between the goals of copyright and the Internet. The
stated purpose of our Constitution’s copyright clause is to “promote the progress of
science and the useful arts.” The Internet (still in its infancy) promises to further
that purpose as much as—and perhaps more than—any human invention.

However, some change to our current copyright law is necessary to make “an eq-
uitable and balanced solution” possible. Copyright law is the child of the printing
press, which first made possible the widespread reproduction and dissemination of
intellectual products. As technology has evolved, copyright law has adapted too,
secking to maintain a proper balance between encouraging the creation of intellec-
tual products, and ensuring the public’s reasonable access to those creations.

Until now, the task of adapting copyright law to the Internet has fallen to the
courts. Unlike legislatures, courts are not free to adopt new rules appropriate to
new technologies; they are constrained to proceed more cautiously, and on a case
by case basis. When confronted with new technology, courts typically seek to draw
analogies to older, more familiar technologies, to find the answers to today’s prob-
lems in yesterday’s innovations. So far, this has been the response of the few courts
and commentators who have sought to reconcile the needs of ISPs and copyright
holders. They have turned to analogies for guidance: Is the Internet analogous fo
a photocopy machine? A dance hall? A'VCR?

The problem with this approach is that when we speak of the Internet, our analo-
gies break down. The Internet is different. As the Supreme Court wrote recently,
“The Internet is a unique and wholly new medium of worldwide human communica-
tion.” Reno, et al. v. ACLU, __ U.S. _, __ 8. Ct. _, __(1997). The Internet has no
owner. It knows no national boundaries. It is “constantly evolving and difficult to
characterize.” Id. at __. ,

As one commentator has warned, “The use of [existing] copyright concepts, with-
out questioning the continued validity of the assumptions on which they rely may
limit our understanding of the digitized environment.” Niva Elkin-Koren, Copyright
Law and Social Dialogue on the Information Superhighway: The Case Against Copy-
right Liability of Bulletin Board Operators, 13 Cardozo Arts & Ent. L. J. 345, 381
(1995). The size, scope, and utility of the Internet differ so greatly from all previous
media that analogies provide limited assistance when we ask how to accommodate
the needs of ISPs and copyright holders. What we need is a new set of norms.

The reason these questions rise to the fore at this juncture is that, under the cur-
rent state of copyright law, ISPs risk being held liable for massive damages for
copyright infringement perpetrated by individuals without the knowledge of the ISP.
In other words, ISPs face the prospect of being adjudged culpable for copyright in-
fringement of materials that simply cross their facilities, with no showing whatso-
ever of (a) willful disregard for the rights of any copyright owner or knowledge that
their facilities are even being used for that infringing conduct. Plainly, something
is wrong here. -

What is wrong is the mechanical application, to the radically new realm of the
Internet, of legal norms and doctrines that matured centuries ago, in the age of the
printing press. Because of its historical roots, copyright law threatens to put a
damper on the expression of ideas on the Internet and to entangle unknowing ISPs
in liability on three potential bases: direct liability, vicarious liability, and contribu-
tory infringement. '
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DIRECT LIABILITY

Parties have sued sysops and online service providers on a theory of direct liabil-
ity for copyright infringement, based on the activities of third parties in uploadin
infringing materials to their instrumentalities. Although opinions have resulte
from those suits at the district court level, the circuit courts have yet to weigh in
with precedential opinions. As a consequence, the hounds of direct liability have not
yet been drawn with sufficient precision. . .

USTA believes that the prog_gr analysis for direct ]iabi]it{]in this context is the
one used by Judge Whyte in elifious Technology Ctr. v. Netcom online Commu-
nication Servs., Inc., 907 F. Supp. 1361, 1372 (N.D. Cal. 1995): “[Tlhe court does not
find workable a theory of infrm%;ament that would hold the entire Internet liable
for activities that cannot reasonably be deterred.” Unfortunately, that decision was
issued from a district court and therefore does not constitute stare decisis or carry
much precedential weight. e . )

Given scant authority outlining the contours of direct liability in this context, it
is unclear how a similar future case would be ultimately resolved b{ other courts.
Even if this were to proceed to a higher court, as long as it is unclear that ISPs
are free from direct infringement simply for conducting their business—which a few
unscrupulous customers may abuse for their own infringing purposes—the law’s un-
certainty casts a pall over the entire Internet.

VICARIOUS LIABILITY

The two elements required to hold a party vicariously liable are the ability to su-
pervise or direct and a financiel interest in the inﬁ'inging conduct. In the most com-
prehensive opinion to address vicarious liability for ISPs, the court granted sum-
mary judgment against such liability. Netcom, 907 F. Supp. at 1377. In the course
of its analysis, the court relied on a recent decision absolving swap-meet operators
of liability for the sale of bootleg audio recordings on their premises. Id. at 1376-
71, citing Fonovisa, Inc. v. Cherry Auction, Inc,, 847 F. Supp. 1492 (E.D. Cal. 1994).
However, the Ninth Circuit recently reversed the Fonovisa district court holding. 76
F.3d 259 (9th Cir. 1996 lower court.) The question therefore arises whether, under
the Ninth Circuit's expansive reading of vicarious liability, the Netcom case would
reach the same result were it decided today.

One commentator argues that the Ninth Circuit’s reversal would not make a prac-
tical difference; he relies on the fact that an ISP does not derive appreciable reve-
nues from copyright infringement and, thus, stands in contrast to the dance-hall
groprietor and the swap meet owner at which infringement noteriously occurred.

ee Carter Kirkwood, Under Which Theory Should Computer Owners Be Liable for
Cown’ght Infringement by their Users?, 63 U. Chi. L. Rev. 709 (1997).

e agree with that conclusion. Unfortunately, its most salient feature is that it
is precisely that—only elstpeculation. We si.mdply o not know how courts would rule—
even how Netcom itself would be decided today, after the district court case on
which it relied was itself reversed by the Ninth Circuit. That type of uncertainty
is inimical to the growth of our industry. Again, USTA supports the adoption of cer-
tain and sensible equitable business norms for the Internet world.

CONTRIBUTORY INFRINGEMENT

The elements required for contributory infringement include knowledge of the in-
fringing conduct and facilitating its consummation. The potential mischief comes
from the definition of “knowledge.” If all courts applied a standard that contributory
infringement exists only when the defendant had actual knowledge of the occurrence
of copyright infringement, then USTA would not be troubled. nforhmateljr, how-
ever, some courts construe the knowledge requirement not as actual knowledge, but
as constructive knowledge—meaning that had the defendant engaged in er in-
vestigation, it might have uncovered the infringing nature of the subject material,

The difficulty with that scheme in the Internet context is only too apparent. While
it may have been reasonable to hold the owner of a dance hall liable to investigate
each song performed, it is unrealistic to hold an entity responsible for ten million
“songs” transmitted through its “premises” simultaneously. Had the cases initially
involved ISPs rather than dance halls, they never would have developed the doc-
trine of constructive knowledge in its current form.

A MORE SENSIBLE APPROACH

Our proposal is that copyright owners and ISPs should share responsibility for
gl_igtecting intellectual property on the Internet. When copyright owners discover in-
gement online, they should notify the ISP whose servers access the infringing
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material. When ISPs acquire actual knowledge that their services are being misused
for infringing purposes, they should be obligated to take reasonable steps to halt
further abuse. In response to appropriate notice from the copyright owner, ISPs
should be obligated to prevent their services from being used to access infringing
material. If, however, an ISP has neither received notice of infringement nor other-
wise has actual knowledge that it is occurring, then it should not be held respon-
sible for the acts of third parties. We believe this proposal allocates responsibility
for protecting intellectual property fairly and efficiently.

First, it is entirely aﬁ:propriabe to hold ISPs responsible when the[x)' commit copy-
right infringement, or have actual knowledge that specific materials being sent over
their facilities infringe a copyright. Under these circumstances, the ISPs can, as a
practical matter, stop the m& inging activity.

Where, however, I1SPs neither facilitate copyright infringement, nor know about
it, it would be inappropriate to hold them liable. Unfortunately, current law would
hold ISPs liable in precisely this situation. Apologists for the current law argue that
it encourages ISPs to ferret out copyright infringement on the Internet. But is it
true? Is it possible? And would it be worth it?

‘We think not, First, such a regime would raise grave privacy concerns. Currently,
ISPs do not spend their time monitoring every customer’s transfer of electronic data.
We, as a society, do not want ISPs to initiate such a massive invasion of privacy.

Second, if ISPs were required to employ an army of snoops to pick through every
user’'s e-mail and Usenet posﬁnis, the enormous costs would be passed onto con-
sumers. The consequence would be to convert a convenient and democratic medium
into an expensive and elite one.

Finally and more importantly, even if ISPs could investigate every corner of the
expanding online universe, ISPs would have no way of knowing whether the mate-
rial they encounter is authorized by the current copyright owner or not. The
Internet use of the copyright could be a licensed use in a vast chain of contracts
that only months of research could uncover.

‘We believe that the task of ferreting out copyright infringement on the Internet
should fall to the copyright owner. Today, copyright owners have access to a large
array of Internet search engines and “spiders” to sniff out material they know be-
longs to them (unlike the ISPs, who cannot be certain who may have recently pur-
chased which copyrighted material.) Once the copyright owners discover ing-m’ e-
ment, they can bring it to the attention of the ISPs. It is at this point that the ISPs
can sensibly act.

The regime we propose is one of joint responsibility between copyright owners and
ISPs. USTA would support legislation that spells out the obligations of ISPs to take
a]ipmpriafe remedial action in response to notices from affected copyright holders.
Obviously, part of that regime must also include an exemption for the ISP from Ii-
ability to those who may be adversely affected l;ﬁ the ISP’s remedial action, even
if it is ultimately determined that the material that is screened-off or taken down
by the ISP is not, in fact, infringing.

CONCLUSION

Our endorsement of the Administration’s call for a legislative response necessarily
rejects the “wild, wild west” view of cyberspace—the view that the Internet must
be free of all legal regulations. USTA strong] tg s%fg.;:l?rts protection for copyright and
other legal interests on the Internet. While the 'A-member telephone companies
provide Internet access services, they are also owners of vast holdings of intellectual
property—ranging from directories to software to traditional literary and audio-
visual works. members have powerful incentives to preserve the value of their
copyright Eortfolios through the R‘rotection of our nation’s intellectual property laws.
That is why we believe that USTA is uniquely situated to appreciate both sides of
the critical issues before Congress today.

To promote the progress of knowledge on the Internet, those who are building the
Net itself need fair and fpy:edictable ground rules. Our Cproposal is designed with that
goal in mind. We look forward to working with the Committee to help forge a con-
sensus on how to resolve this complex issue.

The CHAIRMAN. Mr. Oakley.

STATEMENT OF ROBERT L. OAKLEY

Mr. OAxLEY. Thank you, Mr. Chairman. Good morning, Mr.
Chairman, members of the committee. My name is Robert Oakley.
1 am the director of the law library and professor of law at the
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Georgetown University Law Center. I grew up in Utah, so it is sort
of my spiritual home, and I do work at Georgetown so I do have
the tie with Senator Leahy.

I do serve as the Washington affairs representative for the Amer-
ican Association of Law Libraries, and I am certainly honored to
appear before the committee today not only on behalf of AALL, but
for 17 of the Nation’s other principal educational and library orga-
nizations.

The educational and library organizations which I represent here
today are committed to a balanced intellectual property law and
policy encompassing both strong copyright protection for owners, as
well as the provisions in the law that promote access to informa-
tion for users.

In today’s world, libraries and educational institutions are online
service providers for their communities. Unfortunately, they will
not be able to fully exploit the creative benefits of the new tech-
nology if they are subjected to unwarranted online service provider
liability. We were certainly very pleased to see that Senator
Ashcroft has stepped forward in the bill he introduced yesterday to
deal in a balanced way with a whole suite of intellectual property
issues of interest to our communities, including, among others, the
issue of online service provider liability which we are focused on
here today.

The education and library communities believe that four key
principles should be considered as Congress debates any online li-
ability system. First, copyright law should foster an environment in
which the broadest afossible spectrum of the public enjoys the edu-
cational and cultural benefits of the Internet.

Mr. Chairman, many of our institutions are being asked by pol-
icymakers at every level of government to be the public’s on-ramps
to the information superhighway, a role that many of our institu-
tions are actively pursuing. But without reasonable insulation from
liability based solely on the activity of network users over which
our institutions have no control, educational and library institu-
tions may be forced to abandon the effort to provide access points
to the Internet. Copyright law should uphold the principle that li-
ability for infringing activity rests with the infringing party and
not with others.

Second, any liability system should permit libraries and edu-
cational institutions to use state-of-the-art navigational systems
and practices to facilitate access to information. Early in last year’s
discussions regarding online service provider liability, it became
clear that the mere provision of links to other sites on the Internet
might be a factor in determining the liability of an information ac-
cess provider.

Libraries and educational institutions share our commercial col-
leagues’ view that linkage is a unique and fundamentally positive
technological tool. In fact, it has enormous potential to greatly en-
hance the educational process and the public’s access to informa-
tion. It should therefore be presumptively viewed as a practice to
be encouraged rather than chilled by the Copyright Act.

ird, in those instances where institutions are appropriately
held indirectly liable for copyright infringement, such liability
should be limited to injunctive relief. Libraries and educationals do
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not seek, as was suggested here, a blanket exemption from liability.
Instead, we seek exemption where someone else, a user over whom
we have no control, is the culpable party.

We also believe, Mr. Chairman, that except in cases of direct li-
ability, the exposure of libraries and educational institutions can
and should be limited to injunctive relief. Unless reasonably lim-
ited in this manner, library and educational institutions will be es-
pecially vulnerable to strategic litigation that could have a serious
chilling effect on our communities.

Fourth, any online service provider liability system adopted
should recognize and incorporate the general practices and prin-
ciples adopted by libraries and educational institutions to protect
individual privacy. Last year’s debate and negotiations made clear
that information proprietors may request that service providers ei-
ther disclose information concerning the identity or information ac-
cess patterns of individuals suspected of copyright violation, or
summarily terminate services provided to the individual under sus-
picion.

Members of the library and educational communities wish to call
attention to certain special characteristics of our activities that
must be considered in any legislative solution to the issue of serv-
ice provider liability. Educational institutions have honor codes
built on broadly accepted professional ?rinciples which, when
breached, can result in expulsion or loss of privileges, such as net-
work use. Similarly, someone who breaches a library’s acceptable
use policy can lose print and electronic library privileges.

In educational and library settings, however, law and practice af-
ford individuals a higher expectation of privacy and a greater sense
of due process than in the commercial environment. Academic free-
dom and constitutional guarantees of freedom of thought, associa-
tion, and speech require that individual privacy and due process be
respected. ’

Thank you, Mr. Chairman, for this early and important oppor-
tunity to help establish the framework for the coming debate. We
look forward to working closely with the committee to update the
Copyright Act to meet the challenges and maximize the opportuni-
ties of the digital environment.

The CHAIRMAN. Well, thank you, Mr. Oakley.

[The prepared statement of Mr. Oakley follows:]

PREPARED STATEMENT OF ROBERT L. OAKLEY

Good morning, Mr, Chairman, Senator Leahy, and Members of the Committee.
My name is Robert Oakley. I am a Professor of Law at the Georgetown University
Law Center and Director of the Law Center’s Library. I also serve as Washington
Affairs Regresentaﬁve for the American Association of Law Libraries. I am honored
to appear before the Committee today not only on behalf of AALL, but for 17 of the
Nation's other principal educational and library organizations.

These educational and library organizations are committed to balanced intellec-
tual property law and policy, By “balanced,” Mr. Chairman, I mean that these orga-
nizations respect and support strong copyright protection. We are equally commit-
ted, however, to strong statutory respect for the Constitutional objective that is the
foundation of copyright law: “the Progress of Science and useful Arts,” and to the
principle of Fair Use.

Copyright is at root about promoting creativity. As creators and owners of intellec-
tual property we understand that creativity results not just from the financial incen-
tive for authors and inventors codified in Title 17 of the U.S. Code, but also from
many provisions in the statute which promote access to copyrighted information. As
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1 indicated when I appeared before this Committee last May, the best measure of
our copyright law’s success is whether it fairly balances those equal priorities in the
service of the Framer’s commitment to the broad dissemination of knowledge and
information in a democracy.

The library and educational communities encompass a broad range of public and
private institutions whos;ﬁprimary missions include education, research, and the
preservation of our scientific and cultural heritage. In the process of canﬁ'ing out
their missions, these institutions—which include research universities, colleges, li-
braries, and schools—are both creators and consumers of scholarly communication.
As such, these institutions garﬁcipate in the full spectrum of activities regulated by
the laws governing copyright and must be sensitive to the balance of interests em-
}:io%iﬂeid in them. Thus, they are keenly interested in the emerging debate over OSP

al 8

As they revolutionize the means by which information is recorded, disseminated,
accessed, and stored, digital technologies are changing the technical limits that have
supplemented the legal framework of balance between ownership and public dis-
semination. The unlimited technological capacity to disgeminate by transmission in
wm that can violate the rights of copyright holders confronts equally unlimited
technological capacity to prevent works from being used in ways contemplated by
law. Carried to its logical extreme, either trend would destroy the balance, with re-
sults that would likely undermine core educational functions as well as radically
transform the information marketplace.

Intellectual propenfr is a significant form of social capital, whose growth depends
on itg circulation, exploitation, and use. As a major arena in which intellectual prop-
erty is created and disseminated, educational institutions and libraries have nur-
tured an ethie of intellectual property based on:

s Respect for the rights of creators and copyright owners;

¢ Accurate attribution of authorship and respect for a work’s integrity,

¢ Assurance that copyrighted works may be preserved from deterioration;
* Promotion of information dissemination and access; and

¢ Economic viability of the scholarly communications system.

Unfortunately, educators and librarians will not be able to fully exploit the cre-
ative benefits of new technology if they are subjected to unwarranted “online service
provider” liability or are unable to purchase or use devices essential for displaying
or recording educational materials or useful other information.

Accordi: gly, the issue of “online service provider” liability is as important to li-

‘braries and educational institutions as it is to those in the telecommunications and
Internet services industries. Unlike last year’s debate, there now appears to be clear
appreciation domestically and internationally that balanced intellectual property
policy cannot stand on proprietors’ rights alone. In addition, remedies to enforce pro-
prietors’ rights, and excetggons to those rights, have been and must continue to be
the critical second and third pillars—indispensable and integral elements—of this
Nation’s copyright system.

The education and library communities believe that four key principles should be
considered as Congress debates any “online” liability system:

I Copyright law should foster an environment in which the broadest possible
spectrum of the public enjoys the educational and cultural benefits of the Internet;

II. Any Hability system ultimately adopted should Permit libraries and edu-
cational institutions to use state-of-the-art “navigational” systems and practices to
facilitate access to information.

1. In those instances where institutions are appropriately held indirectly liable
for copyright infringement, such liability should be limited to injunctive relief; and

IV. Any service-provider liability regime adopted should respect and incorporate
the general practices and principles adopted by libraries and educational institu-
tions to protect individual privacy.

Permit me to elaborate on each of these principles:

1. Copyright law should foster an environment in which the broadest possible spec-
trum of the public enjoys the educational and cultural benefits of the Internet. The
125 nations represented at the WIPO conference in Geneva this past December—
including the United States Government—unanimously agreed without debate that
simply providing “facilities for enabling or making a communication” should not
serve as the basis for col;yri ht infringement liability based solely on the actions of
someone who uses those facilities. Mr. Chairman, many of our institutions are being
asked by policymakers at every level of government to be the public’s “on-ramps”
to the information superhighway—a role that many institutions are actively pursu-
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ing. Indeed, Congress recently voted to assure that many of our institutions receive
discounted telecommunications services rates so that we can accomplish that mis-
sion.

Without reasonable insulation from liability based solely on the activities of school
and library network users over which our institutions have no control, educational
and lib institutions may be forced by the prospect of crippling liability to cail
%n tl;alt tt? uilding new, or to dismantle or disable existing, access points to the

rne

Copyright law should uphold the principle that liability for infringing activity in
the network environment rests uf»ﬁmarily with the infringing party rather than with
third parties. Institutions should accept responsibility for acts undertaken at their
behest, but should not be held liable for the acts of individuals—whether or not as-
sociated with the institution—who act independently. This principle is an essential
underpinning of academic freedom. :

The educational and library communities thus oppose OSP copyright legislation
that would make institutions liable for the acts of individuals acting on their own
initiative, or that would impose prior censorship. Copyright enforcement provisions
should uphold principles of due process in determining whether specific allegations
of infringement are valid. Educational institutions accept responsibility for estab-
lishing cﬁo].icies, can{ing out due process when appropriate, and creating climates
in which all those who use their facilities and resources use copyrighted materials
aplgropriately.

or exar:f)le, Mr. Chairman, Utah State University—an active member of one of
the national organizations I have the pleasure of representing today—is a highly re-
spected land grant university with an on-campus population of apgrommately
16,000 and 4,000 off-campus, non-traditional students. Utah State provides approxi-
mately 21,000 points of access to the Internet for e-mail, Internet browsing, library
services and information exchange. These services are used in campus-based and
distance learning. In fact, in most cases, the end-users (students and faculty) access
the network from locations which cannot be supervised, such as residence halls, of-
fices and laboratories. Uteh State does, however, advise users of its system of their
obligations and responsibilities to respect intellectual pﬁerty rights throush train-
ing programs, log-in messages, and online and print information provided by the
University’s Computer Services department.

We believe, Mr. Chairman, that no service provider, no phone company, no_edu-
cational institution and no library which operates a comfmter network should be
forced to factor into its Flans to bring the benefits of the Internet to the public po-
tential liability based solely on its role as an information conduit. Just as protecfion
against the illegal use of copyrighted information is a prerequisite for cop{right
owners to putting their “content” online, so too is insulation from unreasonable li-
ability a prerequisite for both commercial and non-commercial institutions to build-
ing, eploying and accessinf the Internet.

1. Any liability system ultimately adopted should permit libraries and educational
institutions to use state-of-the-art “navigational” systems and practices fo ﬁwilitate
access fo information. As you may know, Mr. Chairman, library and higher edu-
cation organizations were privileged to be represented in the “all party” liability ne-
gotiations directed by Congressman Bob Goodlatte of Virginia. It 1s our understand-
ing that Chairman Coble has asked Mr. Goodlatte to reconvene those talks this year
and we look forward, once again, to paxﬁcipaﬁnni.

Early in last year's discussions regarding online service provider liability, it be-
came clear that the provision of “lngks' ¥ to other parties’ information sites on the
Internet might be considered a significant factor in assigning liability to an informa-
tion access provider. The entire concept of “highlighting-" and “linking-based” liabil-
ity was and remains of great concern to educational institutions and libraries be-
cause of its potential to make illegal valuable activities historically at the core of
education and librarianship: the _pedaﬁogical presentation and organization of law-
fully acquired or referenced copyrighted information,

Libraries and educational institutions share our commercial colleagues’ view that
linkage is a unique and fundamentally positive technolo&;ical tool. In our universes,
it certainly has enormous potential to greatly enhance the educational process and
the public’s access to information. It should, therefore, be presumptively viewed as
a practice and protocol to be encouraged rather than chilled by the Copyright Act.
It is important to note that in contrast to the “conduit” issue, “one-size” policies and
definitions regarding “highlighting” and “linking” may not fit all stakeholders in the
complex debate to come.

IIL In those instances where institutions are appropriately held indirectly liable for
copyright infringement, such liability should be limited to injunctive relief. Libraries
an ucational institutions do not seek a blanket exemption from liability of any
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kind. ﬂﬁcﬁ: in that position is a recognition that, under certain circumstances yet
to be fully defined, a library or educational institution may be held liable for copy-
right infringement and subject to appr%ﬁriate penalties. We believe, Mr. Chairman,
that except in cases of direct liability, the exposure of libraries and educational in-
gtitutions can and should be limited to injunctive relief. Unless reasonably limited
in this manner, library and educational institutions (many of them publicly funded)
will be especially vulnerable to the kind of strategic litigation practices already evi-
denced by some “content” industries. As discussed earlier, educational and public ac-
cess to the Internet will be the inevitable casualties of such campaigns. In any
event, they should not be subjected to the threat of criminal penalties.

IV. Any service-provider liability ;‘éﬁime adopted should respect and incorporate
the general practices and principles adopted by libraries and educational institutions
fgfprotect individual privacy. Last year’s debate and negotiations made clear that
information proprietors may request that service providers either disclose informa-
tion concerning the identity or information access patterns of individuals suspected
of copyright violation, or terminate services provided to the individual under sus-
picion. Members of the library and educational communities wish to call attention
to certain special characteristics of our activities that must be taken into account
in any legislative solution to the issue of service provider Hability.

For example, when you or I use the facilities of a telephone company, Internet
access provider or online service provider facilities, we do so pursuant to a contract
or subscriber agreement in which wev}ipically acknowledge that service may be ter-
minated under specified conditions. When a student or teacher uses a school-based
information network, or a member of the public uses a branch lib: , however, the
bases of the “transaction”—the ground rules—are quite different. Educational insti-
tutions have honor codes built on broadly accepted professional principles which,
when breached, can result in expulsion or loss of privileges such as network use.
Similarly, someone who breaches a library’s “acceptable use” policy can lose print
and electronic library privileges. In educational and library settings, however, indi-
viduals may enjoy a higher expectation of privacy than in the commercial environ-
ment. Moreover, they have a justified expectation that their rights to engage in law-
ful discourse, print and electronic, will be respected.

These expectations arise from institutional codes and policies which are not based
on contract. Rather, they have their roots in our collective mission: promoting the
growth and dissemination of knowledge. Academic freedom and the Constitutional

antees of freedom of thought, association, and speech require that these policies

e resgected. Clear%', those who break the law or violate institutional use policies
must be punished. But, unless the unique concerns, in particular privacy and con-
fidentiality, which manifest themselves in lib and educational institutions are
recognized and respected in the service provider debate, we will put at risk the very
objective on which the Framer’s grounded the Constitution’s Copyright Clause: pro-
moting the “Progress of Science and useful Arts.”

Asg creators and repositories of vast amounts of intellectual &)roperty, educational
institutions and libraries have both a responsibility and a need to assure that their
own institutional practices conform to the requirements of intellectual property law
and that their constituencies are well informed about their responsibilities. Institu-
tional practices should set hitgl? standards for compliance and can serve as an edu-
cational tool for heightening the consciousness of individuals within the educational
and library communities of what the law demands.

In conclusion, Mr, Chairman, the Nation’s educators and librarians are committed
to develcging a digital environment that fosters a robust information market by pro-
viding effective incentives for the creation of intellectual property, the reliable pro-
tection of proprietary rights, and appropriate exemptions from those rights designed
to assure the widest possible access to and use of information, In sum, we believe
that the best w;fy to achieve that goal, and with it an effective liability system gov-
ergng online information access, is by carefully balancing all of the affected inter-
ests.

Thank you and the Committee for this early and important opportunity to help
establish the framework of the coming debate. We look forward to working closely
with the Committee to update the Copyright Act to meet the challenges, and maxi-
mize the opportunities, of the digital environment.

Thank you again, Mr. Chairman.

The CHAIRMAN. Let me just start with some questions to Mr.
Vradenburg and Mr. Neel. Por a moment, I want to explore the re-
lationships which currently exist between content providers and
service providers, and why it is, given the profit incentives that a

HeinOnline -- 1 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 37 1999



38

-robust Internet market presents both sides, a private resolution of
these liability issues is so difficult to obtain or to reach.

In entering into licensing agreements with content providers,
what burdens do service providers typically assume in order to pre-
vent knowing and willful infringement of copyright?

Mr. VRADENBURG. Let me start, Senator, by answering it in the
following way. To the extent that we have a relationship of any
character with respect to the content in our system, either we
produce it ourselves or we enter into partnership relationships with
those who provide content in our system. We have licensing ar-
rangements of the same kind that a broadcast network or a movie
studio would have. And with respect to that material, we obviously
enter into private arrangements that assure that the material is
not infringing, that it is represented not to be infringing, and that
we are indemnified if, in fact, the material is infringing.

I think the difficult issue arises when there are Web sites out
there with whom we have absolutely no legal relationship, but
where the simple operation of the engines that are part of the navi-
gation, browsing, and access systems of these networks provide ac-
cess to those Web sites.

It seems to me that Mr. Sherman was arguing that, in fact, exist-
ing law is adequate to deal with this because he, in fact, can go
chase the Web sites, and that is precisely our point. If, in fact, ex-
isting law is adequate, he can go chase the Web sites and he
wouldn’t be here trying to propose a change in existing law through
the implementation of the WIPO treaties and some change in do-
mesgc law associated with that. So I think his case proves too
much,

If, in fact, it were clear under existing law, which I think it is
not clear at the moment—if it were clear under existing law that
we were liable for those infringements and became the guarantors
of the infringement of all of the Web sites of the world, then I think
you both have imposed potentially massive liability on the Internet
service providers, but you have also created perverse incentives;
that is, the Web site operators of the world know that they can go
ahead and infringe willy nilly and that, in fact, any copyright
owner of any merit will simply chase the larger, deeper pocket.

You will have created exactly the wrong incentives. You ought to
be creating some discipline in the world that Web site creators
ought not to be infringing and if they infringe, they are liable, and
that no one else is going to be standing behind them as the guaran-
tor of their liability, namely ISP’s. So to relieve the ISP of liability
in the circumstance where the ISP has no knowledge or control
over this situation and to impose it on the Web site operator is pre-
cisely where I think the liability ought to be imposed.

There is no question that we are ready, willing and able as a
matter of business practice and as a matter of seeking a legislative
solution to sit down with the content industries to figure out the
mechanisms that will eliminate pirated material from our system
because, in fact, in the longer term we are going to provide a very
efficient global distribution system for the creative works of these
gentlemen and the ladies and gentlemen that stand behind them
in terms of distributing their works around the world. In fact, we
are going to have to be friendly to the content industries in order
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to assure them that their works are adequately protected when
they go on our systems.

The CHAIRMAN. Do you care to add to that?

Mr. NEEL. Well, Mr. Chairman, insofar as many of our compa-
nies are also Internet service providers, I would identify with Mr.
Vradenburg’s remarks. I would point out that the amount of reve-
nues for telephone companies on Internet services from the kinds
of software we are talking about—movies, and so on, and music—
is infinitesimal, and even for Internet revenues would be infinifes-
imal. Most of our revenues over the Internet came from data trans-
missions, so the licensing issues are not relevant to most telephone
companies in that context.

The CHAIRMAN. Does the technology exist at the present time, or
do we foresee such technology in the future which can allow net-
works to more easily detect transmissions which may be or are in-
fringing?

Mr. NEEL. I would like to address that and I am sure George
would, too. The short answer is no.

The CHAIRMAN. I have been told that technology does exist.

Mr. NEEL. Well, the technology may exist for copyright owners
to be able to go out there and identify when their property rights
are being infringed.

The CHAIRMAN. I have been told that it does exist if content pro-
viders and service providers are able to agree on a market protocol.

Mr. VRADENBURG. I would think, Mr. Chairman, that the an-
swer——

The CHAIRMAN. Am I wrong on that?

Mr. VRADENBURG. Well, I think that there is some possibility
that, in fact, if there is an agreed upon system for imposing either
digital signature or copyright management information in an
encrypted transmission, then we are going to be able to identify,
along with the content owner, when that work has been distributed
somewhere in the system potentially.

I think we may need an amendment to some of the existing stat-
utes which do prohibit us from looking at private transmissions on
the Internet. But subject to that, I think that there is some solu-
tion there. What the problem is is that if someone takes off that
information or someone creates a work that is infringing, but does
not contain that information, it is difficult then to understand ex-
actly what it is that are the bits that are coming through the sys-
tem and whether they are infringing or non-infringing.

The CHAIRMAN. Senator Ashcroft, may I ask just one question of
the content providers? My time is up and then I will turn to you.
Is that OK?

Senator ASHCROFT. You are the chairman and you may exercise
your right.

The CHAIRMAN. Well, no, no. I am a very courteous chairman.
[Laughter.]

If you will grant me to do that, I would appreciate that.

Let me just ask you content providers, I gather from your testi-
mony you don’t think any change in current law is necessary.

I right about that?
Mr. SHERMAN. That is correct.
The CHAIRMAN. Basically, all three of you agree?
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Mr. ATTAWAY. That is absolutely correct. And to correct some-
thing that Mr. Vradenburg said, we are not seeking any change in
the law with regard to the liability of online service providers. The
WIPO treaties that we support do not deal with that subject in any
way.

The CHAIRMAN. Well, as I understand it, under current law if A
sends a copyrighted work over the Internet to B, then absent per-
mission from the copyright owner, A, B and any service provider
engaged in the transmission would be liable for copyright infringe-
ment. Is that your contention?

Mr. SHERMAN. Copyright law is what the courts say it is. So far,
to the extent that the courts have spoken, that wouldn’t be the
case. This is just something that is developing. The only case law
on this subject has come out on the side of the IAP's.

The CHAIRMAN. Well, let me ask you this. Would you be in favor
of legislation to codify the knowledge requirement for infringement
on the part of the service provider?

Mr. SHERMAN. Well, it depends on what you mean by——

The CHATRMAN. Why not clarify the law along the lines that Mr.
Burton has suggested in his testimony?

Mr. SHERMAN. Well, I think our concern about the knowledge
standard is that we don’t want to have the total burden shifted
onto the content providers to monitor everything that is out there
and highlight all the pirated sites. I think the fact is that there is
a “reasonable man” provision and if an ISP has a site that says
“steal this software iﬁegally for free,” there should be some obliga-
tion on that ISP to say, well, you know, we ought to look at that
site and see what is going on there. And so I think that there is
a constructive standard here and the straight notice and take-
down, with all the responsibility on the side of the content provid-
ers, is unworkable.

The CHAIRMAN. Well, let me just say that I am told that tech-
nology may exist which, if content providers and service providers
were able to agree on a market protocol, would allow operators of
networks and content providers to better detect and deter third-
party digital transmissions which infringe on copyright.

One might consider whether, assuming leading service providers,
OEMSs and content providers were empowered by Congress to do so,
the information technology industry could develop a private proto-
col which would be implemented across the industry spectrum
whereby liability for third-party infringement is substantially lim-
jted and ensuring that the costs of developing and implementing
such a program are borne by everybody, by all.

Mr. SHERMAN. Mr. Chairman, I think that the possibility of a
technological solution is the holy grail that we are all looking for,
and we think it can exist. But if the IAPs got their way and got
this exemption from liability, then what would be their incentive
to deploy the technology? Why would they have anis; interest in
helping us any longer once they no longer face any risk of liability?
We need that to help level the playing field so that they will co-
operate with us in frying to deter infringements.

The CHAIRMAN. Well, if we could get that kind of a solution, it
would be market-driven rather than Government-mandated and it
would, in my opinion——
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Mr. QAkLEY. Mr. Chairman, may I——

The CHAIRMAN. Let me just finish these thoughts that I have. It
would, in my opinion, stimulate a more vigorous investment in the
Internet by all sides.

Mr. Oakley.

Mr. OAKLEY. Thank you. There has been a lot of talk and a lot
of support for the technology-driven solution, but there is also a
worry that the technology-driven solution can go too far, that it can
be too absolute, because we do have certain limits built into the
Copyright Act now that protect the rights of users and those have
to do with fair use and a host of other possibilities.

The technology solution effectively eliminates all fair use, or
could potentially eliminate all fair use in any other of the limits
that have been built into the copyright system. So the technology
solution has the perhaps unintended effect, or perhaps intended ef-
fect of totally changing the balance that currently exists in copy-
right law.

The CHAIRMAN. Well, let me turn again to the service providers.
It seems to me that the content providers make a valid point when
they ask what incentive the service providers will have to continue
cooperating with them to take down pirated sites. It seems realistic
to assume that not all service providers are as ethical or as upright
as you folks represented here today, or as responsible. Could you
comment on that?

Mr. NEEL. Well, Mr. Chairman, as I mentioned before, the tele-
phone companies have every incentive to solve this problem be-
cause we are also content owners. We have massive amounts of
data, directories, all kinds of software, that we want and intend to
protect as well. So we have every incentive to do that.

But let me just give you a situation here. Even if you had the
technological holy grail, you would not be in a situation where the
Internet service provider or the telephone company would be able
to know if the transmission of some material has been authorized.
If Paul McCartney comes into your office and says, “I just heard
my song ‘Yesterday’ sent over the Internet and I want you to shut
that down”—well, you know that song; I am sure it is one of your
favorites—you would say, well, yes, absolutely, Paul McCartney
wrote that song.

Well, then, 80 minutes later, you shut it down and Michael Jack-
son calls you and says, “Wait a minute. I sold the rights to that
to America Online.” You don’t have any way of knowing that, so
under any technological solution there is going to be a severe dif-
ficulty in a carrier or Internet service provider being able to deter-
mine if that transmission was authorized. So it has to be the initial
responsibility of the content owner to identify when the trans-
gﬁssion is unauthorized. Then it is our responsibility to shut it

own,

The CHAIRMAN. I have other questions. I will submit them in
writing. I might ask a couple more if we have enough time. We
?:.lve to finish right at 11:30 because of the invocation of the 2-hour

e.
[The questions of Senator Hatch are located in the appendix.]
The CHAIRMAN, Senator Ashcroft.
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